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ITU Global CyberDrill

(Cyber 100x)

2 o 2 4 23-25 April 2024
Dubai, United Arab Emirates




23 April « Day 1 * Global Cybersecurity Forum

Instructions for Scenarios Session

Scenarios Introduction and Cyber Range Platform Registration, (Hall 7, Hack-O-Sphere Pavilion)
Opening Ceremony (Hall 7, main stage)
Break

High-Level Panel Discussion

Global Cyber Resilience: Strengthening International Collaboration for a Secure,
Interconnected World

Setting the Context and Moderation: Dr. Cosmas Luckyson ZAVAZAVA, Director of the
Telecommunication Development Bureau, ITU

Speakers:

e H.E. Dr. Mohamed Hamad Al KUWAITI, Head of Cyber Security Council, The United
Arab Emirates (UAE)

¢ H.E. Mrs. Ursula OWUSU-EKUFUL, Minister for Communications and Digitalization,
Ghana

e H.E. Dr. Gevorg MANTASHYAN, First Deputy Minister of High-Tech Industry of the
Republic of Armenia

e H.E. Mr. William Enrique Cameros MARTINEZ, Deputy Minister of Information
Technology and Communications, Guatemala

e H.E. Mr. Marius-Viorel POSA, Under Secretary, Ministry of Research, Innovation and
Digitization, Romania

Break

Panel 1:
Advancing Cyber Diplomacy: Perspectives from Incident Response and Diplomatic
Communities on UN Cybersecurity Norms and their Implementation

Setting the Context and Moderation: Ms Natalia Spinu, ITU CyberDrills Consultant
Speakers:

e Mr. David KOH, Chief Executive of the Cyber Security Agency of Singapore

e Mr. Mvilawemphi DLAMINI, Chief Executive Officer, Eswatini Communications
Commission

¢ Mr. Badar AL SALEHI, Director General of Oman's National CERT and Head of the Arab
Regional Cyber Security Center

e Mr. Rastislav JANOTA, Special Envoy for Cyber Security, National Security Authority,
Embassy of the Slovak Republic in Washington

¢ Mr. Nerses YERITSYAN, Director of the Information Systems Agency of Armenia

¢ Mr. Karsten Diethelm GEIER, Minister in the German Foreign Service, Senior Cyber
Diplomacy Adviser to the Geneva-based Centre for Humanitarian Dialogue

Panel 2:
The Role of Intergovernmental and International Organizations in Countering Cyber
Threats

Setting the Context and Moderation: Mr. Orhan Osmani, Head a.i. Cybersecurity Division,
BDT, ITU

Speakers:

Ms. Pei Ling LEE, Head of Cyber Strategy & Capabilities Development, INTERPOL

Mr. Endrik RAUN, UN Counter-Terrorism Centre

Mr. Chris GIBSON, Executive Director, FIRST

Mr. Giacomo ASSENZA, Cybersecurity Specialist, World Bank

Ms. Sametria MCKINNEY, Director of Bahamas CIRT

Dr. Chafic CHAYA, Regional Communications Manager, Middle East Region RIPE NCC



24 April - Day 2 « Global CyberDrill

Scenario 1: APT DFIR and Threat Hunting
Hall 7, Hack-O-Sphere Pavilion
e Mr. Marwan Ben RACHED, Cybersecurity Coordinator, ITU
o Mr. Digit OKTAVIANTO, Cybersecurity Consultant, ITU
Break

Scenario 1: APT DFIR and Threat Hunting
Hall 7, Hack-O-Sphere Pavilion
e Mr. Marwan Ben RACHED, Cybersecurity Coordinator, ITU
e Mr. Digit OKTAVIANTO, Cybersecurity Consultant, ITU
Break
Scenario 2: Cyber Incident Response, Analysis, Recovery and Cooperation with law
enforcement
Hall 7, Hack-O-Sphere Pavilion

e Ms. Alya AL-SAADI, Cybercrime Programme Coordinator
e Mr. Ibrahim AL-MAHMOUD, Cyber Capabilities Development Coordinator

25 April - Day3 ¢« Global CyberDrill

Scenario 3: The use of OSINT Techniques to Identify Perpetrators of Cyber- Attacks
Hall 7, Hack-O-Sphere Pavilion

e Mr. Endrik RAUN, Programme Management Officer, UNCCT

o Mr. Christofis Lysandrou PALLARIS, consultant, UNCCT

Closing Ceremony



