
International
Telecommunication
Union

Regional annual Capacity-building Workshop on Child 

Online Safety(COS) for Africa sub-Saharan countries 

Lilongwe, Malawi, 18-20  July \ 2016

Aminata Kaba 

ITU Area Office

Dakar 



International
Telecommunication
Union

Why COP
• Children are going online more than ever.

• Technology is readily available to children at a 

young age

• Being at ease with technology, children can easily 

bypass restrictions.

• Cybercrime is borderless, invisible and organized
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Today, the use of Information and Communication 

Technologies (ICTs) is the key to access information 

society

Personal 
communication

Entertainment

On-line public 
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Real-time 
Information

Social and 
professional 

networksDatabases

Media

Social media
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Global Cybersecurity agenda and Child online 

protection(COP)

• The COP initiative is part of the 

Global cybersecurity 

agenda(GCA) which is build 

around five pillars:

1. Legal Measures

2. Technical and procedures 

measures

3. Organizational structures 

4. Capacity building 

5. International Cooperation 

Objectives of COP:

• Identify risks and vulnerabilities to 

children in cyberspace;

• Create awareness of the risks and 

issues through multiple channels;

• Develop practical tools to help 

governments, organizations and 

educators minimize risk

• Share knowledge and experience 

while facilitating international 

strategic partnership to define and 

implement concrete initiatives 
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Coordinated Response

Need for a multi-level response to the cybersecurity  

challenges

•International Corporation framework

• Exchange of information 

•Harmonization of policies, legal frameworks and good 
practices at regional level

•National strategies and Policies

•National Response capabilities

•Country level capacity building and training 

International 

Regional  

National 
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We count on the support of several partners…

International 
Organizations

Industry 
&Private 

Sector

Civil Society 

Governments
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What do we do? 
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Run Surveys with 

policy makers 
Develop Case Studies 

Share a platform of 

countries profiles
Data collection
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4 set of guidelines addressing different stakeholders and available in all 6 UN 
languages have been developed in cooperation with COP partners :



International
Telecommunication
Union

Online Platform 
of Case Studies
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Child online country profile wellness
• Cybersecurity wellness profile provide an overview of the country level 

cybersecurity development based on the 5 pillars of the GCA and the 

Information on Child online protection initiative is also covered.

• Currently 195 country profiles are available based on GCI 2014 data 

and the graph below is the COP wellness profile for Africa ( 38 

countries)
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Assisting countries to establish national strategies 
and policies

 Cameroon  

 Ghana

 Mauritius 

 Sierra Leone  

 Gambia

 Oman

 Brunei

 Zambia

 Bahrain

 Chad

 Gabon

 Rwanda
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Overview of Guidelines for 

Children
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Overview of Guidelines for Parents, 

Guardians and Educators
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Guidelines for policy makers
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National strategy formulation roadmap for policy makers 

Legal 
framework 

• Review the existing 
legal framework to 
determine that all the 
legal powers exist to 
enable law 
enforcement and 
others relevant 
agencies to protect 
children & youth 
online on all Internet 
enabled platforms

• Establish , that any 
act against a child 
which is illegal in the 
real world is also 
illegal online; that the 
online rules for data 
protection and privacy 
for legal minors are 
adequate 

Law enforcement 
resources & reporting 

mechanism 

• Ensure that a 
mechanism is 
established and is 
widely promoted to 
provide a readily 
understood means for 
reporting illegal 
content found on the 
Internet( Hotline)

National Focus

• Draw together all 
relevant stakeholders 
with an interest in 
online child safety 

• Consider the 
advantages that  a 
self or co-regulatory 
model might present 
by the formulation and 
publication of codes of  
good practices to help 
maintain engagement 
of all stakeholders but 
also speed 
appropriate responses 
formulation to fast 
technological change.

Education & 
awareness 
resources

• Draw on the knowledge 
and experience of all 
relevant stakeholders and 
develop Internet safety 
messages and material 
taking into consideration 
local culture and norms 
and ensure that these are 
sufficiently distributed and 
appropriately presented to 
all key target audiences 
through all channels of 
communication.

• Promote positive and 
responsible forms of 
online behavior. Avoid fear
based message and 
highlight advantage of 
Internet.

• Consider the role that 
technical tools can play in 
supporting and 
supplementing education 
and awareness initiatives.

• Encourages users to take 
responsibility of their 
computers by encouraging 
regular servicing ( 
updates, firewall 
installation, anti-virus 
application

Key areas for Consideration 



International
Telecommunication
Union

Children & Youth use of Internet

• Interactivity and user generated content 

access

• Social networking

• Use of Instant messaging and chats 

services

• Files exchange through peer-to-peer 

exchanges programmes
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Key risks to children online

Excessive use

societal

commerce

Access to illegal online content/ 

inappropriate material or image

Easy Exposure to 

sexual predators 

Risky online behavior or 

sexual online interaction

Bullying 

Easy access to age inappropriate 

goods/services

Exposure to many inadequate data 

access

Obsessive 

behavior/addiction

Open digital divide 

betweens users in 

terms of acess or 

proficient/confident 

use
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Key stakeholders to ensure children online safety at 

national level

Children 
and youth

Educators

Parents/

guardians

Industry

The 
research 

community 

NGO

Law 
enforcement

Social 
services
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Specificities/ characteristic of each stakeholders (1)

ChildrenChildren

• Comfortable with Internet 
& Technology devices

• inexperienced

There is a need to develop 
policy at a national level to 

protect and ensure 
children safe use of 

Internet

Parents/guardiansParents/guardians

Little lost when it comes to 
technology/Internet use

Need to be informed about 
risks and advantages of 

new technologies & 
Internet through different 
communication channels 

EducatorsEducators

Responsibility to teach 
children about how to stay 

safer online at 
home/school or anywhere 

else

Need professional training 
linked to 1st class, up to 
date teaching resources 
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Specificities/ characteristic of each stakeholders (2)

IndustryIndustry

Have expertise and 
knowledge of their 
products/services

• Should promote 
awareness of the online 
&safety issues to 
community 

• Should identify hazards 
in their products and 
services and correct 
them 

Research 
community 
Research 

community 

Have the knowledge of 
technical and social 

aspects and impact of the 
Internet 

• Can help national 
government and policy 
makers develop 
strategies based on hard 
facts & evidence

• Can be an intellectual 
counterweight to the 
industry 

NGONGO

Have the Expertise and 
information which can be 

an  invaluable resources in 
reaching out & providing 

services to the community   

Can help promote the 
online safety agenda 
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Specificities/characteristic of each stakeholders(3)

Law Enforcement  Law Enforcement  

Should be fully engaged with any overall 
strategy to help make the internet safer

• Need to be trained appropriately to conduct 
investigations into internet related crimes 
against children and youth 

• Need the right level of technical knowledge 
and access to forensic facilities to extract and 
interpret data obtained from technologies 
devices

• Should establish clear reporting mechanism 
(hotline)  

Social services Social services 

Can provide support and counselling to 
abused or harmed children/youth online

Professional working with the social 
services need appropriate training to 

be able to provide this kind of 
support
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National Checklist 

•Laws should make it clear that any and every crime that can be committed in the 
real world can also be  committed online 

•Developed new laws or adapt existing ones to outlaw internet specific offense such 
as grooming, perform or watch sexual acts 

•Outlaws the misuse of computers for criminal ends 

Comprehensive legal framework 

•Bring together all of the key  stakeholders and players to develop and implement a 
national initiative/strategy for children online safety

•Establish a self or co-regulatory model by publishing codes or good practices to 
guide Internet industry on measures to be taken to keep children safer online 

•Involve the mass media in promoting awareness messages and campaigns

Need for a national focus on online child 
protection 

• To reflect national laws and local cultural norms to take into consideration 
language and cultural barriers

• Essential for any Internet safety campaign or training material developed
Need to develop local resources

•Educational & outreach programs  should be developed for professional, 
parents/guardians/educators to help build awareness on the issues and provide 
strategy to deal with them

•Ensure safety material are made available in either in written forms or produce 
using other media such as video

•Important to strike the right tone for any education and awareness campaign

Need for public education and awareness 
activities 

• Mechanism for reporting abuse of an online services or illegal online 
behavior should be widely promoted online and using other medias.

• Possibility for people who feel threaten in any way or who have witness any 
worrying activity on the Internet to report quickly  to the relevant law 
enforcement agencies( who should be trained  and ready to respond.

Need for reporting mechanisms for online 
predatory behavior including  bullying

• Numbers of free software programs can help screen out unwanted materials 
or block unwanted contact .as they as generally part of the operating 
system or provided as part of a package from ISP.

• Technical tools should be use as part of a global arsenal as parent/guardian 
involvement is critical.

Helping children to stay safe online 
through the use of technical tools
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For more information please visit: 

www.itu.int/COP

Thank you 

Aminata.kaba@itu.int

http://www.itu.int/COP

