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 Ransomware

 Identity Theft

 Malware (backdoor trojans)

 Social Engineering

 Insider Threat

Data Threats



African Statistics on Threat

 Mauritius ranked 5th and is among the top ten countries 

in the African region that has an Internet Threat profile

 Mauritius ranked 4th and is one among the top ten 

countries that has spam zombies in the African region

Source: Symantec Corporation - Internet Security Threat Report: Volume 18

South Africa – Current Snapshot, February 28, 2013
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 The US government notifies 3,000
companies that they were attacked and
charges nation-backed hackers with
economic espionage

 Compromises of retailers culminate in a
recent breach of 56 million credit cards

 Heartbleed bug results in the loss of 4.5
million healthcare records
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Some of the Recent Incidents

 Shellshock bug has compromised millions of
devices and cause damage to web servers
around the world

 Powerful malware infects hundreds of
energy companies worldwide

 More than half of global securities
exchanges are hacked

 Regin spy malware has been detected by
Symantec which is extremely complex and
dangerous
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Some of the Recent 

Incidents..
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Phishing



Phishing



 Backdoor Trojans

 Keylogggers

 Rootkits

 Viruses

 Worms

Malware



Ransomware



 Locky

 CTB-Locker

 CryptoWall 2.0 

 Jigsaw

Ransomware Types



Ransomware Post Attack



 Phone

 Email

 Social Networks 

Social Engineering



 Disgruntled Employees

 Lack Of Proper Access Control

 Unsafe Information Keeping

 Lack of Clear Screen & Clear Desk 

policy

Insider Threat



 Sensitization Campaigns on Child Online Safety

 Primary & Secondary School Students (>20k)

 Primary & Secondary School ICT Teachers (>300)

 (Pop - MU Fb accs – Youngsters)

 Women Welfare Centres (Housewives)

 Empowering Parents

 Programmes on National TV

 Programmes on Radios (Multi Language) 

 Cyber Security Portal for Parents, Kids & Home Users 

(cybersecurity.ncb.mu) 

 Guidelines on Online Safety for youngsters

Child Online Safety Action Plan
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Mauritian Strategy/Policy - by 
CERT-MU 

 Data Protection Act 2004

 Critical Information Infrastructure 

Protection (CIIP)

 Cybercrime Strategy 

 Cybersecurity Strategy



Cyber Security Strategy

 Driven by CERT-MU

 Endorsed by Government in October 2014

 To enhance the cyber threat preparedness of Mauritius 

and managing the disturbances caused by these threats

 28 projects being implemented

 Anti Cyber Threat Monitoring System

 Capacity Building

 International Collaboration

 Cyber Education



Anti Cyber Threat Monitoring 

System
 Monitor and mitigate the risk of cyber security threats 

and attacks on government websites and portals, as well 

as on critical information infrastructures.

 Carry out round-the-clock security operations for early 

detection and prevention of potential cyber threats.

 Gather cyber threat intelligence, which it will analyse and 

assess for drawing up defensive measures at the 

national level.

 Promote awareness of cyber threats and coordinate 

security responses in both public and private sectors.



 Hotline: 800-2378

 Website: www.cert-mu.org.mu

 General Queries: contact@cert.ncb.mu

 Incident Reporting:  incident@cert.ncb.mu

 Mailing List Subscription: subscribe@cert.ncb.mu

 Vulnerability Reporting: vulnerability@cert.ncb.mu
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