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Phishing - Making a 
QR Code

- Make your own, point it anywhere 
you want including websites that 
say anything you want.

- Apps exist already for making false 
vaccination assertions via QR

- Delivery of malware; fraud
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Root of Trust - device infected during                  
supply chain

Detects
That the phone has 
Been activated (proof-of-life)
By sending picture count

Pulls additional
components

Phone pre-infected with 
a dex loader
During manufacturing
process

Can attempt to root the phone
Monitor device activity
Collects device information
Collects device geo location
Collects SMSs

Additional application can 
Register device to online 
services
Send SMSs to prime numbers
Perform other type of fraud
(Abuse mobile payment)
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Zero Trust – “context” vs blocking
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Zero Trust – “context” vs blocking
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eSIM approach

• Federated

• Revocable

• Real-time contact tracing and alerting

• Alerting based on geography

• Next pandemic ready

• Borderless, roaming

• Already globally interoperable

• Flaw: not all have phones/identities
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