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Introduction

* Quantum Key Distributions (QKD)

Applicati d Cipher text licati ;

« procedure or method for generating and distributing symmetrical R e 01001011 _ Application receiver
cryptographic keys with information theoretical security based on Plain text P Plain text
quantum information theory (by ETSI) 1111 1111111

SASNI: { De /.
* From QKD system to QKD network o I "j{"“” ¢ — ‘;W\zt"f |
L ) Application link L )
Key Key
* Related standardization bodies ~O1otto100 1010100 7O
« ITU-T a _

A
+ ETSIISG QKD QKD module Classical channel QKD module
« ISO/IEC JTC1/SC27 ~

Quantum channel _
« |ETF/IRTF — Quantum Internet Research Group QKD link
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. : : « QKDN standardization aspects in the
QKDN standardization in ITU-T context of ITU-T

 QKDN concepts and their relation to a user network Ongoing and works

User network
Network devices [ Securlty aSpeCtS » SG17
i m Network aspects » SG13
Ml Protocol and test »
methods
B Network »
operation aspects
ll Transport network »
integration
B Applications »
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Standardization for QK

at6/13 )

Y.3800
Overview on networks supporting QKD

(Knowledge-centric trustworthy networking
and services)

Y.3801 (Functional requirements of QKDN)
Y.3802 (Functional architecture of QKDN)

Y.3803
Key management for
QKDN

Y.QKDN_frint
Framework for integration
of QKDN and secure storage

network

Y.3804
Control and management for
QKDN

Y.QKDN_BM
Business role-based models for
QKDN

Y.3805

Y.QKDN_iwfr
Quantum key distribution
networks - interworking
framework

A

Software defined network
control for QKDN

Y.QKDN_ml_fra
Quantum key distribution
networks - functional
requirements and architecture for
machine learning

i

Y.QKDN-qos-pa (Y.3807)
QKDN — QoS parameters

Y.3806
Requirements of QoS
assurance for QKDN

Y.QKDN-qos-fa
Functional architecture of

Y.QKDN-qgos-ml-req
Requirements of ML-based
QoS assurance for QKDN

K QoS assurance for QKDN

aorss

(Quality of service (QoS) aspects including
IMT-2020 networks)

6
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DN in ITU-T SG13/17/11

-

Q4/17 N Q2/11
(Quality of service (QoS) aspects (Signalling requirements and
including IMT-2020 networks) protocols for services and
applications in
telecommunication
environments)
X.sec_QKDN_km Q.QKDN_sig_cm
Security requirements for Signaling requirements and
QKDNs — key management protocols for QKDN control
and management
X.sec_QKDN_tn Q.QKDN_profr
Security requirements for Framework for QKDN
QKDNSs — trust node Protocols
X.sec_QKDN_.intrqg
Security requirements for
QKDNs — Infra integration
X.sec_QKDN_CM
Security requirements for
QKDNs — control and
management
X.sec_QKDN_AN&AZ
Security requirements for
QKDNs — authentication and
authorization
N




Y.3800: overview on QKDN

« This Recommendation specifies an overview on networks to support quantum key distribution (QKD) to
address network aspects to implement QKD technologies.
» an overview of QKD technologies;
» network capabilities to support QKD;
» Conceptual structure and basic functions of QKD networks (QKDN).

3
g’ w — _ 2% %g > User networ
v 3801: QKDN — | [ I e—r— = H
Functional requirements 0% wwo| 7 A

* This Recommendation is to
specify functional requirements
for QKDN:

* Functional requirements for
capabilities of quantum/key
management/QKDN control and
management layers and other
capabilities for QKDN

layer
[}
A
=]
4

Quantum Key management QKDN control
layer
Jabeuew NOYOD

DN ..... Q T
icontroller controller i controller :

- QKDN
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! B _Sél_w:i(_:r; Ia_y;; ___________________________________________________________________________________ ‘: :, User network management layer \:
P AX ! | I
i % Cryptographic application (APP) " i User network manager i
Y.3802: QKDN | o |
[ ] T 5 S A
- - /" TQKDNcontrol layer T Im e n Mu
[ [ ! I R atutaintietetete etk Mt ~
functional architecture i QRPN sl L
1
! | Routing control | | Session control | ! : i
] H 1 |
1 i 1
Ak T Cx | Configuration control | | Access control | | Policy based control | ! H QKDN manager i
1 ! H |
H %—' QKDN controller control and management I 4 i i
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S | 4 ___ e 1 : 1 :
Ck Vo |
g ' ] \ |
’ ~ 1 1 | |
! Key management layer \ i i ! |
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e ! Mk o D2 !
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, ) KMA | Key relay | | Key storage | | Key life cycle management | ! ! 1 i g !
. . 1 H B | ™
* Functional architecture model N ; bl e
———————————————————————————————————————————————————————————————————————————— - 1 1 ! <] |
' Kq-l Kq-2 an LIE |
* Functional elements and reference i . ot AN . bl Key CLE |
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L4 Ove ra I I O pe ratlo n a I p roced u reS Qsy 1—%—' Quantum channel synchronization | | RNG | g | ~ ' i i |
e , Mq 1 1 ! i
Qqe %4' Quantum communication | : Channel multiplexing : E E E E i
T s sSS —e—e——_—m m T e e e e e e e ———— 1
i i “ L | |
- . ! ops o . !
i QKD link e qip H ! Quantum layer i !
' Pt I - 1 ' Vo management ! '
' ! Quantum relay point L : H : 1 ! |
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Cryptographic application

Y.3803: QKDN — Key management Ak QDN contoller

o Py

« This Recommendation describes key R N :
management for QKDN which ol KM controland || &

] o ) KSA link NP Key supply management n
addresses technical specificationsto . R | | ; Mk
help the implementation and operation. | Keyexchange j---a=-p--SSSssses 3 Key combination EZEEEEEEEEEEEtEs :

: - : J : fo)
* Requirements of key management ! ) ! : &
« Functional elements of key management : KMA — ! s
! ey life cycle management : B
» Procedures of key management q ! : 5
y ¢ . K[X‘ll i _r\—, : s
« Key formats (key data and meta-data) KMA link ——— Keyrelay [ |, Al :
: [ :
E Key storage E
Kq 1 1 Kq-2 —
QKD module
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Y.3804: QKDN — Control and management

________________________________________________________

. This ¢

__________________ \
User network 1
management layer :
1

1

User network manager
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1
management, and : - QKDNCOIIU'OHCI' - : : 1
. 1 | Routing control | Session control | 1 1 QKDN manager :
orchestration for : _ T s : .
QKD N Al | Configuration | | Access control | | Policy based | : : ' FCAPS I :
1 * ! '
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Y.3805: QKDN —
Software Defined Networking Control

 This Recommendation covers:
» Requirements for SDN control in QKDN;

* Functional architecture of SDN control in
QKDN;

» Reference points of SDN control in QKDN;
» Hierarchical SDN controller in QKDN;

» Overall operational procedures of SDN
control in QKDN

3.4 layer SDN Controller

.
- b
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Controller Layer
Ac-(N+1)
Mu

— Ac-Xx, [<x<N

/
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On-going work items on QKDN in ITU-T SG13

s | Workitem_

Y.QKDN_BM : Quantum key distribution networks — Business role-based models
Y.QKDN_frint : Framework for integration of QKDN and secure storage network
Y.QKDN-iwfr : Quantum key distribution networks — interworking framework

Y.QKDN-ml-fra : Quantum key distribution networks — Functional requirements and architecture
to enable machine learning

Y.QKDN-rsfr : Quantum key distribution networks — resilience framework

Y.supp.QKDN-roadmap : Standardization roadmap on Quantum Key Distribution Networks

Y.QKDN-Qo0S-pa: Quantum key distribution networks — QoS parameters

Y.QKDN-QoS-fa: Functional architecture of QoS assurance for quantum key distribution networks

Y.QKDN-QoS-ml-req: Requirements of machine learning based QoS assurance for quantum key
distribution networks
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Y.QKDN_BM: Business role-based models

Security application
service user

* Y.QKDN_BM describes business roles, business sasu-sasp
role-based models, and service scenarios in a User network provider ———ba1P__| Security application sasu-QKDNp
QKDN from different deployment and operation service provider
perspectives. QKDNmp-unp unp-QKDNp | sasp-QKDNp

« Especially, Y.QKDN_BM identifies various QKDN QKDNmp-QKDNp QKDN

business models that require security application management provider provider
services with a QKDN and exiting user networks. Q Q
QKDNmp-QKDNmp QKDNp-QKDNp

Y.QKDN frint: Integration of QKDN and secure storage network

» This Recommendation describes framework for integrating QKDN and secure storage network (SSN).
 functional requirements for SSN;

» functional architecture model of SSN;
» reference points;

» operational procedures;

» phase-in scenarios.
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Recently started work items

ML pipeline subsystem
| SRC ML Functions SINK |
. |
* Y.QKDN-iwfr : Service layer —> N QKDN Control and :
. Const_c[ucting a Iargte ?‘Calelt'QngKVgl]\ilCh c%v%rs wide | | QKDN Control layer C ™ PIP Management layers |
area, it may consist of multiple s and they are !
interworkin{; each other g Y | | QKDN Management layer —=>| ¥ |
. 3 . | Key Management layer M bl Pl D —> Key Management layer :
It mainly focuses on the interworking between QKDNs | y —> |
supported by multiple QKDN providers. | Quantum layer —> Quantum layer |
o ﬂ ________________________________ u ]
Data Handling interfaces Data Handling interfaces
* Y.QKDN-ml-fra | TS
» For the functional requirements and architectures for a
ML-enabled QKDN, it specifies the roles of ML in a C: collector; PP: preprocessor; M: model; P: policy; D: Distributor; SRC: source of data; SINK: target of ML output
QKDN.
 Itincludes functional requirements and a functional
architecture model of the ML-enabled QKDN. QKD Key QKD Key
* Y.QKDN-rsfr E a QKDN control Layer : i QKDN control Layer ‘ Q |i
- - . LK . ! K|
|t specifies the framework of resilience in a QKDN I D | : : [ D |
including the conceptual models of QKDN protection N KM Layer L ' KM Layer ‘_ N
and recovery scenarios. ' | Mg. f | : ! I ; Mg. | 1!
It also provides typical use cases of resilience and | Lay : Lay ||
related requirements of resilience schemes supported VL T Quantum Layer ; : Quantum Layer R
by the quantum layer, the key management layer, and L m e : R l
QKDN control and management layers, respectively. QKDN provider A QKDN provider B
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QKDNs Interworking Scenarios

Scenario 1 — Interworking of QKDNs with GFs Scenario 2 — Interworking of QKDNs with IWFs

Cryptographic Aﬁ Cryptographic Cryptographic A Cryptographic
application application application application

i el ittt 1 e [~ s s e e e e mmmm——————— | [ il it
1 ! 1 | ! | 1
1 1 1 1 . T
| GF-A 1 | GF-B ! 1 | 1
1 I | : 1 | 1
1 I ] | 1 | 1
\ 1 1

: Lo & Lo . R x
1 QKDN I R S 7 I | QKDN P | : QKDN L (___1'___ QKDN
! controller - A : “ | controller - B | 1 controller - A -: 4 1 controller - B
: " : I 1 ) 1

| 1 1
: : : I 1 : 1

| 1 | 1
! N ¢a Ck Ca \ ! Caf Ck G Lo & Nca i I G
1 ! ! | 1 ' 1
1 ! ! | 1 ' 1
! KM -A ! o | KM-B Lo KM -A ' i KM -B

xi Kx I 1 K I kit 1 K

: KSA : v : KSA e ! ! x KSA ! L ! .
. —r— 7 o ot
! KMA ' ! | ! I !
! ! ! KMA o KMA | ! KMA
1 ! 1 : 1 : 1
1 | 1 | 1 | 1
. Kq Ka | | Ka Kq | 1 Kq 1 1 Kq
1 1 1 | 1 | 1
1 I ax | | 1 I 1
: QKD QKD : ! QKD QKD Q); | : Qx QKD ! : QKD Qx
\ module — Ay module - A, | : module — B, module - B, I : 1 module -A : 1 module - B
1 | 1 | I | 1
! QKD node A ! ! QKD node B | ! *
: (Trusted node) : : (Trusted node) | : IWF (Trusted node)

| N i
[} | | B 1 | i 1
——————————————————————————————————————————————————————————————————————————————— S | ! e e e e = =

QKDN provider A Network boundary QKDN provider B Network boundary
. Key transmission Interworking
Protocol Interworking control routing control
conversion routing control

GF controller control and management

GF controller control and management

IWF controller control and management

Key management and QKDN module

Key management and QKDN module
control and management 2 & Q

control and management

!)IJNUE Iz(()Az!-EI DOSCO PE QKDN iniﬁ;;l;i;i nctontrol and ‘ QKDN int;::lzgzi;i nctontrol and ‘




Architectural Variations
of ML-enable QKDN

Strategy A (QKDN-optimization ML functions
are all located in QKDN controller)

Ak

Strategy C (QKDN-optimization ML functions and ML
sandbox are located in a new layer called ML layer)
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Service layer

Cr ‘

Ak

User network manager

Ma

QKDN management layer

QKDN controller

i I

Policy based control

QKDN manager

‘ Routing control H

Session control ||

Configuration control

QKDN controller control and management

QKDN-optimization ML sandbox

‘QKDN-optimization ML functions

Key management layer

Quantum layer

I
|

|

I

} QKD
| module
|

I

i
|
|
|
|
|
|
|
|
|

QKDN-Opti )

MLMS |
|
|
|

Cross-layer |
management {
orchestration |
|

|

|

|

|

|

|

|

,,,,,,,,,,,,,,, |
|

|

|

|

|

FCAPS |
functions }

|

|

I

|

|

I

|

|

I

|

B Data ingress (Input)
B Data egress (Output)

C: collector; PP: preprocessor; M: model; P: policy; D: Distributor; SRC: source of data; SINK: target of ML

output; MLFO: ML function

FCAPS: fault, performance and security;

] i User network management layer ]
|

| ! |

; Sp—— IR

] Ma I |

I I I
! I

o jmmmmmm S e
| KDN control | ] i ]
! OkDN[controlllaye) ] | QKDN management layer ]
| QKDN controller ! i !
I
! Access control Policy based control | | QKDN manager !
| | ! |
! Routing control ‘ ‘ Session control ‘ Configuration control ‘ ! !
I
| I !
] «{ QKDN controller control and management He—"Met QKDN-Opti ]
I Gk \ | REMS !
L 1S |
- Z - | ]
I ! I
! ‘ QKDN-optimization ML sandbox ‘ 7 Cam: Cross-layer |
| \ management |
| QKDN-optimization ML functions Cops orchestration ]
! e i
! QKDN | ((QKDN ) ((QKDN | (" QKDN ) (QKDN MLk % ] |
| ot || ot || o Op ont | !
| PP M P D ! |
! I
L [ !
- e e i
| S |
| Key manager | !
| } |
i KMA | | KM control and (] : m ]
! ! FCAPS |
I functions ]
- ! I
[ Quantum layer | oM I
| ! SINK ]
r
} QKD ! i
I module !
I
\ o - . MawMogs ]

B Service for egress (producer)
B Service for ingress (consumer)

C: collector; PP: preprocessor; M: model

3 P2 polic; : Distributor; SRC: source of data; SINK: target of ML

output; MLFO: ML function

FCAPS: fault, , performance and security;

Strategy B (QKDN-optimization
ML functions are distributed in
QKDN controller and QKDN
manager)

QKDN controller

Access control

Policy based control

[ Routing control | [ Session control | |

Configuration control |

«{ QKDN controller control and management

QKDN manager

QKDN-Opti

‘ QKDN-optimization ML sandbox ‘

QKDN-optimization ML functions

Key management layer

Key manager ‘

MLMS

Cross-layer
‘management
orchestration

KM control and

Quantum layer

QKDN-opt
ML

QKD
module

functions

B Data ingress (Input)
B Data egress (Output)

output; MLFO: ML function

C: collector; PP: preprocessor; M: model; P: policy; D: Distributor; SRC: source of data; SINK: target of ML

FCAPS: fault,

accounting,

and security;




QoS aspects in QKDN

* Y.QKDN-Qo0S-pa

» |t covers the descriptions of QoS and network performance in a QKDN, classification of performance concerns for which
parameters may be needed, QoS parameters of a QKDN and network performance supporting factors.

* Y.QKDN-QoS-fa

» It gives an overview of QoS assurance for a QKDN, a functional architecture of QoS assurance for a QKDN, reference points of
functional architecture and procedures of QoS assurance for a QKDN.

* Y.QKDN-QoS-ml-req

« It first provides an overview of requirements of ML-based QoS assurance for QKDN. It also describes a functional model of ML-
based QoS assurance and followed by associated high level and functional requirements of ML-based QoS assurance.

Standardization roadmap on QKDN

* Y.supp.QKDN-roadmap

» |t describes the landscape with related technical areas of trust technologies from an ITU-T perspective and list up related
standards and publications developed in other SDOs.
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Pre-standardization activities in ITU-T FG-QIT4N

Quantum Information Network 4 [ ][ Ty I R ——— )
. uantum intormation Networ I , ucy nNEelwork 1ssues 1o Study QIN evolution to further "
. Quantum Computing | | Analyze impacts of QIT E> acceleraatigzt;;;:igﬁizzlﬂpment E"> stages towards "Quantum Internet” | 1
* Quantum Communication \ N 5 ] B I
* Quantum Sensing & Metrology ‘
: | tum Key Distributi )
° Quantum |nformat|on TeChnOIOgy /'_Quaniuml:umputmg\ f’r Quantum Key Distribution | h Fluantum Internet
« Telecom/network aspects of QKDNSs: X

v [sc13 ] [sci7 | [ e ]
1

SG13 (QKDN architecture aspect), PRY oKD Neworc QKD and ORNG

QIT implications for networks

1 Framework security framework E T F
SG17 (security of QKDN and G2, SCT/SG1  P7130/7131 ' Guantum Intermet
applications of QRNG for security) - et Inere
. : Quantumn Computing Definition, ErsiiE i el sc o7
QIN technology and network evolution. ntum Computing Defin isofjdlicc

QED intepration inre Existing Infrastrpetnre Architecoaral
Benchmarking, etc.

QKL Security Certification, QKD Certification Process principles,
\ / L\ Coanplerneniary: Rasanch nse cases. ele _j

ITUKALEIDOSCOPE

ONLINE 2021




FG-QIT4N planned deliverables
. ws | . Deliverables

WGO
(oL GIEWGIM DO.1  QIT4N standardization landscape and outlook
committee)
WG1 D1.1  QIT4N terminology part 1: Network aspects of QIT
OIS D1.2  QIT4N use case part 1: Network aspects of QIT
cHLEXUROlIl D1.3  Implications of quantum information technology on networks

D1.4  QIT4N standardization outlook and technology maturity part 1: Network aspects of QIT

D2.1  QIT4N terminology part 2: quantum key distribution network

D2.2  QIT4N use case part 2: quantum key distribution network
D2.3.1 QKDN protocols part |: Quantum layer

D2.3.2 QKDN protocols part Il: key management, QKDN control layer and management layer

D2.4  QKDN transport technologies

D2.5 QIT4N standardization outlook and technology maturity part 2: quantum key distribution network
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Quantum information netwoD

Distributed Distributed Qll.lantum _
. . quantum quantum teleportation
Challenges as potential work items computing | | sensing

<QIT implications for network>

« Support of QKDN interoperability Endogenous High Boosting
. . high security precision déqta ......
» Specifications of QKDN protocols time sync. processing

» Synchronization

« Multi-protocol connectivity < ICTnetworks >

* The adoption of Al/ML to a QKDN Near term e Standardize QKD network architecture and protocols I]:>E ______________________
¢ Integration of user networks (eg " 5G and beyond) ® Standardize network level security requirements for L“:%l'l':"ezi';?r;“ty :
. Truste d-relay-base d QKDN trusted-relay-based QKD network |]:>cert|f|cat|on ______
» Scale up QKDN e S
« Towards QENS from QKDN ® Co-fiber transmission of quantum and classical signals |]:> Lower down cost
" Clnasical ryptograniy (iuding PO+ 0o D) Bring more value |
® Study QKD network connected via quantum repeaters |]:> ?gmfnves ?:ﬂ:mﬁ't'}'
Longterm § . | |

v )
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Conclusion

» Standardization activities in ITU-T SG13 and FG-QIT4N

« The introduction of a QKDN into the current networks brings new challenges to the design of the network architecture and
security considerations.

* Future standardization
 |dentified key challenges and potential work items for QENS
» Considering trustworthy networking technologies and Al/ML techniques for cryptographic applications in 5G and beyond.

» For future work
« Supporting trustworthy networking and services as well as cryptographic applications
+ Tightly integrating with 5G networks and beyond as user networks with QKD and QITs
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