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The integration of multiple technologies play a vital role in the development of the
Metaverse and bringing the virtual and real world together

Internet of things

Seamless connection of 3D
virtual spaces with the real world

. Brain Computer Interfaces

Blockchain & NFTs 2
Decentralizing the Metaverse, @®® Replace traditional computer
control screens and hardware

securing digital content,
g

digital goods ownership
Al & ML r@;' 3D Reconstruction
To create avatars, TECHNOLOGIES L4 To capture objects in 3D,

digital twins, realistic OF METAVERSE 3D representation
Interactions

5G and Edge Computing

VR & AR 5;“\ Boost network capacity, data
To visualize and transport, resulting in smoother
use data in 3D experiences.
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es enabled by HMDs

Ing surroundings with vi

What are you loo are you hearing?

» Eye Tracking Ca Microphones

Where are you?

= Tracking

= [ ocation Sensors

ire you seeing?

d facing tracking, recording 4k
ras

Sensing sensors

ensors

bient Light Sensors

What are you doing?

= Bio sensors
= Accelerometers

* Source: Adopted from Communications of ACM



The more immersive the -
Metaverse becomes, the - -
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more dangerous the cyber
attacks —




Metaverse Cybersecurity
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Invisible-avatar Cloning of voice, facial Respondents are Respondents said they
eavesdropping or “man features and hijacking confident in their ability need a solid cybersecurity
in the room” attacks video recordings to curb threats in the plan
Metaverse
— * Source: Tenable report, The Metaverse Promises Big Opportunities and Even Bigger Cyber Risk, 2022
SI = P il g Opp gger Cy | 5




Top Metaverse Cybersecurity Threats & Challenges

Cybersecurity in Metaverse is a concern as the immersive experience in capturing
users’ senses introduces even more dangerous cybersecurity threats and attacks.

Identity Physical Wellbeing
Digital Twin & Avatars =  Cyber Sickness
Man-in-the-room = VR Data Integrity
Biometrics =  Cyber-physical Threats

Privacy & Data

Decentralized vs. Regulations

Unauthorized Data Collection by
Companies & Data Monetization

Users have no knowledge of data

being collected Social Engineering Psychological Wellbeing
Deepfake = Harassment & Bullying
3D Phishing =  Perception of Reality
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Metaverse Cyber Crime

- Ransomware & Malware

- Financial Fraud
- Hate, Harassment, Misinformation

- Darkverse




Moving Forward with a Shared Responsibility for a Safe and Secure
Metaverse

Users
Cybersecurity

Platform Providers
Cybersecurity
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Privacy Accountability
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Responsibility

Regulation Authentication
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