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Chaincomp - Blockchain of  IoT Archi tecture

ImSQL Mgmt End

ImSQL ExploererTrusted IoT 
Module

ImSQLTM Storage Blockchain, EdgeTrustTM and TrustIoTCloudTM for Trusted IoT Management



Background – Industr ia l  IoT Appl icat ion

Cross-domain identity authentication



Background – Publ ic  Key Systems

PKI (Public Key Infrastructure) ID PKC（Identity-based public key cryptography）

• Bandwidth Overhead

• Verification Time Overhead

• Storage Space

• Energy Consumption

• Centralized CA attacks
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Blockchain

Background – Publ ic  Key Systems (Cont . )
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Blockchain -based I IoT Ident i ty  
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In i t ia l izat ion and Regist rat ion 

Process
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Ident i ty  Authent icat ion Process
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Performance Evaluat ion

• The cost of completing an identity authentication and key agreement is about 150 bytes

• The total delay of the process is about 1200ms.



Performance Evaluat ion

• When the rate of authentication requests is below 100TPS , the delay is close ZERO. 

• As TPS increases, the delay and throughput performance are constrained by the 

performance of the underlying blockchain.

Tests carried out on Fabric Implementation



Implementat ion in  Oi l  F ie ld

• Different departments 

unwilling to adopt 

centralized IoT node 

identity hosting

• Possible fraudulent 

device identification

Before

• Fraudulent free identity 

of IoT nodes

• Trusted data 

management along oil 

filed production 

After
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