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Objectives
The objectives of using Client Keys are primarily focused on ensuring 
secure and controlled access to BSA API.

Authenticate the identity of client 
applications accessing the BSA 

service.

Authentication
Determine the level of access or 
permissions granted to a client 
application when accessing the 

BSA service.

Authorization
Securing Communication 

between client application and  
BSA service.

Secure Comm Channel 
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Setup native environment
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Registration (user, device and biometric)
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Authentication Request & Method

(also TOTP)
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User Information Modification
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SECTION UI COMPONENT SDK FUNCTIONALITY

User Registration Input Field for user ID, Name, Email and Phone Number
1. Duplicate Check for these input
2. registerUser() to register the user 

information

Authentication Method
1. Button QR Scanner, TOTP Request and OTP Request for 

authentication method
2. Button “Cancel” for cancel authentication process

Each type of Authentication method called

User Information Modification

Change User Authentication 
Type

Button with 3 different user authentication type (Normal 
Authentication, Biometric/Face ID Authentication and 
PIN/Password Authentication)

1. resetBiometricChange() to reset 
previous User Authentication Type 
Infformation

2. registerBiometric() or 
authDeviceCredential() to re-register 
the update User Authentication Type

De-Register Device Button “De-Register Device” or “Sign Out”

1. unRegisterDevice() to de-register device
2. reRegisterUserDevice() to re-register 

the device again

Delete Account Button “Delete Account”

1. deleteUser()
2. Once this function being called, all the 

user information in the database will be 
deleted permanently
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implementation 'com.bsa.sdk:BsaAuthentication:1.0.8@aar' 8

https://github.com/fnsvalue-git/BSA-SDK-Android/releases/
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No. Resources Link Description

1. Web SDK https://developers.fnsvalue.co.kr/bsa-js/bsa_challenge.js BSA Web SDK download link

2.

ITU BSA Sandbox Authenticator 
(FOR REFERENCE ONLY – Participant to develop 
their own mobile authenticator for the ITU App 

Challenge)

https://resourceaz.fnsbsa.com/bsa-sandbox/resources/04-
SB-Authenticator.apk [Android]

https://apps.apple.com/us/app/bsa-sandbox/id6451237527 
[iOS]

ITU BSA Sandbox Authenticator for both aOS and 
iOS download link for reference

3. ITU AC Registration (ZINDI)
https://zindi.africa/competitions/itu-digital-financial-

services-blockchain-secure-authentication-application-
challenge 

For registration ITU Application Challenge

4.
Application Challenge Developer Portal 
(For all documentations development)

https://itu-ac.fnsbsa.com/ 
Documentations as reference of Application 

Challenge Development

5. Application Challenge Support Email dfsappchallenge@itu.int 
To contact Application Challenge Support if 

require any assistance

6. Support Forum
https://zindi.africa/competitions/itu-digital-financial-

services-blockchain-secure-authentication-application-
challenge/discussions 

A discussion forum for peer and expert 
interaction

https://developers.fnsvalue.co.kr/bsa-js/bsa_challenge.js
https://resourceaz.fnsbsa.com/itu-sandbox/resources/04-SB-Authenticator.apk
https://resourceaz.fnsbsa.com/itu-sandbox/resources/04-SB-Authenticator.apk
https://apps.apple.com/us/app/bsa-sandbox/id6451237527
https://zindi.africa/competitions/itu-digital-financial-services-blockchain-secure-authentication-application-challenge
https://zindi.africa/competitions/itu-digital-financial-services-blockchain-secure-authentication-application-challenge
https://zindi.africa/competitions/itu-digital-financial-services-blockchain-secure-authentication-application-challenge
https://developer.fnsbsa.com/
mailto:dfsappchallenge@itu.int
https://zindi.africa/competitions/itu-digital-financial-services-blockchain-secure-authentication-application-challenge/discussions
https://zindi.africa/competitions/itu-digital-financial-services-blockchain-secure-authentication-application-challenge/discussions
https://zindi.africa/competitions/itu-digital-financial-services-blockchain-secure-authentication-application-challenge/discussions
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