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In this final part of the workshop we will look at how Cybercrime is likely to
evolve over the next 1-2 years

| will start by first giving a short overview of my team. My team is 100%
dedicated to researching the future of Cybercrime, so giving you an idea of how
we work should be useful here.

After that we will first look at the current state of Cybercrime. It is critical to fully
understand the landscape today before we can look to the future

And finally we will finish up this workshop by looking at where Cybercrime is
heading in the next 24 months.

Stop me at any stage if you have questions you want to discuss.

Confidential | Copyright 2012 Trend Micro Inc. 1



[_ore_—1{~ap ] Sateie | _Earin | Rotvian)

Vgl 3G

) TREND

CRO

20 RESEARCHER — ALL AROUND THE WORLD

2 REASONS - BEST GUYS / DIFFERENT REGIONS = DIFFERENT THREATS



Trend Micro Exposes LURIC
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MALWARE BLOG

Threat News and Information Direct from the Experts

Malware Blog > Trend Micro Exposes LURID APT

Trend Micro Exposes LURID APT

22 7:51 am (UTC-7) | by David Sancho and Nart Villeneuve (Senior Threat Researchers
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Trend Micro has discovered an ongoing series of targeted attacks known as “LURID,” which has successfully
compromised 1,465 computers in 61 different countries. We have been able to identify 47 victims, including
diplomatic missions, government ministries, space-related government agencies, as well as other companies and
research institutions

The countries mostimpacted by this attack include Russia, Kazakhstan, and Vietnam, along with numerous other
countries mainly Commonwealth independent states (in the former Soviet Union)

This particular campaign comprised over 300 malicious targeted attacks that were monitored by the attackers
using a unigue identifier embedded in the associated malware. Our analvsis of the campaigns reveals that
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PRIMARILY CYBERCRIME INVESTIGATIONS

E.G. LURID — COMPROMISED RUSSIAN / EX-SOVIET EMBASSIES, LE,

SPACE

STEAL INFO — SEND BACK — TARGETED DALAI LAMA BEFORE

CONSTANTLY WORKING ON THESE CASES

SECURITY COMPANY — MAKE MONEY - BUT THIS PROTECTS OUR

CUSTOMERS. BLOCK SHUT DOWN



STANDARD DAY — PROFILING CRIMINAL NETWORKS.

GET INTO THEIR HEADS — SEE NEXT MOVE

KNOW THEIR INFRASTRUCTURE

THIS IS LURID - IP TO EMAIL ETC



IRISHTIMES, C 0 m Thursday, October 13, 2011

Q Search...

News Sport ' Business | Comment | Life | Society | Culture Cars | Jobs | Property | Home Delivery | Dating | Shop | More »

The Irish Times - Friday, September 2, 2011

Two teenagers arrested over cyber attack on FG website

CONOR LALLY and EON Mac CON

GARDAI INVESTIGATING a cyber attack on the Fine Gael website have In this section »
arrested two people.

Council tells Travellers to
leave quietly and warns it
During the attack, which took place in January, the site was modified will proceed with eviction
and the personal information of 2,000 site subscribers was stolen and Journalists seek to
e-mailed to the media. intervene in IRA oral
history case

The attack was claimed at the time by international cyber-hacking MEP lodges complaint over
group Anonymous Corrib protest with Garda
ombudsman

High Court suspends
solicitor over alleged
missing €900,000

Gardai carried out two arrest and search operations in counties
Galway and Offaly yesterday morning during which two teenagers were
arested

Tribunal told car was
taken by garda

The suspects were detained at their homes, from which the arresting + Garda retirements
officers took computers for examination planned for months, says

Ireland | World | InDepth | Today's epaper | Archive | Weather | RugbyWorld Cup | Festival Hub | Race for the Aras
Home » Ireland» Other Stories »
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Google Q3 profit up 26%

Simpson has top spot in his sights
HSE defends Cork service

Rovers one the brink of another title
Sleep expert testifies in Jackson trial

Paraine warth £z 2ed o oy

WE CONCENTRATE ON INFRASTRUCTURE BUT ALSO GET THE

CRIMINALS

ALWAYS WORK WITH LOCAL LE — LULZSEC IRELAND EXAMPLE
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Back to News

FBI and Trend Micro orchestrate biggest cybercrime
takedown ever

Nov. 10, 2011 (1:59 pm) By: Lee Mathews
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Spotlight

McAfee®
All Access

Connect knowing your
computer, laptop,
netbook, smartphone,
and tablet are safe.

SOMETIME QUICK PROCESS - SOMETIMES 5 YEARS
OPERATION GHOST CLICK — LARGEST EVER

REGULAR WORK WITH LE



CAN ALSO DO TEACHING FOR LARGE ORGS

WORKWITHACADEMIA — IF SEC RESEARCHERS DO THE PRACTICAL
STUFF, THEY DO THE FAR OUT STUFF

WORK CLOSELY WITH UCD FOR EXAMPLE — AND INTERPOL

ANY LANGUAGE -WE CANDO IT



Cybercrime & Emerging Threats

MY TEAM FOCUS ON NEXT 3 YEARS

BUT LETS LOOK AT CYBERCRIME TODAY — AND WHERE IT IS EVOLVING
TO



CYBERCRIME ALL ABOUT MONEY — MAKES A TONNE

ESTIMATES AS HIGH AS ...



$ 1 Trillion

1 TRILLION

MORE MONEY THAN COUNTRIES

MORE THAT DRUGS

TWO PROBLEMS -1 WITH A BUNCH OF ZEROS
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One Trillion
(ALL OF IT)

One Billion

PALLETS ETC

MADE UP NUMBER — NO TAX RETURNS

WILLLOOK AT 2 REAL CASES LATER

HOW DO THEY MAKE THAT MONEY
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Address : Paul Silver - 16 goldney way - Temple Cloud - Bristol,&nbsp;Avon&nbsp; -
Kingdom
Balance : &pound;1@1.14&nbsp; GBP

Email : pondexpert@googlemail.com
Password : digweedl

Status : Verified

Kingdom
Balance : &pound;@.88&nbsp; GBP

Email : belenkas@inbox.lt

Password : dzeveckaite

Last log in : June 2, 2011

Status : Verified

Address : Arturas Martinkus - suvalku 7-12 - Vilnius@31@6 - Lithuania
Balance : &%8364;@.8@&nbsp; EUR

Address : adrian r horgan - 7 coppice rd, willaston - nantwich,&nbsp;Cheshire&nbsp; -

BS39 5DU - United

cwS6ga - United

Email : mikerainsford@eircom.net

Password : 52849mgr

Last log in : March 12, 2011

Address : margaret rainsford - lasata - rooska west - bantry,&nbsp;co cork&nbsp; -
Balance : &#8364;0.00&nbsp; EUR

none - Ireland

Email : louisecan28@hotmail.com
Password : jabberwocky

Status : Verified

Address : louise canning - 28 st lukes close - evesham - worcestershire,&nbsp;Worcestershire&nbsp; -

STARTERS — STEAL YOUR INFO

BUNCH OF EMAIL / PASSWORDS ON PASTEBIN

IRISH ADDRESS — ONE OF THOUSANDS

12



&> Spy Eye..

1 FTP ot
o o Find INFO 1 Statistic W, FIEL 9 settings ) s
C 22130124 ) reen BOA —  CC *_Certificat s
WS B oB0ber [T Grstber < Cramsar”

Get BOA Accounts .23

Bot GUID :
Report date region : [17/09/2010 [27/09/2010 |[ dean
Limit : s
[“submit |
17/9/2010
id | bot_guid
v Eunice! COMPUTER_1!SC60AAES
Access_ID : CHICHICOL
state : CA

passcode ) [

ng-5003; $341.50
ng-5074; $123.66
$121.91

ace2 :

acc3 : Bank of America Gold Visa - 4604; $5,345.08

controls : Accounts; Bill Pay; Transfers; Investments; Customer Service

u born? (Enter full name of city only); BAMENDA
ild?; CHIBUEZE
vas your mother born? (Enter full name of city only); UMUHU OKABIA

. Bla: 8407C 2 0 wiadove NTE 4 Toidace/g 0 NET SR D EATRT. ) CToipongencoiEn meT oD

ANOTHER FROM RUSSIA

ALSO BALANCES / PETS ETC

FAR MORE LIKELY TO BE VICTIM ONLINE

HAVE YOU BEEN HACKED?

SO 1 TRILLION AYEAR — POTENTIALLY — LOOK AT REAL CASES
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<‘ ‘\w Apple security center
-
O —

FIRST — FAKE AV (NOT NORTON)

AROUND FOR YEARS.

ONE GANGS LAST YEAR — POISONED GOOGLE IMAGE SEARCHES

FIRST MAC FAKE AV

STATS PAGE WIDE OPEN

14



Summary for ‘total'

This month, top ‘Raw hits’ = 10900857

e
Si—

01020304 0506 07 10111213141516171819202122232425262728293031

Date m Uniques Proxies r:m

total 296413984 I 113454246 (38.3%) I 23017882 (7.8%) 795 (0.0%)
20110510 1260075 - 117919 (9.4%) 0 (0%)
20110509 5002566 2038044 (40.7%) 484532 (9.7%) 0 (0%)
20110508 4497017 1965563 (43.7%) 236023 (5.2%) 0 (0%)
20110507 4174025 1789191 (42.9%) 240545 (5.8%) 0 (0%)
20110506 6413500 2499061 (39.0%) 585710 (9.1%) 0 (0%)
20110505 8623766 3290208 (38.2%) 784441 (9.1%) 0 (0%)
20110504 8537852 3478314 (40.7%) 731785 (8.6%) 0 (0%)
20110503 9696138 3700264 (38.2%) 828918 (8.5%) 0 (0%)
20110502 10900857 3891722 (35.7%) 810544 (7.4%) 0 (0%)
20110501 9279590 3519195 (37.9%) 450634 (4.9%) 0 (0%)

Figure 1. TDS traffic for first 10 days of May 2011
5000 WEBSITES

113 MILLION UNIQUE VISITORS IN 10 DAYS

COULD NOT ACCESS BACKEND

1% =5 MILLION A DAY (NOT BAD)

15



facebook tome Profle Friends Inbox

Welcome to Facebook,
), Find people you know

7] Share with your friends
Search by name or look for dassmates and Share your status, photos, and videos wth
Conarkers vt

2 sttsupdates m

~ Messages \ + New Message

Youwereseenonoursecretcamera!
http://www. S 0. uk/freeshow/ # 15807

Cool Video http: /iy blogspot.com/ # 95098

ANOTHER FAMOUS GANG - KOOBFACE. WE HAVE PUBLISHED PAPERS
STEALS LOGINS FOR SOCIAL NETWORKS

YOU TRUST YOUR FRIENDS

CLOSELY WORKING WITH FBI / DEPT K FOR 3 YEAR. VERY CLOSE
SECURITY BLOGGER DISCLOSED DETAILS, CRIPPLING INVESTIGATIONS

ATTACKERS GO UNDERGROUND



ANTON KOROTCHENKO - ST PETERSBURG

4 OTHER GANG MEMBERS - 2 MILLION IN 2010

50/50 FAKE AV AND PAY PER CLICK

INTERESTING SMS SCRIPT ON C&C

17



$phones = array(
// phone => array(Sun, Mon, .., Sat)

TR
Comnenz STV R A R e e e
i o e OO 20100528 |$2806.48
- 2010-05-27 $3070.46
TATUER 12 (otinse 100y 41 Jook] == tie) 1 2010-05-26 $3121.47

y ool e s [2010-05-25 $3743.42
’ 2010-05-24 $6335.55
2010-05-23 $5944.21
2010-05-22 $7451.72
Total for 7 days $32473.31

aTREND_
MICRO

AVERAGE 5K / 20K MAX

TIME OF DATY GETS LATER

HARD TO TELL IF 1 TRILLION, BUT ENOURMOUS SUMS INVOLVED

CYBERCRIME MORE THAN STEALING DATA — OTHER MOTIVATIONS.

MIKKO - TED — 3 CATEGORIES

DON'T ENTIRELY AGREE

18



IN IT FOR MONEY / HACKTIVISTS (ANONYMOUS) / NATION STATES

NEXT YEAR OR TWO — THIS WILL SPLIT

THOSE WHO COMPROMISE LOTS — SMALL MONEY FROM EACH — SPAM

SECOND GOLDEN AGE OF HACKING — RISE OF SKILLED HACKERS

UNLIKE 90S IN IT FOR MONEY. WILL SELL TARGETED FOR 5-6 FIGURES

HAVE LOOKED AT FIRST ONE, LETS LOOK AT TARGETED ATTACKERS

19



APT

NOWADAYS EVERYTHING YOU READ ABOUT IS APT

PERSONALLY HATE THE PHRASE

ANYONE KNOW WHERE IT COMES FROM? MILITARY PHRASE

PROBLEM — SOME TARGETTED ATTACKS ARE NOT VERY ADVANCED AND
THEY DO NO HANG AROUND VERY LONG (SMASH AND GRAB)

20



TARGETED
ATTACK

SO | PREFER THE PHRASE TARGETED ATTACK

SOMETIMES WE TALK ABOUT NATION SPONSORED ATTACK, SOMETIME
MERCENARY FOR HIRE.

SOME COUNTRIES APPEAR TO USE CYBER ARMIES, OTHERS USE
LOCAL HACKING GROUPS

METHODS DIFFER — SOME USE VERY COMPLEX RAT TROJANS —
OTHERS NETCAT AND A COMMAND LINE

ONE THING IN COMMON — HIGHLY MOTIVATED ATTACKER — WITHA VERY
SPECIFIC TARGET.

21



Trend Micro Incorporated
Research Paper
2012

IXESHE

An APT Campaign

By: David Sancho, Jessa dela Torre, Matsukawa Bakuei,
Nart Villeneuve, and Robert McArdle

EXAMPLE IXESHE — PRONOUNCED I-SUSHI

TARGETED CAMPAIGN WITH TWO CORE TARGETS —ASIAN

GOVERNMENTS (TWO IN PARTICULAR), AND ELECTRONICS COMPANIES

AIM TO STEAL DATA — NOT MONEY

TECHNICALLY — NOT TERRIBLY COMPLEX, RELATIVE SIMPLE
ENCRYPTION

22



Mexico
2%

Hong Kong
4% United States

22%

Figure 1. Breakdown of C&C servers by country

C&C SERVERS INTERESTING - VERY WIDESPREAD

SOME INTERESTING APPROACHES ALL TO AVOID DETECTION

C&C ALWAYS PLACE ON COMPROMISED MACHINES — INCLUDING IN THE
VICTIMS NETWORK

C&C DOMAINS ALWAYS VIA DYNAMIC DNS PROVIDERS AND USING
ANONYMIZER SERVICES - VERY HARD TO TRACE

ACTUALLY ALL PROXIES USING HTRAN — THEY MADE ONE MISTAKE
ONCE WHICH LET US FIND REAL C&C

ATTRIBUTION — CODE INDICATES CHINA OR ENGLISH (VERY GOOD
COMMAND OF LANGUAGE)

23



NOW THAT WE HAVE COVERED FINANCIALLY MOTIVATED CRIME - LETS
MOVE ONTO HACKTIVISTS

24



NOT MOTIVATED BY MONEY — POLITICAL REASONS

ANONYMOUS - LOOSE COLLECTION HACKERS, ACTIVISTS, GENERAL
INTERNET USERS

ANTI GOVERNMENT

IMPORTANT - NOT IN IT FOR THE MONEY

TWO MAIN STYLES OF ATTACKS THEY FAVOUR

25



g - — 0| @
4 The problem with politici... '\?
“~ C © finegael2011.com w ey @ g X A

ANONYMOUS

Nothing is safe, you put your faith in this
political party and they take no
measures to protect you.

They offer you free speech yet they
censor your voice.

[ WAKE UP!

<owned by Raepsauce and Palladium>

DEFACE POLITICAL SITES — OR COMPANY THEY DISLIKE

SEPT - 2 IRISH MEMBERS OF ANONYMOUS HACK FINE GAEL — ANTI-
POLITICAL MESSAGE

BOTHARRESTED - LULZSEC

ANONYMOUS ALSO DEFACED OTHER GOV, EMBASSYS, SUN,
COMPANIES



devon_o
This is a truly inspired work of art... RT @C g9
hacked the Enda Kenny website is a hero #C and is.gd/pLNSrz

) YourAnonNews
v RETWEET if you support #0pUkraine or #OPlreland. It seems
A

Anonymous has turned its many eyes to focus on these countries
What will happen?

&

YourAnonNews
W Anonymous attacks Irish Department of Finance, Justice websites
et G o8 17 e B

| goo.gl/zsJN7 | #oplireland

o soundmigration
e It was only a matter of time, waiting for the wheels of #Oplreland to

grind into action. Lazers set. Get in the popcorn

e AdrianAndShane
. Enda Kenny's website has been hacked: "Enda 2.0 | No Plan,No
] n Future - No Thanks" endakenny.com #anonymous #oplreland

) YourAnonNews
W STOP SOPA IRELAND - Please sign the petition to prevent a
SerH SOPA-like law from being enacted in Ireland! | stopsopaireland.com

| #oplreland

AnonOpsSweden
According to #anonhive TARGET is seansherlock ie #Oplreland

me=m AnonOnsSwed

OTHER POPULAR — DDOS - FLOODING A SITE

LAST WEEK ANONYMOUS TARGETED OPIRELAND —

PROTESTING ANTI-COPYRIGHT INFRINGEMENT BILL — SEAN SHERLOCK

SWEDEN/ BRAZIL - ATTACKED JUSTICE AND FINANCE. SOME SUCCESS

27



Host Not Configured to Serve Web Traffic

somcnon

SHERLOCKS SITE DOWN FOR DAYS

ALSO REVEALED 20 DFA MEMBERS ON PASTEBIN

PUBLICALLY TO THE WORLD

28



You TUhe anonymous fbi call Q Browse  Upload

* Were changing our privacy policy. This stuff matters. Learn more Dismiss

FBI Conference Call - #FFF.

TheDigitalfolkiore ~ @)  Subscribe 17 videos ~

& Like ® 4+ Addto ~ Share 1,070,859 ]

ANOTHER GROUP ON TARGET LIST - LE

FEW WEEKS AGO — HIGHEST PROFILE YET

FBI PERSONAL EMAIL —ABLE TO JOIN A CALL

FBI/ SCOTLAND YARD / OTHERS (IRELAND)

ACTUALLY DISCUSSING ANON — INCLUDING IRISH GUYS

RECORDED - YOUTUBE — 1 MILLION VIEWS

29



NOT JUST ANONYMOUS

DECEMBER — ANTI-PUTIN TRIUMPHAL SQUARE — ELECTION

USING TWITTER HASHTAG — PRO-PUTIN BOTS TO FLOOD

THESE ATTACKS SIMPLY POLITICAL PROTEST IN INTERNET WORLD

NOT ALL BAD — RAISED AWARENESS . PREFER PUBLIC HACK THAN
SILENT HACK

30



DISCUSSED CYBERCRIMINAL / HACKTIVISTS — NOT NATION STATES

SPYING ON EACH OTHER SINCE DAWN OF TIME — NO CHANGE.

IN FACT INCREASED - EXAMPLES

31



‘?c??

What does the Stuxnet
malware do?

WHAT DOES IT DO

WORM INFECTS SIEMENS S7-300

ONLY IF 984

WHAT DO THEY DO? WHERE?

32



984 FIND THEM IN NATANZ

CENTRIFUGE — URANIUM TO WEAPONS GRADE

STUXNET DESIGNED TO DESTROY THIS

NOT FIRST CYBERWEAPON — LOTS OF PRESS. MOST LIKELY US / ISRAEL
— NEEDED MACHINES TO TEST

MOST NATIONS HAVE ARMY — CHINA THOUSANDS NAVY

CYBERWAR — HARD TO DEFEND AGAINST. TAKE IRELAND — ESB, GOV,
HEALTH

BUT ALSO NON - GOV - EIRCOM, VODAFONE, TESCO , GUINNESS
(ECONOMY / EXPORTS)

33



EEC

N EW % Chinese hackers took control of NASA satellite for 11
minutes

ks | china | government

Home UK Africa Nov. 19, 2011 (11:05 am) By: Matthew Humphries

US Election 2012 lg US
Aargest

1 June 2011 Last upc

Google e
‘Chinese
rersoms Bl C
top US o

journalis m

The USC  Reiated ey
passworc Corporate
monitorin

Google s c h l .
Get
= , Landsat7 and Terra EOS satellites

Hackers From China Accessed U.S. Chamber
Network, Journal Says

1,2011, 3:38 AMEST

I Innovation

UNLESS YOU RUN NUCLEAR / ESB — NOT BIG DEAL.

NOT IMMUNE!

CHINA HACKING EVERYTHING NOT NAILED DOWN — NOT ALONE

MAKES SENSE — CAN MANUFACTURE, NEED IDEAS

EASIER TO STEAL FERRARI PLANS

CHINA GOING TO GET BLAME ANYHOW - WHY BOTHER HIDE

34



[3 DigiNotar B.V. (0034104947) [NL]| https://www.diginotar.nl == ﬁi‘r]

DigiNotar‘ o | s

Ga direct naar ...

DigiNotar®, Internet Tr

Certificaat voor Digipoort

NATIONS NOT JUST HACKING EACH OTHER —ALSO CITIZENS

LAST YEAR DIGINTOR — DUTCH CERT BODY.

WINDOWS HAS THE ROOT.

COULD ISSUE CERT FOR ANY SITE

BEFORE MOST DUTCH , THEN +90% IRAN

NEEDED ABILITY TO INTERCEPT

NOT JUST IRAN — GERMANY AND OTHERS

35



SO THREE CLASSES OF ATTACKERS — MONEY, HACKTIVISTS, NATION
STATES

CYBERCRIME DOES NOT STAY STILL — WILL EVOLVE OVER NEXT YEAR

36



WHAT DOES 2012 AND 2013 HOLD — HERE IS WHAT | SEE

37



MAC MACWARE ON RISE — WILL CONTINUE

WHO HAS A MAC IN COMPANY — CTO — PEOPLE WITH THE SECRETS
ATTACKERS WANT.

SECURITY SOFTWARE NOT AS MATURE — SOME PEOPLE DO NOT EVEN
THINK THEY CAN BE INFECTED.

WILLRISE IN 2012 — BUT TARGETED NOT WIDESPREAD

38



MOBILE — APPLE / GOOGLE BATTLING IT OUT.

MORE TIME SPENT ON THESE OVER DESKTOPS — ATTACKERS KNOW
THIS

HAVE ALREADY DISCUSSED IN DEPTH — SOME NEW ATTACKS. SOME
TRADITIONAL ONES DO NOT WORK

PICTURE 10000 — BATTERY TOO WEAK FOR DDOS / SPAM — SAME INFO
CAN BE STOLEN FROM LAPTOP

WILL BE TARGETED - FLEXISPY

ALSO NFC - JAPAN — CAN STEAL STRAIGHT FROM YOUR POCKET

39



LASTLY HTML5 — NEXT STANDARD FOR THE WEB

GIVES AWESOME STUFF

-BETTER AUDIO / VIDEO

-GEOLOCATION

-DRAG AND DROP

GOING TO MAKE THE WEB FANTASTIC — BUT ALSO SOME DANGEROUS
SIDES

40



LAST YEAR PAPER SHOWING HTML5 CAN BE USED TO CREATE BOTNET
IN BROWSER. DEMOED POC IN DUBLIN , AGAIN IN LIMERICK.

CAN DDOS, SPAM, GEOLOCATION, SOCIAL ENG

THINK FOR A SECOND - ATTACKERS CODE - EVERY OS, EVERY DEVICE,
EVERY LANGUAGE

BIGGEST IMPACT IN CYBERCRIME FOR SOME TIME

[DEMO THIS HERE]

41



FURTHER OUT TECHNOLOGIES TO KEEP AN EYE ON IN 2013

ANYONE KNOW WHAT THIS IS?

GOOGLE GLASS — ANDROID POWERED AUGMENTED REALITY

HAS THE POTENTIAL TO SINGLE HANDEDLY CHANGE HOW WE
INTERACT WITH THE WEB

OR MAYBE ONLY FOR GEEKS

WHAT HAPPENS WHEN | CAN HACK WHAT YOU CAN SEE?

42



ANOTHER AREA TO LOOK AT — VEHICLE COMMUNICATIONS SYSTEM AKA
CAR-TO-CAR COMMUNICATION

GERMAN MANUFACTURERS IN PARTICULAR

CARS-TO-CARS

CARS-TO-X E.G. TRAFFIC, INSURANCE DRIVING FIGURES

POTENTIAL HACKS — TRACK CARS, ALTER TRAFFIC

ONE RESEARCH WE DID — KERNEL ACCESS TO THE ENGINE VIATHE
ENTERTAINMENT SYSTEM!!
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Computer criminals

Computers will make the world of tomorrow
a much safer place. They will do away with
cash, so that you need no longer fear being
attacked for your money. In addition, you
need not worry that your home will be
burgled or your car stolen. The computers in
your home and car will guard them, allowing
only yourself to enter or someone with your

However, there is one kind of crime which
may exist in the future — computer crime.
Instead of mugging people in the streets o
robbing houses, tomorrow’s criminal may try
to steal money from banks and other organi-
zations by using a computer. The computer

computer to gain access to the memorics of
the computers used by the banks and com-
panics. The criminal trics to interfere with the
computers in order to get them to transfer
money to his computer without the bank or
company knowing that it has been robbed.

Computer crime like this in fact exists
already. However, it is very difficult to carry
out a successful robbery by computer. Many
computers have secret codes 1o prevent any-

As computers are used more and more, it is
likely that computer crime will become in-
creasingly difficult to carry out.

Nevertheless, a computer criminal may
succeed now and then and the detectives of
the future will have to be highly skilled
computer operators. There will probably be
police computer-fraud ~ squads, _specially
trained to deal with computer crime. Here
you can see a squad arriving at the home of a
computer criminal and arresting him as he
makes a dash for it. He is clutching a
computer cassette that contains details of his
computer crimes, and the police will need this
as evidence 1o prove that he is guilty.

LETS FINISH WITH A MAGAZINE ARTICLE FROM 1981, ON THE FUTURE
OF COMPUTERS

WE CAN NEVER 100% PREDICT THE FUTURE, OTHERWISE WE COULD
ALL RETIRE ALREADY ©

BUT IT IS CLEAR WE HAVE SOME VERY BUSY AND INTERESTING YEARS
AHEAD OF US!

THANK YOU



