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Legal Feundation & Enforcement
Ovenview.
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« [nvestigation

« Presecution/Criminall Justice System

« Effective Networks/Cooperative
Partnerships




Legal Feundation & Enforcement

« What Is the rele of the legal foundation
and enfercement In cybersecurity?

« Cornerstone

= Provide framework to investigate, prosecute
and deter cyber crime

= Promote Cybersecurity
= Confidence In Legal Systems

= Encourage Commerce %




Legall Foundation:

« Challenges/Barriers
= New methods of attack
= More sophisticated crime
=« Organized Crime
= Internationall Dimension




Recent lfrends

Increasingly Sophisticated
Web Site Attacks That Exploit
Browser Vulnerabilities -
Especially On Trusted Web
Sites

Increasing Sophistication And
Effectiveness In Botnets

Cyber Espionage Efforts By
Well Resourced Organizations
LLooking| To Extract LLarge
Amoeunts Ofi Data - Particularly
Using Targeted Phishing

Mobile Phone Threats,
Especially Against iPhones
And Android-Based Phones;
Plus VOIP

Insider Attacks

Advanced Identity Theft from
Persistent Bots

Increasingly Malicious
Spyware

Web Application Security
EXxploits

Increasingly Sophisticated
Social Engineering Including
Blending Phishing with VOIP
and Event Phishing

Supply Chain Attacks Infecting
Consumer Devices (USB
Thumb Drives, GPS Systems,
Photo Frames, etc.) Distributed
by Trusted Organizations

Source: http://www.sans.org/press/topl0menaces08.php




Greater Sepnistication

“Today’'s attackers are increasingly sophisticated and
erganized, and have begun to adopt methods that are
similar te traditional seftware develepment and business
practices.”

Increased professionalization and commercialization of malicious
activities

Threats that are increasingly tailored for specific regions
Increasing numbers of multi-staged attacks

Attackers targeting victims by first exploiting trusted entities
Convergence of attack methods

Source: Symantec Internet Security Threat Report: Trends for January — June 07 (Published September 2007)
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Legall Foundation: Laws

« Laws
= Updatea
= Sufficient for present cybersecurity needs
= Address core substantive and procedural areas

« Global Enforcement Reach
= Address domestic Needs
= International Cooperation
=« Coordination




Legall Foundation:

« Convention on Cybercrime

« Www. COE.Int/eybercrime
» Framework
= Substantive Crimes
= Procedural Rules
= International Cooperation

« CCIPS Review Of Law Dratfts

= (202) 514 1026




lavestigation

Questions to ask:

« What Is the ability ofi investigators to:
= Follow eriminal leads?
= Collect and preserve evidence?
= Find, apprehend the perpetrators?

« WWhere other countries are involved,
how: long will it take?




lavestigation

« Specialized Training
= Obtaining Electronic Evidence

« Cooperation
= Mutual assistance processes




Prosecution

« Enferce Criminal Law
= Admit evidence in court
= Deterrence
= Punishment

« Criminal Justice System

= [rain judges
N




Eflective Netwerks/Cooperative

Partnersnips
* |nternational Partnerships

« Governments
= National
= State and Local

* NGOs

* Industry/Private Sector
= Assisting investigation
= Reporting crime




Conclusion

« |Legal foundation and enforcement are
essentiall for effective cybersecurity.

« Assessment

= IHow effective Is the present legal foundation
and enforcement?

= WWhat areas for Improvement?

= How to enhance regional and international
cooperation?




Cybercrime.gov

Public Page

|_atest News

Releases

Policies &
Programs
Legal
REesources

Contact Info
Cases

3 cybercrime.gov - Microsoft Internet Explorer provided by Criminal Division
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Latest Press Releases

o Three Indicted and Arrested in One ofthe Largest Counterfeit Goods
Frosecutions in LS. Histary: Infringed Goods Yalued at Mare Than §100
Millian (Jznuary 17, 2008)

o Former 8t Cloud Hospital Emplayee Pleads Guilty to Planting "Logic
Bomb" on Hospital Computar (January 10, 2008)

& Foreign Mational Pleads Guilty in Complex Computer Fraud Scheme
Yictimizing Hundreds of Individuals (January 9, 2008)

+ Four Minnesota Residents Charged in California with Scheme to Defraud
Cigco of Computer Metworking Equipment. Defendant Fraudulently
Conspired to Obtain over §400,000 in Eguigment From Cisco under the
SMARTnet Service Contract Program (January 3, 2008)

+  Former Systems Administrator Gets 30 Months in Prison for Flanting
"Logic Bomb" in Company Computers (January &, 2008)

o Alan Ralsky. Ten Others. Indicted in Internatianal lllenal Samming and

Computer Crime & Intellectual Property Section

&

Computer Crime & Intellectual Property Section

Other High Tech Legal Issues Ahout CCIPS

Statement of Andrew Lourie, Acting Principal Deputy Assistant Attorney General and Chief of Staff, Criminal Division,
Concerning "Privacy and Cybercrime Enforcement Act of 2007" (December 18, 2007)

Hot Documents

+ Howto Report Cyber and P Crime

o Howia Report Computer- and Intemet-Related Crime

o How i Report Intellzctual Frapery Crime

NPR Interview with CCIPS and FBI: Cyber Sleuths Zero In as
e Fraud Takes Toll (January 20, 2008)

Digital Forensic Analysis Methodology Flowchart (PDF)
[August 22, 2007)

(= Manual, "Prosecuting Computer Crimes" Maw Available
{March 2007)

Mew Edition of"Prosecuting Intellectual Property Crimes"
Manual Availahle (Dctober 2008)

United States Joins Council af Eurape Convention on
Cyhercrime (September 29, 2006) j
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Eive Pillars

Developing a national cybersecurity
strategy

Establishing national gevernment-
Industry collaboration

Creating a national incident
management capability

Deterring cybercrime

Promoting a national culture of
Cybersecurity




