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TODAY

*  Why should you implement legal measures?
* National, regional or International approaches?
* What to take into account?

TOMORROW
* What topics need to be covered?
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*  Why should you implement legal measures?
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GLOBAL CYBERSECURITY AGENDA

CYBERSECURITY
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5 PILLARS OF THE GCA
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Legal Measures

Techn. Proced. M.

Organizational Str.

Capacity Building

Intern. Cooperation
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ITU & HLEG

Elaboration of strategies

Analysing the possibilities and
necessity of developing a model
Cybercrime legislation

ITU-D
e Providing assistance within the

implementation
e Providing information

CYBERCRIME

GERCKE

ITU-D

e Providing assistance within the
implementation (Self Assessment]

e Providing information (Conferences and
Publications)
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SELF ASSESSEMENT TOOLKIT

e Part of the Self Assessement Toolkit is
dealing with Cybercrime legislation

o Toolkit enables the countries to
determine the status of the legal
foundation
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ITU GUIDE

e Aim: Providing a guide that is focussing
on the demands of developing
countries

e Including recent developments

Content

Phenomenon of Cybercrime
Challenges of Fighting Cybercrime
Elements of an Anti-Cybercrime
Strategy
Explanation of legal solutions

- Substantive Criminal Law

- Procedural Law

- International Cooperation
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ITU GUIDE

a) Copyright related offences
Examples and Explanation ST

various languages, subtils, tailers and bons
material. Compared to records and video tapes
the CDs and DVDs wmed out to be more
resistible ™

Apart from the eration of new services the

igialisaion enables new methods of copyrght violatons. The foundation of the current copyright

violations is the possibility of fust snd accurste reproduction. Untl the digialisation took place
p s of gualit.

‘malking copies from copies. Today it is rot only possible to duplicae digita sources without a loss of

* The circumvention of digital-rights management systems™"
File-sharing systems are peer-to-peer”™ bused network scrvices that enable their users to share files
with other users. ™ After installing the file-sharing software | the users can select files on their hard.
1 i for files th
. file can be

——
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References and Sources

(if available from publicly available sources)
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e Why are legal measures an important aspect of a Cybersecurity Strategy?
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IMPORTANCE OF LEGAL M. BACKGROUND SPAM

Everyday more than 100 Billion E-Mails are E
send. Based on current researches up to 85%
of those e-mails are SPAM. 5

User receiving
a SPAM E-Mail
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IMPORTANCE OF LEGAL M.

BACKGROUND LEGAL MEASURES

Not all countries in the world have yet
implemented legal measures that allow i
national authorities to investigate Spam cases
and cooperation with other countries in the :
fight against Spam.

User receiving
Tracing requires a SPAM E-Mail
legal measures
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IMPORTANCE OF LEGAL M.

Computer that was
infected and is part
of a Botnet

CYBERCRIME

IMPORTANCE OF LEGAL M.

Offender
controlling
the Botnet
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BACKGROUND DISTRIBUTION OF SPAM

Based on current researches up to 80% of the

Spam e-mails are distributed by only 6
Botnets.

User receiving
a SPAM E-Mail
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BACKGROUND BOTNET

Botnets are used for various illegal activities.
Apart from the dissemination of SPAM the
networks are used to carry out complex
attacks against computer systems.

User receiving
a SPAM E-Mail
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ITU GUIDE

e The guide will provide you with the
information about legal instruments
that are required for investigations as
well as international cooperation
It includes best practice examples

Session 4 tomorrow morning will
provide an overview
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National, Regional or International approaches?
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LEGAL SOLUTION

¥ w

NATIONAL, REGIONAL, INTERNATIONAL

Computer Fraud

LEGAL SOLUTION

o

Religious Offences
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NATIONAL, REGIONAL, INTERNATIONAL

Regional Solution
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THANK YOU FOR YOUR ATTENTION

CYBERCRIME

Dr. Marco Gercke
Niehler Str. 35
D-50733 Cologne

www.cybercrime.de
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