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The National Agency for Computer Security is the ICT Security
Organisation in Tunisia (ICT Security Strategy, CIIP, ...)

CERT-TCC is a sub-structure of the N.A.C.S
CERT-TCC is the Gov Tunisian CERT

CERT-TCC was created in 2004 (a micro-cert was in activity since
1999)

CERT-TCC is the First africain CERT

CERT-TCC is a FIRST Member since 2007 (Forum of Incident
Response and Security Teams)

CERT-TCC is Secretary of OIC-CERT since 2006
CERT-TCC is a CNUCED/UNCTAD Center of Excellence (UN)
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ICT in Tunisia: Statistics
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Promoting a cybersecurity culture

Tunisian Experience
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Awareness Strategy

Lack of Awareness :
Necessity of a pragmatic approach :
- Raise Awareness of Politicians and policy-makers
+ Provides Funds (Loans, donation via “AlD” programs )& Technical Assistance,

- Launch of “Nucleus” of local CERTSs,
Which provides a first “Nest” of local experts, which will be in charge of :

- raising awareness of IT Managers & administrators,
whom will be the task force in charge of “Attacking” IT users

& Finally, the broad Population, by a progressive approach (with
care to not frightening).

—>Establishing a National strategy and plan for treating cyber-security
issues, accordingly to the state of development of each country.

Lack of Experts
-Necessity to help the Set-Up of a first Task-force of local Experts - Need for training

Lack of “Money”
-Search for Funds, loans (World Bank)
-Focus on Open Source Solutions
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Concerned Communities N.A.C.S

Potec@anst tnr :

A4 444 T
B B BB —

Compuber Emergency Response Team - Tunisian Coordination Center < ER I '-' ‘ @

L =gy beporss T Tomnen (oo @t (s




Decision Makers

CiSO, Professional,...
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Decision Makers

- Decision Makers are key persons for promoting IT Security culture

- CERT-TCC has made different awareness actions with Ministers, CEOs, Bank
Managers...

-Government General Secretary

-Ministers of Communication Technologies, Social Affair...

Hacking Simulation

-“Hacking Exposed” demonstration of attacks for
Decision Makers = get in touch with reality of risks)
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N.A.C.S

IT Security Laws in Tunisia

In addition of existent Laws :

@ Law on protection of Privacy and Personal data (Law n° 2004-63)

@ Law on Electronic Signature and e-commerce (Law N° 2000-83 )

@ Law Against Cyber-Crimes (Law N° 1999-89, Art 199)

@ Law on consumer protection and respect of Intellectual property (Law N°1994-36)

v’ February 2004 : Promulgation of an “original’ LAW, on computer security
(Law N° 5-2004 and 3 relatives decrees ) :
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Concerned Communities N.A.C.S

Potec@anst tnr :
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through multiple channels (ma
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lists, Web site, brochures and Knowledge bases, News )
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More than 30 Guides and Manuals
h

Information & Assistance
To increase awareness of security issues and help organizations to improve the security of

their systems, we collect and d
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CERT-TCC Professional Events

CISO’s Day (More than 140 CISOs)

» New attack Technics, IT Security Technologies, Procedures, Tools

IT Security Auditor's Day (More than 160 Auditors)

» Standards, Methodologies, Inquiries, Problems...

Software Developers Day (2009)

CERT-TCC Forum (end 2008)

« Share Knowledge, Experiences
» Update the Collaboration Network
» Improve Coordination procedures
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Promoting Open Source Solutions N.A.C.S

CERT/TCC is Acting for sensitizing young investors (by providing “Markets”),to:

First Step : Provides support for open-source tools deployment ( installation, training,
“maintenance )

Then 2 Customization of open-source solutions (for clients specific needs )
End 2 Launch of real Research/Development activities
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Concerned Communities N.A.C.S

Potec@anst tnr :
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Awareness Activities

* Publications : we also reproduce or develop and publish free electronic publications
(guides, ..), to show administrators how to protect systems and networks against
malicious and inadvertent compromise.

* Presentations : We organize and regularly give presentations at conferences,
workshops, and meetings, as an excellent way to help attendees to learn more in the
area of network information system security.

8 aw
booklets

4 awareness
cdroms

o JAE | 200 miee

e Calendar




Pensez a sauvegarder vos données,
régulierement et en lieu sar !

La valeur de vos données perdues est souvent
inestimable.

_ﬂ assistance@ansi.tn

Pour déclarer vos incidents de sécurité:  incident@ansi.tn

Bl i b s s R lbc s gana L

@\ 94 v Jughu
@ it .

Agence Nationale de la Sécurité Informatique
Computer Emergency Response Team - Tunisian Coordination Center

Un incident de sécurité est comme un iceberg,

la partie apparente ne refléte pas toute la mesure de son
impact.

Déclarez-le !

@) incident@ansi.tn

Pour déclarer vos incidents de sécurité:  incident@ansi.tn
Pour avoir une assistance: assistance@ansi.tn
Pour vous abonner a notre mailing liste: abonnement@ansi.tn

84 Av Jughurta
¢ Mutuelle Ville 1002, Tunis

IT Security Awareness Posters

Computer Emergency Response Team

Furnisian Coordination Center
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Awareness Activities

*  Media information : We also work with the news media, and give them the necessary information
material and support to raise the awareness of a broad population to the risks they face on the
Internet and steps they can take to protect themselves.

*  Press-Relations position in CERT/TCC (a journalist, which prepares and provides Material to
Journalists : motivation ..)

I
Weekly 1 1| e Participation in 1 TV
participation RUNISIE Program 2 Times per

in 8 National Mounth
Radios
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Youth and Parents Awareness

- Acts for raising Youth and parents awareness ,In Collaboration with specialized
centers and associations :

» Preparation of a first pack of short (awareness) courses for Primary
school.

» Starts the Development of special pedagogical material for
childrens&parents : 3 “Cartoons”, Quizs

- Development of a special rubric in the Web site and Inclusion of a special
Mailing-List rubric for parents (Parental control tools, risks, ..)

- Development of special awareness tools ( Cdroms, Cartoons, Games,
Booklets...)

g T = __-:-""'.:-'::I. 3
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Dessin 1
Dessin 2
Dessin 3
Dessin 4
B2 Dessin S
Dessin &

25.09,2007
Risque Bas

CERT-TC®

Computer Emergency Response Team
Tunisian Coordination Canter

irents et enfants

Sécurite "~ Qutils de
informatique ."‘"'.I- controle
pour la famille 3 parental

Conseils pour

la Familie: \?3@ Liens utiles

hEntrez wotre adresse email

Passeport de T
sécurité Quiz pou

pour la famille ﬂ“ﬂz enfants

Compuber Emergency Response Team - Tunisian Coordination Center
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Education

tn
cortetcciiansi tn

Collaboration with academic institutions for :

-Developing Masters in IT security : (Now, A master degree in IT security permits the
certification of IT Security Auditor)

= In 2004 : Launch of the first Master in IT security (Collaboration between
two universities).

= [n 2008 : 7 masters (3 publics & 4 privates universities/ 1 Regional).

- Introduction of security modules (awareness) inside academic and education

programs.
= Universities
» Elementary Schools (in progress)

Compuber Emergency Response Team - Tunisian Coordination Center ( ER 'I'- ' c@
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Training Activities

tn
cortetcciiansi tn

- Establishment of a Task Force of Trainers in IT Security.
- Launch of training courses for trainers (private sector)
- 4 Train Courses organized since 2005 (Loan of the World Bank)
- Preparation of 4 additional training courses for trainers in 2008-2009 (Loan of
the World Bank)
- Encourage private sector to organise Advanced IT Security Trainings (CISSP,

CISA, CEH, ITIL...) - _
(SO —isaca  C|EH

for formaiion Securicy

Other Training Activities
 Decision Makers
* CISOs
* Professionals
 Auditors
* Developpers
 Students
* Home Users
 Journalists
» Judges and Law Enforcement Staff

Compuber Emergency Response Team - Tunisian Coordination Center ( ER 'I'- ' c@
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N.A.C.S

Training Activities

+ The first identified topics (trainees courses) are the following :

— Network perimeter security technics (Secure architectures, Firewalls, IDS, secure dial-
up servers, content gateways and proxies, ..) .

— Internal Network security organization and technics (security policy development,
security plan development, tools : Distributed firewalls, Anti-virus gateways, PKI, ..).

— Secure application development and hosting technics

— Information Survivability technologies (disaster recovery plans)

— Technical basis for intrusion prevention ( identifying and preventing intrusions and
security flaws).

— Fundamentals of Incident Handling and overview of a Computer Security Incident
Response Team

— Creating and Managing a Computer Security Incident Response Team
— Methodologies of security self-assessment.
— 1S0 27001, 27002,...

— CBK course. (Physical Security, Telecom and Network Security...)

— Specialized courses for military, judicial and investigation staff c E R T_ T C©

Compuber Emergency Rerponse Team - Tunisian Coordination Center
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Collaboration with associations (NGO) :

Motivates the creation of specialized Associations in IT security :

* An academic association was launched in 2005: “Tunisian Association for Numerical Security”.
* A professional association : “Tunisian Association of the Experts in Computer Security”.
In project : An association of ISPs

mer Méditerranée

mblﬂ%’ﬂourguma'
5 Bé]ao lﬂ ]

-Organisation of awareness actions with different ? g I .z':'
associations over the country (ATIM, ATSN, JCI, w Karouane @ ,ﬂﬁf:.
ATAI’ ) ’:?Sid'rBou;. ‘ \
/lj Si ‘ERKENNAH
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- Participation to the National Internet Festival \ )
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Collaboration with associations (NGO) :

Motivation (funds) for the Development of Self-assessment
methodologies (adapted to our STEP) & Guides of Best Practices

Implication for the Development of Models of books for Tender of offers
( Insures Fair concurrency - attracts more private investments in the field)

* Publication of a “Model for tender of offers” for Risk Assessment operations
(With consultation and validation of the private sector )

*Development of Models of books for tender of offers for
-Commercial Security Tools acquisition (Firewalls, IDS, ...,)

*Open-source Security tools deployment (Training, assistance)

Implication for Evaluation of actions & Revision of Action Plans

- Realization of National Surveys about IT Security
(A survey is planed for end 2007, with participation of the 2 associations)
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Thank you for your attention



