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Why IT Governance

FOCUS AREAS

= Align activities to Strategy

= Deliver Value

B Management Resource prudently

= Judiciously managing RISKS faced
= Measure Performance




WHY IT GOVERNANCE.......

* Alignment of IT with Business Strategy

 ‘Standard of due Care’

* IT enabling the Business

* Obtaining value from I'T investments

* Providing organizational structures that facilitate the
implementation of strategy and goals

* Creating constructive relationships and effective
communication between the business and I'T, and with

external partners
* Measuring IT’s performance




CONTROL FRAMEWORK FORIT TO

* Linkage to Business Requirements

* Make performance against requirements transparent
* Organize activities into a generally accepted process model

* Identify major resources to be leveraged

* Defining the management control objectives for consideration




... Its All About...

e Structured Innovation &
Change

* Competitiveness

e Survival

e Growth

e Cost Containment

* Changing technology
* User accessibility
* Business reliance on IT

* Adapting to changing business needs

* Business / IT alighment and fusion

* A commonly accepted, formal body of Knowledge
* Formal recognition by fellow Professionals

* Subscription to a code of ethics




= ITHE FOUR COBIT DOMAINS

Domains of CoIT

Plan and Organise

I I Control

Acquire Deliver
and H and
Implement Support

Measure
i 3 ¥

Manage

Monitor and Evaluate




COBIT
FRAMEWORK

ME1 Mnitor and avaluate T performance.
ME2 Mcnitor and avaluate inernal ¢ ontrol. : 5 ;
MEZ Ensure complianca with ecdemal requirements. Egg E:ﬁm";“T: I;Ehrr:b;?:::irg:m;a

ME4 Prowide IT governancs. P04 Define the IT proacesses. crganisation and relationships.
P05 Manage the IT investment. 1

P06 Communicate maragement aims and dirsstion. 4 Domalns
PO7 Manzge IT human rsaourcas.
P08 Manage quality.

P08 Fesess and manage [T risks.
OR 0 POA O Manzge projece.

P04 Defing a strateqgic IT plan.

34 IT
PLAN AND Processes

DELIVER AND

SUPPORT ACOUIRE AND
IMPLEMENT

051 Defire and manage service kuels.

052 Manage third-party sarvices. - -

D52 Manage perfommance and capasily. Al |dentify avtomated sobitions.

D54 Ensure confinuous servics. A2 Fcquire and maintain spplcetion sofwars,
D55 Ensure systems security. A13 Acquire and maintain technology infrestructure.
D55 Identify and alkocate costs. 414 Enable cparation and use.

057 Educats and train usem. Al5 Procurs [T rasources.

052 Manage ssrvice desk and inciden s, Alf Manage changes.

D% Manage the configuration. A7 Imstall and acoreditsclutions and changes.
0510 Manage problerms.

0541 Manage data.

0512 Manags tha physical emdironment.

0513 Manage nperations.




Service Level Management

Capacity Management

Service Delivery

Availability Management

service Management

Service Continuity Management

Financial Manageme nt

Security Management

Change Manage ment

Release Management

Service Support

Configuration Management
Service Desk

* Incident Manage ment
Problem Management




-.EST PRACTICE

SERVICE DELIVERY

Capacity Management
Availability Management

Service Level Management
IT Financial Management
[T Service Continuity




B ICT SECURITY

1ISO17799 [27002] ADOPTED

PMBOK - PROJECT MANAGEMENT
[SO27002 aligned ICT SECURITY POLICY

COBIT - GOVERNANCE
ITIL - SERVICE MANAGEMENT




|ICT SECURITY

Delivery
Systems

Business
Intelligence

Temenos

Banking Systems
operations Administratio

Commeon

/ Single Database \
BSA . / \ Human

Resources

Financials

- - - - Procurement &

Logistics

Vault
Management

Economic
Analysis

CURRENT & PROJECTED SYSTEMS




Security Risk Management

Policies, Standards
& Procedures

Need for Security Vs
Need to provide Services &
Products

ICT Security Policy Usability Vs Security Balance ..

COBIT
ISO/IEC

Information
Applications
Infrastructure

« Firewalls, VPNs, Antivirus

~.Software, Content & URL
Fﬂ’fering, OS Platform
Management

[..Data..]

[..Business Objectives..]

Security & Usability
Compromise

Easy to Use -
Low Security

Directory Services

- [MS Active Directory]
Physical Security

- Babylon System

Availability

Reliability
Antivirus (Threats) Management
Network Management
Patch Management

Effectiveness

Efficiency

Inform & Train Users
Continuous Monitoring & Evaluation

Integrity

Process Enhancement
SDLC

Project Management - PMBOK [##'
L

Service Delivery- ITIL
Service Support - ITIL




Anti-virus,
Spam, Anti-
Spyware
Administration

Logical Security -
Operating Systems,
Applications

Physical &
Environmental
Security Management

mentation

Tools Implemented

Symantec Antivirus
Enterprise Edition

Servers, PCs, Email
——

*WebSense — Internet Content

& URL Filtering

*Kaspesky — Email, AntiSpam

*Microsoft Active Directory
Services — Access Control

*Windows Server Update
Services (WSUS) — Patch

Management

*WASP — Asset Tracking &

Management

*Babylon Access System —

Physical Security

s

Underway -
Implementation
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Redundancy

Business Continuity Management




PolicY driven approach to addresiing Regional
Cybersecurity threats

*Guided by Standards

Internal Quality Assurance Capacity with corporative
External Assurance

*Template designs to assist COMESA member states
*Change in business approach on Cybersecurity matters

*COMESA REPSS System Re-alignment to ICT Security
and ensure compliance by member states
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The Board, Management and Staff of the Bank of Zambis wish to express prafound grief and socmose an thae
demisaof His Excelloncy the Presidont of the Republic of Zambia, Dr, Lovy Fatrick Mwanawasa 5.C,

The Bank would like to register and appreciate the support and autonomy accorded vo i by lave President
Mwanawasa which enabled the Bank vo eflecuvely contribute o the current macroenomic stakalivyg.

The late President Mwanawasa inspired and energised the Zambian People and provided sound and ahble
leadership not only to our nation, but to the SADC region as & whole

The Bank joans thee nation in maurning the lave Presicdent and sends its sancere condolences 1o the Firse Lacdy,
thar rest of the Famiby, the Acting President, Cabinet and the entine natbon.

May God Guide our great nation during this trying period and may the soul of our beloved President
Mwanawasa rest in eternal peace.




Thank You

Q&A




