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CHAPTER 1

THE OPERATIONAL ASPECTS OF DISASTER COMMUNICATIONS

1.
Introduction

The operational aspects of disaster communications should be understood by users of communication as well as by the providers. Disaster managers are often confronted with the task of defining requirements, and they can do so best if they know what is available and feasible under the specific circumstances of an emergency situation. Telecommunication service providers include those providing services to the public on a commercial basis, those providing services to specific users as well as the operators of specialized networks, in particular the amateur radio service.  

This Handbook divides operational matters into two groups, first describing the communications modes and the networks using these modes.  The discussion of each mode starts with a user-oriented description of their applications in disaster communications. This is followed by information addressed to the provider of the respective service about when the mode or network is to be applied for disaster communications.  In a technical annex to this Handbook, practical technical information is provided for telecommunication officers, technicians and operators of humanitarian organizations and institutions, and for the technical staff of service providers.

1.1
Tactical and Strategic Communications

Emergency operations and military operations share a number of characteristics, such as the rapidly and often unpredictably changing physical and social environment in which they take place, and the need for rapid decision making on all levels.  Their communications requirements are therefore comparable. The military terms of tactical and strategic communications best describe what has to be provided for a coordinated response to any emergency with more than strictly local implications.  

1.2
Standardization and Gateways

Standardization is the ideal solution to ensure compatibility and interaction among all communication networks, at least within each of the two groups, i.e. the tactical and the strategic communications. However, emergency response, is a temporary activity, and those involved are not necessarily participants in a continuous routine function.  

Gateways are not ideal but are so far the only realistic solution. In tactical communications, this function is mostly carried out by a human interface - the operator or the disaster manager who uses more than one network at the same time.  For this, they need a solid knowledge of the structures and the procedures of the networks involved. In strategic communications, automatic gateways between different systems have been developed. To apply these the technical staff must be familiar with the technology and how it may be utilized.

CHAPTER 2

COMMUNICATION MODES

Practically all modes of communications on public and private networks, have their role in disaster communications. The following sections give an overview of available modes and networks, which will be described in more detail in the technical annex to this handbook.

2.1 
Voice Communications

Voice is the most common and most suitable mode of communication for the real-time transmission of short messages and with minimal equipment requirements. Its applications in disaster communications range from point-to-point wired field telephone links and VHF and UHF hand-held or mobile transceivers to satellite phones, and also include public address systems as well as broadcasts via radio.  However for the transmission of more complex information, the lack of a permanent documentation is an important shortcoming of voice.

2.2
Data Communications

The earliest forms of electronic communication were in fact data links: The telegraph was in use long before the telephone, and wireless telegraphy preceded radiotelephony.  It was, however, only the development of electronic interfaces and peripheral equipment - replacing the human operator translating between Morse code and written text - which made data communications for many applications superior to voice.

The first such interface with practical applications in disaster communications was the teleprinter or teletype machine, commonly known in commercial usage as "Telex".  Initially used on wired networks, it was soon on radio links.  While very reliable and with a very low error rate on wired circuits, efficient use over radio required strong signals and interference-free channels.  The requirement of considerable technical resources for a reliable radio teletype (RTTY) link limited their usefulness in emergency situations. 

The coming of advanced digital technology allowed the development of new data communication modes, which eliminate the shortcomings of RTTY.  The key to error-free links is the splitting of the messages into "packets", and the automatic transmission of an acknowledgement of correct reception or a request for re-transmission.

The earliest general application of automatic error correction is the ARQ concept, standing for "automatic repeat request", with communication protocols known as TOR, SITOR and AMTOR. In ARQ mode, an automatic acknowledgement or request for re-transmission takes place after every third letter of the message.

Different from RTTY, where the number of stations receiving a transmission is not limited, ARQ signals can only be exchanged between two partners at any given time. To allow broadcasting, a somewhat less reliable version, "forward error correction: (FEC) mode was introduced.  In FEC, every "packet" of three letters is transmitted twice; the receiving station automatically compares the two transmissions and, if they differ, identifies the most likely correct content of the "packet".

Further development led to more efficient methods of data communications on both wired and radio links.  The most important example of this is he Internet Protocol (IP), which has also been adopted as the common standard of communications among all major partners in international humanitarian assistance.  The "Packet Radio" is most commonly used on VHF and UHF. Its derivative "Pactor" and various other proprietary modes allow, through suitable gateways, the use of HF radio links for practically all functions of the Internet.

Fax was the first mode allowing the transmission of images in graphic hard-copy format over wired and, to a limited extent, wireless networks.  In its original form, fax images are carried as analog signals over voice circuits such as the telephone network. As with the data modes, the development in digital technology has led to new forms of image transfer, including the applications on the World Wide Web.

CHAPTER 3

PUBLIC COMMUNICATION NETWORKS

Networks are structured according to the needs of the users, and according to the technology, such as the mode in use.  They range from the most basic, two-point link all the way to world-wide structures, and they can be centralized, with each user connected to a form of exchange, or use an almost infinite variety of options to connect from one terminal to another. The public telephone system is an example for the first option, the Internet for the second.

3.1 
The Public Switched Telephone Network (PSTN) 

The Public Switched Telephone Network (PSTN) has undergone both political and technical changes in recent years. Until recently, in many countries, they were owned and operated by large government monopolies such as the post office. Today individual members of the public and businesses are often free to choose between the telephone services offered by several local service providers.  However, if the service offered is fully interconnected to all other telephones, then the system is part of the PSTN, sometimes also referred to as the Plain Old Telephone System (POTS). In many cases, centralization of critical functions has resulted in potentially high vulnerabilities. The main parts of a PSTN are as follows:

3.1.1
Local Distribution

Local distribution systems connect the end users to the switches, Typically switches will be in the order of 10-20 Km away. The local cable system is a network of one unscreened twisted pair cable per telephone line. One separate pair, all the way from the customer to the nearest switch, is permanently provided for each line. 

In many places, telephone lines are open wires or cables with numerous pairs of wires, suspended from poles. Such pole routes are vulnerable to disasters involving high winds or earthquakes. In many cases, however, the cables are buried all or some of the way, either directly in the ground, or in ductway systems, reducing their vulnerability.

One factor is that the local cable system is such a large capital investment that the operators of competing systems may well use the same local cable system for access. Therefore damage to the local cable system may affect all operators to the same degree.

The local loop used on the PSTN has the advantage that the telephone at the user's premises is powered from a battery at the telephone exchange. If power at the user's premises is disrupted, the phone will still work as long as the lines are not damaged. However, this does not apply to cordless phones, which will have a home base station powered by the domestic power. Every home and business should be urged to have at least one normal type, central battery powered phone. 

3.1.2
Wireless Local Loop (WLL)

Some operators offer access to their switches via "wireless local loop" (WLL) solutions. WLL relies on local Radio Base Stations (RBS). These provide a radio link to fixed radio units in the home, which in turn connect to telephones in the home or business. The user may be unaware of  the details of such arrangement. 

One problem with WLL is that if the power in the building is lost, the radio unit will be inoperable unless reliable alternative power is provided. The RBS stations do have backup power, but are connected to the switch via the local cable system, or by leased lines also carrying other services, but along the same route as the local cables. In other cases the base station is connected by dedicated microwave link. Nevertheless, wireless access may in some cases be less vulnerable to physical damage than pole routes, provided backup power is part of the configuration.

"Private wires" used by enterprise systems are often routed through the local cable system of public networks. In such cases, damage to the latter is likely to affect any wire telecom system in the area, public or private. 

3.1.3
Switches

Switches are the center of a telephone system and they also present the most serious risk because of their tendency to overload. In a residential area, a switch is dimensioned to accommodate simultaneous calls by about 5% of the subscribers. In a business area this figure may be up to 10 %. When the load is greater than the switch is designed to handle, a switch is "blocked". Disasters, and even quite trivial local events, can cause a very high traffic volume within as well as from and to an affected area, mostly as subscribers seek information about friends and relatives. This traffic alone is likely to block a switch in the aftermath of a disaster. 

Modern switches are often of the computerized digital type. However, no matter how the switch is built, it needs power, an enclosure such as a building and often also air conditioning. Any disruption or damage affecting supporting elements will cause the switch to fail.  

3.1.4
The Trunk and Signaling System

Trunk lines are links between switches. Trunks are often multiplexed and therefore of carrying hundreds or thousands of calls. They may be implemented by microwave radio links, copper cables, or optical fiber, depending on the expected capacity of the link. The trend is for large-scale operators to use optical fiber systems. If the cables are buried, as they often are, they will be less vulnerable. 

Operators normally link the switches through their own trunking system. Having accounts with several different operators may increase the survival capability of a system in an emergency. Sometimes the competing operators have built their own trunk system, but sometimes they have merely bought capacity on other systems. Even commercially competing systems may therefore share their physical infrastructures.   

One way to carry trunks is by microwave. These are radio links between relay stations, usually mounted on hills or high buildings. Microwave relay stations are therefore often in exposed locations, and may sometimes difficult to reach. After a disaster, some sites may in fact only be accessible only by helicopter and, given the importance of communications, money spent on regular checking of remote installations is a good investment by the system operator.

A special case is the "Signaling system No. 7".  Under its structure, the switches need to "talk"to each other in order to set up calls. To do this there is a separate dedicated service called the SS7 or CCITT7 system, which is similar to a private Internet system for use exclusively by switches. Though logically separate, the SS7 channels are often multiplexed into the trunk circuits and are carried by the same transmission as the trunk circuits. In the event of SS7 failure, calls between switches can no longer be made. Generally, local calls on the same switch are not affected. 

3.1.5 Integrated Services Digital Network (ISDN)

Integrated Services Digital Network (ISDN) is a circuit switched, transparent data service at high speeds, which can be increased in 64 kbps steps. A typical use is video conferencing for scientific and technical applications. Generally, the same switch carrying telephony is also switching the ISDN, and the trunk network is the same. ISDN is neither more nor less reliable than telephony, because it shares the same infrastructure.

3.1.6 
Telex

The importance of Telex is diminishing as text messages are increasingly handled by e-mail. Nevertheless, Telex remains an important tool.  The Telex system consists of teleprinters or specially programmed computer terminals, connected to each other by means of the International Telex network. Telex messages consist of only upper case letters of the Roman alphabet and some punctuation symbols, using the Baudot code ITU-ITA2. 

Telex has two distinct advantages over other systems. The most important one is that Telex is switched through a different switch than used for telephone calls. This is relevant in the case of a disaster, when the telephone switch may be overloaded. Access to the Internet is achieved by modems, which dial the service provider's local point of presence over the telephone system, and here, too, Telex can serve as an alternative. Any teleprinter machine does of course require local power.

Telex exchanges are designed to handle high levels of traffic, and will not usually be overloaded by private calls. Telex also features an optional store-and-forward mode that will forward messages as soon as possible, if it can not be done in real time.  Thus there is a very good chance of getting through with Telex.  This store-and-forward mode is also applied for Telex connections with Inmarsat Standard C terminals, which have an important role in disaster communications.

One weakness of Telex is that nowadays signals are often sent over the same transmission systems as most of the other services. Therefore a total loss of transmission may cause loss of Telex.  On the other hand, Telex circuits are defined on the trunks on a permanent basis, so they will have capacity permanently reserved and they are less likely to be affected by congestion on the trunk system.

Telex is a "narrow band" system, meaning that it requires very little system resources to operate. It is easy and inexpensive to provide alternative wireless connectivity for Telex terminals. In theory disaster proof Telex service is possible, but in practice this will depend on the instructions to the network planner, as to whether reliability or economy is the major factor. 

Telex terminals should be connected directly to the Telex network and not via an intermediate service provider, otherwise they may be using dial up modem service via the PSTN, thus losing their major advantage.  Telex machines allow a real-time dialogue between two users. This does not apply to the transmission and reception of Telex messages through a computer terminal, possible through some service providers; such a connection is always in the form of a storage-and-forward system.  It therefore does not allow such dialogue and actual teleprinter machines may be preferable for emergency purposes.  

In many parts of the world Telex is being removed from service in favor of more "modern" systems that are faster but by far not as robust in serving disaster communication needs.

3.1.7
Facsimile (Fax)

A facsimile machine consists of a scanner, a computer, a modem and a printer in one unit. This combination allows the transmission and reception of graphic images, independently of their contents. A document in the hands of one user can therefore be made available to another user in real time. In disaster communications this has applications in respect to drawings and maps, as well as to manually compiled lists or tables or documents written by a third party, in a language not necessarily comprehensible to the sender, and/or using an alphabet not available on existing text communication links.  In disaster communications this might, however, be an advantage as well as a disadvantage  - a Fax connection may also tempt emergency managers to forward information "as is" rather than communicating the concise results of their assessment of the situation.

A general weakness of fax is that it is usually carried over normal telephone circuits. It is therefore subject to all their shortcomings. Furthermore all fax machines depend on external power and - unless they are connected directly to the public network - on the functioning of related equipment at the user's premises.

3.1.8
The Public Land Mobile Network (PLMN) 

The Public Land Mobile Network, (PLMN) includes the cellular telephone networks, Personal Communications Systems  (PCS) and the so-called 3rd Generation wireless data systems.  PLMNs are composed of fixed radio base stations, which provide network of so called cells, and mobile terminals, which are increasingly of the hand-held type. Users can move within the area covered by the cells of a service provider, and links are automatically handed over from one cell to another. Depending on common features of various systems in use, and on commercial arrangements among service providers, subscribers can "roam" within the areas covered by other providers than the one with which the terminal is registered.

PLMNs offer connectivity to any phone or data network anywhere in the world.  PLMN coverage is limited to densely populated areas, mostly in developed countries; a global coverage would not be economically feasible at present.

Many types of terminals also offer slow speed data, typically at the rate of 9.6 kbps. "Third generation" high-speed packet data services are becoming available, enabling data speeds comparable to those on wired networks. 3G systems are designed to give connection to Internet services such as e-mail and the World Wide Web (WWW). With such services, terminals remain logged on to the Internet all the time, thus having very rapid access to data. Depending on the arrangement with the service provider, the user might pay for data actually sent to or from the Internet, as opposed to the time charges in normal telephone connections. 

Services such as Wireless Access Protocol (WAP) are carried over the PLMN networks. WAP is a protocol for the transmission of special forms of web pages, over low capacity wireless links, and for display on small telephone screens. A bonus of these systems is that the subscriber does not need to install additional infrastructure.

Cells in urban areas are designed for a capacity of about 30 simultaneous phone calls each, cells in rural areas with lower population density often have a capacity of only 6 or 7 traffic channels. The planners of cellular networks measure the traffic generated by each type of area, rural or urban, and match the capacity accordingly.  Cell sizes can vary from 35 km in a rural area with very low traffic density, to 100 meters or less in a high capacity urban area. A typical figure is for a serving station to be within 5km from the subscriber. 

Radio Base Stations (RBS) are expensive, and the commercial operators provide enough capacity for their present need, but not for the kind of peak traffic required in disasters communication usage. Despite its convenience, the PLMN is therefore unsuitable for disaster. This is why services such as Fire/ Rescue and Police have private radio systems and do not rely only on cellular services. 

Radio base stations at or near the disaster scene are vulnerable to damage in the same way as any other structure. Floods may damage equipment in cabinets at ground, earthquakes and storms may affect antennas on the towers and other structures. 

A serious problem is that each station is connected to local power systems, which may be damaged in the disaster. The typical RBS has a capacity to continue on battery back up for about 8 hours. Many have capability to be connected to a mobile generator, but this has to be brought to the scene. Very few RBS have permanently mounted generators. A further problem is that base stations may not be able to operate standing alone, and must be connected to a Base Station controller (BSC), or a Mobile Switching Center (MSC). This link is provided either by an underground line, or a microwave link 

Like any cell or RBS, Mobile Switching Centers (MSCs) have a limited capacity. They, too, are designed for the average traffic load expected in the area, but not for additional requirements such as typically experienced in the aftermath of a disaster. To offset this problem, advanced software in some switches can optionally identify certain high priority users and allocate a channel to them at the expense of those with lower priorities. In the GSM system for example, subscribers can be marked as having "Pre-emptive capability". Calls from lower priority users will be dropped in favor of calls from a user with pre-emptive vulnerability status. An actual application of such priority schemes is less depending on the technical possibilities than on the regulatory environment. 

In a highly competitive market, a subscriber who is told that in case of emergency he or she might have less chances to make calls is likely to give preference to a service provider who has not implemented a priority mechanism. Only a mandatory application, using identical criteria for priority subscribers in all networks operating in a given area can ensure the application of this highly desirable network feature.

3.1.9
Cells on Wheels (COW)

The capacity of the PLMN can be boosted in an ad-hoc manner by the addition of temporary cell stations, known as "Cells On Wheels" (COW). These may replace a failed RBS, boost the capacity of the system or provide service in a not normally covered area. The primary problem with their deployment is the need to link the calls to an appropriate switch. It goes without saying that the COW needs to be of the same system as the one used by the mobile stations in the area and to operate in the same frequency band. The COW also needs to be connected to a switch which is compatible with the COW, this usually means made by the same manufacturer. In extreme situations, COW can be connected to remote switches in another country through VSAT links. 

3.2
Mobile Satellite Systems

The most widely used mobile satellite system at the time of writing is the Inmarsat system. Originally created under the auspices of the International Maritime Organization (IMO) in the late 1970s, to serve the international shipping community, Inmarsat is now a privatized enterprise offering service to maritime, aeronautical and land mobile customers.

The Inmarsat system consists of Geo-stationary satellites, which connect mobile terminals through Land Earth Stations (LES) to the PSTN and other networks. Four satellites cover the surface of the earth with the exception of the Polar Regions. LES are located in various countries and within the range of one or more satellites. A communication link includes in any case at least one LES, which is the actual service provider. Below are listed the types or "Standards" of interest for land based disaster communications.

3.2.1
Standard M and mini-M 

Standard M and mini-M are the most popular for highly mobile applications. Mini-m terminals are about the size and weight of a laptop computer, Standard M terminals the size of a briefcase. They enable connections with any PSTN subscriber world wide, including other mobile satellite terminals. Most M and mini-M terminals have a port for connection to a Fax machine, and an RS-232 data port for the relatively slow rate of 2.4 kbps. Many subscribers use this type of terminal for email by means of a Post Office Protocol (POP) connection. 

In common with other Inmarsat terminals, the portable versions have to be unpacked and set up so that the antenna can "see" the satellite. Most terminals have provisions to remotely locate the antenna outdoors. They can not be used in a vehicle when in motion unless equipped with special antennas compensating for the movement of the vehicle.  

While Standard M terminals can operate anywhere within the coverage of the Inmarsat satellites, the use of mini-M terminals is limited to the coverage provided by spot beams of these satellites. Such spot beams, which allow the use of terminals with lower power and smaller antennas, cover most landmasses but not the oceans and many of the smaller or more isolated islands. Further developments, including a mobile ISDN service, may be expected as extensions of Standard M.

3.2.2
Standard C

Standard C is a store-and-forward text system, used extensively at sea for distress messages. It will transmit e-mail as well as Telex. It can be used for short emails, but is not suitable for carrying large files of data, such as attachments. Terminals are typically briefcase sized, but require terminal equipment such as a laptop computer to handle the text.  Some service providers forward messages from Standard C terminals to Fax machines (but not in the opposite direction). There is no voice capability on this system.

3.2.3
Standard B

Standard B service offers ISDN Data at 64 kbps. Standard B equipment is considerably larger and heavier than Standard M terminals and intended primarily for stationary use, where it can provide connectivity for multiple, simultaneous users or high-speed data applications.

3.2.4
Standard A

Standard A was the first generation of Inmarsat mobile satellite terminals, offering voice, data and Telex connections using an analogue mode. Standard A units are typically much larger and heavier than the later terminals. 

3.3
Global Mobile Personal Communications by Satellite (GMPCS)

The distinguishing feature of Global Mobile Personal Communications by Satellite (GMPCS) versus other mobile satellite systems is that the terminals are very small and lightweight, about the size and weight of a normal cell phone. The GMPCS systems include Globalstar and ICO. Because of the use of low efficiency antennas on the terminals, strong signals from the satellites are required. This is achieved either by using large high gain antennas on satellites in geostationary orbit, or by using low earth orbiting satellites (LEOs). 

Terminals will be of the so called dual mode type are able to connect to either satellite or terrestrial service. Normally, users program the terminal to connect to a cellular system when that is available, but automatically connect to the satellite system when cellular coverage does not exist. Typically this may happen when operating outside of the coverage area of the terrestrial service or if the terrestrial system is disrupted or overloaded such as in the aftermath of a disaster.

An important market segment for GMPCS is fixed terminal operations, for example public telephone boxes located in places without wireline infrastructure. Another application is the "backhauling" of PBX voice circuits, for which the subscriber needs an account either with a terrestrial service provider, or with a service provider who in turn has agreements with both a space segment provider and terrestrial providers. For this to work, roaming arrangements such as described for PLMN are required. All this is done automatically, so the users need take no actions when changing form space to cellular and back again. The dual mode space/cellular phones, which automatically use the satellite links wherever cellular coverage is not available, overcome the need to either locate the terminal or phone outdoors or to use a remote antenna. They also allow savings by communicating, whenever possible, via terrestrial services rather than via satellite systems which are usually more expensive.

3.4
Mobile Satellite Systems with Regional Coverage

Whereas the systems described above offer global coverage, regional systems typically cover a region such as the USA or the Asian subcontinent. No service will be possible outside the coverage or "footprint" of the satellite. Current systems are such as Motient (formerly American Mobile Satellite Corporation AMSC) for the USA, Thuraya for the Middle East, northern Africa and southwestern Asia, and ACeS for Asia. Terminal types vary, with laptop computer sized terminals used for AMSC and hand held personal types used for Thuraya and ACeS.  Other features, such as the possibility to make use of terrestrial cellular systems where and when available, are similar to those of the GMPCS systems.

3.5
The Internet

The Internet increasingly provides support for major operations and functions of organizations, including those with significant distances between headquarters and field offices. For governmental disaster workers, access to the Internet permits continuous updates of disaster information, accounts of human and material resources available for response, and state-of-the-art technical advice. As an important feature, messages can also be disseminated to groups of pre-selected recipients, thus allowing a form of targeted broadcasts. 

3.5.1
Structure of the Internet

The Internet is a global network of networks. Communication among these networks is facilitated by common, open standards, the so-called "TCP/IP" protocols. The first and still indispensable application of the Internet is email, the ability of any connected user to exchange messages with any other connected user. 

In the early 1990s, a major shift in the nature and use of the Internet occurred with the emergence of the world wide web (www) or "web", first developed in Geneva at the European Nuclear Research Center (CERN). The web is a network of servers providing hypermedia information - not only text, but graphics, sound, video and animation, with links among different content areas. A system of embedded instructions known as Hypertext Markup Language (HTML) is used to display the documents locally. The prevailing way for structuring web information is the "page." By clicking on pre-programmed hyperlinks, the user can navigate among pages that make up a single web site and switch to other sites. The display and navigation procedures are consistent among sites, so that the actual geographical location and configuration of the computer on which the information is stored is transparent to the user.

A consequence of the emergence of the web as the principal Internet application is that it requires higher speed (generally at least 28.8 kbps) for on-line access. Useful Internet functionality is however still available at lower connect speeds without using web-enabled browser software. One has the impression that the web has overwhelmed and incorporated all other Internet utilities and capabilities. While true in a practical sense, older utilities such as the file transfer protocol (ftp), remote login (telnet) and email are independent of the web and can be fully adequate for many purposes. 

In fact, all three important Internet information applications can work satisfactorily also on computers running older operating systems. Users should be aware of the potential usefulness of computers such as those with a central processor of the "386" type. Following a disaster, it may not be possible to access direct, high bandwidth connectivity. Even when no disaster has occurred, there are many locations where modern high-speed direct Internet connectivity (such as DSL or ISDN) is either unavailable or too costly. Useful Internet information exchange using ftp, telnet and email can still be accomplished through low speed (e.g. 9,6 kbps or less) modem dial-up to host computer accounts. Such services still exist and hosts typically connect to Internet at specific times only, i.e. connections are not continuous. There are even "web mail" servers available, permitting the retrieval of the textual content of web sites via email. Store-and-forward messaging low earth orbiting satellite systems can make email-based information available in isolated areas.   A future possibility is incorporating the Wireless Access Protocol (WAP), designed for PLMN cellular systems, into low-bandwidth email systems for transmission of graphic and hypermedia content of web sites.  Such systems are expected to be operative in a few areas in the near future, at least in Europe and North America, not later than in the year 2002.

3.5.2 Strengths and Weaknesses of the Internet

The power of the Internet, specifically that of web-based information services, continues to grow and evolve.  The integration of wireless (including satellite-based) technologies and of high-speed capability on wire connections will provide disaster managers with access to far more information resources that they are likely to use.  In the context of disaster communications it is essential to always keep in mind that personnel at the site of an event has, first and foremost, the task to save lives. Specific information might greatly enhance the efficient and effective use of available resources, and disaster managers are managers, not reporters. On-site relief personnel can not be expected to conduct information searches. They neither dispose of the time, nor, in most cases, of the peripheral equipment necessary to process such information in a format directly applicable to field operations. The same is valid for the provision of information from a disaster-affected location and the observations in respect to the use of facsimile apply to other graphic communication modes as well. A careful selection from potentially available options always remain necessary, but the following could be included: 

-  Sending and receiving email and using web-based directories to locate colleagues, suppliers, governmental and non-governmental organizations who can provide assistance,

-  Tracking news and weather information from a variety of government, academic and commercial providers,

-  Finding up-to-date geopolitical information, geographical maps, travel warnings, bulletins and situation reports for areas of interest,

-  Accessing medical databases to gather information on everything from parasitic infestations to serious injuries,

-  Participating in worldwide discussion lists to exchange lessons learned and coordinate activities,

-  Reading and commenting on content at various governmental, and non-governmental web sites to maintain an awareness of the large picture and how others are portraying the disaster,

-  Registering refugees and displaced persons to facilitate reunification with relatives and friends,

-  Reporting other than disaster related news, such as sports results, as a morale builder.

There are also certain disadvantages to an Internet-based information resource strategy. Mentioned in the previous section is the identification of the web, with high bandwidth and costly connectivity, as the only useful Internet-based information creation and retrieval resource. The possibility of maintaining older legacy systems (non-Windows, non-high bandwidth connectivity) as a redundancy option in the event of a systems failure should always be considered. The fact that equipment is not of the latest technology does not mean that it has no use, and in critical situations the opposite may apply. The high vulnerability of solid-state circuitry to static electricity and electromagnetic pulses has been overcome in some cases by the re-introduction of vacuum tube technology in critical applications.

Other possible disadvantages of Internet-based information exchange are reviewed in the following section. 

3.5.2.1
Privacy

The openness and global reach of the Internet - the same characteristics that make it attractive for users in a disaster situation - threaten the security of data transferred via the Internet. Some institutions use secure data networks that bypass the Internet entirely except as a last resort. Given the sensitivity of information especially in a complex emergency, data tampering may be an issue. The unsuspecting and sometimes accidental wide dissemination of debilitating computer viruses could seriously affect computer systems at crucial points just when they are needed most.

3.5.2.2
Availability

There are limits to the robustness and flexibility of the network. As more and more important traffic migrates to the Internet, it becomes an attractive target for disruption by extremist groups. In addition to deliberate and malicious actions, denial of service can be a result of excessive demand. There have already been examples in the USA, where servers providing storm information from the National Hurricane Center and the National Oceanographic and Atmospheric Administration were overwhelmed by demand during the approach of a storm. During a crisis, the most valuable information source will often be found to be the most difficult to reach.

3.5.2.3
Accuracy

The quality of information to be found on the Internet is probably no better or no worse than of information available through more traditional channels. The Internet decreases the time lag between events and the posting of information about them, and it empowers to contribute their expertise and observations without previous. However, this free market of information gives equal play to valuable information and to material that is out of date, slanted, misleading, or just plain wrong. Therefore the user of information provided by Internet resources must in each case verify the source of an information before forwarding or applying it.

3.5.2.4
Maintainability

One of the key paradigm shifts realized by the Internet is user-initiated, demand-driven access to information. While this change can increase the effectiveness of an organization and lower the costs of information dissemination, information needs to be processed. Web planners need to carefully define the scope of information to be hosted, verify its reliability, structure it in a logical way that allows easy access, and ensure continuous and prompt updating. The availability of the human resources for these tasks is as important as the acquisition of information itself.

CHAPTER 4

PRIVATE NETWORKS

The term "private network" is used here to describe communications facilities available to specialized users.  They serve disaster communications in two ways: 

1) The regular users of the network may be involved in disaster response activities, and 

2) The network may temporarily carry information from and to users, which are not part of the specialized user group for which the specific network has been designed. 

In the following section, both options are considered for those services most likely to be involved in disaster communications. Private networks other than those mentioned below may offer similar possibilities.

4.1
Maritime Radio Service

The Maritime Radio Service uses frequencies on defined channels within the frequency bands allocated to this service. It is unlikely that a station of another service will need to communicate directly with a ship at sea, but the maritime radio service has, nevertheless, applications in disaster communications. As its own emergency communication system, the maritime service uses the Global Maritime Distress and Safety System (GMDSS).  This service is however of use only to ships and Marine Rescue centers for the purpose of safety of life at sea (SOLAS). 

4.1.1
Maritime Networks

For short-range communications, typically within 20 km, the VHF band is used. The standard Distress Urgency and Safety frequency in the maritime VHF band is 156.8 MHz. By law, every ship is required to monitor this frequency 24 hours a day. In an emergency, it is recommended to first call the vessel on that frequency before moving to another channel for the communication.

Ships may have an automatic selective call system called DSC (Digital selective calling), on VHF channel 70. To use this facility, the Maritime Mobile Service Indicator (MMSI) code of the ship is required. If this code is not known, the ship's name can be used in voice on VHF channel 16. In addition, coast stations must also have a MMSI. This code is assigned together with the station's callsign.

Another way to contact a ship if the MMSI code is not known is the use of an "all ships" code.  This causes a text message to appear on the communications terminals' screens on ships in range of the calling station. The originator will then state for what ship the call is intended, and both stations will switch to a voice channel.  

While in port, a ship or boat may monitor a port operations channel. Once contact on a port frequency is established, the port radio station may assign a working channel.

A ship at sea may also be contacted through the shipping agent responsible for its cargo. This enterprise will be able to contact the shipping company operating the voyage, which will in turn have a reliable way of communication with the ship. The shipping line is likely to know the communications means available on board the specific vessel, and can assist with arrangements for direct contact.

4.1.2 
Maritime Public Correspondence Stations

Ships at sea maintain contact with the shipping line by means of satellite telephone services such as Inmarsat, or through coastal radio stations. If the vessel is equipped with a satellite Telex terminal, then it may be possible to communicate directly with the ship by Telex. Ships also often have an e-mail address, usually through a storage and forward system including a mailbox on shore.

On HF Radio, many coast radio stations are set up for the purpose of public correspondence, offering phone patch service to PSTN phones. For long-range communications, HF radio frequencies are used.

Maritime Coast Stations traditionally accept disaster and emergency related traffic, even though the disaster relief station may be land rather than sea based. As with all radio systems, a license will be required from the country where the land station is operating. In an emergency situation, there has been flexibility on these issues, and a coast station might well accept to handle traffic from a station, which does not have an account with the respective service.

4.2 
The Aeronautical Radio Service

The Aeronautical radio service has frequency bands allocated for communication with and among aircraft, and additional bands are allocated for Radio Navigation equipment such as used during instrument flight. A station intending to communicate with aircraft in flight needs "air band" radio equipment. Land Mobile Service equipment is technically incompatible with that used in the aeronautical band; this is not only due to the different frequency allocations, but because the aeronautical service on VHF uses amplitude modulation (AM), whereas FM is the standard on VHF in the Land Mobile Service.

4.2.1
Aeronautical Networks

Civil aircraft are usually fitted with VHF radios operating between 118-136 MHz, using the AM modulation system. This is the standard for air to ground and air to air communication.  In addition, some long-range aircraft, (but not all), may be fitted with HF radio equipment using the Upper Side Band (USB) modulation system. By far most communication is performed using a single frequency in Simplex mode, without repeaters. The heights of aircraft mean that they are easy to communicate with, even at very great ranges. 

The international standard emergency frequency is 121.5MHz AM. Many high-flying aircraft monitor this frequency when they are en route. This frequency is also monitored by satellites, which can determine the position of a radio calling on this frequency.  For this reason, 121.5 should only be used in the case of genuine life threatening emergency. To contact an aircraft in flight without prior arrangement with the aircraft, calling on 121.5 MHz may get a reply, but this should be considered only as a last resort. Once contact has been made, both stations must immediately change to another working frequency.  

Whenever possible, prior arrangements should be made when a need for communication with aircraft is expected. The local civil aviation authority should be asked for the allocation of a channel for such traffic, and respective information should be included in the agreement with the air carrier and in the briefings to the crew. 

In disaster response operations, HF radio can play a key role in the airlift management. In such cases, the contract with the air carrier should specify that the aircraft is to be equipped for this type of communication. HF radios in the aeronautical service often feature a selective calling system (SELCAL). This works somewhat like a paging system and allows the crew to ignore calls not transmitted specifically to them. If a ground station does not have this capability, the flight crew needs to be instructed not to engage their SELCAL. 

If no specific frequency for contact with disaster operations has been defined, 123.45 MHz is an option.  Though not officially allocated to any purpose, it has come to be an unofficial  "pilots' chat frequency". A pilot may not, however, be monitoring 121.5, MHz or 123.45 MHz, but rather a local or regional flight information frequency. Information about such channels can best be obtained from air traffic control centers in the region.

4.2.2
Aeronautical Public Correspondence Stations

The aeronautical service includes public correspondence stations, similar to those of the marine radio station previously described. All over the world, HF radio stations are established for the purpose of relaying flight operational information between pilots and their bases, and of position reports to the respective control authorities. In addition, however, they also make phone patches to landline telephones for personal calls, home to family members for example. This service is charged against a credit card or an account. 

For disaster communications, aeronautical public correspondence stations can be contacted for phone patch traffic in the same way as maritime correspondence stations. To facilitate this, relief organizations may wish to open an account with such stations in advance and they will then also receive information such as a frequency guide. In all cases frequencies in use for flight operations are to be avoided by other than aeronautical users.

4.2.3
NOTAM

When filing a flight plan, pilots are provided with any Notices to Airmen (NOTAM), safety related messages, referring to the path of their intended flight. Such notices include updates on the navigational and other relevant information provided in charts and manuals. In the case of major disaster response activities with involvement of air operations, details about air drop sites, temporary airstrips and related communications arrangements may be published in a NOTAM. 

4.2.4
Private Radio on Board Aircraft

Experience has shown that it is not a good solution to expect pilots to use a radio of the land mobile service. Land mobile FM radio equipment operates on other frequency bands than aeronautical AM radio equipment, and additional equipment would have to be installed on board. This would be time consuming and would have implications in respect to air safety regulations.

A hand-held transceiver is hard to use in an aircraft, given the high noise levels in most light aircraft and even in some of the larger planes commonly used in airdrop operations. If such a link to the operations on the ground is inevitable, one crewmember should monitor this radio, independently of aeronautical radio traffic and using headphones. A skilled operator may then even use the extended range provided a station at high altitude to relay emergency traffic. 

4.2.5
Special Considerations involving Communications with Aircraft

A station of the land mobile service must never, even accidentally, give the impression that the operator is a qualified air traffic controller, as this might be misleading. A ground station which is not providing official air traffic control needs to make this fact clear at all times. Pilots must know when they are in uncontrolled airspace, and apply the respective rules.

Communication with aircraft should preferably be conducted with the captain, who may also be called the pilot in command. Only captain is authorized to make decisions such as whether an aircraft will take off or land, and the captain's decision can in no case be overruled. 

4.3
Radionavigation Services 

Radionavigation systems have a complementary role in disaster communications. Hand-held equipment for personal use is available at low cost, and subscriptions or licenses are not normally required. The system most commonly used at the time of writing is the Global Positioning System (GPS), operated by the US Government. Available is also GLONASS, run by the Russian government, and an additional system, Gallileo, has been proposed by the European Union. 

The above-mentioned systems provide global coverage, and commercially available hand-held receivers have a position accuracy of about 50 meters. Their indication of altitude above mean sea level is somewhat less accurate. For special applications, equipment with higher accuracy is available at higher cost. In many emergency applications, however affordability and simplified use may well be more important than highest accuracy. In disaster situations, position finding serves the three main purposes outlined below.

4.3.1
Safety and Security Applications

Humanitarian personnel in the field are exposed to high safety and security risks. The provision of reliable communication links in combination with position information is therefore vital.    Assistance to personnel in danger includes two separate elements: search, and rescue. The search is the more time consuming and often more costly part of such response, and if the distressed person is able to report his or her position, this will enhance the speed and appropriateness of the response.

4.3.2
Reporting Applications

Periodic position reporting facilitates the provision of assistance and may at the same time provide essential information about potential hazards encountered by personnel at a disaster site. Positions can be read off from hand held units in two ways, either in coordinates, i.e. as Latitude and Longitude, or as a relative position. The use of coordinates requires that maps with respective grids be available, and that the operators be familiar with the use of the system. 

Relative positions, the indication of direction and distance from or to pre-defined, fixed points, can be obtained from most hand held GPS receivers. If an easily identifiable landmark is chosen as the reference point, this information can be more useful than coordinates, as it may be easier to interpret and allows the use even of a tourist or other less accurate map without coordinates.

Combinations of communications equipment and navigation systems, allow the automatic tracking of vehicles on a map displayed on a monitor screen in a dispatcher's office.  Similar equipment in hand-held form is expected to become available for the tracking of individual users.

4.3.3
Logistics Applications

Moving relief goods, supplies and equipment, is particularly difficult if drivers are not familiar with an area where road signs may not exist and language problems may furthermore hinder the acquisition of information. Knowing the coordinates of the destination, or its location in respect to a fixed reference point or landmark rather than just its name, can help to overcome these problems.  Place names may be hard to write or pronounce, and are often duplicated within a close distance. Whenever possible, vehicles should be equipped with position locating equipment and drivers should receive training in its use.

4.3.4
Waypoints

Position finders may have a feature allowing the user to record his or her position. The unit will then allow the user to define this position as a waypoint. Storing such information along the route facilitates the return to any point passed previously. Others travelling the same route later can copy the waypoints to their equipment and follow the identified route. This will however require a systematic assignment of names to the waypoints.

4.3.5
Personal Locator Beacons (PLB)

A Personal Locator Beacon (PLB) is a body worn small radio transmitter designed to transmit position, plus some information about the user, to a rescue center. PLBs are intended primarily for the personal use of mountain climbers and yachtsmen. PLBs are more expensive than Emergency Location Transmitters (ELTs), but since ELTs are associated with aircraft and have limited accuracy, the PLB is recommended as personal equipment for field personnel. 

When a specific button is pressed on the PLB, the position and the identity of the PLB is sent to the rescue center via satellite. The voyage plan file is then associated with the PLB identity, and the contact details of the user's office can be recalled. The center alerts the base of the PLB user or a rescue agency. It is the responsibility of the owner of the PLB to up-date the voyage plan regularly with the rescue center. Such devices are valuable in cases of extreme isolation or when working in areas with high security risks. 

4.4
Enterprise Systems (Private Systems)

Enterprise systems are small-scale systems intended for use by businesses and organizations. Except for smaller size, their structures are similar to those of the corresponding public systems. Larger institutions involved in disaster management often maintain their own enterprise systems. These form the most important command and control tool for the management, and understanding their strengths and weaknesses is therefore essential. 

The Private Branch Exchange (PBX) is one typical example of an enterprise system. It consists of a telephone switch on the owner's premises, usually connected to PSTN lines. Internal cabling connects the switch to extensions throughout the premises. Initially connections used to be established by an operator, and connections among the extensions of the PBX were therefore independent of any external network infrastructures. 

The Direct Dial-In (DDI) systems commonly used today reduce the need for switchboard operators by associating each extension with an external number. Thus a caller from outside may be unaware that the called party is on an extension. At the same time, however, the functioning of the PBX even for internal connections may be affected by a disruption of the public network.

One significant advantage of PBX systems is that the owners can keep control of the grade of service. Since they are paying for the capacity of the switch, they can decide to allow for the much greater traffic that a disaster can generate. Since their circuits will not be allocated for public use, they will not be contending for capacity. 

A PBX will only work if it has power. Switches commonly have battery backup power for a few hours. If the regular power remains disrupted for a longer period, a generator backup will be required. A PBX may take some time to reboot after any interruption of the power. 

If a PBX becomes inoperable due to a power failure, a "fallback service" comes into play. With this system, certain pre-defined extensions are connected directly to incoming lines. In fallback mode, only these fallback phones will work, while all others will be inoperable. Fallback phones have often plain designs. As a result they often get hidden or disconnected; in an emergency situation it is essential that their locations be known. Only these fallback phones will ring on incoming calls during power outages. Power outages also mean loss of lighting and air conditioning, a fact that needs to be considered when deciding on the location of fallback phones. It should also be noted that fallback service is only possible if the connection is provided by a 2-wire POTS connection, and not by a digital connection.

Permanent private links to other parts of the organization do not necessarily ensure immunity from failures of the public system. Very likely the private cables providing circuits to other premises, are carried down the local cable system, via repeaters and over the public trunk system. If any part of the public system is affected by a power failure of switches, private lines may be disrupted as well. Connection by direct cable-connection, without passing through elements of other networks, may overcome this problem.

A common solution to improve disaster resistance is to use microwave links for up to 20 km and satellite links for longer distances. Microwave link systems should be considered if there is line-of-sight connection between premises.

4.4.1
Data Networks, Local and Wide Area Networks, Intranets

Many medium and large organizations operate their own electronic mail service, using computers with e-mail server software. The server is connected to the workstations by means of a Local Area Network LAN, and in some cases may cover various premises of an enterprise. Such an arrangement is known as a Wide Area Network (WAN). 

LANs and WANs have switches similar to a PBX. These are called "routers". Their function is to send traffic not intended for a local server over a long-range link to another router on different premises. A router can have more than one link to more than one off site router. This adds redundancy, as alternative links may replace disrupted connections.

4.4.2 
Diverse Routing

Whenever possible, the PSTN and the private lines of a router or a PBX should be connected to different exchanges via different routes. This arrangement is called diverse routing. Local telephone companies can usually provide such a service upon request, but the cost might be considerable. 

4.4.3
Software Defined Radios (SDR)

Software Defined Radios (SDR), also called software radios or soft radios, are digital computers connected to an antenna and controlled by software. This is a relatively new development. Most software receivers use an analog front end, consisting of band-pass filtering, a low-noise RF amplifier to set a low system noise level, and local oscillator and mixer stages to heterodyne the signal to an intermediate frequency (IF). On the IF an analog-to-digital (A/D) conversion and digital filtering and demodulation take place. Some software receivers perform A/D conversion immediately after the antenna.  It is important to note that software radios are distinct from computer-controlled radios.  The latter are conventional analog designs, but include features such as Digital Signal Processing (DSP) and software-driven control.

Future SDRs should accommodate any protocol and/or frequency band and/or feature package in the subscriber unit, plus the ability to effect changes dynamically.  Some of the more obvious multi-protocol/multi-frequency combinations can be accommodated by advanced designs, but their scope is still limited and units are not necessarily "future proof". SDR designs have the ability to store required protocols and to allow rapid changes to both hardware and software.  For system operators this ultimately eliminates protocol and frequency issues for worldwide service, and a uniformity of systems might no longer be a requirement to ensure connectivity.

Another SDR feature is the ability to deliver software upgrades and new features to users.  SDR terminals accept downloaded data to effect the installation of new software, speeding implementation of new features.  Introducing software "updates" in this manner avoids a mass recall of units or the necessity for users to replace their older terminals.

SDR applications for civil use are so far primarily in public safety and for state and local government agencies to communicate during civil emergencies.  Civil SDR applications include portable command station for crisis management, inter-agency communications, and instant routing of emergency information.

A common commercial application of SDR is to solve logistical/service problems in cellular, PCS and dispatch networks.  SDR offers the wireless user the ability to use a single terminal to access a wide range of wireless services and features - and to reconfigure dynamically.  These designs also facilitate "future proofing" of subscriber terminals, an important consideration in a high capacity system.  In the future, SDR is expected to provide true international roaming with a single unit, freedom of choice (types of service, level of features), Internet inter-operability, and the creation of virtual networks.

4.5
Very Small Aperture Terminal (VSAT) Networks

One way to improve the chances that an enterprise system will remain operational during a disaster, is to connect via satellite. This will make it free from both a failure of terrestrial infrastructure and a congestion of the PSTN.

The acronym VSAT stands for "very small aperture terminals". The antennas determining the aperture typically range in size from less than one meter to 5 meters, depending on the frequency band used. VSAT terminals cost from USD 3000 - USD 5000 at year 2000 prices. They are mostly designed for fixed installation, but so-called "flyaway" systems are available for disaster recovery purposes. Further developments are expected to enhance their applications in disaster communications.

In general, subscribing to a VSAT service means the purchase of a group of channels for a fixed period. No other user will be sharing these channels, and the subscriber is guaranteed the use of these channels even when systems such as PSTN and mobile satellite may be congested. This is a preferred alternative, but the cost is high and it may be economical only as part of a larger enterprise system. VSAT service is available from a number of commercial operators offering global or regional coverage.

Alternatively, a demand assigned multiple access system (DAMA) can be used in case it should not be desirable to use a regular VSAT service as part of an enterprise system. DAMA permits access to bandwidth on a demand basis. The cost is likely to be lower, but there is a risk of not getting service when the demand on capacity is high. 

If one is serious about reliable long-range communications, VSAT is a superior system. The terminal equipment needs of course be protected from physical damage. The dish in particular should be placed where it is not exposed to flying debris during storms, while still maintaining its aim at the satellite. Following a storm or an earthquake an adjustment the position of the antenna may be necessary, and special equipment in addition to the actual VSAT terminal is required for this. 

VSAT systems connect the PBX directly to one at another location by satellite link. This means immunity from failure of the ground services, as long as the earth station remains operational and has independent power. However, but both the capital cost of the equipment and air-time charges are high. Another strategy is to use either satellite mobile phones, or fixed cellular terminals, as one of the outside lines. The terminal must have a standard 2-wire POTS interface in order to do this. When the terrestrial lines fail, the satphone can be used to make and receive calls. 

Some institutions use private data networks for workstations. This is done so users can share file servers and printers. By far the most useful service provided is electronic mail (e-mail). A short-range system covering one building is called a Local Area Network (LAN). A network connecting different premises of the same institution is usually called a Wide Area Network (WAN). 

4.6
Training Exercises to ensure Rapid Response.

The high turnover of staff in many organizations requires continuous training activities. In as far as routine operations are concerned, new staff members are often expected to learn "on the job" from predecessors or peers, but in respect to disaster communications this approach is not sufficient. Periodic training also ensures a continuous awareness of the additional demands which each individual might be confronted with in case of a disaster.

Disaster response depends on teamwork. Training exercises including all potential partners are therefore important. In addition to a familiarization with the roles of all sectors and individuals within the own organization, an understanding of the mandate and the working modalities of  others involved in emergency operations is indispensable in particular for those in charge of communications.

Training exercises rarely go perfectly, but this is a good thing. The trainers need to make the exercise realistic enough to expose weaknesses in procedures or equipment, but at the same time simple enough for newcomers to learn how operations are supposed to work. After the exercise, time should be spent reviewing shortcomings encountered and mistakes made, so that lessons learned can be applied in the future. Since the environment in disaster response is highly dynamic, training exercises are one of the most effective tools in the development of operating procedures and contingency planning. 

Technical equipment rarely takes well to long term storage. One reason for this is the deterioration and self-discharge of batteries, but equally common are other factors, including the loss of instruction manuals or of auxiliary parts. Taking equipment out of storage and testeing them during training exercises are major contributions to maintaining a readiness state. 

CHAPTER 5

THE AMATEUR RADIO SERVICE

A word of explanation is needed in the introduction of this subject. Amateur Radio is a radiocommunication service defined in the Radio Regulations (RR, S1.56, Geneva, 1998) of the ITU.  It is not a “hobby” or "citizens band" radio. It is a regulated and licensed service made up of operators who have successfully passed a technical examination given by an Administration prior to the issuance of an individual operator’s license.

Therefore, while Amateur Radio is a specialized radio communication service in the meaning of this text, it is somewhat different in character from the other services described. Amateur Radio operators can take on a public service role when and if requested, and they frequently do so in times of disaster.  Many of the characteristics of the amateur radio service are such that they can assist to respond to requests for disaster communications services. These characteristics include the operation of highly independent and flexible networks while often using very limited resources.

This permits amateur radio to be of service in disaster communications in several ways. Firstly, it provides a cadre of trained operators, many with superior technical and operational skills. These operators are able to use radios under field conditions and, most important, to make them work. Secondly, amateurs already have in place, in many parts of the world, an existing core of stations loosely configured for local, regional and inter-continental radio communications. 

For the amateur service, Administrations do not assign stations to specific frequencies; instead they allot frequency bands within which amateurs may dynamically select channels. This results in amateurs having a high degree of skill and knowledge about such topics as radio wave propagation, antenna design and installation and interference mitigation techniques. Because amateur radio is normally conducted with personally owned equipment, the operators are also familiar with cost effective means of prolonging equipment and battery life through care and maintenance procedures.

Therefore, to benefit fully from the potential contributions of Amateur Radio operators and stations in disaster communications, Administrations should encourage amateur activity by establishing rules, regulations and organizational structures promoting and facilitating this service.

5.1
Communication Range

The Amateur Radio Service operates networks in all ranges of concern for disaster communications, from local VHF networks to long distance HF and satellite links. Most of the considerations in the following section apply in principle to all disaster communications radio networks.

5.1.1
At the Disaster Site

Local communications utilizing hand-held or vehicular VHF and UHF radios provide immediate, real-time, flexible, highly mobile and reliable communications. Such networks can be most useful for the co-ordination between emergency response providers if their own communications are not interoperable, overloaded or disrupted. 

5.1.2
From and To the Disaster Site 

Communication from the area affected by the disaster to stations outside the area can be established over shorter distances by VHF / UHF, and over longer distances by HF radio or amateur radio satellite links. Unless special arrangements have been made, a station in the disaster area will usually make a general call (CQ) to other amateur radio stations, indicating the type of communication requested. Once an initial contact is established, the station outside the disaster-affected area may then also alert other stations that might be in a better position and ask stations to be on stand-by on an emergency frequency.

At present, there is no permanently established and structured global amateur radio disaster network. In some areas however nets are scheduled on a regular basis, providing training opportunity and, if and when required, immediate disaster communications.

5.2
Distance Considerations

The distance of communication is an important factor in the election of frequencies, radio equipment and antennas.  The following overview refers to the frequency bands allocated to the amateur radio service, but the characteristics of the various bands also apply to bands of other services below and above each amateur band. Note: Amateur allocations may differ by ITU Region and by Administration. In some places, a regionally allocated frequency band may be less wide than the frequency ranges shown below.  

5.2.1
Short Range (0 - 100 km)

For short distance communications of 0 -100 km VHF and UHF frequencies are the primary choice. The respective amateur radio service allocations are the following:

50 - 54 MHz (6 meter band)

This band provides good propagation beyond line-of-sight up to about 100 km but is subject to long-distance interference from sky wave signals at distances up to about 1500 km.

144 - 148 MHz (2 meter band, in some regions only 144 - 146 MHz)

This band is the best choice for local communication between hand-held transceivers up to about 10 km or up to about 30 km with directional antennas. Radio amateurs are most likely to have fixed, mobile and hand-held transceivers for this band. Communication over a wider area is possible using a repeater installed in a favorable location with sufficient height over average terrain. Repeaters can furthermore be equipped with telephone interconnection devices (known as autopatch).

420 - 450 MHz (70 centimeter band, in some regions only 430 - 440 MHz)

This band covers ranges shorter than those for the 2 meter band but has otherwise similar characteristics, including the possibility to use repeaters.

5.2.2
Medium Range (0 - 500 km) Near-Vertical-Incidence HF Sky Wave

Communication at medium distances of 100 - 500 km may be accomplished by near-vertical-incidence sky wave (NVIS) propagation at the lower HF frequencies up to about 7 MHz. The band characteristics are as follows:

1800 - 2000 kHz (160 meter band)

This band is most useful at nighttime and during low solar activity. Under field conditions, the dimensions of antennas may restrict the use of this band, which is also frequently affected by atmospheric noise, particularly in the tropical zone.

3500 - 4000 kHz (80 meter band, in some regions only 3500 - 3800 kHz)

This is an excellent nighttime band. Like all frequency ranges below about 5 MHz it can be subject to high atmospheric noise.

7000 - 7300 kHz (40 meter band, in some regions only 7000 - 7100 kHz)

This is an excellent daytime band for near-vertical-incidence sky wave paths. At the higher latitudes, especially during periods of low sunspot activity, lower frequencies may be preferable. 

5.2.3
Long range (beyond 500 km) oblique-incidence HF Sky Wave

Amateur stations can communicate over long distances, typically beyond 500 km, using oblique-incidence sky wave propagation at HF. The characteristics of the respective bands are as follows:

3500 - 4000 kHz (80 meter band, in some regions only 3500 - 3800 kHz)

This is an excellent nighttime band, particularly during low sunspot activity. However communications may affected by high atmospheric noise, particularly at low latitudes.

7000 - 7300 kHz (40 meter band, in some regions only 7000 - 7100 kHz)

This band is a good choice for around 500km during the daytime and for long distances, including intercontinental paths, at nighttime. 

10100 - 10150 kHz (30 meter band)

The 30-m band has good day and night propagation and can be used for data communication. It is not currently used for voice because of its limited width.

14000 - 14350 kHz (20 meter band)

The 20-m band is the common choice for the daytime communication over long distances.

Propagation on the following bands is suitable for longer distances during daytime and high sunspot activity:

18068 - 18168 kHz (17 meter band)

21000 - 21450 kHz (15 meter band)

24890 - 24990 kHz (12 meter band)

28000 - 29700 MHz  (10 meter band)

5.2.4
Medium and Long Ranges via Amateur Radio Satellites

Amateur radio satellites can serve as an alternative to HF sky wave links. They do not provide a continuous global coverage, but some satellites have a storage-and-forward capability, allowing the forwarding of messages between stations without simultaneous access to the respective satellite. Further developments in the Amateur Radio Satellite service can be expected to increase its applications in disaster communications.

5.3
Selection of Operating Frequencies

Amateur radio operators are free to make real-time selection of operating frequencies within the bands allocated to the service. The choice of a band depends primarily on the range to be covered, and changes might be necessary depending on the propagation conditions at a given location and time. Calculation tables and computer software are available for the prediction of optimum frequencies for any given path.  Due to the rapid changes of the conditions affecting the propagation of radio waves such information is, like terrestrial weather forecasts not fully reliable.

5.3.1
Band Plans

Each of the three IARU Regions has its own band plans, which serve as guidelines for the sub-bands to be used for communications in various modes. Typically, band plans designate sub-bands used for telegraphy, digital data, voice, and image communications. While not mandatory under the Radio Regulations, sub-bands need to be strictly respected in order to avoid interference among users operating in different modes.

5.3.2
Emergency Frequencies

Frequencies for emergency calls have been defined in some countries. In the event of a disaster, Administrations may assign specific frequencies for use only by stations providing emergency communications.  In some cases, Administrations have assigned frequencies adjacent to the amateur band allocations to relief organizations such as the Red Cross movement, thus facilitating their communications with stations of the Amateur Radio Stations and allowing the use of ready available amateur radio equipment and antennas.

5.4
Communications Modes

Amateur stations can use any type of emission for which the allocated frequency bands, the band plans and national radio regulations provide the appropriate bandwidth. 

5.4.1
Radio Telegraphy

Radio Telegraphy using the international Morse code is still in widespread use throughout the amateur services and can play an important role in disaster communications, particularly when simple equipment or low transmitter power must be employed. The use of Morse code also helps to overcome language barriers in international communication. Its effective use requires operators with skills greater than the minimum licensing requirements. 

5.4.2
Amateur Radio Data Communication

Data communications have the advantage of accuracy and of creating records for later reference. Messages can be stored in computer memory or on paper. Amateur digital data communication is accomplished by a desktop or laptop personal computer as the base-band device and a communication processor, sometimes referred to as a Terminal Node Controller (TNC). The communication processor performs encoding and decoding, breaks the data into transmission blocks and restores the data into a stream. It also compensates for transmission impairments, compresses and decompresses data, and handles analog-to-digital and digital-to-analog conversions.

5.4.2.1
HF Data

On HF, the Amateur Radio Service uses a variety of data communications protocols. PACTOR II is one of the proprietary modes available for amateur disaster communications and is also used on several emergency networks of the United Nations and other organizations. Depending on the specific requirements of a network, other data modes might be preferable, among them PSK-31 as a real-time data communications mode, replacing mostly radioteletype (RTTY) links.

5.4.2.2
Packet Radio

Packet radio can be a powerful tool for traffic handling. Text messages can be prepared and edited off line and then transmitted in shortest time, thus reducing congestion on busy traffic channels.  Packet radio can be used by fixed as well as mobile or portable stations.

Packet radio is an error-correcting mode, and uses the radio spectrum efficiently.  It allows multiple communications on the same frequency at the same time and provides time-shifting communication.  By storing messages on packet bulletin boards (PBBS) or mailboxes, stations can communicate with other stations not on the air at the time. Packet radio operates over permanently established or temporary networks, and any station with access to such networks can by this means expand its communication capability. With all these features, radio amateurs are using packet for numerous diverse applications including traffic handling, satellite contacts, long distance communications and disaster communications.
5.4.2.3
VHF/UHF Data

On the VHF and UHF bands, the AX.25 packet radio protocol is a reliable and efficient method of data communications at rates of 1 200 - 9 600 bit/s, depending on the equipment used. 

5.4.3
Single-Sideband Radiotelephony

Suppressed-Carrier Single-Sideband (SCSSB or SSB) radiotelephony with 300 - 2 700 Hz audio passband is the most commonly used voice mode in the amateur as well as in other HF radio voice services. 

5.5
Image communication

Although not in widespread use for disaster communication, suitably equipped amateur stations can transmit and receive facsimile or television images. For image communications, amateurs employ basically three techniques: fast-scan amateur television (FSTV) also referred to as amateur television (ATV), slow-scan amateur television (SSTV) and facsimile (fax). In addition, some data modes allow the transmission of files containing images.

5.6
Amateur Radio Satellites

The amateur radio service over satellites is an extension of the terrestrial amateur radio networks. Due to the very nature of the service, communications through such satellites require skilled operators and, at least in the case of some amateur radio satellites, equipment which may not be suitable for use without specific technical knowledge. In the hands of experienced operators these satellites can nevertheless provide useful services in disaster communications, and further developments will increase the possibilities for such applications.

5.6.1
Analog Transponders

Repeater stations retransmit signals to provide wider coverage. This is essentially also the function of any telecommunication satellite, including those operated by radio amateur organizations. While a repeater antenna may be ten or hundred meters above the surrounding terrain, the satellite is hundreds or thousands of kilometers above the surface of the Earth.  The area that the satellite signals can reach is therefore much larger than the coverage area of even the best positioned terrestrial repeaters.  It is this characteristic of satellites that makes them attractive for communications. Amateur radio satellites usually act as either an analog repeater, re-transmitting signals simultaneously and exactly as they are received, or as packet store-and-forward systems, receiving messages from ground stations and re-transmitting them at a later time and from another position on their orbit.

In the case of amateur-satellites, the difference between transmit and receive frequencies, called the frequency split, is in most cases considerably larger than that of typical terrestrial repeaters. Transmission from the satellite (the downlink) often takes place in another frequency band than the transmission to the satellite (the uplink). A transmission received by the satellite in the 2-meter band might thus be retransmitted on a frequency in the 10-meter band.  Such cross-band operation allows the use of less complex filters in the satellite as well as at the terrestrial stations. Stations operating via a satellite in this cross-band mode can furthermore use full duplex mode, simultaneously transmitting and receiving.  

Unlike most commercial communication satellites, amateur radio satellites are not always immediately accessible. They mostly use elliptic Low Earth Orbits (LEO about 1000 km above the surface of the Earth, causing the satellite to complete an orbit in about 100 minutes. The combined movements of the satellite and the Earth result in the periodic coverage of various regions.

From the perspective of an observer on the ground a LEO satellite rises above the horizon, travels across the sky in an arc, and then sets again.  It may do so six to eight times a day.  For “passes” in which the satellite goes nearly overhead, this rise and set cycle takes 15 or 20 minutes.  On some orbits the satellite path is such that it rises only to a low angle above the horizon, much like the winter sun near the Arctic Circle.  The time the satellite is within range of a specific station is then much shorter.  The total amount of time during which any particular LEO satellite of the Amateur Radio Service is available at a given location is in most cases in the dimension an hour.

5.6.2  
Digital Transponders

A fundamental change in amateur radio in recent years has been the use of packet radio over satellites.  The combination of the two has resulted in the PACSAT, a type of satellite carrying a packet radio transponder.  PACSATs operate in a fundamentally different way from satellites with analog transponders.

When a ground station transmits a digital message, the satellite stores the message in its onboard computer memory; only once it passes over the ground station for which the message is intended, it re-transmits the message.  This store-and-forward operation allows worldwide communications using a low-Earth orbit satellite without the need for a traffic link to a terrestrial control station. Each PACSAT can store a large amount of data, and because these satellites are optimized for data rather than voice mode they furthermore are a highly effective bulletin transmission system.
5.7
The Amateur Radio Emergency Service (ARES)

Amateur Radio Emergency Service Groups, in several countries known as ARES, consist of licensed amateurs who have voluntarily registered their qualifications and equipment for communications duty in the public interest when disaster strikes. All licensed amateurs are eligible for membership in the ARES.  Members of ARES groups either use their own personal emergency-powered equipment, or operate equipment that the group has acquired and maintains specifically for disaster communications.  The outline of standard ARES procedures given in the following section may also serve as a guideline for disaster communications support teams in general.

5.7.1
Pre-Departure Functions

Team leaders should provide ARES members with notification of activation and assignment.  Credentials should be provided for recognition by local authorities.  An operational and a technical briefing should take place, based on information from the requesting authority and supplemented by reports from amateur radio, commercial radio, and other sources.  The briefing has to include an overview of identified equipment and manpower requirements, ARES contacts, and conditions in the disaster area. 

5.7.2
In-Travel Functions

The time spent on travel to the disaster-affected location should be used to review the situation with the team. The review can include can include task assignments, checklists, affected area profile, mission disaster relief plan, strengths and weaknesses of previous and current responses, maps, technical documents, contact lists, tactical operation procedures, and response team requirements.

5.7.3
Arrival Functions

Upon arrival, team leaders should check with local ARES officials and obtain information about frequencies in use, current actions, available personnel, communication and computer equipment, and support facilities.  The ARES plan in effect for the specific disaster should be obtained.  A priority should be the establishment of an initial intra-team communication network and HF or VHF links to the home location.  Team leaders should meet with served agencies, amateur radio clubs’ communications staff, local communications authorities and others as needed to obtain information and coordinate the use of frequencies.  Communication site selections should take into account team requirements and local constraints. 

5.7.4
In-situ Functions

Team leaders should make an initial assessment of functioning regular communication facilities and networks of other response teams, to coordinate operations and reduce duplication of effort. Proper safety practices and procedures must be followed. Periodic critiques of communication effectiveness should be conducted with served units and communication personnel.

5.7.5
Demobilization Functions

An extraction procedure for amateur communicators should be negotiated with served agencies and host officials before it is needed.  To get volunteers' commitment to travel and participate, they must be assured that there will be an end to their commitment.  Open-ended commitments of volunteers are undesirable, partly because they make potential volunteers hesitate to become involved.  Leaders must coordinate with served agencies, to determine when equipment and personnel are no longer needed.  A demobilization plan should be in effect.  A team critique, begun on the trip home, should be conducted, and individual performance evaluations should be prepared.  Problems stemming from personality conflicts should be addressed and/or resolved outside of formal reports, as they only provide distractions to the reports.  Equipment should be accounted for.  A post-event evaluation meeting should be conducted, and a final report prepared. 

5.7.6
Standard Procedures

The size of a disaster affects the size of the response, but not the procedures. Standard procedures exist on issues such as the use of repeaters and an autopatch, check in on a net frequency and the format of messages.  In disaster communications, following such standard principles of operations is always preferable to the introduction of new and possibly not previously exercised procedures.

Amateurs need training in operating procedures and communication skills.  In an emergency, radios don’t communicate - people do.  Proper disaster training needs to prepare the participants for systematic and accurate work in even the most chaotic environment.  

5.8
Training Activities

Training should cover the basic subjects: emergency communications, traffic handling, net or repeater operation and technical knowledge.  Practical on-the-air activities, such as a Field Day or a Simulated Emergency Test (SET) offer training opportunities on a nationwide basis for individuals and groups and reveal weak areas in which more training or improvements to equipment are needed.  In addition, drills and tests can be designed specifically to check the readiness and the reliability of emergency equipment that is not permanently in use.

5.8.1
Practice, Drills and Tests

A drill or test that includes interest and practical value makes a group glad to participate because it seems worthy of their efforts.  In order to present a realistic scenario, training should be centered on a simulated disaster situation and, if possible, in combination with training exercises of other partners in emergency assistance. 

Training should include the activation of emergency networks, the dispatch of mobile stations to served agencies, the originating and processing of messages and the use of emergency-powered repeaters. As warranted by traffic loads, liaison stations may need to be assigned to receiving traffic on a local net and relay it to outside destinations. To a large degree, the value of any exercise depends on its careful evaluation and on the application of lessons learned.

5.8.2
Field Day Type Event

A Field Day (FD) event encourages amateurs to operate under simulated emergency conditions. A premium is placed on operating skills and adapting equipment to meet the challenges of emergency conditions and related logistics.  Amateurs are used to operate stations capable of long-range communications at almost any place and under difficult conditions.  They are also familiar with the alternatives to commercial power such as the use of generators, batteries, wind- and solar power.

5.8.3
Simulated Emergency Tests

A Simulated Emergency Test (SET) builds emergency-communications skills. The purposes of SET are to

- help operators gain experience in communicating using standard procedures under simulated emergency conditions, and to experiment with some new concepts,

- determine strong points, capabilities and limitations in providing emergency communications to improve the response to a real emergency, and

- provide a demonstration, to served agencies and the public through the news media, of the value of Amateur radio, particularly in time of need.

SET will furthermore serve to

- exercise VHF-to-HF interfaces at the local level,

- encourage an increased use of digital modes for handling high-volume traffic and point-to-point welfare messages,

- strengthen the cooperation between amateur radio operators, users and disaster response organizations,

-  focus energies on ARES communications at the local level, on the use and recognition of tactical communications, and on the procedures for formal message traffic.

5.9
Amateur Radio Service Traffic Networks

Traffic handling includes the forwarding of messages from and to others than amateur radio operators.  Where national regulations allow this, amateurs radio stations can handle such third party traffic both in routine situations and in times of disaster.  Such public-service communications make amateur radio a valuable public resource and provide the best training for disaster communications. The traffic network structures differ in the various countries, but the outline given in the following section may serve as an example.

5.9.1
Tactical Nets 

The Tactical Net is the front line net activated during an incident. Such a net is often used by a single government agency to coordinate with amateur radio operations within their jurisdiction.  There may be several tactical nets in operation for a single incident depending on the volume of traffic and number of agencies involved. Communications typically include both traffic handling and resource mobilization.

5.9.2
Resource Net 

For larger-scale incidents, a Resource Net is used to recruit operators and equipment in support of operations on the Tactical Nets.  As an incident requires more operators or equipment, the Resource Net evolves as a check-in place for volunteers to register and to receive their assignments.

5.9.3
Command Net 

As the dimension of a disaster response operation increases and more partners become involved in the incident, a command net may become necessary.  This net allows incident managers to communicate with each other to resolve inter- or intra-agency problems, particularly between cities, or within larger operational areas.  It is conceivable, that such a net becomes overloaded by a high traffic volume.  It may consequently be necessary to create multiple command nets to cover all requirements.

5.9.4
Open and Closed Nets 

A net may operate as an open net or a closed net with a net control station controlling the flow of communications. When the amount of traffic is low or sporadic, a net control will not be required, and an open net is the appropriate form. The stations participating in the net announce their presence and remain on standby. If they have traffic, they directly call another station after checking that the channel is not presently occupied. In a closed net, any station wishing to establish a contact calls the net control station, who might then either authorize direct communication on the calling channel or assign a working channel to the respective stations. Upon completion of their communication, the participating stations report to the net control station on the main frequency. For this type of operation it is essential that the net control station keep a record of the activities of all stations and of working channels assigned. This will ensure that all stations remain continuously available for urgent messages. 

5.9.5
Net Operator Training

Network discipline and message-handling procedures are fundamental concepts of amateur radio net operation.  Training should involve as many different operators as possible in net control station and other functions; it is less useful to have the same operator performing the same functions in all training sessions.  

5.10
Information Handling

The basically informal character of amateur radio operations makes it necessary to pay particular attention to the procedures for handling messages within and among the different networks and between the amateur radio service and other networks. Permanently established traffic networks are ideal means to ensure efficient message handling during an emergency.

5.10.1
Emergency Operations Center

Amateur radio emergency communications frequently use the combined concepts of a Command Post (CP) and an Emergency Operations Center (EOC). The CP primarily controls the initial activities in emergency and disaster situations, and is typically a self-starting, spontaneously established entity.  The initial functions of the CP are to assess the situation, to report to a dispatcher and to identify and request appropriate resources. The Emergency Operations Center (EOC) responds requests from a CP by dispatching equipment and personnel, anticipating needs to provide further support and assistance and pre-positioning additional resources in a staging area. If the situation at the site of the event changes, the CP provides the EOC with an update and maintains control until the arrival of additional or specialized resources.  By being located outside the perimeter of potential danger, the EOC can use any appropriate type of communications, concentrate on gathering data from all partners involved, and mobilize and dispatch the requested means of response.

5.10.2
Information Exchange

Whether traffic is tactical or by formal messages, by packet radio or amateur television, success depends on the knowledge of the possibilities and limitations of the telecommunications resources available. Tactical traffic supports the initial response operations in an emergency situation, typically involving few operators within a limited area. Tactical traffic, even though unformatted and seldom written, is particularly important when different organizational entities are getting involved in the operations. The use of one VHF or UHF calling frequency , including possibly the use of repeaters and net frequencies, most typical for tactical communications.

One way to make tactical net operation transparent is to use tactical call signs, i.e. words that describe a function, location or agency, rather than callsigns of the Amateur Radio Service.  When operators change shifts or locations, the set of tactical calls remains the same. Call signs like “Event Headquarters”, “Net Control” or “Weather Center” promote efficiency and coordination in public-service communication activities.  Amateur radio stations must however identify their stations at regular intervals with the assigned call signs.

The operations of a tactical net require discipline, and following instructions to operators may serve as an example:

- Report to the Net Control Station (NCS) promptly as soon as you arrive at your station,

- Ask the NCS for permission before you use the frequency,

- Use the frequency exclusively for essential traffic,

- Answer promptly when called by the NCS,

- Use tactical call signs,

- Follow the net procedures established by the NCS.

In some relief activities, tactical nets become resource or command nets.  A resource net is used for an event which goes beyond the boundaries of a single jurisdiction and when mutual aid is needed.  A command net is used for communications between EOC and ARES leaders.  Yet with all the variety of nets, sometimes the act of putting the parties directly on the radio, rather of trying to interpret their words, is the most practical approach.

5.10.3
Formal Message Traffic

Formal message traffic is handled in a standard message format and primarily on permanently or temporarily established HF and VHF nets. There may be links between local, regional and international nets. When accuracy is more important than speed, formatting a message before it is transmitted increases the accuracy of the information transmitted.

5.10.4
Operation during Disasters
When an emergency occurs, the mobilization of the local ARES organization does not depend on instructions of higher headquarters. Each group responds spontaneously to the needs of local rescue agencies.

5.10.5
Message Handling by Packet Radio

Packet radio is a preferred mode for the handling of formal messages It also allows the forwarding of traffic between various nets with a minimum of re-formatting, thus ensuring accuracy.

5.11
Amateur Radio Emergency Groups

In many places, radio amateurs wishing to put their skills and resources at the disposal of the community have established local groups.  Trained operators are thus ready to provide disaster communications when other services fail entirely or can not cover the requirements. Amateur radio emergency groups often recruit members from existing clubs, and may include amateurs outside the specific club area since disaster response operations may involve a wider area.

5.11.1
Natural Disasters and Calamities

Despite the wide spectrum of requirements in a disaster situation radio amateurs should neither seek nor accept any duties other than radio communications.  Volunteer communicators do not, for example, make major decisions, act as rescuers, or rent generators, tents or lights to the public.  Radio amateurs handle radio communications in support of those who provide the emergency response such as described in the following section.
5.11.2
Health & Welfare Traffic

There can be a tremendous amount of radio traffic to handle during a disaster, partly because phone lines remaining operational should be reserved for operational use. Shortly after a major disaster, emergency messages within the disaster area often have life-and-death urgency.  Of course, they receive primary emphasis.  Much of their local traffic will be on VHF or UHF.  Secondary to such priority traffic, messages of an emergency-related nature but not of the utmost urgency, can be handled.  Finally, welfare traffic originating from evacuees at shelters or at hospitals can relayed by amateur radio. 

Incoming health-and-welfare traffic should be handled only after all emergency and priority traffic is cleared. Welfare inquiries into a disaster area can take time to obtain answers to questions might have already been answered through restored circuits.

Stations at shelters, acting as net control stations, may exchange information on the HF bands directly with destination areas as propagation permits. They may also handle formal traffic through outside operators.

5.11.3
Property damage survey

Officials near the disaster area need communications to communicate damage reports to the appropriate agencies.  Amateur radio operators may offer to help but may need proper identification to gain access into restricted areas. While traffic may often be informal, operators should keep a log and notes for later reference.

5.11.4
Local Accidents and Hazards

Using features found on modern VHF hand-held and mobile radios, the operator might activate a repeater autopatch by sending a code.  The repeater connects to a telephone line and routes the incoming and outgoing audio accordingly.  By dialling an emergency number, the operator has direct access to law-enforcement agencies. The ability to call assistance without depending on another station to monitoring the channel saves time.

5.11.5
Working with Public Safety Agencies

Amateur radio can provide public-safety agencies, such as local police and fire officials, with an valuable additional resource in times of emergency. In order for the Amateur Radio Service to be useful as a public-service lifeline in an emergency situation, its possibilities need to be fully understood by the public-safety agencies, and the establishment of continuous contacts between the two sides is a must.

5.11.6
Search and Rescue

Amateur radio can assist search and rescue teams during and after disasters, especially following severe storms and earthquakes. In some cases, their technical skills might furthermore be valuable in respect to other electronic equipment such as increasingly used in search operations.

5.11.7
Hospital Communications

Hospitals and similar establishments might in the aftermath of a disaster be without communications. This affects in particular the coordination among various providers of health services. Inside a hospital, ARES operators might temporarily serve to replace a paging system and to maintain critical interdepartmental communications. Local amateur radio emergency groups should prepare in advance for hospital communications. 

5.11.8
Toxic-Chemical Spills 

Amateur communications have helped in situations involving toxic-chemical and contamination of water supplies.  Following directions from the command post, amateurs provide communications in support of the evacuation of residents the coordination between the disaster site and the evacuation sites or shelters. As indicated below, amateur radio operators may also provide communications related to the identification of the materials involved and appropriate response.

5.11.9
Hazmat Incidents

The term “hazardous materials” (HAZMAT) refers to substances or materials which, if released in an uncontrolled manner, are harmful to people, animals, crops, water systems, or other elements of the environment.  The list includes explosive, flammable and combustible gases, liquids and solid material, oxidizing, poisonous and infectious substances, radioactive materials, and corrosives.  The initial problem in an incident with such materials is the determination of the nature and quantity of the chemicals involved.  Various institutions maintain registers of hazardous materials in order to provide rapid indications of the hazards associated with potentially dangerous substances, but this most essential information will not be available unless communications can be established immediately.  ARES operators may be asked to establish communications with such institutions. Information on information sources and on the standard markings of hazardous goods should included in the briefing material of ARES groups.

5.12
Third Party Communications in the Amateur Radio Service

An amateur radio communication link normally has two parties - the operators. However, in addition to communicating with each other, they might be requested to pass a message on behalf of a third party, a person or organization that is not necessarily present at the radio station

From the regulatory point of view, two cases need to be distinguished: If both sides of the radio link are within a single country, third party traffic is subject to national regulations.  If the message originates by amateur radio in one country but is destined for a third party in another country, the Radio Regulations of the ITU concerning international third party traffic need to be respected in addition. They provide that in the Amateur Radio Service such traffic is not allowed unless a bilateral agreement exists between the national Administrations concerned, specifically allowing such messages. Some Administrations may tolerate third party traffic or enter into temporary agreements if this type of traffic is in public interest, such as when other communication channels have been disrupted.

Operators should also be aware that there is a general rule for radio communications that states that, when Safety of Life and Property is at stake, administrative regulations can be temporarily waived. A revision of Article S-25 of the Radio Regulations, relevant to these issues, is on the agenda of the World Radiocommunication Conference scheduled for 2003.

CHAPTER 6

BROADCAST
Broadcasting is actually a semi-private system, with an unlimited number of receivers but a defined number of transmitters.  In addition to being subject to regulations governing radio services, broadcasting is normally also subject to regulations concerning the media in general, and any applications to disaster communications need to take this into account. The verification of the reliability of information before its dissemination to a large audience is in any case of prime importance and the related responsibilities have to be to be clearly defined.

6.1
Emergency Broadcasts over Radio, Television and Cable networks

Radio, television, and local cable systems are primary means to alert the public in cases of potentially dangerous conditions such as heavy rain or snow storms, hurricanes, tornadoes, floods and other disasters that can be anticipated at least shortly before their impact.  Once a disaster has occurred, the same means are, if they remain operational, invaluable tools to inform the affected population about measures being or to be taken. In many locations with a high risk of severe weather, permanent networks have been established. In addition to and in support of such official networks run by national or local authorities, amateur radio groups have established networks such as "Tornado Watches", who in turn, notify local authorities and broadcasting stations on impending danger.

National weather services usually forward weather information to broadcasters. This may include the activation of Emergency Broadcasting Systems (EBS) where established. In this case, the designated authority or official activates the EBS, notifying control points of the radio, television, and cable networks. 

Television may provide helpful information in the form of maps and images, but radio broadcasts remain, due to the low technological requirements on the receiver side, the best means for the dissemination of emergency information in the aftermath of a disaster.  Television receivers mostly depend on the availability of line power and fixed antennas or cable network connections, all of which might be affected by the event.  Portable transistor radios are inexpensive. Together with spare batteries, or if powered by solar cells or other independent power sources, they will serve throughout the acute phase of most disasters. 

6.2
Mobile Emergency Broadcasting

On the transmitter side, portable, low-power FM stations can provide broadcasting service when permanent installations are affected.  They can be operated from a vehicle or a temporary shelter of some kind.  Digital satellite broadcast systems are likely to play an increasing role. The development of low-cost receivers for these services will be a prerequisite for their extensive application in disaster communications.

CHAPTER 7

TELECOMMUNICATIONS COORDINATION

Telecommunications are primary tools of coordination, but they can fulfil this task only when they are well coordinated themselves.  Experience shows that, in cases of a major event, requiring cooperation between various public and rescue services, the connectivity between units from different districts is often lacking.  This applies even more in cases of international assistance, where partners who are not normally operating in a common location need to communicate on all levels. In such cases, the Secretariat of the Working Group on Emergency Telecommunications, maintained by the United Nations Office for the Coordination of Humanitarian Affairs (OCHA) in Geneva, has the mandate to facilitate arrangements among all partners concerned.

7.1
The Role of the Telecommunications Coordination Officer

As part of the framework of cooperation in international humanitarian assistance, the Inter-Agency Standing Committee (IASC) as the coordinating body for international humanitarian assistance has adopted the concept of the Telecommunication Coordination Officer (TCO) as the basic principle for a joint approach to emergency telecommunications.  In case of major disasters with international response, either the telecommunications expert of an UNDAC team or the senior telecommunications officer of one of the institutions participating in the relief efforts is being nominated as the TCO.  

The TCO supports the Disaster Management Team (DMT) in all matters relating to telecommunications and reports to the head of this team. He or she facilitates cooperation among the telecommunications officers of all participating agencies and, on behalf of all users of emergency telecommunications, ensures the liaison with the national telecommunication authorities.  The functions of the TCO are of operational, technical and regulatory nature.  They include the compatibility of networks or at least their interaction through common, the mutual support using technical and human resources of all. The TCO needs to be thoroughly familiar with the international regulatory instruments, in particular the Tampere Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations and their application.

7.2
The Lead Entity Concept

Similar to a structure which, in international humanitarian response mechanisms, is know as the "lead agency concept", it might in some cases be appropriate that a single operator, service provider or organization accepts the overall responsibility for the provision of emergency telecommunication services. Such an option depends on two main issues: First on the availability of the necessary resources to one entity, and second the acceptability of this entity in respect to commercial or political implications of its overall activities.  Agreement on the appointment of a "lead-entity" is likely to take time, and the concept is therefore primarily applicable to operations of longer duration.

[End of Part 2]
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