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Proposals for the new ITU-T Recommendation X.sbno progressed by Question 4/17
Summary

This Recommendation defines a security baseline against which network operators can assess their network and information security posture in terms of what security standards are available, which of these standards should be used to meet particular requirements, when they should be used, and how they should be applied. This Recommendation describes a network operator's readiness and ability to collaborate with other entities (operators, users and law enforcement authorities) to counteract information security threats. This Recommendation can be used by network operators to provide meaningful criteria against which each network operator can be assessed if required.
1. Introduction

The “Security Baseline for Network Operators” represents the minimum set of recommendations which implementation would guarantee a certain level of information security of communication services, at the same time maintaining the balance of interests of operators, users and the state.
Nowadays there are thousands of network operators, ranging from the old established national carriers (who have trusted each other to a large extent) to small, start-up networks with no track record and no real basis for establishing trust, new problems that did not exist in the traditional regulated environment have emerged. It is necessary for operators to know who they are dealing with and the extent to which they can trust other operators to avoid the security problems. Security Baseline is the response for this new challenge.

Use of recommendations might be different from country to country, according to regulatory regime. Some regulatory regimes may wish to impose the recommendations that a certain level of the security be met as a condition of licensing. Some network operators may themselves require that other network operators meet certain level of security as a prerequisite to interconnection.
It is recommended that an operator provides telecommunication service for users with the security level that is guaranteed by the implementation of this Recommendation. The services of higher security level on client’s demand may be provided by the operator at a cost to the user. 
The set of recommendations is separated into three directions (operator’s policy baseline, technical tools baseline, collaboration baseline).

All of the included recommendations are verifiable. Testing might be realized by an operator itself as a declaration procedure or with the assistance of the evaluation body through the conforming certification. A testing methodology will be designed additionally.
2. Operator’s policy baseline 

2.1. Its recommended the operator in accordance with the internal procedures approves security policy that is based on the best practice and risk assessment.

2.2. Its recommended the operator’s security policy has a section dedicated to delimitation of the responsibility between the operator’s staff, between the operator and its partners, and between the operator and its users.
2.3. Its recommended the information security aspects include in the labour contract (job specification, list of duties) for all employees dealing with the publicly-accessible information resources.
2.4. Its recommended an operator avoid methods of protection of its own and its customers’ resources and such measures of counteracting threats, that may incur harm to third parties of the information exchange, or when the side effect of their application exceeds the damage being prevented.
3. Technical tools baseline

3.1. Its recommended the operator applies any hardware and software in the strong correspondence with the license agreement conditions, defined by the manufacturer. The implementation of the users’ and corporate users’ hardware and software for network and communication facilities is not recommended.

3.2. Its recommended to apply only personal accounts to access to the management interfaces of the communication hardware. The usage of the group accounts is not recommended if the communication facility provides enough personal accounts.  

3.3. Its recommended not to apply non-authorized access and default password (installed by the manufacturer of the facility or software) access to the management interfaces, operator interfaces or management and administrative accounts of any communication facility. 

3.4. Its recommended the operator installs updates and patches recommended by the manufacturer. 

3.5. Its recommended the confidential information related to network management system is protected by the network security facilities or by using isolated network segments. 

3.6. Its recommended to install all stub network gateways (including multihomed stub networks) anti-spoofing filters, which exclude packages transmission with return addresses, that are not belong to this network, as well as receiving packages with return addresses, that are belong to this network, or receiving packages with private and loopback (multicast) return addresses. 

3.7. Its recommended that each front-end e-mail server has installed anti-viral software with up-to-date signature base.

3.8. Its recommended to have a possibility to deactivate infected messages by marking them and optionally delete.

3.9. Its recommended that each front-end e-mail server has installed spam detecting system for incoming messages and possibility to mark the unsolicited advertisement. 
3.10. Its recommended that the operator should filter the network spam if it is not prohibited by national legislation. 

3.11. Its recommended that each e-mail server has a possibility to limit the amount of the outgoing messages from one user in unit time for spam prevention (if it is not prohibited by national legislation). 

3.12. Its recommended to have a possibility to limit the excess of the bound for the outgoing messages and to hold the sending till server administrator confirmation.  

3.13. Its recommended to apply an automated system for discovering traffic anomalies on a statistical basis as an essential part of the billing system. For effective counteraction against DDoS-attacks it is recommended that such traffic anomalies analysis be used even if the operator does not use the billing.  3.14. Its recommended the operator to apply technical and organizational measures that allow finding the sources of the violations in security system (first of all – DDoS attacks) and allow blocking (deactivation) of the attacks.  

3.15. Its recommended to apply intrusion detection and prevention services (IDS/IPS) with the real time traffic checking and up-to-date signature base that allow selectively context users and other operators traffic checking. 3.16. Its recommended to provide confidentiality of the transmitted and/or stored information of the management and billing systems as well as personal users’ data and services provided (from the operator-user agreements). 

3.17. Its recommended to store detected incident logs for a sufficient period to facilitate the investigation of incidents and to use correlation technical facilities for initial stream of events filtering to optimize logs. 

3.18. Its recommended to have a possibility to filter or “blackhole” the undesirable users’ traffic by means of regular facilities on users’ demand. 

4. Collaboration baseline 

4.1. Its recommended to have means to identify users, partners and other operators which are involved in the direct interaction. 

4.2. Its recommended for each public content resource to have a possibility to determine the originating jurisdiction (that is, the territory or state in which the resource resides).
4.3. Its recommended for each public content resource to have a possibility to obtain information about its owner (administrator) to the extent allowed by the national legislation (that is, all credentials with the exception of those forbidden by law to be transmitted). 

4.4. Its recommended the operator in case of losing the users’, its own or interconnected operators databases shortly informs interested parties about the incident. 

4.5. The operator should recommend that corporate users have special staff members who are responsible for the security of corporate resources. These staff should have enough qualifications and authority to counteract threats.

4.6. Its recommended the operator informs users on widespread threats aspects, connected with the service usage and content resources or provide users with a corresponding link to reputable resources on the item. 
4.7. Its recommended the operator has a round-the-clock incident response team (IRT) or applies an outsourcing IRT service. 

4.8. Its recommended the operator’s IRT are accessible by phone and e-mail from the authorized under the operator’s policy and/or agreement on the communication service users, partners and other operators.  Incidents should be examined according to recognized best practices.

4.9. Its recommended the operator shortly informs users and manufacturers about discovered vulnerabilities of the hardware (software) that can cause negative consequences. 

4.10. Its recommended to corporate users that they install anti-spoofing filters on their boundary central processing element (CPE) facility.

4.11. Its recommended that shelf time of the logs is not less than the lawsuit limitation period and chain- of- evidence procedures should be maintained. 

