Standardized Firewall Management: An IPCable2Home Perspective

Abstract

With the increasing prevalence of always on high-speed Internet connections, without the appropriate network security provisions more & more homes are becoming vulnerable to malicious virus attacks from the public Internet. Firewalls can be used to protect the home networks from such attacks. However, configuring firewalls can be a technologically challenging task for most of the consumers. Realizing the importance of firewalls, many of the service providers are proactively including firewall management as a part of their basic high-speed Internet service. Managing and configuring various vendor proprietary firewalls creates operational difficulties to service providers. Hence, IPCable2Come specification standardizes configuration and management of firewalls included in the home gateway. 

IPCable2Home specifies a standard mechanism for remote provisioning and configuration of a firewall on the home gateway by a service provider. It defines a standard firewall configuration language. IPCable2Home firewall also supports Parental Control features. IPCable2Home enables a combination of service provider configurations as well as user configurations. Thus, a user can configure the firewall for filter entries based on his needs without involving a service provider e.g. adding parental control filter entries. IPCable2Home also specifies a standard set of events that communicate firewall state information back to the service provider’s operations network. IPCable2Home Firewall is expected function without any disruptions with specified minimum set applications. Thus the IPCable2Home standardized firewall configuration functionality makes it convenient for a service provider to offer firewall management service to their customers.

