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			Вопрос 3/2: Защищенность сетей информации и связи: передовой опыт по созданию культуры кибербезопасности

			Заключительный отчет

			

		

	
		
			 

		

		
			Предисловие

			Исследовательские комиссии Сектора развития электросвязи МСЭ (МСЭ-D) обеспечивают нейтральную и базирующуюся на вкладах платформу, где собираются эксперты из правительств, отрасли и академических организаций, чтобы разрабатывать практические инструменты, полезные руководящие указания и ресурсы для решения проблем развития. В рамках работы исследовательских комиссий Члены МСЭ-D изучают и анализируют ориентированные на решение конкретных задач вопросы электросвязи/ИКТ, чтобы ускорить достижение приоритетных целей в области развития на национальном уровне. 

			Исследовательские комиссии предоставляют всем Членам МСЭ-D возможность обмена опытом, представления идей, обмена взглядами и достижения консенсуса по надлежащим стратегиям для рассмотрения приоритетов в области электросвязи/ИКТ. Исследовательские комиссии МСЭ-D отвечают за разработку отчетов, руководящих указаний и рекомендаций на основе исходных данных или вкладов, полученных от Членов. Сбор информации осуществляется путем обследований, вкладов и исследований конкретных ситуаций, и она доступна для членов, использующих средства управления контентом и веб-публикации. Работа исследовательских комиссий связана с различными программами и инициативами МСЭ-D с целью создания синергического эффекта, который полезен членскому составу в отношении ресурсов и специальных знаний. Большое значение имеет сотрудничество с другими группами и организациями, ведущими работу по соответствующим темам. 

			Темы, изучаемые исследовательскими комиссиями МСЭ-D, определяются каждые четыре года на всемирных конференциях по развитию электросвязи (ВКРЭ), которые принимают программы работы и руководящие указания для формулирования вопросов развития электросвязи/ИКТ и приоритетов на ближайшие четыре года.

			Сфера работы 1-й Исследовательской комиссии МСЭ-D – изучение “Благоприятной среды для развития электросвязи/ИКТ”, а 2-й Исследовательской комиссии МСЭ-D – изучение “Приложений ИКТ, кибербезопасности, электросвязи в чрезвычайных ситуациях и адаптации к изменению климата”.

			В течение исследовательского периода 2014–2017 годов 2-ю Исследовательскую комиссию МСЭ-D возглавляли Председатель Ахмад Реза Шарафат (Исламская Республика Иран) и заместители Председателя, представлявшие шесть регионов: Амината Каба-Камара (Республика Гвинея), Кристофер Кемей (Республика Кения), Селина Дельгадо (Никарагуа), Нассер Аль-Марзуки (Объединенные Арабские Эмираты), Надир Ахмед Гайлани (Республика Судан), Ке Ван (Китайская Народная Республика), Ананда Радж Ханал (Республика Непал), Евгений Бондаренко (Российская Федерация), Генадзь Асипович (Республика Беларусь) и Петко Канчев (Республика Болгария).
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			Резюме

		

		
			i.	Резюме

			Настоящий отчет охватывает многочисленные аспекты, связанные с кругом ведения для Вопроса 3/2 “Защищенность сетей информации и связи: передовой опыт по созданию культуры кибербезопасности” в течение трехлетнего исследовательского периода, который заканчивается в апреле 2017 года. Отчет начинается с анализа результатов проведенного Бюро развития электросвязи (БРЭ) МСЭ обследования по осведомленности о кибербезопасности. Это обследование показывает, что в то время как целый ряд стран считают необходимым повышать осведомленность о кибербезопасности, другие страны этого не делают, причем страны, проводящие такие мероприятия, часто не направляют их на ключевые сегменты общества. Повышенное внимание нередко уделяется защите ребенка в онлайновой среде как приоритетному вопросу. В отчете рассматривается проблема спама, его причины и средства борьбы с ним. Несмотря на то что ширина полосы пропускания, используемой электронной почтой, как правило, невелика, ее влияние на снижение качества связи остается серьезной проблемой. Далее в отчете представлена выборка проводимой правительствами информационно-просветительской деятельности в целях улучшения в их странах общественной ситуации в отношении кибербезопасности в целом.

			В то время как в предыдущем исследовательском периоде (2010–2014 гг.) основное внимание уделялось рамочным учебным курсам, которые проводятся БРЭ, в текущем исследовательском периоде (2014–2017 гг.) основной упор сделан в большей степени на семинарах-практикумах для ознакомления развивающихся стран с широким кругом исследователей и содержанием их работ. В настоящем отчете содержится резюме этих семинаров-практикумов с указанием на их содержание.

			Кроме того, в настоящем отчете в качестве приложения содержится информация, относящаяся к Глобальному индексу кибербезопасности (GCI), который Бюро развития электросвязи МСЭ (БРЭ) рассматривает в течение нескольких лет.

			В заключительной части отчета содержатся выводы и некоторые рекомендации для дальнейшего изучения.

			ii.	Введение

			В рамках Вопроса 3/2 разрабатываются отчеты о примерах передового опыта в сфере различных аспектов кибербезопасности. Настоящий документ представляет собой заключительный отчет 2-й Исследовательской комиссии МСЭ-D по Вопросу 3/2 относительно деятельности, проведенной за последний трехгодичный исследовательский период с 2014 по 2017 год. Программа работы по Вопросу 3/2 была принята на Всемирной конференции по развитию электросвязи (ВКРЭ), прошедшей в Дубае, Объединенные Арабские Эмираты, в 2014 году. На протяжении последних трех лет в рамках Вопроса 3/2 было выполнено большинство пунктов этой программы работы.

			Настоящий заключительный отчет содержит ряд отчетов о примерах передового опыта в сфере различных аспектов кибербезопасности.

			В главе 1 рассматривается обследование по осведомленности о кибербезопасности.

			В главе 2 обсуждается ситуация с вредоносным программным обеспечением и спамом, меры по смягчению их воздействия и регуляторные аспекты.

			В главе 3 обсуждаются меры, принимаемые в связи с опытом стран в проведении кампаний по повышению осведомленности, разработке стратегии и измерении кибербезопасности. 

			В главе 4 обсуждается проведенное обследование по защите ребенка в онлайновой среде и связанные с этим вопросы.

			В главе 5 обсуждаются итоги семинаров-практикумов по кибербезопасности, прошедших в исследовательском периоде.

			В главе 6 содержится анализ работы, результаты которой были представлены Исследовательской комиссии различными организациями.

			В главе 7 обсуждается опыт различных стран в соответствии с общими критериями. 

			В заключительной главе 8 настоящего отчета перечисляются области будущих исследований.

			В начале настоящего отчета следует отметить, что Исследовательская комиссия рассмотрела и прокомментировала все документы, разработанные в контексте Глобального индекса кибербезопасности 2017 года. Данный индекс на 2017 год был составлен на основании оценки 134 ответов, полученных от 193 Государств-Членов, координаторы GCI которых (назначенные Государствами-Членами по просьбе МСЭ) ответили на вопросы онлайнового обследования. Обследования по осведомленности о кибербезопасности и защите ребенка в онлайновой среде в рамках Вопроса исследовательской комиссии были проведены посредством включения их в обследование GCI, что позволило получить больше ответов (более 129 в данном исследовательском периоде по сравнению с 51 в предыдущем исследовательском периоде).

			Вопросник GCI 2017 года1 и другие соответствующие документы (в том числе эталонная модель) были проанализированы и включены в Приложения. Краткое изложение результатов GCI 2017 года содержится в Приложении 1. 

			В рамках работы по исследуемому Вопросу были охвачены все аспекты нашего круга ведения, с одним заслуживающим внимания исключением:

			f)	Изучить особые потребности лиц с ограниченными возможностями при координации с другими соответствующими Вопросами.

			Эта область, несмотря на ее значение, пострадала от совокупного воздействия укороченного исследовательского периода и отсутствия вкладов. Следует отметить, что 69 процентов Государств-Членов, ответивших на вопросники по осведомленности о кибербезопасности, не включали лиц с ограниченными возможностями в число целевых групп. Это показывает, что в этой области требуется дополнительная работа (см. раздел 1.2 для получения более подробной информации).

			

			
				
					1	https://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx.

				

			

		

	
		
			 

		

		
			1	ГЛАВА 1 – Вопросник по осведомленности о кибербезопасности

			Настоящий раздел относится к пункту d) круга ведения по Вопросу 3/2, где, в частности, содержится призыв:

			d)	Продолжать анализировать результаты обследования осведомленности в вопросах кибербезопасности, проведенного в прошедшем исследовательском периоде, и опубликовать обновленные результаты обследования для измерения динамики с течением времени.

			Режим кибербезопасности не будет полностью развит, если не уделять самое пристальное внимание повышению осведомленности населения и пользователей. Система, имеющая целью обеспечение кибербезопасности, не может быть жизнеспособной, если осведомленность не является одним из ее ключевых элементов. Это подтверждается пониманием тех, кто заинтересован в киберпространстве или работает в нем, того, что достижение кибербезопасности всегда базируется на следующих ключевых факторах: i) введении в действие законодательства, необходимого для защиты кибербезопасности; ii) координации и сотрудничестве заинтересованных сторон (как в государственном, так и в частном секторе); iii) наличии технических инструментов обеспечения безопасности; iv) международной координации; v) периодическом измерении эффективности; и vi) распространении и повышении осведомленности.

			Ввиду значения повышения осведомленности для достижения кибербезопасности был подготовлен данный вопросник для измерения уровня готовности распространять осведомленность в этой области, определять целевые группы, будь то государственные учреждения или соответствующие стороны, такие как частные компании и учреждения, или иные категории, такие как лица с ограниченными возможностями и дети, а также выявлять самые значительные киберриски, с которыми сталкиваются страны.

			1.1	Методы сбора информации

			На своем втором собрании по Вопросу 3/2 в 2015 году 2-я Исследовательская комиссия (ИК2) МСЭ-D приняла решение объединить вопросник по осведомленности и защите ребенка в онлайновой среде (COP) с вопросником по Глобальному индексу кибербезопасности,1 с тем чтобы эффективно достичь сходных целей, избежать дублирования работы и усилий и обеспечить более широкое участие Государств-Членов, представивших свои ответы на вопросник.

			11 декабря 2015 года вопросник был направлен всем 193 Государствам – Членам МСЭ для получения от них ответов. 129 из 193 стран ответили на вопросы, касающиеся осведомленности о кибербезопасности (примерно 63 процента Государств – Членов МСЭ), и 131 страна ответила на вопросы по COP (около 68 процентов Государств – Членов МСЭ). Затем группа, которой была поручена координация вопросника GCI, направила эти данные в группу по Вопросу 3/2, которая впоследствии рассмотрела и проанализировала данные и включила окончательные результаты в настоящий заключительный отчет.

			Рисунок 1: Ответы на обследование по осведомленности о кибербезопасности по регионам
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			1.2	Анализ данных кампаний по повышению осведомленности

			Цель вопросов, касающихся киберрисков, заключалась в том, чтобы определить значение повышения осведомленности о киберрисках для обеспечения безопасности в киберпространстве.

			95,42 процента ответивших на вопросник указали, что это “очень важно”, а 4,58 процента сказали, что это “важно”. По сравнению с результатами аналогичного вопросника, разосланного в предыдущем исследовательском периоде (2010–2014 годы), доля респондентов, которые подтвердили, что осведомленность о кибербезопасности “очень важна”, увеличилась с 79 процентов в предыдущем исследовательском периоде 2010–2014 годов.

			Рисунок 2: Значение повышения осведомленности о кибербезопасности
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			82 страны из 131 разработали и провели кампании по повышению осведомленности о киберрисках. Это показывает понимание и осознание Государствами-Членами значения проектирования, разработки и проведения кампаний по повышению осведомленности о киберрисках в своих странах.

			Рисунок 3: Кампании по повышению осведомленности населения о кибербезопасности
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			Что касается секторов, которым адресуются кампании по повышению осведомленности, то, согласно ответам на вопросник, эти кампании адресуются государственному сектору (71 страна) и гражданскому сектору (72 страны). Эти результаты подтверждают, что Государства-Члены придают примерно равное значение повышению осведомленности как государственного, так и гражданского сектора.

			Рисунок 4: Значение осведомленности о кибербезопасности для организаций/
гражданского общества
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			Что касается возрастных групп целевой аудитории в кампаниях по повышению осведомленности о кибербезопасности, в вопроснике выделяются три категории: взрослые (18+ лет), молодежь (12−17 лет) и дети (младше 12 лет).

			На рисунке 5 показано, что кампании охватили три возрастные группы примерно в одинаковой степени. Согласно результатам, наиболее охвачена группа молодежи, а наименее – группа детей. Это может объясняться тем, что Государства-Члены считают группу молодежи наиболее уязвимой в отношении рисков для кибербезопасности, учитывая их взаимодействие со службами электросвязи и в первую очередь доступ в интернет.

			Рисунок 5: Возрастные группы целевой аудитории для кампаний по повышению осведомленности о кибербезопасности
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			Мы подчеркиваем, что кампании по повышению осведомленности о кибербезопасности не ограничиваются вышеуказанными группами, но охватывают и другие группы, такие как пожилые люди и лица с ограниченными возможностями, для которых проводятся особые программы, соответствующие их потребностям и учитывающие условия их проживания, поскольку пожилым людям приходится сталкиваться с рисками, которые отличаются от тех, которые угрожают детям.

			Вопросник ясно показывает, что основное внимание Государства-Члены уделяют правительственным учреждениям и группе молодежи. Так же обстоит дело с группами учащихся и молодежи, по которым свои ответы дали соответственно 99 и 102 страны. Напротив, лишь 38 стран при проведении кампаний по повышению осведомленности, касающихся кибербезопасности, адресуют их группе пожилых людей; то есть около 70 процентов Государств-Членов, ответивших на вопросник, не охватывали эту группу кампаниями по повышению осведомленности о кибербезопасности. Следует отметить, что 69 процентов государств, ответивших на вопросник, не включили лиц с ограниченными возможностями в число целевых групп. Это, как и результаты предыдущего вопросника, показывает, что группами, в наименьшей степени охваченными кампаниями по повышению осведомленности о кибербезопасности, были пожилые люди и лица с ограниченными возможностями.

			Рисунок 6: Группы целевой аудитории кампаний по повышению осведомленности о кибербезопасности
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			Следующий далее анализ информации касается ответов на вопрос: на какие группы в основном ориентированы кампании по повышению осведомленности о кибербезопасности? Самая высокая доля респондентов высказалась в пользу государственного сектора, затем второе место отдано детям, а группы молодежи и учащихся занимают соответственно третье и четвертое места. С другой стороны, наименее охвачены кампаниями по повышению осведомленности о кибербезопасности опять-таки пожилые люди и лица с ограниченными возможностями, на которых в наименьшей степени осуществлялась ориентация и в предыдущем исследовательском периоде 2010–2014 годов. Единственное очевидное различие между результатами настоящего и предыдущего периодов заключается в том, что государственный сектор занял первое место среди наиболее охваченных групп, тогда как раньше он находился на втором. Группа детей заняла второе место по результатам этого вопросника, тогда как в предыдущем она была на первом, а группы молодежи и учащихся занимали те же места и в предыдущем вопроснике.

			Рисунок 7: Группы, на которые по большей части ориентированы кампании по повышению осведомленности о кибербезопасности

			[image: ]

			Было важно определить вопросы, которым в таких кампаниях уделяется основное внимание и которые направлены на повышение осведомленности о различных киберрисках. Наиболее важные вопросы касались безопасности интернета, конфиденциальности, мошенничества, “фишинга”, вредоносного программного обеспечения и защиты ребенка в онлайновой среде. Безопасность интернета заняла первое место среди важнейших проблем кибербезопасности; за ней следуют соответственно защита ребенка в онлайновой среде, мошенничество и “фишинг”. В целом результаты кампаний по повышению осведомленности о кибербезопасности не сильно различаются, и та же их близость отмечалась в вопроснике предыдущего исследовательского периода, когда на первом месте находилась безопасность интернета, за ней следовала COP, а конфиденциальность, мошенничество и “фишинг” заняли третье место с равными долями. COP имела самую большую долю в кампаниях по повышению осведомленности о кибербезопасности, поскольку 43 из 129 ответивших стран считают COP важнейшей проблемой. Это понятно, поскольку ввиду своего значения COP требует к себе внимания в ходе большего числа проводимых в обществе кампаний по повышению осведомленности; в частности, наряду с родителями и учителями ориентация осуществляется на группу детей, подвергающихся этим рискам. Значение COP далее подчеркивается тем фактом, что она занимала то же место в вопроснике в предыдущем исследовательском периоде.

			Рисунок 8: Проблемы кибербезопасности, затрагивающиеся в ходе кампаний по повышению осведомленности
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			В среднем безопасность интернета заняла второе место; за ней следовали мошенничество и конфиденциальность, а проблемы вредоносного программного обеспечения и “фишинга” оказались на последнем месте, что следует из рисунка 9.

			Рисунок 9: Степень важности каждой из проблем кибербезопасности, затрагиваемых в ходе кампаний по повышению осведомленности
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			Рисунок 10: Осведомленность населения о преимуществах решений на базе программного обеспечения/аппаратного обеспечения или услуг
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			При обсуждении вопроса повышения осведомленности важно учитывать проблему знания технологий и наличия технологических инструментов для обеспечения защиты от различных киберрисков. Повышения теоретической осведомленности недостаточно без приобретения практических или технических знаний. Практические знания подразумевают, что население знает о наличии для обеспечения кибербезопасности полезных решений на базе программного или аппаратного обеспечения либо услуг, поскольку такие компьютерные программы играют решающую роль в области кибербезопасности и защите от киберрисков. 70 из 131 страны популяризовали такие компьютерные программы и разъясняли группам целевой аудитории их пользу. 61 страна пока не смогла ознакомить население с компьютерными программами и другими техническими решениями, необходимыми для борьбы с киберрисками. Хотя два этих показателя не сильно различаются, отмечается, что распространение технических решений и компьютерных программ занимает более видное место в кампаниях по повышению осведомленности о кибербезопасности.

			Из ответов на вопросник также следует, что 45 стран уже предоставляют населению такие компьютерные программы и решения на базе услуг, тогда как большинство респондентов (86 стран), что составляет 65,65 процента, ответили, что они этого не делают.

			Рисунок 11: Предоставление населению решений на базе программного обеспечения/аппаратного обеспечения или услуг
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			См. анализ ответов на вопросник по COP в главе 4.

			2	ГЛАВА 2 – Положение дел в области спама и вредоносных программ, смягчения их воздействия и аспекты регулирования

			Настоящий раздел относится к пунктам a) и b) круга ведения по Вопросу 3/2, в которых, в частности, содержится призыв:

			a)	Обсудить подходы и передовой опыт оценки воздействия спама в рамках сети и предусмотреть необходимые меры, в частности методы смягчения последствий, которые могли бы использовать развивающиеся страны, с учетом существующих стандартов и имеющихся инструментов.

			b)	Представить информацию о существующих в настоящее время проблемах в сфере кибербезопасности, с которыми сталкиваются поставщики услуг, регламентарные учреждения и другие соответствующие стороны.

			Основной способ распространения спама – через системы, которые были взломаны (например, захвачены) злоумышленниками. После этого они рассылают спам-сообщения через своих поставщиков услуг. Классическим способом борьбы с этой формой атаки является ведение и использование баз данных об оценке репутации отправителя. Такая оценка репутации основывается на IP-адресе отправителя. Различные системы оценки репутации в своих выводах исходят из разных предпосылок. Один из распространенных подходов заключается в использовании адресов электронной почты, служащих “приманками”, единственная цель которых заключается в привлечении спамеров. Когда в такие почтовые ящики поступает сообщение, это отрицательным образом сказывается на репутации IP-адреса отправителя.

			Системы оценки репутации нередко учитывают объем трафика. Однако в последнее время это становится все более проблематичным. Вид спама “на снегоступах” представляет собой попытку использовать очень крупные и территориально рассредоточенные ботсети (сети взломанных компьютеров), при этом ни один взятый в отдельности компьютер не рассылает очень большого количества сообщений, однако в совокупности генерируется большой объем трафика.

			Даже с этими формами атаки антиспамовые системы, как правило, способны сократить объем спама, рассылаемого получателям, более чем на 90 процентов, а во многих случаях и более чем на 99 процентов. Антиспамовый фильтр является решающим компонентом обеспечения того, чтобы электронная почта оставалась эффективным средством коммуникации. Он также является одним из важных средств предупреждения взлома устройств.

			Рисунок 12: Порочный круг спама и кибербезопасности
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			Получение спама само по себе не означает заражение или выход устройства из строя. В действительности существует множество средств, позволяющих разорвать этот порочный круг. Как уже упоминалось ранее, антиспамовый фильтр устраняет бóльшую часть спама. В большинстве случаев, даже если сообщение доставлено, необходимы некоторые действия со стороны пользователя, например требуется открыть вложение. Таким образом, ключевым фактором защиты от распространения спама является обучение пользователей. Если пользователь все-таки открывает вложение, современные антивирусные программы и программное обеспечение операционной системы еще могут предотвратить заражение. Для каждого из указанных компонентов существует ряд бесплатных или недорогих инструментов, доступных для пользователей и поставщиков услуг из развивающихся стран.

			Еще одним способом, о котором мы знаем, является захват блоков IP-адресов в системе маршрутизации. Это происходит тогда, когда злоумышленник устанавливает одноранговую связь с доверяющим ему поставщиком услуг для обмена информацией о маршрутизации. С целью предотвращения этих видов атак недавно была разработана новая форма защиты – протокол безопасности граничных шлюзов (BGPSEC)2 с инфраструктурой открытых ключей маршрутизации (RPKI), который в настоящее время находится в процессе доработки и внедрения. Тем не менее, для того чтобы этот новый механизм защиты системы маршрутизации получил широкое распространение, потребуется время и проведение тестирования. В то же время все вышеуказанные методы борьбы со спамом продолжают оставаться эффективными.

			Еще один метод смягчения последствий, который был разработан недавно, известен как идентификация сообщений, создание отчетов и определение соответствия по доменному имени (DMARC).3 Метод DMARC основывается на двух основных технологиях идентификации − идентификации почты с использованием доменных ключей (DKIM) и инфраструктуре политики отправителя (SPF) – для определения подлинности каждого сообщения. Если сообщение не аутентифицируется, могут быть приняты различные меры в зависимости от предпочтений владельца передающего домена. Эти меры могут включать отклонение сообщения. Такое сочетание технологий используется несколькими очень крупными поставщиками услуг электронной почты, а также рядом служб, которые рассылают большое количество сервисных сообщений электронной почты (таких, как подтверждения заказов и покупок).

			При использовании вместе с DKIM DMARC также защищает от захвата префиксов IP-адресов. Тем не менее здесь возможно возникновение некоторых проблем. При использовании в отношении сообщений, не являющихся сервисными (например, в отношении обмена сообщениями между частными лицами), DMARC обнаруживает некоторые проблемы функциональной совместимости.4 На этом вопросе в настоящее время сосредоточена работа Целевой группы по инженерным проблемам интернета (IETF). Кроме того, метод DMARC не способен выявлять использование взломанных систем, когда эти системы передают сообщения электронной почты через своих обычных поставщиков услуг. Важнейшим условием победы над спамом является в первую очередь защита от заражения оконечных систем.

			Рисунок 13: Разрыв порочного круга
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			2.1	Источники спама

			Порочный круг, представленный на рисунке 12 и рисунке 13, возникает в значительной степени вследствие использования ботсетей, которые представляют собой комбинацию пользовательских устройств и, в отдельных случаях, серверов в центрах обработки данных, подвергшихся взлому. По меньшей мере в одном из предыдущих вкладов поднимался вопрос об опасности создания спам-сообщений мобильными устройствами. Различные мобильные устройства подвержены этой опасности в разной степени, в зависимости от их операционных моделей. Apple iPhone проявил себя как весьма устойчивый к атакам, в частности благодаря требованию цифровой подписи и подтверждению приложений, также строгому надзору как за платформой, так и за работающими на ней приложениями.

			Использование других платформ сопряжено с бóльшими сложностями. В связи с продолжающимся расширением общественного использования ИКТ и неизменным ростом интернета вещей (IoT) в сети появляются все новые платформы. Если они содержат процессор и подключены к сети, то существует вероятность того, что они будут иметь уязвимые места. Незадолго до публикации настоящего отчета, вирус “червь Mirai” атаковал инфраструктуру DNS, выведя из строя крупный сайт социальных сетей. Что касается непосредственно спама, то компания Proofpoint в 2013 году обнаружила уязвимое место, способное привести к тому, что холодильники, термостаты и системы охранных сигнализаций будут вырабатывать спам.5 Это открытие подтверждает необходимость того, чтобы производители устройств предусматривали механизмы автоматического обновления программного обеспечения, способные уменьшить опасность ненадлежащего использования этих устройств.

			2.2	Воздействие спама на сеть

			Существует множество аспектов для измерения воздействия спама на сеть, начиная от международных линий и заканчивая тем, что попадает на сотовый телефон в диапазоне радиочастот. В последние несколько лет возник вопрос о том, какая ширина полосы пропускания фактически приходится на долю спама в сети. Сами по себе сообщения электронной почты, как правило, совсем невелики, их размер в среднем составляет около 75 000 байт.6 Однако многие сообщения еще меньше по размеру, и на среднее значение оказывает влияние размер вложений, которые могут не загружаться изначально. При наличии соответствующих мер борьбы со спамом пропускается не более десяти процентов спама. Даже исходя из максимального прогнозируемого объема, составляющего 259 млрд. сообщений в день, при использовании наименее эффективных решений в области защиты от спама, считая, что сетью пользуются 2,5 млрд. человек, людям должно быть видно лишь около десяти сообщений в день в расчете на душу населения. Если не использовать вообще никакой защиты от спама, значение этого показателя увеличится приблизительно до 100 сообщений в день в расчете на душу населения. Даже в таком объеме спам потребляет незначительный объем сетевых ресурсов по сравнению с голосовыми сообщениями, видеотрафиком и веб-навигацией. В основном измерения указывают на то, что на электронную почту в целом (включая спам) обычно приходится пренебрежимо малая ширина полосы пропускания в странах, в которых проводились такие исследования.7 Угроза, которую создает спам, связана не столько с пропускной способностью, которую он использует в сети, сколько с опасностью того, что зараженные устройства будут использоваться в мошеннических или иных незаконных целях. При отсутствии надлежащих фильтров спам также снижает ценность электронной почты для пользователя.

			2.3	Опасности, связанные с целевым фишингом, и смягчение его последствий

			Целевой фишинг представляет собой такую форму атаки, при которой целевому пользователю направляется мошенническое сообщение электронной почты, оно выглядит как пришедшее из законного источника и, кроме того, содержит достаточный объем персональной информации, что заставляет получателя поверить в то, что источник сообщения является подлинным. В числе примеров можно указать на использование реальных номеров счетов, упоминание других лиц, известных целевому пользователю, а также использование изображений, знакомых целевому пользователю. Целевому пользователю предлагается щелкнуть по веб-ссылке или открыть вложение, и в этот момент происходит заражение устройства данного лица. Затраты злоумышленников на целевой фишинг значительно выше, чем на нецелевые атаки, поскольку приобретение знаний об объектах атаки требует проведения исследования. Это исследование может принимать форму несанкционированного проникновения в розничные предприятия или государственные ведомства для получения информации об объектах атаки. Наиболее эффективным средством защиты от целевого фишинга является обучение пользователей.

			2.4	Воздействие политики на спам

			Нормативные положения могут оказывать как положительное, так и отрицательное воздействие на смягчение последствий спама. Использование компьютера для отправки мошеннических сообщений является мошенничеством. Это не новое преступление, а просто новая форма очень старого преступления. Законодательство должно быть достаточно гибким, чтобы обеспечивать преследование лиц, совершающих такое мошенничество. В Соединенных Штатах в 2003 году был принят Закон CAN-SPAM, который ясно показывает, что такое поведение является правонарушением. Тем не менее выявление конкретных злоумышленников по-прежнему является сложной задачей. Государственно-частное партнерство между поставщиками услуг и правоохранительными органами способно с течением времени в еще большей степени укрепить возможности в плане выявления злоумышленников. В тех случаях, когда мошенничество требует затрат реальных денежных средств, сделки могут быть отслежены с помощью финансовых сетей.

			С другой стороны, для предупреждения получения спама необходимо, чтобы посредники во многих случаях имели доступ к содержимому сообщения, для того чтобы определить, является ли содержимое безопасным для оконечных систем. Соответствующая законодательная база должна обеспечивать возможность защиты сети и ее пользователей.

			МСЭ продолжает заниматься проблемами, связанными со спамом, в партнерстве с Обществом Интернета. В настоящем исследовательском периоде в рамках Форума ВВУИО 2016 года прошла плодотворная сессия по теме “Спам: понимание проблем, стоящих перед возникающими интернет-экономиками, и смягчение их последствий”.8 На сессии выступили представители Агентства Малайзии по кибербезопасности, Управления по вопросам регулирования и конкуренции в сфере коммунальных услуг Багамских Островов, ISOC, Содокладчик по Вопросу 3 ИК2 МСЭ-D и представитель проекта Spamhaus. На сессии были определены следующие подлежащие изучению вопросы:

			–	необходимость укреплять сотрудничество при согласовании планов эффективных действий Государств-Членов, поскольку спам – это общая проблема, затрагивающая всех;

			–	тот факт, что, хотя установление соединения (широкополосного) становится приемлемым в ценовом отношении, защита (от кибератак) может быть неприемлемой в ценовом отношении;

			–	необходимость определения в законодательстве, что является приемлемым, а что нет, и создание способного функционировать механизма введения санкций против тех, кто нарушает это законодательство, и в то же время не столь жесткого, чтобы наказывать таких субъектов, как малые и средние предприятия (МСП), стремящихся проводить маркетинговые кампании;

			–	по каналам МСЭ распространять передовой опыт и решения, предлагаемые службами составления списков “черных дыр” и оценки репутации, среди всех Государств-Членов.

			3	ГЛАВА 3 – Совершенствование состояние дел в области кибербезопасности на национальном уровне: повышение осведомленности и укрепление людских ресурсов

			Настоящий раздел относится к пункту с) круга ведения по Вопросу 3/2, в котором, в частности, содержится призыв:

			c)	Продолжать сбор примеров национального опыта, относящегося к кибербезопасности, в Государствах-Членах, а также выявлять и изучать общие темы в рамках этого опыта.

			Мы живем в мире, который становится все более соединенным, и хотя это открывает небывалые перспективы для инноваций и социально-экономического роста во всем мире, в киберпространстве существуют также проблемы и угрозы, связанные с безопасностью. Наряду с этим по мере дальнейшего развития этих проблем в сфере безопасности и их воздействия на различные сектора перед странами все острее встает необходимость найти решения этих проблем.

			Для решения этих проблем многие страны проводят кампании по повышению осведомленности о кибербезопасности с целью научить органы государственного управления, частные предприятия, работников сферы просвещения и отдельных граждан выявлять потенциальные проблемы и понимать свои функции и обязанности для создания более безопасного киберпространства. В ходе исследовательского периода несколько объединений представили вклады по этой теме. См. дополнительную информацию в Приложении 2 “Сборник исследований конкретных ситуаций по странам в области кибербезопасности”.

			3.1	Информационно-просветительские кампании

			В качестве примера информационно-просветительской кампании можно привести кампанию “Остановись.Подумай.Подключись” (Stop.Think.Connect.™), целью которой является расширение понимания киберугроз и предоставление американскому населению бóльших возможностей быть в онлайновой среде более безопасными и защищенными. В этой кампании понятие кибербезопасности представляется как “общая обязанность”, когда каждый человек, принимая простые меры для повышения безопасности в онлайновой среде, делает использование интернета безопаснее для всех. Основные посылы кампании:

			–	Остановись: Прежде чем использовать интернет, потрать время на то, чтобы понять риски и узнать, как выявить возможные проблемы.

			–	Подумай: Убедись, что путь ясен. Не пропускай предупреждающие знаки и думай о том, как твои действия могут сказаться на твоей безопасности или безопасности твоей семьи. 

			–	Подключись: Пользуйся интернетом с большей уверенностью, зная, что ты принял нужные меры для защиты себя и своего компьютера.

			–	Остановись.Подумай.Подключись. Защищай себя и помогай сделать интернет безопаснее для всех.

			Настоящий раздел включает четыре компонента, в которых вкратце рекомендуются меры и передовой опыт проведения кампании по повышению осведомленности о кибербезопасности.

			3.1.1	Передовой опыт проведения программы информационной работы

			У каждой страны имеются особые потребности и проблемы, связанные с угрозами кибербезопасности и ее защитой, при этом приведенные ниже примеры передового опыта могут помочь провести кампанию по повышению осведомленности о кибербезопасности.

			–	Разработка плана информационной работы, который включал бы четко определенные цели и задачи и в котором называлась бы основная целевая аудитория. Первым шагом при проведении кампании по повышению осведомленности о кибербезопасности является определение конкретных целей и задач кампании, а также ее основной целевой аудитории.

			–	Разработка целевых стратегий и ресурсов информационной работы для охвата конкретных групп целевой аудитории. У всех различные потребности в кибербезопасности. Например, учащимся может быть нужно знать о киберхищниках, а ИТ-специалистам – о хакерах. Следует разрабатывать различные материалы с учетом потребностей, знаний и уровня способностей каждой группы целевой аудитории.

			–	Вспомогательные материалы для каждой конкретной группы целевой аудитории с учетом ее особых потребностей и угроз. Комплексные учебные пособия, такие как комплект материалов “Остановись.Подумай.Подключись” (Stop.Think.Connect.™), подчеркивают общую ответственность за кибербезопасность, при этом помогая обеспечить наличие ресурсов для всех групп сообщества. Простые напоминания в виде плакатов, наручных повязок и т. п. помогают людям помнить о примерах передового опыта в сфере кибербезопасности и придавать им первостепенное значение.

			–	Использование социальных сетей. Повышение осведомленности о кибербезопасности зачастую происходит в онлайновой среде. Использование социальных сетей помогает донести сведения, касающиеся осведомленности о кибербезопасности, по каналам, которые люди уже используют – и, в некоторых случаях, по тем, которые они предпочитают использовать. Размещение информации на сайтах таких социальных сетей, как Facebook, Twitter и YouTube, дает способ привлекать к участию и совместно использовать информацию, получая при этом ценный вклад. Использование традиционных средств массовой информации: радио и телепередач, газет и журналов.

			–	Создание и поддержание партнерских отношений с союзниками в целевой аудитории. Никакая организация, будь то правительственное учреждение, корпорация или некоммерческая организация, не может в одиночку расширить рамки осведомленности о кибербезопасности. Ввиду этого необходимы партнерства с участием как государственного, так и частного сектора. Создание и поддержание партнерских отношений со следующими организациями:

			a.	Правительственные учреждения. Правительственные учреждения придают сообщаемой информации вес и охватывают широкий круг отдельных лиц и сообществ.

			Можно использовать централизованную программу для подготовки местных и региональных органов власти, чтобы они в свою очередь могли учить своих сотрудников и население, с которым они работают, как выявлять онлайновые опасности и противостоять им. Основными государственными партнерами на различных уровнях являются группы реагирования на инциденты в сфере компьютерной безопасности (CSIRT), управления главных директоров по информационной безопасности (CISO) и управления руководителей информационных служб (CIO).

			b.	Некоммерческие организации. Некоммерческие организации предлагают разнообразные ресурсы и гибкость для распространения информации об осведомленности о кибербезопасности.

			Некоммерческие партнеры охватывают все группы целевой аудитории, определенные в стратегическом плане. Регулярное общение со всеми организациями-партнерами способствует созданию сетей между организациями, как государственными, так и частными.

			c.	Академические организации. Академические организации предоставляют данные важнейших современных исследований, которые помогают гарантировать, что кампания актуальна и основана на имеющейся информации. Они также предоставляют доступ к будущим трудовым ресурсам страны. Также важны партнерства со средними и начальными школами, поскольку просвещение об осведомленности о кибербезопасности с детских лет помогает учащимся безопасно пользоваться интернетом на протяжении всей жизни. Работа с высшими учебными заведениями и центрами профессионального мастерства помогает установить взаимоотношения между проходящими профессиональную подготовку трудовыми ресурсами и организациями, где им предстоит работать.

			d.	Организации частного сектора. Руководители отраслевых организаций, например предоставляющих информационные услуги и услуги в сфере розничной торговли, финансов и образования, могут просвещать сотрудников, потребителей и другие группы целевой аудитории относительно угрожающих им опасностей, а также получать информацию об укреплении методов обеспечения кибербезопасности. Инновационные решения в сфере кибербезопасности, разрабатываемые организациями частного сектора, могут стимулировать передовой опыт как в государственном, так и в частном секторе.

			–	Работа с аудиторией на индивидуальном уровне, используя объединения местного уровня. Индивидуальная осведомленность лежит в основе эффективной программы повышения осведомленности о кибербезопасности.

			Так, кампания “Остановись.Подумай.Подключись” (Stop.Think.Connect.™) предлагает становиться “друзьями кампании”, подписываясь на ежемесячные информационные бюллетени, рассылаемые по электронной почте и содержащие последние киберданные, новости и интересующую подписчиков информацию. В рамках кампании отдельные лица также охватываются путем проведения информационно-просветительских мероприятий, на которых выступающие могут обсуждать вопросы кибербезопасности, наиболее интересующие аудиторию.

			–	Измерение того, действительно ли проводимая работа повышает осведомленность групп целевой аудитории. Для измерения эффективности той или иной кампании важно собирать отклики от фокус-групп, по проводимым обследованиям или работать аналогичными методами. Также следует изучать, какие веб-страницы имеют наибольшее число просмотров, какие материалы чаще всего загружаются, на какие мероприятия активнее реагируют и какие виды практики целевая аудитория находит наиболее эффективными для выявления успешных результатов и содействия улучшению. Отклики от организаций-партнеров помогают при дальнейшем планировании сосредоточиться на эффективности и творческом начале.

			3.1.2	Пример плана информационной работы

			План информационной работы представляет собой важнейший компонент успешной кампании, поскольку он позволяет видеть, как организация планирует достичь своих основных целей и решить основные задачи. План информационной работы должен соответствовать потребностям конкретной организации, но в большинстве планов должны присутствовать следующие разделы:

			Цель и базовая информация

			В разделе “Цель и базовая информация” излагается обоснование составления организацией плана информационной работы и говорится, чего она намерена достичь.

			Общие цели информационной работы

			Общие цели информационной работы представляют собой цели высокого уровня для программы повышения осведомленности о кибербезопасности. Эти цели являются стратегически широкими. Например:

			Содействовать осведомленности общественности о кибербезопасности путем повышения уровня понимания киберугроз, простых действий по смягчению их последствий и расширения прав и возможностей населения быть в большей степени готовыми в онлайновой среде:

			–	повышать осведомленность о кибербезопасности и ее взаимосвязи с национальной безопасностью и защищенностью нашей личной жизни;

			–	привлекать государственный и частный сектора, а также региональные органы власти к деятельности по совершенствованию кибербезопасности;

			–	разрабатывать и распространять подходы и стратегии для граждан, чтобы они могли обеспечивать в онлайновой среде безопасность для себя, своих семей и сообществ.

			Задачи информационной работы

			Задачи информационной работы включают описание методов, с помощью которых будут достигнуты общие цели кампании.

			Например, вышеуказанные цели преобразуются в задачи следующим образом:

			–	просвещать население относительно методов кибербезопасности, чтобы люди могли защищать себя, и обеспечивать информированность групп заинтересованных сторон об имеющихся ресурсах;

			–	увеличивать число задействованных групп заинтересованных сторон и укреплять существующие взаимоотношения с региональными органами власти, отраслью, некоммерческими организациями, школьными системами и работниками сферы образования;

			–	увеличивать и укреплять трудовые ресурсы в киберпространстве, популяризируя образование в области естественных наук, техники, инженерного дела и математики (STEM).

			Основные группы целевой аудитории

			Определение основных групп целевой аудитории помогает добиться того, чтобы информация предназначалась главным образом тем, кто к ней наиболее восприимчив или нуждается в ней. Благодаря четкому определению этих групп целевой аудитории информация адресуется конкретным группам, поддерживая общее понимание того, что означают названия групп.

			Каналы передачи информации

			Каналы передачи информации – это различные средства передачи информации целевой аудитории. Следует тщательно проанализировать все используемые в настоящее время средства передачи информации, а также возможные дополнительные методы. В плане информационной работы следует четко указать, какие это каналы и как их использовать.

			Например:

			–	мероприятия: проведение мероприятий с участием групп целевой аудитории;

			–	традиционные СМИ: заранее связываться с национальными/региональными/ местными СМИ (например, радиовещательными, печатными, в интернете);

			–	социальные сети: активно использовать платформы социальных сетей (официальные блоги, Facebook, Twitter);

			–	информационный бюллетень: распространять ежемесячный информационный бюллетень, а также комплекты информационных материалов;

			–	веб-сайт: регулярно обновлять веб-сайт кампании новостями, советами и важнейшей информацией;

			–	партнеры: стимулировать информационно-просветительскую работу организаций-партнеров.

			3.1.3	Стратегии кампании

			В стратегиях кампании учитываются как практические методы распространения информации, так и средства создания импульса кампании и ее роста. Для реализации каждой широкомасштабной стратегии требуется предпринять множество небольших шагов, и как эти шаги, так и стратегии должны быть достаточно гибкими для адаптации к меняющейся обстановке. Например, для выполнения задач программы информационной работы использовались следующие стратегии:

			–	распространение информации о кампании через мероприятия и СМИ (социальные и традиционные);

			–	создание объединения распространителей информации посредством партнерств с некоммерческими организациями и информационно-просветительской работы на местах;

			–	работа с правительственными учреждениями для сотрудничества в проведении мероприятий и распространении информации.

			Распространение информации

			При распространении важнейшей информации следует основное внимание уделять базовым, основным сообщениям, для распространения которых проводится кампания. У каждой страны и кампании (и у каждой группы целевой аудитории и каждого мероприятия) имеются особые потребности, к которым необходимо адаптировать распространение информации. Распространение важнейшей информации служит основанием для каждого вида этой информационно-просветительской работы.

			Например, к важнейшим сообщениям кампании “Остановись.Подумай.Подключись” относится:

			–	Остановись: Прежде чем использовать интернет, потрать время на то, чтобы понять риски и узнать, как выявить возможные проблемы.

			–	Подумай: Убедись, что путь ясен. Не пропускай предупреждающие знаки и думай о том, как твои действия могут сказаться на твоей безопасности или безопасности твоей семьи. 

			–	Подключись: Пользуйся интернетом с большей уверенностью, зная, что ты принял нужные меры для защиты себя и своего компьютера.

			–	Остановись.Подумай.Подключись. Защищай себя и помогай сделать интернет безопаснее для всех.

			В число других мер универсального применения входят использование надежных паролей, поддержание операционных систем и программного обеспечения безопасности в актуальном состоянии, установление соединений только с людьми, которым вы доверяете, и избегание веб-сайтов, которые выглядят чрезмерно привлекательно.

			Функции и обязанности

			Четкое определение функций и обязанностей дает командам возможность работать вместе эффективно, без дублирования и неразберихи. Следует проводить такие различия между организациями, когда кампанию поддерживает несколько групп, а также между членами команды конкретной организации.

			Ресурсы

			Перечисление ресурсов, имеющихся в наличии для проведения кампании, определяет масштаб и ограничения информационно-просветительской деятельности в конкретный период времени. В настоящем разделе автор может перечислить численность выделенного персонала и количество материалов, которые имеются у организации для обращения к конкретным группам целевой аудитории в данный период времени.

			Проблемы в информационной работе

			Определение ожидаемых проблем в информационной работе может помочь в преодолении пробелов и препятствий. Примеры:

			–	аудитории сложно понять технические аспекты киберугроз и то, какое отношение они имеют к людям;

			–	население в целом не всегда считает киберугрозы реальными или актуальными для повседневной жизни.

			3.1.4	Измерение и показатели успеха

			Для любого плана информационной работы необходим способ получения отзывов и измерения эффективности. Ввиду природы кампаний по повышению осведомленности о кибербезопасности такие измерения обычно относятся к направленной вовне деятельности, а не к вносимым вкладам, но необходима своевременная обратная связь.

			Примеры:

			–	число участников каждого мероприятия или ряда мероприятий в том или ином регионе;

			–	число распространенных рекламных материалов;

			–	освещение в СМИ;

			–	число привлеченных заинтересованных сторон (например, друзья, члены коалиции киберосведомленности, члены национальной сети и т. п.);

			–	число посещений веб-страницы;

			–	отзывы и отклики участников и организаций-партнеров;

			–	отзывы от законодательных органов, руководителей/служащих уровня штатов и местного уровня.

			Показатели

			Показатели подразделяются на несколько общих категорий. То, как эти категории применяются к различным кампаниям по повышению осведомленности, зависит от целей и ресурсов конкретных программ. Участие заинтересованных сторон относится к официальным партнерствам с правительственными учреждениями и некоммерческими организациями. Категории информационно-просветительская деятельность в традиционных СМИ и информационно-просветительская деятельность в цифровых и онлайновых СМИ применяются к распространению печатных и мультимедийных продуктов по установленным каналам информационной работы. Категории мероприятия и форумы и ресурсы относятся к межличностному взаимодействию. Для понимания и измерения всей сферы охвата той или иной кампании требуется сочетание категорий показателей.

			3.2	Дополнительные меры по созданию потенциала

			3.2.1	Деятельность в Японии

			Министерство внутренних дел и связи Японии (MIC) учредило в рамках государственно-частного партнерства проект ACTIVE (Инициатива по упреждающему реагированию на киберугрозы) для содействия пользователям интернета в предотвращении инфицирования вредоносным программным обеспечением, а также для смягчения ущерба, если он наносится. В партнерство входят MIC, поставщики услуг интернета (ПУИ) и поставщики услуг безопасности. Эта инициатива позволила уменьшить распространенность инфицирования вредоносным программным обеспечением.

			Основные направления деятельности включают:

			–	предотвращение инфицирования вредоносным программным обеспечением; сотрудничество с ПУИ;

			–	предотвращение ущерба от инфицирования вредоносным программным обеспечением; сотрудничество с ПУИ;

			–	удаление вредоносного программного обеспечения; сотрудничество с ПУИ.

			Рисунок 14: Обзор направлений деятельности инициативы ACTIVE
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			Эффективность инициативы ACTIVE

			По статистическим данным на 23 мая 2016 года с начала деятельности инициативы ACTIVE пользователям были посланы 286 предупреждений для предотвращения инфицирования вредоносным программным обеспечением, 320 267 серверов C&C были блокированы для предотвращения ущерба, и пользователям были разосланы 1878 предупреждений об удалении вредоносного программного обеспечения.

			Наряду со своей основной деятельностью ACTIVE играла важную роль в операции по удалению, проводившейся правоохранительными органами различных стран мира. ACTIVE получала от правоохранительных органов списки по инфицированию вредоносным программным обеспечением, таким как Game over Zeus, VAWTRAK и т. п., и передавала эти списки участвующим ПУИ, чтобы они способствовали удалению вредоносного программного обеспечения.

			3.2.2	Деятельность в Республике Корея

			Республика Корея разработала национальный план, состоящий из четырех частей. Первый компонент предусматривает совершенствование структуры отрасли информационной безопасности путем ориентации на определяемый показателями работы рынок, а также введение соответствующей системы внесения справедливой платы за услуги информационной безопасности. Это включает систему назначения справедливой платы за услуги непрерывности информационной безопасности, что обеспечивает надлежащие показатели безопасности соответствующих продуктов.

			Наряду с этим правительства могут использовать стимулы для инвестиций в безопасность, такие как предоставление льготного режима участия в правительственных и государственных закупках и НИОКР, чтобы побудить корпорации добровольно вкладывать средства в безопасность и принимать активные меры. Еще один подход заключается в том, чтобы выявлять начинающие предприятия в сфере информационной безопасности и способствовать их деятельности, оказывая поддержку, например, совместно используя уязвимые места в сфере безопасности, испытательные стенды и поддержку в сфере международной сертификации, чтобы удачные идеи в области безопасности приводили к успеху начинающих предприятий.

			3.2.3	Деятельность в регионе СНГ

			Российская Федерация представила вклад,9 в котором кратко изложены результаты проекта Региональной инициативы СНГ по созданию человеческого потенциала в области информационной безопасности. В этом проекте признается, что создание человеческого потенциала в целях укрепления доверия и безопасности при использовании ИКТ является неотложной задачей, для решения которой необходимо партнерство бизнеса в качестве заказчика, системы образования в качестве подрядчика и государства в качестве регулятора всего процесса.

			В рамках проекта Региональной инициативы СНГ разработаны типовые профессиональные компетенции, которые Российская Федерация отметила в своем вкладе как имеющие важное значение и которые необходимо поставить во главу угла при создании образовательных программ в области подготовки и переподготовки специалистов по информационной безопасности. К ним относятся следующие:

			1)	Общие профессиональные компетенции, предусматривающие, в том числе, способность:

			•	эксплуатации инфокоммуникационных систем (ИКС) с применением методов и средств обеспечения их безопасности;

			•	администрирования программно-аппаратных средств защиты информации в ИКС;

			•	проведения работ по оценке безопасности ИКС; и

			•	создания распределенных защищенных ИКС.

			2)	Компетенции в области эксплуатации ИКС с применением методов и инструментов обеспечения их безопасности, предусматривающие, в том числе, способность:

			•	обеспечения информационной безопасности (ИБ) в ИКС с применением программно-аппаратных средств;

			•	обеспечения информационной безопасности (ИБ) в ИКС с применением инженерно-технических средств; 

			•	обеспечения информационной безопасности (ИБ) в ИКС с комплексным применением программно-аппаратных и инженерно-технических средств.

			3)	Компетенции в области администрирования программно-аппаратных средств защиты информации в ИКС, предусматривающие, в том числе, умение:

			•	настраивать программно-аппаратные средства защиты ИКС;

			•	выполнять регламенты технического обслуживания и текущего ремонта программно-аппаратных средств защиты информации; 

			•	проводить анализ нарушений, допускаемых пользователями в ИКС, и препятствовать их повторению.

			4)	Компетенции в области работ по оценке безопасности ИКС:

			•	проведение контрольных проверок работоспособности и эффективности применяемых программно-аппаратных средств защиты информации;

			•	применение методов и методик оценки безопасности ИКС при контрольном анализе системы защиты;

			•	проведение экспериментально-исследовательских работ при аттестации объектов с учетом требований к обеспечению защищенности ИКС;

			•	проведение инструментального мониторинга защищенности ИКС;

			•	проведение экспертизы при расследовании инцидентов нарушения безопасности.

			5)	Компетенции в области создания распределенных защищенных ИКС:

			•	разработка требований к распределенным защищенным ИКС и мерам их защиты с учетом действующих нормативных и руководящих документов;

			•	проектирование распределенных защищенных ИКС; и

			•	ввод в эксплуатацию и сопровождение распределенных ИКС с использованием комплексов средств защиты информации и организационно-технических мероприятий по информационной безопасности.

			3.2.4	Деятельность в Норвегии

			Норвегия представила свой национальный опыт проведения исследования в целях разработки основ эффективной практики в сфере кибербезопасности и укрепления киберустойчивости в национальном масштабе.10 Норвежский центр по кибербезопасности (NorSIS) провел исследование, чтобы обеспечить новый взгляд на норвежскую культуру в сфере кибербезопасности. Целью данного исследования является разработка основ эффективной практики кибербезопасности и укрепления киберустойчивости в национальном масштабе. Это исследование включало разработку методов измерения культуры в сфере кибербезопасности, а также проведение обширного национального обследования. Центр NorSIS недавно опубликовал отчет “Культура кибербезопасности в Норвегии”, который включает в себя полное описание метода, а также основные выводы национального исследования.

			3.3	Партнерства с участием государственного и частного секторов

			В ходе исследовательского цикла по рассматриваемому Вопросу от Государств-Членов был получен ряд материалов относительно важности сотрудничества органов государственного управления и отрасли и партнерств с участием государственного и частного секторов. Государства-Члены отметили, что управление киберрисками, угрожающими важнейшей инфраструктуре, – это чрезвычайно сложное, но жизненно важное дело, и справиться с задачами кибербезопасности в одиночку зачастую не под силу ни правительству, ни частному сектору.

			Соединенное Королевство Великобритании и Северной Ирландии представило вклад11 по кибербезопасности в правительстве и отрасли, в котором описывается подход, получивший название схемы кибероснов. Этот подход был разработан на основе анализа ряда кибератак. Анализ показал, что во многих случаях небольшое число предосторожностей смягчило бы последствия атак либо заставило бы противника прилагать более значительные усилия. Схема кибероснов была совместно разработана правительством Соединенного Королевства и отраслью для выполнения двух функций. В ней четко предусматриваются базовые средства контроля, которые должны внедрить все организации для смягчения риска, создаваемого общими интернет-угрозами, в контексте правительственной концепции “Десять шагов к кибербезопасности”. И базируясь на платформе обеспечения, она предлагает для организаций механизм демонстрации клиентам, инвесторам, страховым организациям и другим того, что организацией приняты эти важнейшие меры предосторожности. Схема в основном разработана в Соединенном Королевстве, но значительная часть работы в равной степени применима в любой стране, а сведения о схеме общедоступны. Киберосновы успешно функционируют в Соединенном Королевстве, где уже сертифицированы несколько сот организаций, хотя эта схема относительно нова.

			Наряду с этим Соединенные Штаты Америки представили вклад12 о партнерстве с частным сектором для управления киберрисками. В этом вкладе Соединенные Штаты отметили, что партнерства государственного и частного секторов составляют основополагающий элемент обеспечения эффективной защиты важнейшей инфраструктуры, ее способности к восстановлению и общего управления киберрисками. Во вкладе Соединенные Штаты отметили значение партнерства с частным сектором для управления киберрисками, представили принятый в Соединенных Штатах подход к управлению киберрисками на основе всеобщего участия, описали ключевые инструменты, обеспечивающие этот подход, и привели конкретные примеры реализации эффективных партнерств государственного и частного секторов.

			Общая тема значения сотрудничества правительства с компаниями частного сектора также освещена во вкладе Японии,13 “Совместное использование знаний, информации и передового опыта для развития культуры кибербезопасности”. В своем вкладе Япония определила четыре аспекта своих основных областей: “сеть”, “отдельные лица”, “технологии” и “международное партнерство и сотрудничество” для обеспечения надежности сетей информации и связи. С позиций “сети” Япония настоятельно рекомендует операторам электросвязи совместно использовать знания. Так, в 2002 году 19 основных ПУИ и операторов электросвязи в Японии добровольно создали Telecom-ISAC (Центр совместного использования и анализа информации),14 который собирает, анализирует и распространяет среди членов информацию по безопасности, касающуюся уязвимых мест, инцидентов, контрмер и передового опыта. С позиций “отдельных лиц” Япония повышает осведомленность пользователей интернета посредством веб-сайта, семинаров и т. п. С позиций “технологий” Япония популяризирует перспективные проекты научно-исследовательских и опытно-конструкторских работ, такие как проект PRACTICE. Благодаря уделению внимания этим аспектам Япония способствует созданию надежных сетей ИКТ и содействует международному сотрудничеству.

			4	ГЛАВА 4 – Защита ребенка в онлайновой среде (COP)

			Данный раздел относится к пункту h) круга ведения по Вопросу 3/2, в котором в частности, содержится призыв:

			h)	Продолжать собирать примеры национального опыта и национальных потребностей в области защиты ребенка в онлайновой среде, при координации с другими соответствующими видами деятельности.

			В одном из вкладов15 рассматривается также пункт g) круга ведения по Вопросу 3/2, предлагающий:

			g)	Изучить методы и способы оказания помощи развивающимся странам в связи с появлением проблем, связанных с кибербезопасностью, уделяя особое внимание НРС.

			Сегодня, в эпоху интернета, безопасность в онлайновой среде – это важный вопрос, и в особенности большое значение имеет безопасное и защищенное использование интернета детьми. Что касается онлайновой безопасности, у детей особые потребности и уязвимости по сравнению со взрослыми, и следует признавать это различие.

			Дети проводят все больше времени, работая в интернете и играя на компьютерах. Львиная доля этого времени приходится на социальные сети. Порой родители не в курсе, что дети делятся своей персональной информацией при использовании социальных сетей, что делает их мишенями онлайновых хищников.

			Для решения этих проблем многие страны проводят кампании по повышению осведомленности с целью научить правительственные учреждения, частный сектор, работников сферы просвещения и отдельных граждан (родителей и детей) выявлять возможные проблемы и понимать свои индивидуальные функции и обязанности по созданию более безопасного киберпространства для детей.

			4.1	Результаты обследования по защите ребенка в онлайновой среде

			В вопроснике по защите ребенка в онлайновой среде (COP), в который вошли вопросы из вкладов Государств-Членов (а именно Австралии, Соединенного Королевства и Вануату), рассматривается ряд актуальных основных проблем, в том числе законодательные и стратегические аспекты COP, методы сообщения об инцидентах и технические гарантии. На вопросник по COP ответила 131 страна. Ответы на вопросник показывают, что лишь 37 из 131 страны подтвердили наличие у них национальной стратегии по COP. В то же время мы видим, что 101 страна принимает меры для защиты детей в онлайновой среде. Хотя большая доля ответивших стран принимает меры по COP, только у 78 стран есть законодательство по COP, но, хотя у других стран такого законодательства нет, они принимают другие меры, например вводят технические гарантии для COP.

			У 69 стран из ответивших 131 также есть правительственные учреждения, отвечающие за COP. В то же время очевидно, что число стран, создавших структуры или учреждения по COP, и число стран, где таких структур нет, лишь немного различаются. Число стран, где есть структуры по защите ребенка, несомненно выше. Хотя такие структуры имеются в 69 странах, только в 63 странах есть прочная система сообщения о случаях, связанных с COP.

			Рисунок 15: Существует ли учреждение/структура, ответственные за защиту ребенка
в онлайновой среде?
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			Рисунок 16: Существует ли отлаженный общедоступный механизм сообщения о случаях, связанных с защитой ребенка в онлайновой среде?
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			У 50 из этих стран есть технические возможности помогать в обеспечении COP, из-за чего могут возникнуть вопросы по учреждениям, созданным для COP, природе сферы их деятельности и порученным им задачам, или же то, что эти учреждения созданы недавно, является причиной отсутствия системы сообщения или технических возможностей помогать в обеспечении COP. Причиной может быть то, что эти учреждения занимаются всеми вопросами, связанными с детьми, а не специально COP. При этом рискам, которым дети подвергаются в онлайновой среде, уделяется меньше внимания, поскольку рассматриваются и другие опасности, с которыми сталкиваются дети.

			Рисунок 17: Применяются ли технические механизмы и возможности для содействия защите детей в онлайновой среде?
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			Что касается деятельности правительственных и неправительственных организаций по предоставлению знаний и поддержки заинтересованным сторонам по методам обеспечения COP, ответы на вопросник показывают, что 62 страны проводят такую деятельность, а 68 стран не проводят, то есть эти показатели достаточно близки.

			Рисунок 18: Проводилась ли какая-либо деятельность правительством или НПО для предоставления поддержки и знаний заинтересованным сторонам (родителям, лидерам сообществ, учителям и т. п.) по защите детей в онлайновой среде?
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			Поскольку нельзя рассматривать COP, не подчеркивая образовательной роли в распространении культуры такого вида защиты среди заинтересованных сторон, и поскольку COP обсуждалась в разделе 2, где речь идет о повышении осведомленности о кибербезопасности как об одной из основных проблем, считающейся неотъемлемой частью кибербезопасности, здесь подробнее рассматривается образовательная роль обеспечения COP и повышения осведомленности как родителей, так и учителей, чтобы способствовать определению слабых мест, которым уделялось большое внимание.

			Одним из вопросов относительно роли образования в защите детей в онлайновой среде стал общий вопрос относительно того, разработали ли Государства-Члены образовательные программы для защиты детей в онлайновой среде. Результаты показывают, что только 54 из 131 страны разработали такие программы.

			Рисунок 19: Разработка и осуществление кампаний по повышению осведомленности населения о кибербезопасности или учреждение/структура, ответственные за защиту ребенка в онлайновой среде
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			Следует отметить, что существование структур, заинтересованных в COP, в той или иной стране, не означает, что такие структуры выполняют и образовательные функции. Вместе с тем отсутствие структур, занимающихся COP, не означает, что эти страны не выполняют свою образовательную функцию. Это подтверждает тот факт, что подобные структуры имеются в 69 странах. Тем не менее не все эти страны приняли образовательные программы по защите детей в онлайновой среде, и хотя в 62 странах отсутствуют структуры, занимающиеся COP, в некоторых из них уже разработаны и осуществляются программы по повышению осведомленности о защите.

			Дальнейшее рассмотрение природы таких образовательных программ и групп их целевой аудитории показывает, что группой, на которую в наибольшей степени ориентированы программы, являются дети, так как 52 страны подтвердили принятие образовательных программ, адресованных детям, тогда как в 78 странах нет программ, адресованных именно детям.

			Результаты опроса показывают, что в 50 из 131 страны разработаны образовательные программы для родителей, но группой, на которую в наименьшей степени ориентированы программы, являются учителя, поскольку лишь в 47 из 131 страны есть образовательные программы для учителей.

			Что касается кампаний по повышению осведомленности, то в 84 из 131 страны (что составляет 64,12 процента) проводятся кампании по повышению осведомленности, разработанные конкретно для COP. Этот результат согласуется с ответами на вопрос о приоритетах Государств-Членов в области кибербезопасности, поскольку COP заняла второе место после безопасность интернета и первое место среди вопросов, по которым в ответивших Государствах-Членах проводятся кампании по повышению осведомленности.

			Рисунок 20: Ориентированные на детей кампании по повышению осведомленности о защите ребенка в онлайновой среде
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			Рисунок 21: Кампании по повышению осведомленности населения о защите ребенка
в онлайновой среде
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			77 стран разработали программы по повышению осведомленности специально для детей, тогда как лишь 54 страны не посвящают программы такого рода именно детям. Из вопросника следует, что группа взрослых имеет достаточную долю программ повышения осведомленности и образовательных программ, целью которых является защита детей в онлайновой среде, поскольку 74 страны подтвердили наличие таких программ, адресованных взрослым, а 57 стран указали, что у них нет таких программ. На основании этого мы отмечаем, что важно охватить как взрослых, так и детей. Невозможно добиться полной осведомленности, если не распространять ее в различных слоях общества, прямо или косвенно связанных с проблемой COP. Повышения осведомленности детей о возможных онлайновых рисках будет недостаточно без повышения также осведомленности взрослых о таких рисках и о мерах, которые им следует принимать для обеспечения защиты детей в онлайновой среде.

			4.2	Стратегии и технические решения в области защиты ребенка в онлайновой среде

			Во вкладах, полученных в течение рассматриваемого периода работы 2-й Исследовательской комиссии по Вопросу 3/2, определены некоторые возможные стратегии и технические решения. Как отмечено в разных документах, сотрудничество между различными заинтересованными сторонами, информационно-просветительские кампании, участие отрасли и законодательные меры могут реально помочь в определении стратегий и политики в области безопасности ребенка в онлайновой среде.

			Во-первых, преобразование стратегии в действия − это длительный процесс, который начинается со сбора соответствующей информации. В этом связи получен вклад16 от Соединенного Королевства, Австралии и Вануату для сентябрьского собрания 2-й Исследовательской комиссии МСЭ-D 2014 года, в котором предлагается порядок действий по началу оказания Государствам-Членам помощи в связи с защитой ребенка в онлайновой среде (COP). На основе этого вклада данные страны совместно предлагают задать Государствам-Членам ряд вопросов, чтобы более полно понять, каким образом Государства-Члены участвуют в COP на национальном уровне.

			Во-вторых, разработка технических решений никогда не была статичным процессом; скорее, это динамичный образ действий, который требует постоянного обдумывания и адаптации. Например, после обсуждений на собрании Группы Докладчика по Вопросу 3/2 в 2015 году, Австралия, Папуа-Новая Гвинея, Независимое Государство Самоа, Соединенное Королевство и Республика Вануату17 предложили несколько измененных вопросов по защите ребенка в онлайновой среде. Было предложено представить эти вопросы пленарному заседанию 2-й Исследовательской комиссии для распространения между Государствами-Членами в целях предоставления на них ответов либо самими Государствами-Членами, либо в рамках более подробного вопросника. Эти вопросы посвящены деятельности, связанной с защитой ребенка в онлайновой среде на национальном уровне, включая законодательство, механизмы отчетности, возможности, а также оказание поддержки и обмен знаниями с заинтересованными сторонами.

			Далее, в поддержку Резолюции 67 ВКРЭ (Пересм. Дубай, 2014 г.)18 Соединенное Королевство, Австралия и Республика Вануату совместно предложили технический отчет под названием “Передовой опыт содействия родителям в обеспечении защиты ребенка в онлайновой среде” и предложили принимать во внимание все заинтересованные стороны (включая, в том числе, правительства, родителей, школы, организации по защите ребенка, полицию и экстренные службы, операторов и ПУИ). В этом отчете упор делается на определение функций и ответственности, сбор примеров передового опыта и важности внедрения подхода, основанного на фактических данных.

			Наконец, важно отметить, что при разработке такого отчета следует представить вопросник для сбора информации о составляющих различной национальной среды, а первый проект отчета следует направить заинтересованным сторонам для информации и комментариев.

			Национальные стратегии необходимо дополнять техническими решениями: как указано в представленном Одесской национальной академией связи имени А. С. Попова (Украина) документе,19 для реализации одного из пунктов Региональной инициативы в области COP для региона СНГ Академия участвовала в работе по сбору данных о существующих технических решениях для защиты ребенка в онлайновой среде (www.contentfiltering.info). В связи с этим группа экспертов составила список существующих технических решений на основе различных характеристик, таких как тип реализации (программное обеспечение, аппаратное обеспечение, облачные вычисления); совместимость с операционными системами (одноплатформенная, кросс-платформенная, платформонезависимая); тип операционной системы (Windows, Unix, Marcos, Android, iOS); тип поддержки (полностью поддерживаемая система, частично поддерживаемая система, неподдерживаемая система); управление (дистанционное, местное, отсутствие управления); а также тип внутренней безопасности (защищенная или незащищенная система).

			Каждое техническое решение из списка было установлено на компьютере или мобильном устройстве (в случае платного продукта разрешение на тестирование было получено от его разработчика) для тщательного тестирования каждой функции. Для каждого решения был составлен акт испытаний и включен в базу данных сервиса сontentfiltering.info. После включения в базу данных данные по каждому продукту регулярно проверяются разработчиками системы и, при необходимости, обновляются и исключаются. Кроме того, программное обеспечение Contentfiltering.info разработано на основе рекомендаций по выбору оптимальной для конкретного пользователя/организации системы фильтрации контента. Оно включает два модуля:

			a)	модуль пользователя (предоставляется свободный доступ) для определения уровня навыков пользователя, формулирования требований и выбора системы фильтрации контента; и

			b)	модуль эксперта (только для авторизованных экспертов) для ввода данных по техническим решениям в области защиты ребенка в онлайновой среде.

			Одесская национальная академия связи имени А. С. Попова (Украина)20 также предоставила информацию о мультимедийном учебном дистанционном курсе безопасного пользования ресурсами сети интернет (https://onlinesafety.info), разработанном в рамках региональной инициативы МСЭ по “Созданию центра защиты ребенка в онлайновой среде для региона СНГ”.

			На рисунке 22 показано, что в то время как в ряде стран проводятся кампании по повышению осведомленности населения по защите ребенка в онлайновой среде, есть довольно много стран, которые этого не делают.

			Рисунок 22: Информационно-просветительские кампании по защите ребенка в онлайновой среде, предназначенные для детей или взрослых
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			4.2.1	Повышение уровня информированности о COP и связанная с этим деятельность

			Во вкладе,21 поступившем от Республики Корея, освещаются различные усилия, предпринимаемые на национальном уровне в разных странах и касающиеся нормативно-правовой базы, социальных кампаний и онлайнового образования, которые связаны с COP. Как указано в этом вкладе, поскольку средний возраст детей, имеющих доступ в интернет, снижается, безопасное пользование интернетом среди детей становится во многих странах важной проблемой. В частности, в материале Кореи подчеркивается необходимость наличия добровольных мер саморегулирования для дополнения правовых и обязательных мер. Хотя эти меры могут привести к заметным и быстрым результатам, существует и опасность того, что они могут оказаться чрезмерно ограничительными, что приведет к ущемлению свободы отдельных лиц или нарушению автономии пользователей услуг. Например, принятые в Корее правовые меры по блокированию доступа несовершеннолетних к онлайновым играм после полуночи вызвали громкие дебаты по поводу действенности и эффективности таких мер. Следовательно, в этом отношении правовые и обязательные меры надо дополнять информационно-просветительскими программами с участием различных заинтересованных сторон.

			Другой вопрос, поднятый Республикой Корея, касается того, что сложно провести линию между поставщиками и пользователями услуг. Родители могут заявлять, что поставщикам услуг при их предоставлении следует прилагать больше усилий для обеспечения безопасности детей в онлайновом пространстве. При этом некоторые поставщики услуг могут утверждать, что наставления и обеспечение осведомленности относятся к сфере ответственности родителей, преподавателей и опекунов. Социальные кампании и программы могут помочь в определении мер, которые дадут возможность более тесного сотрудничества между всеми соответствующими заинтересованными сторонами и будут способствовать их более активному участию в усилиях в области безопасности в онлайновой среде, которые поддерживает правительство.

			Применительно к наименее развитым странам, во вкладе22 Республики Гамбия освещается настоятельная необходимость приступить к осуществлению программы защиты ребенка в онлайновой среде в целом как части национальной системы кибербезопасности. Наименее развитые страны только начинают пользоваться преимуществами наличия высокоскоростного интернета на различных платформах, которые дешевле традиционных настольных и портативных компьютеров. Важность международного сотрудничества подчеркивается не только с точки зрения общего понимания вопросов, но и в связи с согласованностью международной политики и содействием деятельности по дальнейшему укреплению международного сотрудничества. В этом вкладе содержится призыв включить защиту ребенка в онлайновой среде в национальные системы кибербезопасности и сосредоточиться на правовых, технических, организационных и процедурных вопросах, а также на создании потенциала и международном сотрудничестве.

			Наконец, в заявлении о взаимодействии от JCA-COP МСЭ-Т23 подчеркивается важность обмена информацией между членами, чтобы довести это до сведения Вопроса 3/2. В нем также высказывается признание за усилия на национальном уровне, предпринятые Республикой Корея и Гамбией, а также такими НПО, как Defz Kidz.

			4.2.2	Стратегии защиты ребенка в онлайновой среде

			Следующие стратегии возможны для принятия Государствами-Членами. Эти стратегии были взяты из полученных вкладов.

			–	сотрудничество между различными заинтересованными сторонами;

			–	информационно-просветительские кампании;

			–	привлечение представителей отрасли;

			–	усилия в законодательной области;

			–	разработка надлежащего механизма отчетности;

			–	развитие потенциала соответствующих заинтересованных сторон;

			–	оказание поддержки и предоставление информации для всех заинтересованных сторон;

			–	разработка механизмов вовлечения всех заинтересованных сторон (в том числе правительств, родителей, школ, организаций по защите детей, полиции и экстренных служб, операторов и ПУИ);

			–	определение четких функций и обязанностей для заинтересованных сторон: кто, что и когда делает и каким образом;

			–	сбор данных о передовом опыте в области существующих технических решений по защите ребенка в онлайновой среде;

			–	распространение соответствующей информации среди заинтересованных сторон;

			–	внедрение подхода, основанного на фактических данных.

			5	ГЛАВА 5 – Результаты семинаров-практикумов по кибербезопасности

			Этот раздел относится к пункту i) круга ведения Вопроса 3/2, в котором, в частности, содержится призыв:

			i)	Проводить специальные сессии, семинары и семинары-практикумы для совместного использования знаний, информации и передового опыта, касающихся эффективных, действенных и полезных мер и видов деятельности для повышения кибербезопасности, используя результаты исследования, причем проведение таких сессий, семинаров и семинаров-практикумов должно быть в максимально возможной степени приурочено к собраниям 1-й Исследовательской комиссии или собраниям Группы Докладчика по этому Вопросу.

			Один из аспектов сотрудничества между 2-й Исследовательской комиссией МСЭ-D, БРЭ, другими секторами, отраслью и академическими организациями состоял в проведении серии семинаров-практикумов, которые были проведены в течение этого исследовательского периода. Ряд вкладов включены в Приложение 2. Ниже приводится краткое описание такого сотрудничества.

			5.1	Первый семинар-практикум по кибербезопасности (8 сентября 2015 года)

			Семинар-практикум по кибербезопасности по теме “Глобальные вызовы в области кибербезопасности – сотрудничество в целях действенного повышения уровня кибербезопасности в развивающихся странах”24 проходил во второй половине дня 8 сентября 2015 года параллельно с собраниями 2-й Исследовательской комиссии МСЭ-D и 17-й Исследовательской комиссии МСЭ-Т (Безопасность) и предшествовал собранию 2-й Исследовательской комиссии МСЭ-D по Вопросу 3/2.

			Цель семинара-практикума

			Целью данного семинара-практикума по кибербезопасности был обмен передовым опытом в области подходов к наращиванию потенциала в сфере кибербезопасности на международном, региональном и национальном уровнях. В рамках семинара-практикума осуществлялся обмен информацией о вызывающих озабоченность развивающихся стран проблемах, касающихся создания потенциала в сфере кибербезопасности, и определялись инновационные и практические способы сотрудничества международных организаций, администраций и частного сектора для решения этих проблем.

			Повестка дня

			Вступительные замечания представили г-н Юси Торигое (заместитель Директора БРЭ) и г-н Рейнхард Шолль (заместитель Директора БСЭ). Повестка дня предусматривала проведение двух сессий с презентациями и групповыми обсуждениями:

			–	Сессия 1: Передовой опыт в реализации многоуровневого стратегического подхода к эффективному повышению уровня кибербезопасности в развивающихся странах (три презентации и групповое обсуждение).

			–	Сессия 2: Вызовы, с которыми сталкиваются развивающиеся страны; международное сотрудничество для содействия инициативам в области кибербезопасности (три презентации и групповое обсуждение).

			Обсуждения и завершение семинара-практикума

			На семинаре-практикуме проводились информативные и полезные презентации, групповые обсуждения, заданы вопросы и даны ответы, касающиеся передового опыта в области многоуровневого стратегического подхода к эффективному совершенствованию кибербезопасности в развивающихся странах и международного сотрудничества для содействия инициативам в области кибербезопасности.

			На протяжении двух сессий подчеркивалась важность следующих аспектов кибербезопасности, с которыми ознакомили участников семинара-практикума:

			–	повышение уровня информированности по вопросам кибербезопасности для всех заинтересованных сторон;

			–	привлечение всех сторон к реализации национальной стратегии в области кибербезопасности;

			–	четкие принципы кибербезопасности в стратегии в области кибербезопасности, такие как свободный поток информации, верховенство права, самоуправление, открытость и участие многих заинтересованных сторон;

			–	четкое определение роли и ответственности в национальных стратегиях;

			–	четкий набор задач в национальной стратегии;

			–	подход на основе управления рисками;

			–	национальный закон/национальное законодательство по кибербезопасности;

			–	техническое регулирование, включая стандарты и процедуры, и

			–	сотрудничество с международными и региональными инициативами.

			Отмечалось также, что, как ожидается, такие возможности, как этот семинар-практикум, продолжатся и обсуждения будут актуализироваться. Г-н Ахмад Шарафат (Председатель 2-й Исследовательской комиссии МСЭ-D) и г-н Аркадий Кремер (Председатель 17-й Исследовательской комиссии МСЭ-Т) напомнили о важности обеспечения возможностей по обмену информацией и мнениями среди участников, а также установления более тесного сотрудничества между 17-й Исследовательской комиссией МСЭ-Т (Безопасность) и 2-й Исследовательской комиссией МСЭ-D, в частности по Вопросу 3/2. Результаты семинара-практикума в последующем были доведены до 2-й Исследовательской комиссии МСЭ-D в части Вопроса 3 и 17-й Исследовательской комиссии МСЭ-Т.

			5.2	Второй семинар-практикум по кибербезопасности (19–20 апреля 2016 года)

			Семинар-практикум МСЭ по кибербезопасности по теме “Национальные тренировочные занятия по кибербезопасности и национальные стратегии обеспечения кибербезопасности, разработанные с учетом передового опыта”25 состоялся во второй половине дня 18 апреля 2016 года и в первой половине дня 19 апреля 2016 года параллельно с собранием Группы докладчика по Вопросу 3/2 2-й Исследовательской комиссии МСЭ-D “Защищенность сетей информации и связи: передовой опыт по созданию культуры кибербезопасности”. Этот семинар-практикум был организован группой по кибербезопасности БРЭ при поддержке группы исследовательских комиссий МСЭ-D. Подобралась сильная группа ораторов.

			Цель семинара-практикума

			Цель семинара-практикума по кибербезопасности состояла в обмене передовым опытом по подходам к повышению эффективности создания потенциала в области кибербезопасности на международном, региональном и национальном уровнях. В этой связи семинар-практикум был направлен на:

			–	обмен опытом проведения национальных тренировочных занятий по кибербезопасности с развивающимися странами, с тем чтобы лучше понимать их потребности, в особенности с учетом того, что в настоящее время МСЭ разрабатывает новую услугу по проведению национальных тренировочных занятий по кибербезопасности, которая будет предложена Государствам-Членам;

			–	обмен извлеченными уроками и рекомендациями экспертов при подготовке и выполнении национальных стратегий в области кибербезопасности (НСК), а также сотрудничество МСЭ с Государствами-Членами в рамках проводимой работы на основе подхода с участием многих заинтересованных сторон, который использовался для составления нового комплекта материалов по национальным стратегиям в области кибербезопасности (НСК).

			Повестка дня

			Вступительные замечания представил г-н Юси Торигое (заместитель Директора БРЭ). Семинар-практикум состоял из трех сессий с презентациями и групповыми обсуждениями, а именно:

			–	Сессия 18 апреля: Повышение эффективности национальных тренировочных занятий по кибербезопасности путем обмена опытом.

			–	1-я сессия 19 апреля: Ключевые составляющие для разработки комплексной национальной стратегии в области кибербезопасности.

			–	2-я сессия 19 апреля: Эффективное выполнение национальной стратегии в области кибербезопасности.

			Обсуждения и завершения семинара-практикума

			На семинаре-практикуме проводились информативные и полезные презентации, групповые обсуждения, заданы вопросы и даны ответы. В ходе сессий подчеркивалась важность следующих аспектов кибербезопасности, о которых сообщалось участникам семинара-практикума:

			–	сценарии национальных тренировочных занятий по кибербезопасности должны быть реалистичными и не слишком походить на кино, что необходимо для вовлечения руководящего состава высшего уровня и получения бюджета;

			–	национальное тренировочное занятие по кибербезопасности должно охватывать все соответствующие стороны, включая правительство и частный сектор, с самого этапа планирования при активном обмене информацией;

			–	задачи национального тренировочного занятия по кибербезопасности должны быть четко определены и обеспечивать дополнительные преимущества;

			–	сценарии национальных тренировочных занятий по кибербезопасности выбираются на основе подхода к управлению рисками − ответьте на вопрос “В чем состоит самая большая угроза или ситуация сильного воздействия?”, а затем действуйте на основе этого;

			–	некоторые национальные тренировочные занятия по кибербезопасности проводятся для тестирования национальных планов действий в чрезвычайных ситуациях;

			–	должны ли национальные стратегии в области кибербезопасности быть открытыми для общественности? На данном этапе четкого ответа нет, но для информирования граждан по крайней мере часть стратегии должна быть обнародована;

			–	подход к управлению рисками для разработки НСК является ключевым элементом для определения и достижения правильных задач;

			–	важнейшая инфраструктура (CIP) имеет ключевое значение для кибербезопасности и, как правило, является вопросом партнерств государственного и частного секторов (ПГЧ), поэтому для НСК требуется участие частного сектора;

			–	создайте команду и привлекайте сторонников, наблюдайте за тем, что делают другие, и обоснуйте необходимость таких же действий с помощью специальной группы. Этому поможет комплект материалов по НСК;

			–	НСК − это ваше руководство в области кибербезопасности. Должны быть указаны правильные цели и меры. Увяжите их с CIP и вашим социально-экономическим положением. Затем выполняйте эту стратегию при соответствующем контроле;

			–	придайте законный статус ПГЧ для НСК и CIP с помощью нормативных правил и законодательства, поскольку задачи объединений частного сектора и государственных органов различны и их требуется согласовать;

			–	выполнение стратегий в области кибербезопасности требует времени для тех стран, которые ранее этого не делали, чтобы, когда такие стратегии внедряются впервые, получить на это согласие и разрешение. Финансирование и принятие легче, когда такая стратегия увязана со стратегией развития информационного общества в стране;

			–	выполнение стратегий в области кибербезопасности требует подробного и предусмотренного в бюджете плана действий;

			–	Важность анализа воздействия освещалась как часть цикла разработки/выполнения НСК;

			–	выполнение плана должно включать защищенную передачу данных в рамках электронного правительства;

			–	различные индексы (GCI и другие) приобретают большое значение в измерении выполнения и в качестве контрольных перечней для НСК;

			–	эстонский национальный индекс кибербезопасности (методика опубликована в конце мая 2016 года) и Глобальный индекс кибербезопасности МСЭ освещались как взаимодополняющие;

			–	Национальная стратегия Соединенного Королевства в области кибербезопасности должна была быть опубликована позднее в 2016 году;

			–	оценка НСК требует много времени, может оказаться затруднительной, но помогает обеспечить финансирование;

			–	при начале разработки НСК наличие общих определений стратегий в области кибербезопасности имеет важное значение для выработки всеми заинтересованными сторонами общего понимания и концепции. Общее понимание важнее общего определения.

			В своей заключительной речи на семинаре-практикуме г-н Люк Дандуран (БРЭ) особое внимание уделил важности возможностей обмена информацией/мнениями между участниками и экспертами и необходимости продолжать сотрудничество с 2-й Исследовательской комиссией МСЭ-D по Вопросу 3/2. В заключительном слове г-н Ахмад Шарафат (Председатель ИК2 МСЭ-D) упомянул о том, что для Вопроса 3/2 2-й Исследовательской комиссии МСЭ-D становится традицией организовывать семинар-практикум по кибербезопасности, и выразил надежду, что эта традиция продолжится. Являясь представителем академических организаций, он считает, что результаты таких обменов являются исключительно плодотворными. Результаты семинара-практикума в последующем были сообщены 2-й Исследовательской комиссии МСЭ-D по Вопросу 3/2.

			5.3	Третий семинар-практикум по кибербезопасности (26 января 2017 года)

			Семинар-практикум МСЭ по кибербезопасности по теме “Практические аспекты обеспечения кибербезопасности и оценки рисков”26 прошел во второй половине дня 26 января 2017 года параллельно с собранием Группы Докладчиков 2-й Исследовательской комиссии МСЭ-D и до начала собрания 2-й Исследовательской комиссии МСЭ-D по Вопросу 3/2.

			Цель семинара-практикума

			Целью этого семинара-практикума стало собрать мировых экспертов для обмена знаниями и опытом по практической оценке киберрисков на национальном уровне, в крупнейших организациях, а также в важнейших секторах инфраструктуры. На семинаре также обсуждались риски в рамках цепочек поставок и роль стандартов управления киберрисками в организациях.

			Повестка дня

			После вступительных замечаний официального представителя БРЭ семинар-практикум начался с представления повестки дня, включающей следующие пять презентаций и групповые обсуждения:

			–	основные угрозы кибербезопасности в 2017 году и последующие годы;

			–	методики и инструментарий, используемые в частном секторе для оценки киберрисков в крупных организациях;

			–	оценки киберрисков в важнейших секторах инфраструктуры;

			–	риски в рамках цепочек поставок; и

			–	роль обновлений стандартов и ISO/IEC серии 27000.

			Обсуждения и завершение семинара-практикума

			В рамках третьего семинара прошли информативные и полезные презентации, групповые обсуждения и сессии ответов на вопросы. В ходе сессий подчеркивалась важность следующих аспектов кибербезопасности и состоялся обмен мнениями между участниками семинара-практикума.

			–	В качестве основных угроз кибербезопасности были указаны конвергенция на физическом уровне, конвергенция в сфере трудовой деятельности, инсайдерские угрозы, расширение финансово мотивированных атак, атаки DDos на базе IoT и увеличение числа “простых” утечек; организациям представлены рекомендации по этим угрозам.

			–	Были подняты проблемы оценки рисков в частном секторе, таких как необходимость соблюдения многочисленных стандартов, проведение внешних ревизий, ведомственные нормативные требования, слияния и поглощения/диверсификация/международная сфера влияния, а также экономическая эффективность мер контроля в киберсфере, кроме того, были представлены примеры методики решения таких задач, включая программное обеспечение по управлению рисками, подход к проведению операций по обеспечению безопасности, инструментарий обнаружения тактических рисков, управление уязвимостями.

			–	Была представлена национальная стратегия защиты критической инфраструктуры от киберрисков, с особым упором на оценку киберрисков CIPP (методика, отправная точка, а также уязвимость рабочих процессов применительно к авиации).

			–	Обсуждались вопросы безопасности цепочки поставок услуг ИКТ, связанные с ними проблемы и требования, кроме того, были рассмотрены следующие ключевые моменты: 1) устранение рисков в рамках комплексной программы управления рисками, 2) понимание общих требований, 3) использование международных стандартов, 4) использование покупательной способности и 5) работа с партнером.

			–	Был поднят вопрос о роли международных стандартов в области управления рисками и последнем обновлении документов серии ISO/IEC 27000 в рамках стандартов ISO/IEC JTC1 SC27.

			В ходе обсуждения на семинаре-практикуме и в заключительном выступлении также подчеркивалась важность обеспечения возможностей для обмена мнениями между участниками и экспертами, а также необходимость продолжать сотрудничество с 2-й Исследовательской комиссией МСЭ-D по Вопросу 3/2.

			6	ГЛАВА 6 – Возможности и проблемы в сфере кибербезопасности

			В рамках Вопроса 3/2 МСЭ-D некоторое время было уделено изучению других областей, многие из которых связаны с работой, проводимой, как правило, в других местах и не входящей в существующий круг ведения Вопроса. В связи с этим ряд диалогов проводились с организациями как на официальном, так и на неофициальном уровнях. Ниже анализируются вклады, касающиеся пункта b) круга ведения.

			b)	Предоставьте информацию о существующих сейчас проблемах в области кибербезопасности, с которыми сталкиваются поставщики услуг, регуляторные органы и другие соответствующие стороны.

			6.1	Интернет-зависимость

			“Интернет-зависимость” стала одним из отрицательных последствий продвижения стран вперед в области информации и широкого распространения пользования интернетом. Хотя эта концепция еще нуждается в четком определении с применением терминологии, используемой в психологии и медицине, под интернет-зависимостью, как правило, понимают причинение трудно восстановимых нарушений физических, умственных и социальных функций человека, которые являются результатом чрезмерного пользования услугами ИТ-сетей. Для большинства интернет-зависимых обычно характерны симптомы замыкания в себе и привыкания, такие как крайнее беспокойство или нервные срывы, что свидетельствует о серьезных затруднениях в их повседневной жизни. Столь глубоко подключенные к кибермиру люди, которые чрезмерно пользуются интернетом, демонстрируют симптомы, которые приобретают различные формы игромании, чатомании, порнозависимости и т. д.

			В последние годы при стремительно меняющемся стиле жизни и стилях общения в результате быстрого роста внедрения “умных” средств коммуникации и слияния и конвергенции ИКТ появилась зависимость от “умных” средств коммуникации.

			Усилия Кореи по предотвращению и сокращению зависимости от интернета и смартфонов

			В Республике Корея в группу риска интернет-зависимости могут попасть около 7 процентов пользователей интернета в возрасте от 5 до 54 лет, согласно данным обследования 2013 года о положении дел в области интернет-зависимости. В Корее доля пользователей интернета в группе риска в общей численности пользователей интернета сократилась с 7,7 процента в 2011 году до 7,2 процента в 2012 году и 7 процентов в 2013 году. Но доля пользователей-подростков в группе риска возросла с 10,4 процента в 2011 году до 10,7 процента в 2012 году и 11,7 процента в 2013 году.27

			Тем временем было обнаружено, что рост зависимости от смартфонов оказался более высоким по сравнению с интернетом. Около 11,8 процента пользователей смартфонами в возрасте 10−54 лет в Корее находятся в группе риска чрезмерного пользования смартфонами, что на 3,4 процентных пункта больше по сравнению с 8,4 процента в 2011 году, когда стало проводится обследование зависимости от смартфонов. Подростки-пользователи составляли группу самого высокого риска: около 25,5 процента корейских подростков (в возрасте 10–19 лет) входили в группу риска чрезмерного пользования смартфонами, по сравнению с 8,9 процента взрослых корейцев.

			Корейский центр интернет-зависимости, созданный в 2002 году правительством Кореи, выполнял комплексные программы по консультированию, разработке и распространению контента, специализированной подготовке советников, а также профилактическому образованию всех граждан страны в целях систематического рассмотрения проблемы чрезмерного пользования интернетом и “умными” устройствами.

			С 2004 года Центр проводил ежегодные обследования населения в целом в отношении интернет-зависимости (а с 2011 года – зависимости от смартфонов), составляя национальные статистические данные, которые используются в качестве контрольного индекса для разработки государственной политики.

			В июне 2013 года восемь министерств совместно разработали Второй комплексный план по предупреждению и сокращению интернет-зависимости. В программе определяется полный комплекс профилактической, консультативной, психиатрической и реабилитационной помощи, предоставляемой целым возрастным группам детей, учащихся и взрослых.

			Правительство продолжило работу в этом направлении, создав межведомственный комитет по политике для систематического рассмотрения вопросов интернет-зависимости. В марте 2014 года комитет разработал рассчитанную на выполнение в 2014 году Программу по предупреждению и сокращению интернет-зависимости. Эта программа совместно выполнялась эффективным и систематическим образом под руководством комитета по политике, представляющего восемь министерств.

			Профилактическое образование

			Интернет и “умные” средства коммуникации столь легкодоступны в повседневной жизни, что образование должно быть сосредоточено на профилактике, прежде чем появятся такие симптомы, как замыкание в себе или привыкание. Корейская образовательная программа предназначена стать эффективным профилактическим средством, направленным на то, чтобы население лучше осознавало потенциальный или фактический риск зависимости и чтобы помочь людям более эффективно предупреждать такие риски. Например, эта программа предусматривает профилактическое образование, при котором учебные планы адаптированы к потребностям каждой из различных возрастных групп − детей, подростков и взрослых. В школы в качестве лекторов направляются специально подготовленные советники, которые проводят специализированные (рассчитанные на один учебный час) занятия. 

			С 2013 года в Корее для учащихся начальной, средней и старших классов средней школы проводится интенсивная образовательная программа (рассчитанная на два часа); каждый курс разработан по-разному для каждого школьного возраста, упор делается на участие учащихся и обсуждение в классе. В течение курса каждый учащийся использует свою собственную “рабочую тетрадь” в качестве инструмента самодиагностики, ведя записи по самоконтролю за использованием интернета и “умных” средств коммуникации, а иногда принимая решение сократить пользование интернетом, если сочтет, что чрезмерно им пользуется.

			Таблица 1: Численность участников программ профилактического образования
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			(Единица: количество человек)

			С 2014 года проводится программа “Игра по профилактике зависимости” для дошкольников и учащихся младших классов начальной школы, с тем чтобы легко и эффективно донести эту информацию до детей занимательным для них образом. В рамках программы дети и учащиеся смотрят спектакль или кукольное представление, где рассказываются истории о том, как их любимые животные становятся интернет-зависимыми, или истории об интернет-зависимости в повседневной семейной жизни. После просмотра спектакля учитель рассказывает об опасностях интернет-зависимости и о том, как ее предупредить. Эта программа действует эффективно, позволяя детям легко понять концепцию зависимости, не чувствуя неодобрения.

			В рамках этой программы была предоставлена помощь 23 школам, которые были признаны “школами, свободными от ‘умных’ средств коммуникации”. Программа также предназначена для поддержки проводимой в школах деятельности/кампаний по содействию разумной культуре использования “умных” средств коммуникации и по предупреждению интернет-зависимости путем сотрудничества с родителями, учителями и экспертами.

			Создание консультативных служб и инфраструктуры

			Министерство науки, ИКТ и будущего планирования Республики Корея (MSIP) обеспечивает профилактическое образование и создает специализированные консультативные службы для эффективного решения вопросов зависимости от интернета и смартфонов. В целях предоставления специализированных региональных услуг Министерство управляет 14 центрами по предупреждению интернет-зависимости (IAPC), созданными по состоянию на июнь 2014 года в 13 городах и провинциях по всей стране.

			Министерство оказывает специализированные консультативные услуги, которые предоставляются по различным каналам, например при посещении на дому, или онлайновые услуги. Такие специализированные консультативные услуги рассчитаны на то, чтобы быть эффективным ответом на быстрорастущий спрос на консультативные услуги, а также на легкодоступные услуги. Существует онлайновая консультативная служба,28 а также работает общенациональная информационно-справочная служба. Для предоставления специализированных региональных услуг в области интернет-зависимости, которая появляется по всей стране, Центр предоставляет консультативные услуги в сотрудничестве с 48 связанными с ним центрами, такими как Центр поддержки здоровой семьи, центры поддержки молодежи и др.

			Особого внимания заслуживает консультативная служба при посещении на дому, которая предоставляет семьям бесплатные консультативные услуги, посещая их дома. За такой услугой может обратиться любая семья, страдающая от интернет-зависимости. Эта программа особенно эффективна для тех интернет-зависимых, кто нуждается в помощи, поскольку они являются членами семьи с одним родителем, или семьи с низкими доходами, или межрасовой семьи, или живут с дедушкой и бабушкой. Кроме того, обращаться за этой программой может любой, кто нуждается в помощи в связи с интернет-зависимостью − любые дети, подростки, безработные или семьи с двойными доходами. В ее рамках также действует программа подготовки специальных советников по вопросам интернет-зависимости. На июнь 2014 года было подготовлено более 13 тыс. специальных советников.

			Таблица 2: Количество консультативных служб в разбивке по типу
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			(Единица: одна служба)

			Проведение исследования методом опроса и разработка/распределение контента 

			Регулярно проводятся исследования политики для повышения эффективности работы и научной точности при исполнении различных программ, связанных с зависимостью от интернета и “умных” средств коммуникации. На веб-сайте размещаются различные образовательные материалы, такие как руководства по вопросам профилактики, анимационные ролики, видеоматериалы, стандартные учебники или консультативные программы. Такие материалы разработаны в целях обеспечения эффективного профилактического образования и помощи людям в том, чтобы больше знать о потенциальном риске пользования интернетом или “умными” средствами коммуникации.

			В 2013 году были разработаны и распространены стандартные учебники по интенсивному предупреждению зависимости. Имеются четыре издания курсов, рассчитанные на различный возраст (например, учащиеся начальной школы, учащиеся средней школы, учащиеся старших классов и взрослые). Кроме того, разработаны руководящие указания по надлежащему пользованию “умными” средствами коммуникации и опубликованы их четыре издания для различных групп читателей (родители дошкольников, учащиеся начальной школы, а также учащиеся средней школы и старших классов). Эти руководящие указания были распространены более чем в 20 тыс. школ по всей стране. В 2014 году для предупреждения зависимости был разработан образовательный контент пяти категорий для самостоятельного изучения (для дошкольников, учащихся начальной школы, средних и старших классов средней школы, студентов высших учебных заведений и взрослых), который может помочь школам и государственным учреждениям лучше подготовиться к тому, чтобы обучать предупреждению интернет-зависимости, что стало обязательным в соответствии с пунктом 8 статьи 30 пересмотренного Национального базового закона Кореи об информации (май 2013 года) (который касается образования, связанного с интернет-зависимостью).

			Для предупреждения зависимости от “умных” средств коммуникации используется популяризация с помощью сотрудничества с частным сектором. Таким образом можно помочь подросткам и родителям воздерживаться от чрезмерного пользования “умными” средствами коммуникации и ввести в привычку пользование ими дома и в школах на приемлемых уровнях.

			Характерная особенность политики Кореи

			В Корее инициатором большинства видов деятельности является государство, поэтому правительство страны оказывает гражданским организациям финансовую и техническую поддержку для осуществления деятельности по предупреждению интернет-зависимости. Серьезные намерения государства проявляются также в том, что несовершеннолетним моложе 16 лет не разрешен доступ к онлайновым играм с полуночи до 6 часов утра, и родители могут контролировать и блокировать доступ своих детей (младше 18 лет) к онлайновым играм, направив соответствующий запрос поставщикам услуг, и в том, что, согласно закону, все учащиеся (от детского сада до университета) и все работники государственного сектора должны быть обучены тому, чтобы предупреждать интернет-зависимость. Кроме того, государство управляет 14 центрами по предупреждению интернет-зависимости, созданными по всей стране. Задача, с которой сталкивается правительство Кореи при предупреждении интернет-зависимости, состоит в том, как обеспечить участие всех заинтересованных сторон, особенно родителей, сообщества и частного сектора.

			Резюме

			Зависимость − это один из важнейших вопросов здравоохранения. В своем качестве группа МСЭ-D по Вопросу 3/2 инициировала обсуждения с Всемирной организацией здравоохранения (ВОЗ), чтобы довести этот вопрос до ее сведения. В этом отношении в течение исследовательского периода 2014–2017 годов ВОЗ, а также ЮНИСЕФ, ЮНЕСКО и рабочей группе Совета МСЭ по защите ребенка в онлайновой среде (РГС-COP МСЭ) было направлено заявление о взаимодействии по вопросам интернет-зависимости, чтобы получить более полную картину уже предпринятых на данный момент действий в указанном направлении. Эти обсуждения не завершены и могут продолжаться. 

			6.2	Безопасность электронных транзакций

			Развитие электронной коммерции и электронных транзакций, включая онлайновые покупки и платежи, исполнение биржевых указаний, онлайновое заполнение административной налоговой документации (НДС, налог с дохода, электронные медицинские бланки), обмен сообщениями электронной почты и электронными документами; внедрение новых протоколов сетевой безопасности на основе инфраструктур открытых ключей и их непрерывное и крупномасштабное развертывание, в частности DNSSEC (расширение безопасности системы наименований доменов), RPKI (инфраструктура открытых ключей ресурсов); а также безопасность интернета вещей являются важнейшими элементами, которые должны стимулировать развивающиеся страны к тому, чтобы работать над созданием на национальном или региональном уровне учреждений, ответственных за управление их инфраструктурами открытых ключей. Создание таких учреждений, если они будут должным образом контролироваться, может содействовать укреплению безопасности электронной связи в целом и электронных транзакций в частности. Они также могут содействовать появлению и развитию цифровой экономики в развивающихся странах.29

			В развивающихся странах наблюдается быстрый рост электронной коммерции и электронных транзакций. При таких транзакциях используются, как правило, незащищенные каналы. Но если они защищены, то основаны на самостоятельно подписываемых сертификатах или на сертификатах, которые приобретаются через органы по сертификации, расположенные по большей части в развитых странах. Однако в некоторых случаях, согласно законодательству развивающихся стран, такие сертификаты не требуются.

			Отсутствие особого желания и задержки, которые отмечались в развивающихся странах при развертывании защищенных протоколов, таких как DNSSEC и RPKI, связаны с непониманием либо таких протоколов, либо стандартов, которые позволяют их внедрять, или же недостаточной подготовкой людских ресурсов, участвующих в их развертывании, или неспособностью понять важность цепочек. 

			Группа МСЭ-D по Вопросу 3/2 обратилась ко многим организациям с просьбой прокомментировать эти опасения. Эта группа получила от ISOC прекрасный обзор этих вопросов, которые включены в настоящий отчет.

			Системы инфраструктуры открытых ключей (PKI) играют важную роль в повышении доверия к интернету как защищенной платформе для социально-экономического развития. Такие системы, поддерживающие технологии и практики внедрения, со временем претерпели изменения и стали более надежными и защищенными. Важно, чтобы страны, которые стремятся усовершенствовать свою инфраструктуру интернета, основывались на таком опыте для развертывания самых современных технологий и использовали передовой современный опыт. 

			Сотрудники Общества интернета обладают существенным опытом по созданию и развертыванию PKI. У нас имеется инициатива “Доверие и идентичность”, которая способствует использованию защищенной и аутентифицированной связи по интернету. Общество Интернета также осуществляет программу “Deploy360”, которая способствует широкому развертыванию технологий, обеспечивающих безопасность инфраструктуры, включая безопасность транспортного уровня (TLS), расширения безопасности системы наименований доменов (DNSSEC) и PKI-ресурсов (RPKI).

			Общество интернета сохраняет информационные ресурсы, связанные с этими темами, и дополнительные ссылки и материалы, объясняющие, как создать корневые сертифицирующие органы (случай использования TLS, DNSSEC и RPKI) и как развертывать такие технологии, а также помогающие в дальнейшем создании потенциала. Начальной точкой являются наши веб-сайты по вопросам, касающимся технологий интернета, и по программе “Deploy360”.

			В этом документе обсуждаются три различные системы (WebPKI, RPKI и DNSSEC), которые воздействуют на общее доверие к интернету и его общую безопасность. В нем подчеркивается важный факт, который состоит в том, что эти системы PKI различны и служат разным целям. У них отдельная иерархия, и они работают в рамках отдельных административных доменов. В этом документе также определяется появляющаяся технология аутентификации именованных объектов на базе DNS (DANE), которая способствует выполнению обещания в области укрепления доверия к интернету.

			Маловероятно, что национальный сертификационный орган может считаться одним из решений вопросов безопасности, с которыми может столкнуться та или иная конкретная страна. Тем, кто сталкивается с трудностями в решении проблем безопасности, следует обратить внимание на новые появляющиеся технологии и существующий передовой опыт, который может быть принят на основе совместного глобального подхода.

			WebPKI

			Первая из обсуждаемых в настоящем документе систем PKI − это WebPKI. Общие доверенные сертификаты на базе X.509 выдаются сертификационными органами (CA), которые сертифицированы поставщиками технологий, такими как Apple, Microsoft и Mozilla, которые распространяют корневые сертификаты в своих операционных системах и браузерах. Они обычно используются WebPKI для защиты сессий веб-навигации, передачи сообщений электронной почты и мгновенных сообщений. Такие сертификаты также могут использоваться для аутентификации пользователей, получающих доступ в системы, а также для цифровой подписи электронных документов и для программного обеспечения. Национальное законодательство все чаще признает цифровые подписи вместо традиционных средств аутентификации. 

			Получить корневой сертификат в глобальных распределениях корней для WebPKI − это сложный, дорогой и требующий много времени процесс. Этот процесс содержит три базовых компонента:

			1)	разработка требований, которые должен выполнять CA при выдаче сертификатов и управлении их использованием;

			2)	аудиторская проверка CA, чтобы обеспечить правильное выполнение процессов и требований; и 

			3)	включение CA в набор доверенных CA для продукта. Браузерный форум CA (см. “Базовые требования”) разрабатывает руководящие указания по выдаче сертификатов и управлению их использованием.

			Затем эти требования были протестированы в наборе процедур аудита под руководством программы WebTrust AICPA/CICA для сертификационных органов. Поставщики технологий используют результаты таких аудиторских проверок для принятия решений о том, какие CA могут быть добавлены по умолчанию к продукту. Пользователи и предприятия иногда могут добавлять к своим устройствам дополнительные CA, но при применении такого процесса есть существенные рабочие факторы, которые необходимо учитывать.

			Однако следует отметить, что добавление нового корневого сертификата к глобальным распределениям корней не делает общую инфраструктуру WebPKI более защищенной. Напротив, это увеличивает риски, поскольку уязвимость в любом CA − это уязвимость всей системы. По этим причинам желательно поддерживать количество корневых сертификатов на минимальном, насколько это возможно, уровне. Если правительствам требуется создать собственные CA, то общий подход состоит в том, чтобы создавать их в качестве вспомогательных CA в рамках существующего корневого CA.

			Существует ряд проблем, связанных с непрочностью системы WebPKI. Комитет по архитектуре интернета (IAB) в настоящее время работает над направлением https://datatracker.ietf.org/doc/draft-iab-web-pki-problems/ в рамках своей программы в области конфиденциальности и безопасности, для того чтобы сформулировать некоторые из этих проблем и представить рекомендации по действиям, которые могут помочь улучшить инфраструктуру. Тем сторонам, которые хотят определить пути возможного совершенствования системами PKI своих сил и средств обеспечения безопасности, стоило бы последовать этой мере.

			RPKI

			Вторая определенная в данном документе система PKI − это RPKI. RPKI является специализированной PKI, направленной на повышение безопасности системы маршрутизации интернета, в особенности протокола граничных шлюзов (BGP). Это обеспечивается путем выдачи держателям IP-адресов и номеров AS-сертификатов ресурсов на базе X.509 в целях подтверждения разрешенного присвоения этих ресурсов. Такие сертификаты выдаются местным регистрационным центрам интернета (LIR) одним из пяти региональных регистрационных центров интернета (RIR) − AfriNIC, APNIC, ARIN, LACNIC и RIPE, NCC, которые отвечают за распределение и присвоение таких ресурсов в обслуживаемых ими регионах. 

			Каждый RIR действует в качестве корневого CA и точки доверия для ресурсов, присвоенных в пределах обслуживаемых ими регионов, хотя их корневые сертификаты не включены в какие-либо общедоступные распределения корней. Поэтому необходимо загрузить и установить их с веб-сайтов RIR.

			Важно отметить, что некоторые ресурсы не распределены или не присвоены на национальной основе, за исключением семи традиционных национальных регистрационных центров интернета (NIR) в регионе APNIC. Однако национальные правительства могут играть определенную роль, поощряя ПУИ и другие LIR использовать эти средства RPKI.

			DNSSEC

			Последняя из обсуждаемых систем PKI − это DNSSEC. Цель системы наименований доменов (DNS) состоит в том, чтобы преобразовать удобочитаемые для человека имена хостов, такие как “http://www.isoc.org”, в машиночитаемые IP-адреса, такие как 212.110.167.157. Основным методом локализации интернет-услуг стала DNS. Однако в связи с тем что администрированием DNS занимаются многие различные организации, а распределенный характер DNS означает, что изменения не распространяются незамедлительно по всему интернету, сложно обеспечить, чтобы информация возвращалась из надежного источника. Иными словами, нет гарантий того, что сервер имен не предоставляет неверную информацию, чтобы направить пользователей на хосты, которые контролируют их транзакции или выдают себя за другие сайты.

			DNSSEC была разработана IETF для аутентификации информации DNS путем цифровой подписи записей DNS. Благодаря этому гарантируется, что возможность внесения изменений имеет только держатель домена и что записи могут быть подтверждены посредством цепочек доверия вплоть до корневой зоны. Это означает, что клиент, делающий запрос, может проверить, что обратный ответ действительно получен от органа, которому разрешено его представить.

			DNS с поддержкой DNSSEC может считаться специализированным видом PKI. К сожалению, до сих пор DNSSEC имеет ограниченное развертывание, несмотря на все более широкое распространение подписки зон TLD. Администраторы национальных доменов могут играть важную роль в обеспечении защиты этой важной инфраструктуры интернета, подписывая свои зоны ccTLD и содействуя развертыванию DNSSEC в своей иерархии национальной DNS. Кроме того, развертывание DNSSEC даст возможность использовать технологию DANE, которая обсуждается ниже, для содействия в совершенствовании WebPKI.

			DANE

			Одна из слабых сторон, присущих WebPKI, состоит в том, что CA третьей стороны могут выдавать сертификаты для любого домена или любой организации, вне зависимости от того, владеет ли в действительности запрашивающий орган этим доменом или контролирует его иным образом. Риск выдачи со стороны CA неправильного сертификата возрастает по мере роста числа CA. Доверие в системе PKI не сильнее ее самого слабого звена. Это основная причина, по которой общедоступные распределения корней все больше усиливают требования к включению CA, как это обсуждалось выше в разделе, посвященном WebPKI.

			Несмотря на значительное ужесточение процедур выдачи сертификатов после нескольких резонансных случаев, когда CA выдали неправильные сертификаты, эта система по-прежнему основана на доверии к третьей стороне. Такое доверие привело к недавней разработке протокола аутентификации именованных объектов на базе DNS (DANE). Используя DANE, администратор домена может сертифицировать свои открытые ключи посредством их хранения в DNS. Такой подход требует использования DNSSEC, и большинство браузеров в настоящее время требуют установки дополнительных устройств. Кроме того, DANE, вероятно, будет требовать более строгого подтверждения держателей доменов, и этой задачей, возможно, в конечном счете придется заниматься регистрационным центрам TLD вместо CA.

			Национальные СА

			Все описанные выше системы PKI предназначены для обеспечения доверия на глобальном уровне путем аутентификации ресурсов интернета, таких как адреса, наименования, и инфраструктуры серверов. Такие системы не зависят от контента, который передается в интернете между аутентифицированными органами. Доверие создается благодаря оперативным процедурам, по которым должен быть достигнут консенсус на глобальном уровне. По сути, такие процедуры контролируются конечными объектами, которые предпочитают доверять CA, включенным в конфигурацию их систем. Например, использование CA для регулирования контента привело бы к нарушению такого доверия и к возможной отмене CA в качестве доверенной стороны. Маловероятно, что национальный CA может считаться одним из решений вопросов безопасности, с которыми может сталкиваться страна.

			Другие стороны во многом подкрепляют это мнение. ICANN особо отмечает, что добавление дополнительных корневых CA значительно расширяет поверхность атаки системы. Система безопасна лишь настолько, насколько безопасен наименее безопасный или наименее надежный CA во всем наборе, любой CA с корневым сертификатом, включенным в программное обеспечение доверяющей стороны, представляет собой потенциальную проблему. В результате безопасность и надежность всей системы подрываются нарушениями или недобросовестным поведением любого CA. ICANN отметил, что видит будущее, в котором использование безопасности на базе доменов (DNSSEC) и аутентификации именованных объектов на базе DNS (DANE), а также успехи в подходах, предусматривающих прозрачность сертификатов, помогают ограничить такие риски. ICANN предлагает заинтересованным членам сотрудничать с IETF и Браузерным форумом CA.

			RIPE NCC, региональный регистрационный центр интернета, который покрывает значительную часть Европы и другие территории, отреагировал на обсуждение RPKI. RIPE предлагает различные формы онлайновой подготовки и считает, что развивающиеся страны (в частности, их государственные администрации) смогут в полной мере воспользоваться преимуществами системы RPKI, управляемой RIR, подавая пример и поощряя частных операторов в своих странах получать сертификаты на имеющиеся у них ресурсы нумерации интернета. Более широкое принятие такой практики сетевыми операторами во всем мире позволит большему количеству операторов принимать решения о маршрутизации на основе правомерности сертификатов RPKI, что приведет к более надежной системе маршрутизации интернета для всех.30

			6.3	Партнерства в сфере кибербезопасности

			Как отмечалось ранее в главе 3 отчета, общей темой, которая подчеркивалась в различных вкладах, была важность партнерств в сфере кибербезопасности. Решением этих проблем не может заниматься какое-либо одно правительство, частная компания или международная организация. Здесь требуется совместный подход. Этот вопрос рассматривался Соединенными Штатами Америки и Нидерландами в их совместном вкладе по Глобальному форуму по обмену опытом в области компьютерных технологий (ГФКТ)31 (Документ 2/332). Во вкладе представлена базовая информация и дано краткое описание ГФКТ. ГФКТ − это одна из ключевых добровольных инициатив с участием многих заинтересованных сторон по укреплению международной солидарности и предоставлению политической, технической и финансовой поддержки усилиям по укреплению международного сотрудничества между всеми заинтересованными сторонами в вопросах, связанных с киберпространством. ГФКТ содействует созданию потенциала в киберпространстве с таким замыслом, чтобы вопросы безопасности, экономики и прав человека были неразрывно связаны между собой. ГФКТ был создан в целях укрепления потенциала и компетентности в сфере киберпространства, чтобы повысить эффективность существующих совместных усилий на международном уровне.

			В этом вкладе также кратко изложены ключевые инициативы ГФКТ и представлена ценная информация о членском составе ГФКТ и о том, как Государства-Члены и Члены Секторов могут присоединиться к этой глобальной инициативе.

			Другие области

			В нескольких вкладах рассматриваются другие аспекты кибербезопасности, в том числе относящиеся к банковской отрасли,32 а также потребность в технологически нейтральных подходах; риски утечки персональных данных, а также необходимость обеспечения кибербезопасности в “умных” городах.33 Эти области не были глубоко изучены в течение текущего исследовательского периода.

			7	ГЛАВА 7 – Национальный опыт использования системы общих критериев в сфере безопасности

			Круг ведения группы по Вопросу 3/2 предусматривает, что мы приступим к исследованию национального опыта использования системы общих критериев в сфере безопасности. В рамках этого исследования группа по Вопросу 3/2 получила от Соединенного Королевства Великобритании и Северной Ирландии вклад,34 где изложен опыт этой страны в использовании “общих критериев” в качестве авторитетной, открытой, международной системы, помогающей проектировщикам и операторам ИТ-систем в выборе ИТ-продуктов, которые имеют соответствующие уровни гарантии безопасности. Несмотря на отсутствие какого-либо одного инструмента или подхода, гарантирующего защищенность систем, “общие критерии” являются общепринятой и зрелой системой, содействующей покупателям в выборе продуктов, для которых гарантия безопасности имеет важное значение. С 2000 года действует Договоренность о признании общих критериев (CCRA). Ее функция заключается в повышении доступности прошедших надежную оценку продуктов в сфере ИТ-безопасности и устранении бремени дублирования оценок. Тестирование безопасности проводится в независимых лабораториях с соблюдением согласованных стандартов. Такие лаборатории должны быть лицензированы как компетентные и независимые. Совсем недавно (в 2014 году) CCRA была обновлена в целях поддержки методов более подробной спецификации с привлечением отраслевых экспертов, академических организаций и т. д. для установления основных требований, предъявляемых к каждой технологической области, которые затем могут быть четко оценены всеми сторонами.

			Группа по Вопросу 3/2 также получила два вклада от Исламской Республики Иран, в которых рассматриваются альтернативные подходы. Это мнение состоит в том, что оценка кибербезопасности на национальном уровне требует непрерывного измерения показателей кибербезопасности. Чтобы планировать и внедрять эффективную национальную систему управления кибербезопасностью (NCMS), настоятельно требуется разработать надлежащую национальную программу измерения кибербезопасности (NCMP). NCMP способствует принятию решений и повышает результаты деятельности и подотчетность на национальном уровне.35

			Во втором вкладе отмечается, что для оценки эффективности системы управления информационной безопасностью на национальном уровне необходима основанная на передовом опыте структура для определения и использования набора мер и измерений. Аналогично структуре НСКec,36 которая полностью основана на стандарте ISO/IEC 2700137 для ISMS на организационном уровне, была предложена “система измерения национальной кибербезопасности”.38 Она основана на стандартах ISO/IEC 2700439 и NIST-800-55-R1,40 оба из которых разработаны для оценки кибербезопасности на уровне организации. Кроме того, как и в случае, основанном на стандарте ISO/IEC 27001, необходимо “определять, каким образом проводить измерение эффективности выбранных мер и средств контроля и управления и их групп, и устанавливать, каким образом должны использоваться меры измерений для оценки эффективности мер и средств контроля и управления, с тем чтобы получать сопоставимые и воспроизводимые результаты” на национальном уровне.

			Поскольку, как представляется, эти вклады выходят за рамки национального опыта, группа по Вопросу 3/2 установила взаимодействие с работой ОТК1/ПК27 ИСО/МЭК, который ответил, что ожидается дополнительная работа в этой области.

			МСЭ предлагает технический отчет “Эффективное использование стандартов безопасности”41, который предназначен для оказания помощи пользователям, особенно из развивающихся стран, в лучшем понимании значения использования связанных с безопасностью Рекомендаций МСЭ-Т в различных контекстах (например, бизнес, коммерция, правительство, отрасль).

			Также МСЭ-Т предлагает Добавление к Рекомендации МСЭ-T X.1054 “Передовой опыт применения Рекомендации МСЭ-T X.1054 | ISO/IEC 27014 по управлению информационной безопасностью – Случай Буркина Фасо”.42

			8	ГЛАВА 8 – Выводы и рекомендации на следующий исследовательский период

			В течение этого сокращенного исследовательского периода группа по Вопросу 3/2 рассмотрела многочисленные аспекты кибербезопасности, изучив несколько страновых конкретных ситуаций и проведя ряд семинаров-практикумов, в рамках которых были представлены рекомендации по многим аспектам разработки стратегий в области кибербезопасности. Группа рассмотрела и внесла свой вклад в работу БРЭ по глобальному Индексу кибербезопасности.

			Группа по Вопросу 3/2 МСЭ-D рекомендует продолжать деятельность в рамках текущего круга ведения. Группа рекомендует рассматривать меняющиеся и новые (технические) угрозы помимо спама и вредоносных программ. Так необходимо более подробно рассмотреть вопрос мошенничества с SIM-банками, который подняли некоторые развивающиеся страны. Следует сделать акцент на дополнительном наращивании потенциала, при этом необходимо делать упор на проведение бóльшего числа семинаров-практикумов, использование бóльшего объема учебных материалов в региональных и местных условиях. Следует уделить особое внимание продолжению сотрудничества с соответствующими организациями, такими как FIRST, GFCE и ISOC. Необходимо продолжать сотрудничество в сфере накопления национального опыта. Необходимо продолжать проведение обследования по осведомленности о кибербезопасности при условии, что до проведения ВКРЭ будет возможность найти надлежащие ресурсы. Группа по Вопросу должна продолжать работать в тесном сотрудничестве с БРЭ по проверке и разработке мер, касающихся кибербезопасности, таких как GCI. В частности, группе следует продолжить работу по определению мер по улучшению ситуации с показателями, сбором данных и анализом. Необходимо также продолжать работу по защите ребенка в онлайновой среде.

			Последние несколько исследовательских периодов были использованы для развития методов работы Исследовательской комиссии МСЭ-D. Группа по Вопросу 3/2 высоко оценивает меры ВКРЭ по поощрению продолжения такого развития. В частности, на конференции необходимо рассмотреть вопрос о предоставлении возможности структуризации работы на основе годовых периодов, с тем чтобы можно сконцентрировать усилия на конкретных вопросах.

			Наконец, в рамках первого конкретного рассмотрения этого исследуемого Вопроса (Вопрос 22/1 “Защищенность сетей информации и связи: передовой опыт по созданию культуры кибербезопасности”) были разработаны рекомендации в отношении национальных стратегий по повышению кибербезопасности имеющей решающее значение инфраструктуры. Эта работа должна быть проанализирована с учетом прошедшего времени.
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			Abbreviations and acronyms

			Various abbreviations and acronyms are used through the document, they are provided here.
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							ACTIVE

						
							
							Advanced Cyber Threats response InitiatiVE

						
					

					
							
							AICPA

						
							
							American Institute of Certified Public Accountants

						
					

					
							
							ANTIC

						
							
							National Information and Communication Technologies Agency

						
					

					
							
							APT

						
							
							Advanced Persistent Threats

						
					

					
							
							BDT

						
							
							Telecommunication Development Bureau

						
					

					
							
							BGP

						
							
							Border Gateway Protocol

						
					

					
							
							BGPSEC

						
							
							Border Gateway Protocol Security

						
					

					
							
							C&C

						
							
							Command and Control

						
					

					
							
							CCRA

						
							
							Common Criteria Recognition Agreement

						
					

					
							
							CIIs

						
							
							Critical Information Infrastructures

						
					

					
							
							CIOs

						
							
							Chief Information Officer

						
					

					
							
							CISO

						
							
							Chief Information Security Officer

						
					

					
							
							CISOs

						
							
							Chief Information Security Officer

						
					

					
							
							COP

						
							
							Child Online Protection

						
					

					
							
							CRR

						
							
							Cyber Resilience Review

						
					

					
							
							CSRIC

						
							
							Communications Security, Reliability and Interoperability Council

						
					

					
							
							CSRIC

						
							
							Communications Security, Reliability and Interoperability Council

						
					

					
							
							DANE

						
							
							DNS-based Authentication of Named Entities

						
					

					
							
							DHS

						
							
							U.S. Department of Homeland Security

						
					

					
							
							DKIM

						
							
							Domain Keys Identified Mail

						
					

					
							
							DMARC

						
							
							Domain-based Message Authentication and Conformance

						
					

					
							
							DNSSEC

						
							
							DNS Security Extensions

						
					

					
							
							DOE

						
							
							U.S. Department of Energy

						
					

					
							
							FCC

						
							
							U.S. Federal Communications Commission

						
					

					
							
							GCA

						
							
							Global Cybersecurity Agenda

						
					

					
							
							GCI

						
							
							Global Cybersecurity Index
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							Global Cyber Security Capacity Centre

						
					

					
							
							GFCE

						
							
							Global Forum on Cyber Expertise

						
					

					
							
							GFCE

						
							
							Global Forum on Cyber Expertise

						
					

					
							
							IAB

						
							
							Internet Architecture Board

						
					

					
							
							IAPCs

						
							
							Internet Addiction Prevention Center

						
					

					
							
							ICS

						
							
							Incommunication systems
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							Industrial Control Systems Computer Emergency Response Team

						
					

					
							
							ICT

						
							
							Information and Communications Technology

						
					

					
							
							IEEE

						
							
							Institute of Electrical and Electronic Engineers

						
					

					
							
							IETF

						
							
							Internet Engineering Task Force
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							International Multilateral Partnership against Cyber Threats

						
					

					
							
							IoT

						
							
							Internet of Things

						
					

					
							
							IoT

						
							
							Internet of Things
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							Internet Protocol

						
					

					
							
							IS

						
							
							Information Security

						
					

					
							
							ISACA

						
							
							Information Systems Audit and Control Association

						
					

					
							
							ISACs

						
							
							Information Sharing and Analysis Centers

						
					

					
							
							ISPs

						
							
							Internet service providers

						
					

					
							
							ITU

						
							
							International Telecommunication Union

						
					

					
							
							ITU-D

						
							
							ITU Telecommunication Development Sector

						
					

					
							
							KISA

						
							
							Korea Internet & Security Agency

						
					

					
							
							LDCs
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							MIC
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							MSIP

						
							
							Korea’s Ministry of Science, ICT and Future Planning
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							National Cybersecurity and Communications Integration Center
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							National Cybersecurity Measurement Program
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							National Cybersecurity Measurement Program

						
					

					
							
							NCMS
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							National Internet Registries

						
					

					
							
							NIST
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							Regional Internet Registries
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							Security System-on-Chip
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							Transport Layer Security
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							United Kingdom
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							United Nations Office on Drugs and Crime

						
					

					
							
							US-CERT

						
							
							United States Computer Emergency Readiness Team

						
					

					
							
							WSIS

						
							
							World Summit on the Information Society

						
					

					
							
							WTDC

						
							
							World Telecommunication Development Conference

						
					

				
			

		

	
		
			Annexes

			Annex 1: The Global Cybersecurity Index 2017

			The Global Cybersecurity Index (GCI) is a survey that measures the commitment of Member States to cybersecurity in order to raise awareness.

			The GCI revolves around the ITU Global Cybersecurity Agenda (GCA) and its five pillars (legal, technical, organizational, capacity building and cooperation). For each of these pillars, questions were developed to assess commitment. Through consultation with a group of experts, these questions were weighted in order to arrive at an overall GCI score. The survey was administered through an online platform through which supporting evidence was collected.

			One-hundred and thirty-four Member States responded to the survey throughout 2016. Member States who did not respond were invited to validate responses determined from open-source research. As such, the GCI results cover all 193 ITU Member States.

			Key findings and results

			There is a huge range in cybersecurity commitments around the world as the heat map below illustrates. Out of the 193 Member States covered, scores range from less than one to over 90.

			Level of commitment: from dark green (highest) to red (lowest).

			Figure 1A: GCI heat map
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			The GCI 2017 continues to show the commitment of countries around the world to cybersecurity. The overall picture shows improvement and strengthening of all five elements of the cybersecurity agenda in various countries in all regions. The level of development of the different pillars varies from country to country in the regions. In addition to the score, this index provides a set of illustrative practices that give useful insights into the achievements of certain countries.

			The six ITU regions were presented in the report (Africa, Americas, Arab States, Asia and the Pacific, Commonwealth of Independent States and Europe). For a global view, all of the six regions are represented in the top ten commitment level in the GCI. This suggests that being a leading performer is not strictly tied to geographic location. 

			Table 1A: Most committed countries, GCI (normalized score)

			
				
					
					
					
					
					
					
					
				
				
					
							
							Country

						
							
							GCI score

						
							
							Legal

						
							
							Technical

						
							
							Organizational

						
							
							Capacity building

						
							
							Cooperation

						
					

				
				
					
							
							Singapore

						
							
							0.92

						
							
							0.95

						
							
							0.96

						
							
							0.88

						
							
							0.97

						
							
							0.87

						
					

					
							
							United States 

						
							
							0.91

						
							
							1

						
							
							0.96

						
							
							0.92

						
							
							1

						
							
							0.73

						
					

					
							
							Oman

						
							
							0.87

						
							
							0.98

						
							
							0.82

						
							
							0.85

						
							
							0.95

						
							
							0.75

						
					

					
							
							Estonia

						
							
							0.84

						
							
							0.99

						
							
							0.82

						
							
							0.85

						
							
							0.94

						
							
							0.64

						
					

					
							
							Mauritius

						
							
							0.82

						
							
							0.85

						
							
							0.96

						
							
							0.74

						
							
							0.91

						
							
							0.70

						
					

					
							
							Georgia

						
							
							0.81

						
							
							0.91

						
							
							0.77

						
							
							0.82

						
							
							0.90

						
							
							0.70

						
					

				
			

			The full GCI 2017 report with global and regional scores can be found at http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx.

			As the GCI shows, there is a wide gulf in cyber preparedness around the globe. This gap exists between and within regions. The research revealed that while increased Internet access and more mature technological development is correlated with improvement in cybersecurity at the global level, it has the opposite effect among countries with developing economies and lower levels of technological development. The data collection shows that there is need for the developed world to help and more cooperation could be initiated between developed and developing countries to assist them in cybersecurity development. For the GCI to have an impact on raising awareness on this crucial emerging concern over time, continuity of GCI efforts is essential; ITU welcomes all Member States and industry stakeholders to actively participate in the future research and development, to enhance the current reference model.

			The success of the future data collection exercise largely depends on the response rate and quality to the questionnaire and ITU calls on all Member States to take part in the next GCI exercise.

			GCI reference model

			The Global Cybersecurity Index (GCI) is a composite index combining 24 indicators into one benchmark measure to monitor and compare the level of Member States' cybersecurity commitment with regard to the five pillars identified by the High-Level Experts Group and endorsed by the Global Cybersecurity Agenda (GCA). These pillars form the five sub-indices of GCI. First developed by ITU in partnership with ABI Research in 2013, and with results presented in November 2014, the GCI is included under Resolution 130 (Rev. Busan, 2014). It is being enhanced in response to ITU Member States' request to develop a cybersecurity index and publish updates regularly.

			The main objectives of the GCI are to measure:

			–	The type, level and evolution over time of cybersecurity commitment in countries and relative to other countries;

			–	Progress in cybersecurity commitment of all countries from a global perspective;

			–	Progress in cybersecurity commitment from a regional perspective;

			–	The cybersecurity commitment divide, i.e. the difference between countries in terms of their level of engagement in cybersecurity initiatives.

			The objective of the GCI as an initiative is to help countries identify areas for improvement in the field of cybersecurity, as well as to motivate them to take action to improve their ranking, thus helping raise the overall level of cybersecurity worldwide. Through the information collected, the GCI aims to illustrate the practices of other countries so that Member States can implement selected aspects suitable to their national environment, with the added benefit of helping harmonize practices and foster a global culture of cybersecurity.

			Background

			The GCI is included under Resolution 130 (Rev. Busan, 2014) on strengthening the role of ITU in building confidence and security in the use of information and communication technologies. Specifically, Member States are invited “to support ITU initiatives on cybersecurity, including the Global Cybersecurity Index (GCI), in order to promote government strategies and the sharing of information on efforts across industries and sectors”.

			A first iteration of the GCI was conducted in 2013/2014 in partnership with ABI Research, and the final results have been published. A total of 105 countries had responded out of 193 ITU Member States. Secondary data was used to build the index for non-respondents and was sent to them for verification/endorsement.

			Following feedback received from various communities, a second iteration of the GCI was undertaken and the Report43 was presented during WSIS-17. This new version is  formulated around an extended participation from Member States (134 countries responded to the online survey while 59 countries did not provide primary data), experts and industry stakeholders as contributing partners. An enhanced reference model has thereby been devised. Throughout the steps of this new version, Member States were consulted using various vehicles including ITU-D Study Group 2 Question 3/2.

			Conceptual framework

			The GCA is the ITU framework for international multi-stakeholder cooperation in cybersecurity aimed at building synergies with current and future initiatives. It focuses on the following five pillars: legal, technical, organizational, capacity building and cooperation.

			Figure 2A: GCA

			[image: ]

			Figure 2A is an illustration of the linkages between the main index, the five sub-indices (different colours) and the GCA. This is in keeping with the cybersecurity development tree map elaborated in the methodology section and its maturity increases as indicated by the deeper tones of colour. The tree has been expanded for a sub-part of the legal pillar only for the sake of clarity and given the space constraint in presenting the complete picture.

			Figure 3A: GCA linkages
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			Legal sub-index: Legal measures empower a nation state to establish basic response mechanisms through investigation and prosecution of crimes and the imposition of sanctions for non-compliance or breach of law. A legislative framework sets the minimum standards of behaviour across the board on which further cybersecurity capabilities can be built. Ultimately, the goal is to enable all nation states to have adequate legislation in place in order to harmonize practices at the regional/international level, and facilitate international combat against cybercrime. The legal environment is evaluated based on the number of legal institutions and frameworks dealing with cybersecurity and cybercrime.

			Technical sub-index: Technology is the first line of defence against cyber threats. Without adequate technical capabilities to detect and respond to cyberattacks, nation states remain vulnerable. Effective ICT development and use can only truly prosper in a climate of trust and security. Nation states therefore need to establish accepted minimum security criteria and accreditation schemes for software applications and systems. These efforts need to be accompanied by the creation of a national entity focused on dealing with cyber incidents, a responsible government agency and a national framework for watch, warning and incident response. The technical component is evaluated based on the number of frameworks dealing with cybersecurity by the nation state.

			Organizational sub-index: Organizational measures are necessary for the proper implementation of any national initiative. A broad strategic objective needs to be set by the nation state, along with a comprehensive plan in implementation, delivery and measurement. National agencies need to be present to implement the strategy and evaluate the results. Without a national strategy, governance model and supervisory body, efforts in different sectors become disparate, thwarting efforts to attain national harmonization in cybersecurity capability development. The organizational structures are evaluated based on the existence of institutions and strategies concerning cybersecurity development at the national level.

			Capacity-building sub-index: Capacity building is intrinsic to the first three measures (legal, technical and organizational). Cybersecurity is most often tackled from a technological perspective even though there are numerous socio-economic and political implications. Human and institutional capacity building is necessary to enhance knowledge and know-how across sectors, to formulate appropriate solutions, and promote the development of competent professionals. Capacity building is evaluated based on the number of research and development, education and training programmes and certified professionals and public sector agencies.

			Cooperation sub-index: Cybercrime is a global problem and is blind to national borders or sectoral distinctions. As such, tackling cybercrime requires a multi-stakeholder approach with inputs from all sectors and disciplines. Greater cooperation can enable the development of much stronger cybersecurity capabilities, helping to deter repeated and persistent online threats and enable better investigation, apprehension and prosecution of malicious agents. National and international cooperation is evaluated based on the number of partnerships, cooperative frameworks and information sharing networks.

			Methodology 

			The GCI 2017 includes 25 indicators (157 questions). The indicators used to calculate the GCI were selected on the basis of the following criteria:

			–	Relevance to the five GCA pillars and in contributing towards the main GCI objectives and conceptual framework;

			–	Data availability and quality;

			–	Possibility of cross verification through secondary data.

			The whole concept of a new iteration of the GCI is based on a cybersecurity development tree map and binary answer possibilities. The tree map concept, which is illustrated below, is an answer to different possible paths that might be taken by countries in order to enhance their cybersecurity commitment. Each of the five pillars are associated with a specific colour (the same code as that used in the Cyberwellness country profiles). The deeper the path taken, indicating a more developed level of commitment, the deeper the colour depicting it becomes.

			The various levels of cybersecurity development among countries, as well as the different cybersecurity needs reflected by a country's overall ICT development status, were taken into consideration. The concept is based on an assumption that the more developed cybersecurity is, the more complex the solutions observed will be. Therefore, the further a country goes along the tree map by confirming the presence of pre-identified cyber solutions, the more complex and sophisticated the cybersecurity development is within that country, allowing it to obtain a higher score with the GCI.

			The rationale behind using binary answer possibilities is the elimination of opinion-based evaluation and of any possible bias towards certain types of answers. Moreover, the simple binary concept will allow quicker and more complex evaluation as it will not require lengthy answers from countries. This, in turn, is assumed to accelerate and streamline the process of providing answers and further evaluation. The idea is that the respondent will only confirm the presence or lack of certain pre-identified cybersecurity solutions. An online survey mechanism, which will be used for gathering answers and uploading all relevant materials, will enable the extraction of good practices, information for Cyberwellness profiles and a set of thematic qualitative evaluations by a panel of experts.

			The key difference in methodology between GCI Version 1 and GCI Version 2 is the use of a binary system instead of a three-level system. The binary system evaluates the existence or absence of a specific activity, department or measure. Unlike GCI Version 1, it does not take ‘partial’ measures into consideration. The facility for respondents to upload supporting documents and URLs, is a way of providing more information to substantiate the binary response. Furthermore, a number of new questions have been added in each of the five pillars in order to refine the depth of research.

			The detailed computation of the sub-indices and of the main index are provided in the report. Apart from building the index, open-ended questions have been included in the questionnaire to cater for additional requirements from ITU-D Study Group 2 Question 3/2 which do not fit within the GCI computation.

			Figure 4A: Global cybersecurity agenda
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			Figure 5A: GCI approach
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			1.1	Definition of indicators

			–	Legal measures

			Legislation is a critical measure for providing a harmonized framework for entities to align themselves to a common regulatory basis, whether on the matter of prohibition of specified criminal conduct or on minimum regulatory requirements. Legal measures also allow a nation state to set down the basic response mechanisms to breaches: through investigation and prosecution of crimes and the imposition of sanctions for non-compliance or breach of law. A legislative framework sets the minimum standards of behaviour across the board, applicable to all, and on which further cybersecurity capabilities can be built. Ultimately, the goal is to enable all nation states to have adequate legislation in place in order to harmonize practices supranationally and offer a setting for interoperable measures, facilitating international combat against cybercrime.

			The legal environment can be measured based on the existence and number of legal institutions and frameworks dealing with cybersecurity and cybercrime. The sub-group is composed of the following indicators:

			–	Cybercriminal legislation

			Cybercrime legislation designates laws on the unauthorized (without right) access, interference, interception of computers, systems and data. This also includes procedural law, and any existing articles on the expedited preservation of stored computer data, production orders, real-time collection of computer data, extradition, mutual assistance, confidentiality and limitation on use; as well as any case law on cybercrime or computer misuse.

			–	Cybersecurity regulation

			Cybersecurity regulation designates laws dealing with data protection, breach notification, cybersecurity certification/standardization requirements, implementation of cybersecurity measures, cybersecurity audit requirements, privacy protection, child online protection, digital signatures and e-transactions, and the liability of Internet service providers.

			–	Cybersecurity training

			Cybersecurity training for law enforcement officers, judicial and other legal actors designates professional and technical training that can be recurring for police officers, enforcement agents, judges, solicitors, barristers, attorneys, lawyers, paralegals and other persons of the legal and law enforcement profession.

			1.2	Technical measures

			Technology is the first line of defence against cyber threats and malicious online agents. Without adequate technical measures and the capabilities to detect and respond to cyberattacks, nation states and their respective entities remain vulnerable to cyber threats. The emergence and success of ICTs can only truly prosper in a climate of trust and security. Nation states therefore need to be capable of developing strategies for the establishment of accepted minimum security criteria and accreditation schemes for software applications and systems. These efforts need to be accompanied by the creation of a national entity focused on dealing with cyber incidents at a national level, at the very least with a responsible government agency and with an accompanying national framework for watch, warning and incident response.

			Technical measures can be measured based on the existence and number of technical institutions and frameworks dealing with cybersecurity endorsed or created by the nation state. The sub-group is composed of the following indicators:

			1.2.1	National CERT/CIRT/CSIRT

			The establishment of a CIRT/CERT/CSIRT44 with national responsibility provides the capabilities to identify, defend, respond and manage cyber threats and enhance cyberspace security in the nation state. This ability needs to be coupled with the gathering of the nation's own intelligence instead of relying on secondary reporting of security incidents whether from the CIRT's constituencies or from other sources.

			1.2.2	Government CERT/CIRT/CSIRT

			A government CERT/CIRT/CSIRT is an entity that responds to computer security or cybersecurity incidents which affect solely governmental institutions. Apart from reactive services, it may also engage in proactive services such as vulnerability analysis and security audits. Unlike the national CERT which services both the private and public sectors, the government CERT provides its services to constituents from the public sector only.

			1.2.3	Sectoral CERT/CIRT/CSRIT

			A sectoral CERT/CIRT/CSIRT is an entity that responds to computer security or cybersecurity incidents which affect a specific sector. Sectoral CERTs are usually established for critical sectors such as healthcare, public utilities, emergency services and the financial sector. Unlike the government CERT, which services the public sector, the sectoral CERT provides its services to constituents from a single sector only.

			1.2.4	Cybersecurity standards implementation framework for organizations

			This indicator measures the existence of a government-approved (or endorsed) framework (or frameworks) for the implementation of internationally recognized cybersecurity standards within the public sector (government agencies) and within the critical infrastructure (even if operated by the private sector). These standards include, but are not limited to those developed by the following agencies: ISO, ITU, IETF, IEEE, ATIS, OASIS, 3GPP, 3GPP2, IAB, ISOC, ISG, ISI, ETSI, ISF, RFC, ISA, IEC, NERC, NIST, FIPS, PCI DSS, etc.

			1.2.5	Cybersecurity standards and certification for professionals

			This indicator measures the existence of a government-approved (or endorsed) framework (or frameworks) for the certification and accreditation of professionals by internationally recognized cybersecurity standards. These certifications, accreditations and standards include, but are not limited to, the following: Cloud Security knowledge (Cloud Security Alliance), CISSP, SSCP, CSSLP CBK, Cybersecurity Forensic Analyst (ISC²), GIAC, GIAC GSSP (SANS), CISM, CISA, CRISC (ISACA), CompTIA, C|CISO, CEH, ECSA, CHFI (EC Council), OSSTMM (ISECOM), PCIP/CCISP (Critical Infrastructure Institute), (No Suggestions) Certification, Q/ISP, Software Security Engineering Certification (Security University), CPP, PSP, PCI (ASIS), LPQ, LPC (Loss Prevention Institute), CFE (Association of Certified Fraud Examiners), CERT-Certified Computer Security Incident Handler (SEI), CITRMS (Institute of Consumer Financial Education), CSFA (Cybersecurity Institute), CIPP (IAPP), ABCP, CBCP, MBCP (DRI), BCCP, BCCS, BCCE, DRCS, DRCE (BCM), CIA, CCSA (Institute of Internal Auditors), (Professional Risk Managers International Association), PMP (Project Management Institute), etc.

			1.2.6	Child Online Protection

			This indicator measures the existence of a national agency dedicated to child online protection, the availability of a national telephone number to report issues associated with children on line, any technical mechanisms and capabilities deployed to help protect children on line, and any activity by government or non-government institutions to provide knowledge and support to stakeholders on how to protect children online.

			1.3	Organizational measures

			Organization and procedural measures are necessary for the proper implementation of any type of national initiative. A broad strategic objective needs to be set by the nation state, with a comprehensive plan in implementation, delivery and measurement. Structures such as national agencies need to be established in order to put the strategy into effect and evaluate the success or failure of the plan. Without a national strategy, governance model and supervisory body, efforts in different sectors and industries become disparate and unconnected, thwarting efforts to reach national harmonization in terms of cybersecurity capability development.

			The organizational structures can be measured based on the existence and number of institutions and strategies organizing cybersecurity development at the national level. The creation of effective organizational structures is necessary for promoting cybersecurity, combating cybercrime and promoting the role of watch, warning and incident response to ensure intra-agency, cross-sector and cross-border coordination between new and existing initiatives. The sub-group is composed of the following indicators: 

			1.3.1	Strategy

			The development of policy to promote cybersecurity is recognized as a top priority. A national strategy for cybersecurity should maintain resilient and reliable information infrastructure and aim to ensure the safety of citizens; protect the material and intellectual assets of citizens, organizations and the State; prevent cyber-attacks against critical infrastructures; and minimize damage and recovery times from cyber-attacks. Policies on national cybersecurity strategies or national plans for the protection of information infrastructures are those officially defined and endorsed by a nation state, and can include the following commitments: establishing clear responsibility for cybersecurity at all levels of government (local, regional and federal or national), with clearly defined roles and responsibilities; making a clear commitment to cybersecurity, which is public and transparent; encouraging private sector involvement and partnership in government-led initiatives to promote cybersecurity; a roadmap for governance that identifies key stakeholders.

			1.3.2	Responsible agency

			A responsible agency for implementing a national cybersecurity strategy/policy can include permanent committees, official working groups, advisory councils or cross-disciplinary centres. Most national agencies will be directly responsible for watch and warning systems and incident response, and for the development of the organizational structures needed for coordinating responses to cyberattacks. 

			1.3.3	Cybersecurity metrics

			This indicator measures the existence of any officially recognized national or sector-specific benchmarking exercises or referential used to measure cybersecurity development, risk-assessment strategies, cybersecurity audits, and other tools and activities for rating or evaluating resulting performance for future improvements. For example, based on ISO/IEC 27002-2005, a national cybersecurity standard (NCSec Referential) can help nation states respond to specify cybersecurity requirements. This referential is split into five domains: NCSec Strategy and Policies; NCSec Organizational Structures; NCSec Implementation; National Coordination; Cybersecurity Awareness Activities.

			1.4	Capacity building

			Capacity building is intrinsic to the first three measures (legal, technical and organizational). Understanding the technology, the risk and the implications can help to develop better legislation, better policies and strategies, and better organization as to the various roles and responsibilities. Cybersecurity is a relatively new area, not much older than the Internet itself. This area of study is most often tackled from a technological perspective; yet there are numerous socio-economic and political implications that have applicability in this area. Human and institutional capacity building is necessary to enhance knowledge and know-how across sectors, to apply the most appropriate solutions, and promote the development of the most competent professionals.

			A capacity-building framework for promoting cybersecurity should include awareness-raising and the availability of resources. Capacity building can be measured based on the existence and number of research and development, education and training programmes, and certified professionals and public sector agencies. Some data is collected through reliable secondary sources which actually provide certified training worldwide. The sub-group is composed of the following indicators:

			1.4.1	Standardization bodies

			Standardization is a good indicator of the level of maturity of a technology, and the emergence of new standards in key areas underlines the vital importance of standards. Although cybersecurity has always been an issue for national security and treated differently in different countries, common approaches are supported by commonly recognized standards. These standards include, but are not limited to those developed by the following agencies: ISO, ITU, IETF, IEEE, ATIS, OASIS, 3GPP, 3GPP2, IAB, ISOC, ISG, ISI, ETSI, ISF, RFC, ISA, IEC, NERC, NIST, FIPS, PCI DSS, etc. This indicator measures the existence of a national cybersecurity standardization body and activities in the development and implementation of cybersecurity standards.

			1.4.2	Cybersecurity best practices

			This indicator measures the research and publication of best practices and guidelines on cybersecurity technology and its use, management, and application to various scenarios. Best practices are methods or procedures which have a proven track record of success. Adopting best practices will not only reduce the probability of failure but also increase efficiency.

			1.4.3	Cybersecurity research and development programmes

			This indicator measures the investment into national cybersecurity research and development programmes at institutions which could be private, public, academic, non-governmental or international. It also considers the presence of a nationally recognized institutional body overseeing the programme. Cybersecurity research programmes include, but are not limited to, malware analysis, cryptography research and research into system vulnerabilities and security models and concepts. Cybersecurity development programmes refer to the development of hardware or software solutions that include but are not limited to firewalls, intrusion prevention systems, honey-pots and hardware security modules. The presence of an overarching national body will increase coordination among the various institutions and sharing of resources.

			1.4.4	Public awareness campaigns

			Public awareness includes efforts to promote widespread publicity campaigns to reach as many people as possible as well as making use of NGOs, institutions, organizations, ISPs, libraries, local trade organizations, community centres, computer stores, community colleges and adult education programmes, schools and parent-teacher organizations to get the message across about safe cyber-behaviour on line. This includes actions such as setting up portals and websites to promote awareness, disseminating support material and establishing cybersecurity adoption.

			1.4.5	Cybersecurity professional training courses

			This indicator measures the existence of national or sector-specific educational and professional training programmes for raising awareness with the general public (i.e. national cybersecurity awareness day, week, or month), promoting cybersecurity courses in the workforce (technical, social sciences, etc.) and promoting certification of professionals in either the public or the private sector.

			1.4.6	National education programmes and academic curricula

			This indicator looks at the existence and the promotion of national education courses and programmes to train the younger generation in cybersecurity-related skills and professions in schools, colleges, universities and other learning institutes. Cybersecurity-related skills include, but are not limited to, setting strong passwords and not revealing personal information on line. Cybersecurity-related professions include, but are not limited to, cryptanalysts, digital forensics experts, incident responders, security architects and penetration testers.

			1.4.7	Incentive mechanisms

			This indicator looks at any incentive efforts by government to encourage capacity building in the field of cybersecurity, whether through tax breaks, grants, funding, loans, disposal of facilities, and other economic and financial motivators, including dedicated and nationally recognized institutional body overseeing cybersecurity capacity-building activities. Incentives increase the demand for cybersecurity-related services and products, which improves defences against cyberthreats.

			1.5	Home-grown cybersecurity industry

			A favourable economic, political and social environment supporting cybersecurity development will incentivize the growth of a private sector around cybersecurity. The existence of public awareness campaigns, manpower development, capacity building and government incentives will drive a market for cybersecurity products and services. The existence of a home-grown cybersecurity industry is testament to such a favourable environment and will drive the growth of cybersecurity start-ups and associated cyber-insurance markets.

			1.6	Cooperation

			Cybersecurity requires input from all sectors and disciplines, and for this reason needs to be tackled from a multi-stakeholder approach. Cooperation enhances dialogue and coordination, enabling the creation of a more comprehensive cybersecurity field of application. Information sharing is difficult at best between different disciplines, and within private sector operators. It becomes increasingly so at the international level. However, the cybercrime problem is one of a global nature and is blind to national borders or sectoral distinctions. Cooperation enables sharing of threat information, attack scenarios and best practices in response and defence. Greater cooperative initiatives can enable the development of much stronger cybersecurity capabilities, helping to deter repeated and persistent online threats, and enable better investigation, apprehension and prosecution of malicious agents. National and international cooperation can be measured based on the existence and number of partnerships, cooperative frameworks and information sharing networks. The sub-group is composed of the following indicators:

			1.6.1	Bilateral agreements

			Bilateral agreements (one-to-one agreements) refer to any officially recognized national or sector-specific partnerships for sharing cybersecurity information or assets across borders by the government with one other foreign government, regional entity or an international organization (i.e. the cooperation or exchange of information, expertise, technology and other resources). The indicator also measures whether the agreement is legally binding or pending ratification. Information-sharing refers to the sharing of threat intelligence while assets designate the sharing of professionals (secondments, placements or other temporary assignments of employees), facilities, equipment and other tools and services.

			1.6.2	Multilateral agreements

			Multilateral agreements (one to multiparty agreements) refers to any officially recognized national or sector-specific programmes for sharing cybersecurity information or assets across borders by the government with multiple foreign governments or international organizations (i.e. the cooperation or exchange of information, expertise, technology and other resources). The indicator also measures whether the agreement is legally binding or pending ratification. Information sharing refers to the sharing of threat intelligence while assets designate the sharing of professionals (secondments, placements or other temporary assignments of employees), facilities, equipment and other tools and services.

			1.6.3	Public-private partnerships

			Public-Private Partnerships (PPP) refer to ventures between the public and private sector. This performance indicator can be measured by the number of officially recognized national or sector-specific PPPs for sharing cybersecurity information (threat intelligence) and assets (people, processes, tools) between the public and private sector (i.e. official partnerships for the cooperation or exchange of information, expertise, technology and/or resources), whether nationally or internationally.

			1.6.4	Interagency partnerships

			This performance indicator refers to any official partnerships between the various government agencies within the nation state (does not refer to international partnerships). This can designate partnerships for information – or asset-sharing between ministries, departments, programmes and other public sector institutions.

			

			
				
					43	http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx.

				

				
					44	A Computer Incident Response Team (CIRT), Computer Emergency Response Team (CERT), or Computer Security Incident Response Team (CSIRT) is a team of IT security experts whose main business is to respond to computer security incidents. It provides the necessary services to handle them and support their constituents to recover from breaches. Source: A step by step approach on how to set up a CSIRT – ENISA.

				

			

		

	
		
			Annex 2: Compendium on cybersecurity country case studies

			This annex presents the Question 3/2 compendium of relevant cybersecurity activities being conducted by Member States, (including Member States’ national experiences), organisations, the private sector and civil society at the national, regional and international levels. The compendium is based on contributions submitted during the 2014-2017 study cycle.

			Member States’ National Experiences Relating to Cybersecurity

			
				
					
				
				
					
							
							Country: Korea (Republic of) 

						
					

				
			

			Document: 2/65

			Title: Personal information breaches and countermeasures of the Government of Republic of Korea

			Summary: Republic of Korea discusses their experiences with personal information breaches and countermeasures. This document discussed the loss of at least of 20 million bank and credit card users in Korea in January of 2014, as an example. The government of Korea developed four measures to respond to the breaches, which included creation of an atmosphere for activating private investment on information security, expansion of the information security budget in the public sector, government support for the information security industry as a new economic growth engine, expansion of training of information security experts, and reinforcement of response measures to cyber threats.

			Background

			As new information communication technologies and services such as cloud computing, SNS and big data develop, so do new threats, and at times they can outpace even the new regulatory requirements for information security. Recently, there has been increasing attention on these emerging technologies, services and the risks, challenges they present to those providing and utilizing them to assess their risks as well as the benefits.

			Setting aside the benefits of these technologies and services, the cost of those challenges is enormous. According to recent study, the annual cost to the global economy from cybercrime is more than $400 billion.45 A conservative estimate would be $375 billion in losses, while the maximum could be as much as $575 billion. Cyber threats, data breaches and high-risk vulnerabilities continued to grow, and the severity of these attacks have intensified, especially against financial and banking institutions as well as retail outlets. Nevertheless, governments and companies underestimate how much risk they face from cybercrime and how quickly this risk can grow.

			Most of enterprises and public organizations have regarded the investment on information security as a mere burden so the level of investment ratio on information security remain still very low. Since the growth of electronically collected, transmitted, distributed and stored information has resulted in more and larger damages and data breaches present a costly and significant threat to companies in all lines of business, it is imperative to foster the capability of information security in both private and public sector.

			The wide spectrum of cyber threats can have a disastrous impact globally, and it is desired that information on current cybersecurity challenges and national experiences from Member States in this regard are collected and shared.

			Cases of personal data breach in the Republic of Korea

			For the past few years, Korea has been experiencing massive data breaches in online game industry, e-commerce, financial industry, and so on. However, unprecedented credit card data breaches panicked the whole nation. The personal data of at least 20 million bank and credit card users in Korea has been leaked January 2014, one of the country’s biggest ever breaches.

			Many major firms in Korea have seen customers’ data leaked in recent years, either by hacking attacks or by their own employees. In the latest case, an employee who had been dispatched to upgrade the security systems of client card companies from personal credit ratings firm, Korea Credit Bureau(KCB), has been arrested and accused of stealing the data from customers of three credit card firms while working for them as a temporary consultant. Korean financial regulator, the Financial Supervisory Service (FSS) confirmed the total number of affected users as at least 20 million, in a country of 50 million populations.

			The stolen data includes the customers’ names, resident registration numbers (RRNs), phone numbers, credit card numbers and expiration dates. The employee later sold the data to phone marketing companies. And the case was much worse than initially thought. As the inspection of the authority went on, the scope of personal data leaked from the three major local credit card companies, snowballed to an unexpected scale. Many of the country’s major financial institutions were affected by the leaks, too.

			Personal data breach not only causes damages on brand reputation, but also make negative impact on confidence in online environment as a whole. For better and safer activities online, it is very important to make a concerted and comprehensive effort to prevent the incident beforehand and take appropriate measures for recovery.

			Response and way forward

			After thorough investigation and survey on current status of information security both in private and public sector, Korean government announced “Comprehensive Personal Data Protection Plan” in July and suggested investment stimulation as one of main objectives to prevent personal information breach and make safer online environment.

			With the recognition that nationwide investment on information security is necessary to minimize the damages from data breaches and information spill, Korean government declared its intention to promote information security industry and train cybersecurity experts actively while fostering conditions for the voluntary investment on information security in private sector.

			Among major schemes, Korean government has unveiled the plan which involves 5 main measures to expand the information security market size to double by 2017. The measures and detailed plans are as follows:

			–	The first measure involves the creation of atmosphere for activating private investment on information security. For this purpose, various incentives would be provided such as deduction of tax payment for SMEs that invest on information security facilities and products, advantages for enterprises which abide by government guidelines on information security when they apply for the government projects, and incentives for SMEs which hire information security experts. 

			–	The second measure involves the expansion of information security budget in public sector. For this purpose Korean government plans to develop the information security budget appropriation guideline and raise the ratio of information security budget compared with informatization budget to 10 per cent until 2017. Also government plans to develop the guideline for calculating cost of information security services and standard form for information security service contracts in public sector.

			–	The third measure involves the government support for information security industry as a new economic growth engine. Korean government plans to develop the information security roadmap for Internet of Things (IoT) in 2014 and establish test bed, secure imbedded OS, and so on. In addition, government plans to develop 10 advanced information security technologies and products including cyber black box, anti-APT tools. Furthermore, government plans to develop technologies that can guarantee the certain level of security of personal information such as light encryption technologies that can be utilized in various devices while preventing the falling off in quality of the performance of encrypting personal information and detection technology of information extraction by newly raging malwares.

			–	The fourth measure involves the expansion of information security experts training. Korean government plans to proceed the education and management system of core information security experts. First of all, government plan to foster approximately 5,000 most elite experts on information security by 2017. Government also plans to establish curriculum of special education for the gifted and create the cyber security specialized corps, units, and reserve forces so that information security experts should be able to continue their career in this area seamlessly.

			–	The last involves the reinforcement of cyber threats response measures. Development of cyber trap system (honeypot) which can collect and analyse the malicious codes automatically by 2015 and verification and treat system for the smishing (SMS phishing) by the end of this year. In addition, cyber threat information sharing with relevant organization will be proceeded. The reinforcement of 24 hours and 7 days monitoring system on various channels abused as malware distribution is one of major steps for the countermeasures as well.

			With above plans, Korean government also introduced a new alternative for RRNs for those who do not feel comfortable giving out their precious and unchangeable security number for routine transactions. RRNs, which is the basic Korean ID numbers, are needed for signing up for cell phone contracts, registering for employment, and making a bank account. However, in Korea, this 13-digit ID number, which contains a lot of unchangeable information such as sex, date of birth and place, are used for even more daily routine activities such as purchasing movie tickets via smartphone, buying a train ticket, or buying really anything online at all. However after scandals and data leaks in the past few years that led to security breaches that exposed personal information of millions from financial institutions, the government has decided to issue alternative numbers named “My PIN” that can be used instead of RRNs. The Korean government is confident that the new numbers are safer since they can be changed if they are lost or stolen whereas RRNs are permanent.

			It is true that regulatory measures never take up the speed of technological advance, but with more concerted effort for the information security with cooperation among relevant stakeholders, cyber space could be preserved more safe and secure. For this purpose, it is imperative that cyber space is protected through the active investment on the information security and it is necessary to foster virtuous circle in information security industry. In addition, it is important to make an effort to realize secure cyber society as we proceed with informatization.
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			Document: SG2RGQ/64

			Title: Korea’s Internet of Things security roadmap

			Summary: This contribution discusses a cross-sector approach released by the Korean government in September of 2014 for addressing security concerns relating to the Internet of Things that will include response mechanisms, anti-hacking mechanisms, and a new project “Secure Dome”.

			Background

			It is expected that threats on current cyberspace will be transferred to and expanded into the real world in the Internet of Things (IoT) environment in which all humans, devices and data are interconnected.

			Governments are placing big bets on the IoT era, in which physical objects, infrastructure and system are widely connected to the Internet. This new era is expected to increase productivity and efficiency across all industry sectors.

			Korea, which has played a leading role in ICT since 1990s with its advanced internet infrastructure and semiconductor technology, aim to take the leadership in this emerging trend. The Internet of Things as a huge transformative development – a way of boosting productivity, keeping people healthier, making transport more efficient, reducing energy needs, and tackling climate change, will lead a new industry revolution.

			In May 2014, The Korean Ministry of Science, ICT and Future Planning (MSIP) announced IoT master plan to boost the ecosystem in this sector by encouraging the development of both software and hardware and removing the unnecessary regulations for the growth of the IoT. It is expected that more than dozens of small and medium enterprises in the IoT sector will be supported based on the government’s employment road map.

			Despite promising outlooks and commitments from the public and private sectors, however, security threats increase as well amid the rising tide of IoT. This could result in more serious damage than in the personal computer era. For example, hackers can figure out when people go to bed and wake up, what kind of food they eat and what time they go to work by analysing the things, such as home appliances, automobiles and electricity they use. Connected automobiles can also be infiltrated by hackers, allowing them to control the engines, brakes and doors. And people of all ages use smart devices, such as smartphone, tablet, and other wearable devices nowadays, which play pervasive role in the IoT, anytime and anywhere. Since those smart devices store a lot of personal data, the impact could be devastating once those devices are hacked and infiltrated. Since many of those smart devices users are not familiar with how to cope with these vulnerability, they are exposed to exploitation all year round.

			Internet of things security roadmap of Korean government

			Since utilization of IoT will be directly intertwined into our daily lives by using consumer electronics, medical devices and so on, threats on IoT will be devastating as much as life threatening and also it will be very difficult to amend its security vulnerabilities or cost after full implementation. So it is high time for us to make a comprehensive plan for this urgent issue.

			Korean government released in late October 2014, a policy roadmap on information security for the Internet of Things, and outlined that the development of the IoT has caused a paradigm shift in the threat to information security which places a focus on security by design.

			The principle of protecting the information and function will be embedded in the development of related product and service from early stage of designing process across seven core sectors of IoT, which include home appliance, medical treatment, transportation, disaster, manufacturing, construction and energy. The government decided to propose three main security principles for structural design of the products as well as for the development of core elements and across the stages of supply chain. There will also be development of and assistance for security considerations for each sector. An information sharing and analysis system or IoT-ISAC will be established to study the weakness of respective product and service. For that purpose, the government plans to prepare a comprehensive response system stage by stage, so that it could respond promptly on the infiltration attempt. A national computer emergency response team will be developed, separate from the existing system of handling cyber threats to the Internet, with the exclusive aim of providing anti-hacking solutions based on information sharing and analysis of vulnerabilities specific to Internet of Things products and services. Also data security standards will be developed for the risk management throughout the entire supply chain from product and service design to deployment and maintenance, while security certification schemes will be introduced to help consumers and businesses make informed decisions on smart devices and services.

			Also a project called ‘Secure Dome’ will be launched to further the development of next generation IoT security technology. The Secure Dome Project will pursue development of nine major core technologies related to security that includes light-weight low-voltage encryption technology, security System-on-Chip (SoC), security operation system, security gateway, infiltration detection technology, security control system, smart certification, privacy protection technology and adaptive IoT security solution.

			An audition program for IoT research and development also will be introduced. The government will provide R&D budget by way of competition or through the evaluation of the results of the prior research and development.

			There will also be a full launch of demonstration project for the IoT security applied to seven major areas of IoT services that include smart home, smart car, smart factory, etc. A basic training for information protection and certification system for security will be introduced to engineering colleges. A project titled ‘IoT Security Brain’ which aims to foster talents in the combined field of security-convergence will also take off.

			Conclusion and way forward

			The IoT is emerging as the next technology mega-trend. By connecting to the Internet billions of everyday devices – ranging from fitness bracelets to industrial equipment – IoT merges the physical and online worlds, opening up a host of new opportunities and challenges for companies, governments and consumers.

			Korean security roadmap for IoT will implement essential infrastructure and technology components by 2018 to provide a safe environment for the use of Internet of Thing. It will serve as a platform for developing data security and privacy protection policy programs in each target area between 2015 and 2018.
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			Document: SG2RGQ/142 + Annex

			Title: Safe use of the Internet for children and youth in Korea

			Annex title: Online ethics

			Summary: In this contribution the Government of Korea shared its national experience in implementing strong measures to ensure online safety of children and adolescents, including the legal measures it adopted, as well as the challenges and implications of this experience.

			Background

			Most of the people using the Internet enjoy conveniences and efficiencies provided by a variety of good online services and activities. However, as a concomitant to the benefits of online activities, harmful consequences such as illegal and inappropriate content, dangerous and seductive contacts, improper treatment of privacy and personal information, online bullying, etc. are also occurring. As the average age of children having access to and using the Internet goes down, the safe use of the Internet among children is becoming a hot issue in most countries. In this regard, Korea is very active in taking measures to ensure the online safety of children and such measures range from legal and compulsory ones to online safety education.

			Legal measures for the online safety of adolescents

			Various social measures are initiated in Korea for children’s safe use of the Internet. Concerning legal measures, all minors under the age of 16 are not allowed to have access to online games from 24:00 AM to 6 AM under the Juvenile Protection Act.

			The Act on the Promotion of the Use of Information Network and Protection of Privacy obliges adult content providers to indicate a clear and visible notification of “not allowed for minors less than the age of 19” via signs ∙ symbols∙ numbers ∙ sounds, etc., block improper keyword searches of adolescents, and inform the service users (site visitors) of the legal enforcement (penalty) for the violation of adolescents protection. More stringent rules are imposed to adult content providers and major service providers (whose annual turnover is more than 1 Million USD or the number of visitors to their website is more than 100,000 per day), such as the appointment of adolescent protection officers and public release of the information of adolescent protection officers (name, position, phone number, e-mail etc.) in the front page of their website. The roles of adolescent protection officers include making an annual plan to protect adolescents online, blocking adolescents’ access to adult content, providing training of staffs about measures to protect adolescents, and receiving and handling users’ complaints or damages caused by improper services of adult content.

			The Telecommunications Business Act orders telecommunications service providers, when making a service contract with minors under age 19, to inform the minors and their guardians (parents) of filtering tools to block illegal and harmful content, and must let minors or their guardians install a filtering tool to the minors’ telecommunications device. If the filtering tool is removed from the device or set to be inactive for more than 15 days, the service provider must inform the guardian immediately.

			Online safety education

			Online safety education has been provided from 2002 by National Information Society Agency with the financial support of the Ministry of Science, ICT & Future Planning and the Korea Communications Commission. Such education programs have been offered to more than 500,000 persons including children, teachers and parents every year since 2002.

			Education for pre-schoolers are carried out by specially designed tools and Puppet shows throughout 1,200 kindergartens. Pupils in elementary schools participate in cyber ethics and safety education programs consisting of off-campus activity-based learning programs and club activities such as the Korea Internet Dream Star Program. 650 elementary schools per year participate in these cyber ethics and safety education programs.

			Students in middle and high schools attend cyber ethics and safety classes, which are taught by specially trained lecturers. Some schools run an intensive program composed of group discussions, poster or essay competitions for cyber ethics and safety, and street campaigns to promote the importance of cyber ethics and safety. Annually, around 1,000 middle and high schools participate in these cyber ethics and safety education programs.

			Physically disadvantaged young people should not be excluded from these cyber ethics and safety education programs. In Korea, 50 special schools have been given opportunities to participate in cyber ethics and safety education programs with the assistance of customized training materials and monetary support for the operation of cyber ethics and safety education programs. 

			The role of educators and parents is very critical in raising children’s and youth’s awareness about cyber ethics and safety. For this reason, the Korean Government offers specially designed training programs to improve the knowledge and understanding of teachers and parents on the issues of cyber ethics and safety. Every year, more than 4,000 teachers and 150,000 parents and adults participate in online and offline classes for cyber ethics and safety training.

			More details of Korea’s cyber ethics and safety education programs are provided in the attached document.

			Challenges and implications of Korea’s experience

			Online safety for children requires not only legal and compulsory measures but also self-regulating voluntary measures. Legal and compulsory measures may lead to visible and prompt effects, however, it may infringe individual freedom or the autonomy of service users. For instance, the introduction of the rule blocking minors’ access to online games from midnight triggered a hot debate about the validity and effectiveness of this measure and the legal rights of minors. The opponents of this measure assert that minors can avoid this rule by using another person’s ID, and this rule infringes on minor’s rights to control their own use of online games, as well as on parental rights to guide their children’s use of online content. In this sense, the Korean government has been providing online safety education for children, parents and teachers in addition to legal and compulsory measures.

			Another issue of online safety for children is the division of roles/responsibilities between service providers and service users. Parents may assert that service providers have to pay more efforts to the online safety of children in delivering their services, however, service providers may insist that parental guidance and awareness or education of adolescents is a more effective measure to ensure the online safety of children. Therefore, it is required for the government to keep the balance between the roles/responsibilities of service providers and users in the efforts for the online safety of children.

			Challenges Korea is currently faced with is to motivate all related stakeholders to participate in efforts for children’s safe use of the Internet. Despite the active initiatives taken by the government, the participation of private sectors, such as civil society and service providers, has been relatively low. The safe use of the Internet requires the close cooperation among families, schools, communities, work places, and online content providers, and thus the online safety of children cannot be achieved by the efforts of the government alone. Therefore, from now on, the Korean government’s role in supporting and coordinating relevant stakeholders to encourage their active participation in nationwide online safety efforts is all the more important.

			In concluding, it is hoped that the information this contribution provides will serve as a useful resource for countries preparing to initiate online safety programs for children and adolescents. Furthermore, it is suggested that Member States and organizations also share their experiences on the promotion of cyber ethics and safety for children and adolescents.
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			Document: SG2RGQ/30

			Title: Main cybersecurity activities in Cameroon

			Summary: This contribution provided an overview of Cameroon’s Internet deployment, and discusses an audit of cybersecurity in accordance with ISO-27002.  The contribution also provides an explanation Cameroon’s CSIRT, CIRT-ANTIC, which was set up with the assistance of IMPACT in 2012.

			Introduction

			Cameroon is a country on the Gulf of Guinea, with a surface area of around 475 442 km2, which shares borders with Nigeria to the west, Chad to the north, the Central African Republic to the east, and Congo, Gabon and Equatorial Guinea to the south. Its population was estimated at 22.25 million in 2013, with a gross national income per inhabitant of USD 1 290. With over 200 ethnic/linguistic groups, two official languages (French and English) and great cultural and climatic diversity, Cameroon has aptly been named “Africa in miniature”.

			Cameroon has four major telecommunication operators: Camtel, the historical operator, which remains public despite several unsuccessful attempts to privatize it; Orange and MTN, which have been present on the Cameroon market for over 15 years (1999 and 2000); and Viettel, which has been operational since 18 September 2014. The telephone penetration rate stood at around 70 per cent in December 2014, having been less than 1 per cent in 2000. There are an estimated 1 486 815 Internet users, corresponding to a penetration rate of 6.4 per cent (2 per cent in 2006). With MTN and Orange having been allocated 3G licences when their operating licences were renewed, the number of Internet users is sure to rise significantly over the coming years.

			Within this context, the issues of cybersecurity and the fight against cybercrime must be taken seriously. A law along these lines was promulgated in 2010, and since then numerous activities related to cybersecurity and the fight against cybercrime have been undertaken.

			Audit of network security

			The regular audit of the security of networks and information systems, which is the responsibility of the National Information and Communication Technologies Agency (ANTIC), is mandatory (Article 13 of the Law on Cybersecurity). The audits are carried out by ANTIC officials or by approved external auditors. The activity commenced effectively in 2013. Seven private audit firms have been approved by the minister responsible for telecommunications, based on files comprising, inter alia, proof of the qualifications of staff to audit information system security (CISA certification or equivalent). However, the procedures for assigning the entities to be audited to the different audit firms are still under development, as the principles of competition and transparency must be obeyed.

			The approach recommended is that of developing healthy competition between the external auditors, in order to reduce the costs borne by the entities audited while ensuring the reliability of the audit. The audits produce an audit report which is used to establish, in agreement with the entity audited, any corrections required to its network to enhance its security or remedy the shortcomings identified, along with an implementation schedule. The security audit standard used is ISO 27002. Between 2013 and 2014, 39 administrations and 16 public enterprises/establishments were audited and 2 435 vulnerabilities noted.

			Security monitoring

			Since 2012, Cameroon has had a computer incident early warning and response centre (CIRT-ANTIC), set up with the support of ITU and the International Multilateral Partnership against Cyber Threats (IMPACT). The basic missions of the centre are to centralize requests for assistance resulting from security incidents (attacks and intrusions) on networks and information systems, process the incidents, react to computer attacks (technical analysis, exchange of information with other structures of the same kind), and establish and maintain a database of vulnerabilities.

			CIRT-ANTIC also provides prevention by disseminating information on precautions to be taken to minimize the risk or consequences of incidents. It oversees the critical Internet resources of Cameroon’s cyberspace (IP addresses, DNS servers, web servers, message servers) to ensure their availability or detect potential attacks on them. Although CIRT-ANTIC was set up with a view to national coverage, its activities are focused for the time being on public and parastatal administrations and organizations. Within this framework, on a daily basis CIRT-ANTIC scans the various systems monitored. It issues vulnerability warnings in real time, which are communicated to the technicians responsible for the information systems. General alerts are issued for the general public, and are consultable on the website www.antic.cm. In 2014, CIRT-ANTIC recorded 300 cases of scamming, 50 phishings, and 18 web defacings.

			Other cybersecurity activities

			Numerous training or awareness-raising sessions are organized for users in general, or for specific user groups, nationwide. Electronic media are also used, notably in the form of radio or TV programmes to provide mass awareness-raising on cybersecurity.

			The formal identification of SIM card holders has been mandatory since 2011. This is carried out by operators under the supervision of the Telecommunications Regulatory Authority.

			Conclusion and way forward

			Numerous cybersecurity initiatives are under way in Cameroon, reflecting real awareness of the stakes involved with cybersecurity. However, there is still no national cybersecurity policy. It is also important to review the legal and regulatory environment, at least in order to take into consideration the commitments made through the African Union Convention on Cybersecurity and Personal Data of 24 June 2014.
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			Document: 2/369

			Title: The experience of the CIS countries in the field of experts’ professional competences formation on data protection and information security in information and communication systems

			Summary: This document from the Russian Federation presents the results of the project in the framework of the Regional Initiative 5 CIS region “Building confidence and security in the use of ICTs” in terms of human capacity building in the field of information security.  The state of affairs in the region is analyzed, recommendations for the formulation of requirements to system of training and retraining of specialists on the basis of competences formulated professional infocommunication community as well as themselves competence are given.

			Introduction

			Issues of building confidence and security in the use of ICT in the CIS region are in charge of the Information Security Commission of the Regional Commonwealth in the fields of Communications (RCC). Acknowledging that the relevance and ensuring technological independence and information security of the state are the strategic objective, the heads of the CIS states in October 2008 approved the Concept of cooperation of the States – participants of the CIS in the sphere of information security and a Comprehensive action plan for its implementation. Enactment of these documents promoted further forming and enhancement of the legal basis for an interstate cooperation in this sphere and the establishment of a secure information environment in the CIS.

			Information Security Commission has prepared a draft Agreement on cooperation of states – participants of the CIS in the field of information security and the Regulation on the basic organization of CIS Member States, which provide methodological, organizational and technical support for the work in the field of information security and the training of specialists in this field.

			At the same time there was an inquiry of administrations, regulators and the CIS region’s business to determine common requirements for training of specialists in information security. They should take the form of requirements for appropriate educational standards and are embodied in these standards. According of such factors as historical community of the educational systems of the CIS countries and their current compliance with the terms of the Bologna agreement, allows a large extent unify and make regional standards of training, including such specialties as “Information Security Specialist of Information and Communication Systems" "The system administrator of information and communication systems”; “Specialist in Administration of network devices of information and communication systems”; “The system programmer”; “Specialist in design and graphic user interfaces”; “Technical support specialist of information and communication systems”. The corresponding functional cards of labor activity types, the characteristics of the generalized labor functions, necessary knowledge and skills form a basis for training of specialists, in one way or another responsible for building confidence and security in the region.

			Competence-based approach in educational activity and its interface to inquiries of employers

			The modern needs of the labor market for specialists of a certain qualification are increasingly placed at the forefront in reforming the educational systems of countries in various regions. These requirements directly affect the modular structure and the flexibility of education in the 48 countries that joined the Bologna Declaration (1999). This process is active in the CIS region. In different countries the professional ICT community formulates its requests in the form of the direct order both to system of professional training, and subsystems of retraining and advanced training. This social order is a list of specific competencies that form the ability to apply knowledge, skills and personal qualities to be successful in a particular field. Competencies and learning outcomes are seen as the main target setting in the implementation of vocational training programs as the integrating beginnings of a graduate’s “model”.

			The competence-based model of the graduate, on the one hand, covers the qualification linking his future activities with the subjects and objects of labor, on the other hand, reflects the interdisciplinary requirements to the result of education.

			As a result of discussions in the professional community, the features of key professional competencies have been formulated, they:

			–	Allow to solve complex tasks (non-algorithmic);

			–	Are multifunctional (allow to solve different problems from one field);

			–	Transferable to different social fields (different activities);

			–	Require complex mental organization (the inclusion of intellectual and emotional qualities);

			–	Are complicated to implement and require a set of skills (skills of cooperation, understanding, reasoning, planning...); and,

			–	Should be implemented on different levels (from elementary to profound).

			Advantages of competence-based approach are in the fact that at the same time:

			–	The goals and objectives of training programs conforming to requirements of employers are formulated;

			–	Flexibility of training programs increases;

			–	Efficiency and quality of professional training, level of professional competences increases;

			–	Standard, objective and independent conditions of a training quality evaluation are created;

			–	Level of interaction and the mutual responsibility of students, teachers and employers increases; 

			–	Preparation for professional activity is carried out taking into account the real production conditions, due to which accelerated adaptation of professionals in the workplace; and,

			–	Formed organizational culture, including the field of information security.

			Competences of experts in information security as basis for creation of the corresponding human potential

			Focusing on the labor market needs in the field of training and retraining in the application of ICT security experts, the required competences can be divided into several blocks:

			1)	The general professional competence of providing including the ability to:

			•	Undertake the operation of infocommunication systems (ICS) with the use of methods and means to ensure their safety;

			•	Administer software and hardware protection of information in the ICS;

			•	Carry out the work on assessing the safety of ICS; and,

			•	Build distributed protected ICS.

			2)	Competence in the ICS operation using software methods and tools for their safety, providing including the ability to:

			•	Provide the information security (IS) in ICS with software and hardware;

			•	Provide the information security (IS) in the ICS using technical means; and,

			•	Provide information security (IS) in ICS with a complex application software, hardware and technical resources.

			3)	Competence in the field of management software and hardware protection of information in the ICS, including providing skill to:

			•	Configure software and hardware ICS protection;

			•	Perform maintenance regulations and current repair of software and hardware tools of information protection; and,

			•	Carry out the analysis of the violations allowed by users in ICS and to hinder with their repetition.

			4)	Competence in the field of the assessment ICS security:

			•	The monitoring of the efficiency and effectiveness of hardware-software means of information protection;

			•	The application of methods and techniques for ICS safety assessment under protection system control analysis;

			•	Carrying out experimental and research works in case of objects certification taking into account requirements to ensuring ICS protection;

			•	Instrumental monitoring of the ICS protection; and,

			•	Expertise in the investigation of security incidents.

			5)	Competences in the area of distributed protected ICS design:

			•	Development of requirements for distributed secure ICS and remedies for them, taking into account existing regulations and guidance documents;

			•	Design of the distributed protected ICS; and,

			•	Commissioning and maintenance of distributed ICS with the protection of information resources, organizational and technical measures for information security.

			Each of these competencies is accompanied by a list of actions committed by labor and the necessary knowledge, abilities and skills.

			Conclusion

			Human capacity building to enhance confidence and security in the use of ICT is an urgent task, which requires the business partnership as the customer, the educational system as a contractor and the state as regulator of the entire process. Business priority in the formulation of requirements for specialists guarantees the success.

			As a result of the project for the implementation of the Regional Initiative 5 in the CIS region has developed standard professional competencies, which are put at the forefront in the creation of educational programs in the field of training and retraining of information security specialists.

			These competencies are complemented by a specific list of employment action, knowledge and skills that allows both carrying out examination of educational programs and creating new programs of training and retraining for building confidence and security in the use of ICT in the region. Dissemination of results in the region will be implemented within the framework of the ITU project “Centre of Excellence” in the CIS region in the area of “Cyber security”, which is a priority for the region and assigned to the main contractor of the Regional initiative 5 – Moscow Technical University of Communications and Informatics, a member of ITU-D. 

			The obtained results should be used to enhance the use of ICT awareness activities to build confidence and security in different countries, particularly developing countries, as they have a number of valuable qualities: relevance trends of infocommunications, compliance with modern educational trends and international standards of construction of educational process, scalability and reproducibility.
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			Document: SG2RGQ/204

			Title: Creating a metric for cyber security culture

			Summary: The Norwegian Centre for Cybersecurity (NorSIS) has conducted a study to provide new insight in the Norwegian Cybersecurity culture. The study aims to develop grounds for effective cyber security practices and to improve national cyber resilience. The study included method development for a metric for cybersecurity culture, as well as an extensive national survey. NorSIS recently published the report “The Norwegian Cybersecurity Culture”, which includes a full description of the method, as well as the key findings from the national study. We encourage other nations to make use of the method, and to share the results with an international community.

			Introduction

			The Norwegian Centre for Cybersecurity (NorSIS) has conducted a study to provide new insight in the Norwegian Cybersecurity culture. The study aims to develop grounds for effective cyber security practices and to improve national cyber resilience. Cyber criminals and foreign intelligence agencies have over time analysed our cultural characteristics to disclose vulnerabilities to exploit. This gives them definite advantages. Therefore, we should feel obliged to increase our understanding of the dynamics in how a cyber security culture is shaped and how it affects the digitalization in businesses, sectors and on a national level. Human factors have long time been recognized as fundamental to cyber security, but so far efforts to understand this important phenomenon has been limited in scope. NorSIS sees mapping cyber security culture as a way of understanding yourself, your company and your country.

			In order to create a resilient digital Norway, it is paramount that the government apply a holistic approach. The study shows that it will be necessary to increase the reach and quality of cyber education, establish effective online law enforcement, and engage private and voluntary sector in a struggle to increase the national “cyber hygiene”.

			The need for a cyber security metric

			Our society is undergoing a fast-moving digitalization in both private and public sector. Manufacturing, products and services are digitized, causing our national economic growth to be strongly linked to the digitalization efforts. The digitalization has the potential to create economic growth and welfare through national and global trade, and more efficient public services. However, this potential is nearly eliminated as a result of an increased level of cybercrime. When adding the fact that foreign powers are stealing Norwegian technology research and development, the very thing our future generation will base their economy on, we understand that we need to do more to safeguard and protect our national ability to freely utilize the tremendous power that lies in the digitalization.

			For a nation, a deeper understanding about a cyber security culture is of utmost importance as it touches upon some of the most profound questions for development. Not only does digitalization help businesses make smart use of information technology and data, it ensures citizens benefit from the digital age and it underpins economic growth. A safe e-citizen is fundamental to the success of the national digitalization. Mistrust in digital services and fear of online crime are some of the challenges that people face in the digitalization processes. Thus, we must understand the dynamics in how a cyber security culture is shaped and how it affects the digitalization in businesses, sectors and on a national level.

			Measuring cybersecurity culture

			In creating a metric for measuring the national cybersecurity culture, there are at least two critical challenges: One is the question of terminology, i.e. what do we actually mean when we refer to “cybersecurity culture”? The other is the level of analysis, i.e. how can we identify a “cybersecurity culture” concept that is valid and applicable to both businesses and nations? That is to say that whilst the concept might be developed within the confines of industries and businesses focused on cybersecurity, also nations have “cybersecurity cultures”. It may, however, not play out the same way. There is a huge gap in how “culture” is shaped and expressed depending on the level on which it is discussed. For example, whereas a business, an organisation and an institution all have defined purposes and thereby measures, the scope of a nation is much vaguer.

			Secondly, while business can actively tutor and educate their personnel in cybersecurity, citizens of a state cannot be equally monitored. Is it, then, possible to generate a general comprehension of “cybersecurity culture” that is equally applicable to business and nations?

			We believe that measurements of cybersecurity cultures can benefit from a more comprehensive approach, taking a step back from simple registrations of whether employees open phishing-emails and rather look at the attitudes and perspectives towards technology and cyber security, and how this resonates with other core values, interests and abilities.

			Understanding cyber security culture: Key components

			Among the features that differentiates nations, culture is one of the most dominant ones. All nations have cultures. National cultures shapes who we are as a group, and how we as individuals orient ourselves in the world. In other words: National cultures functions as glue amongst the citizens, and relates to our deeply held values regarding such as what we consider as normal versus abnormal, safe versus dangerous, and rational versus irrational. Our national cultures offer a set of values that help us make sense of our surroundings by establishing a compass that tells us “how we do things”. The result is that national cultures comprise systems of shared values, preferences, and behaviours of population groups that differ widely between countries. These cultural values and norms are learned at an early stage in life, and is passed on both formally (at school, our workplace, in our leisure time activities etc.) and informally through interaction with friends, parents, siblings and others. As a result, national cultures are deeply rooted in us, and last over the course of generations.

			Cybersecurity cultures have so far been considered a part of organizational cultures, thereby a concern for businesses and industries. As a consequence, cyber security culture has been treated as a tool for organizational efficiency and success. Yet, organizational cultures differ from national cultures on the most fundamental level: Whilst national cultures concern the shared values and norms, organizational cultures are based on shared practices.

			Organizational cultures are based on broad guidelines, which are rooted in the organizational practices that businesses not only teach their employees; organizational cultures are comprised of norms and practices that businesses expect their employees to follow. If they do not act according to them, they may lose their jobs.

			This is of course not to say that organizations’ cyber security cultures are less significant. However, they are something else than national cyber security cultures. Moreover, they are less deep-seated than cyber security cultures on a national level.

			There are a number of definitions of cyber security culture, and whilst there is as of yet not one definition all cyber security professionals seem to be able to gather around, they all converge around the same key issues: All security is about the protection of assets from the various threats posed by certain inherent vulnerabilities, and cyber security is consequently about protecting the information assets. Cyber security culture, then, is the attitudes, assumptions, beliefs, values, and knowledge that people use in their interaction with the information assets. Thus, cyber security culture is comprised of behaviour and a set of values, ideas and attitudes.

			Thus far, most studies of cyber security culture focus on the behavioural dimension. That is, they focus e.g. on the degree to which employees click on phishing links, or whether or not they share their passwords. As a consequence, although the general notion is that cybersecurity culture contains elements of values and attitudes, the way it is dealt with tend to set these elements aside in favour of a focus on behaviour.

			As we see it, the focus on behaviour in the context of cybersecurity culture can say something about what people are doing or have been doing. In other words, focusing on behaviour can project an image of security conduct in the past (“this is what they did”), but it can say relatively little about the future. Yet, we strive to increase security predictions. That is to say that timely security measures must be one step ahead. Thus, instead of being able to portray what people have done or how people have used to behave, one should rather be able to have a credible prediction of what people are most prone to do in certain situations. In our approach to cybersecurity culture, then, we have chosen to downplay behaviour and rather focus on attitudes, values and sentiments that can say something about what people will do, or how they will respond.

			In our study, we have mapped the core traits of the national cyber security culture in Norway. We departed from the assumption that national cultures – and thereby also cyber security cultures – cannot be approached merely as behaviour: Rather, the national cyber security culture ought to be considered as a set of values, sentiments and attitudes regarding a given topic, i.e. cyber security. Cyber security on a national level relates to a wide set of themes, ranging from governance and state control to individual notions of technological competence and risk-taking.

			Any culture balances between the individual and the collective, between individual judgements and perceptions and collective norms and standards. We are neither completely individual, nor are we completely part of the larger collective. Conceptualizing cybersecurity culture, then, implies pinpointing those factors that not only comprise cyber security culture as a whole, but that also highlight the central debates and challenges of cyber security culture that together constitute the building blocks.

			In the following we will present the eight core issues that comprise cyber security culture as we see it. These are: Collectivism, Governance and Control, Trust, Risk perception, Digitalization-optimism, Competence, Interest and Behaviour.

			–	Collectivism

			Cultures are per definition collective. Cultures are developed by individuals, whilst at the same time contribute to shaping the individuals that are part of any given culture. Cultures point to the characteristics of a particular group of people, including such as their social habits, their attitudes, their values and priorities. Cultures necessitate some degree of solidarity amongst the members. That is to say that in order to last, cultures necessitate loyalty and solidarity. The individuals must identify themselves as part of the group, contribute to it, and adhere to the explicit and implicit norms of behaviour. When singling out collectivism, we wish to point towards how the individual relates to the collective.

			–	Governance and control

			With reference to collectivism, governance is a collective term that refers to the questions of how the collective should be regulated and by whom. Hence, the issue of governance refers to the users’ views on governance and control of information and communications technology (ICT). A critical issue here is e.g. the question of surveillance: Who are responsible for drawing the red lines of what is acceptable in the use of ICT, where should these lines be drawn and how should citizens abide to these lines?

			By raising the issue of governance, then, we wish to draw attention to the question of who is responsible for our safety online. In the context of security, there is always the question of how to balance between individual freedom and collective safety. “Everybody” wants freedom and “everybody” wants at the same time to be safe. How does this balance play out in a given cyber security culture? How much surveillance is acceptable when individual safety is at stake?

			–	Trust

			Trust is a cornerstone to any viable democracy. Democracies depend on trust in a whole variety of forms: A well-functioning democracy necessitates trust amongst its citizens, amongst citizens and the government, between governmental institutions, between business, between citizens and their employer and so forth. In other words: Trust is a prerequisite for economic welfare, stability and growth in a country. As more and more of our national growth is tied to the digitalization of the nation, trust in this area is of great significance.

			For authorities to govern efficiently and in accordance with the law, while at the same time maintaining stability, they need not only to have the jurisdiction on their side: They need trust from the citizens. This implies that authorities must be allowed to govern also when e.g. executing policies that citizens may disagree with, or when implementing measures that are alien or new to citizens.

			–	Risk perception

			Competence, learning and risk are tightly knit together. Risk perception is also highly subjective, and it’s a powerful factor that greatly influences how we think and act when it comes to digital threats. It is a factor that, to some degree, can’t be calculated or predicted, although we know that it can and will be influenced by security events, what we think we know about digital threats, our experiences in the past etc.

			–	Digitalization-optimism

			By focusing on techno-optimism and digitalization we want to transgress the mere fact that digitalization is part of how our societies develop. Instead, we want to draw attention to citizens’ attitude towards this societal tendency. In other words: Your attitude towards digitalization influences how you relate to technology. A safe e-citizen is fundamental to the success of the national digitalization. Mistrust in digital services and fear of online crime are some of the challenges that people face in the digitalization processes. Thus, we must understand the dynamics in how a cyber security culture is shaped and how it affects the digitalization in businesses, sectors and on a national level.

			–	Competence

			As everything from social services and state tax payment to individual communication and the sharing of holiday photos are happening online, citizens are forced to make use of ICT regardless of whether they appreciate it or nor. This implies that citizens must acquire a digital skill-set that makes them capable of being part of modern society. Consequently, all citizens of Norway must have fundamental digital skills. The question is: Where and how do they acquire this skill-set? The paradox today is that most countries push their citizens to go online, and our societies’ development depend on a comprehensive process of digitalization. Yet, a thorough digital skill-set is rarely taught in schools. The general public must therefore acquire this skill-set through informal channels. By focusing on this, we explore how and by whom people learn about cybersecurity.

			–	Interest

			In a society that is increasingly digitalized, one may be tempted to conclude that citizens with an interest in ICT have an advantage over those citizens that lack this interest. Interest shapes our attitudes, our skills and our knowledge. Interest influences who we relate to and thereby who we learn from. With interest comes awareness, curiosity and time. These are cornerstone in learning. It follows that one may wonder whether people with an interest in ICT learn faster than those who lack such an interest. Therefore, interest appears to be decisive in a digitalized society.

			–	Behaviour

			In terms of cyber security there are certain types of behaviour that are encouraged, whilst others are warned against. Governments, authorities, business leaders and experts provide advice that form a normative standard for how citizens or employees should behave. However, given the rapid development of technology, this “best practice” standard is perishable. That is to say, that expert advice and norms for ICT behaviour have changed over time. As a result, going through training and courses in information technology once does not suffice: It must be repeated.

			Measuring the behavioural patterns of the Norwegian cyber security culture implies two things: Firstly, we want to paint a general picture of the behaviour of Norwegians in the context of cyber security. Secondly, we want to see to what degree Norwegians comply with the “best practice” norms of behaviour communicated to them.

			Key findings

			The study is unique as we encompass a broad approach to cybersecurity culture, and because the scope is much larger than any study we are aware of. We worked with 29 partners in the public and private sector, and reached 150.000 individuals in Norway. Our key findings are:

			–	Fear of cybercrime creates a chilling effect on the digitalization process

			Although most people (approximately 90 per cent) thinks that the police should handle online crime, far less (46 per cent) trusts that the police will be able to help them. The police reported in 2015, that a mere 13 per cent of individuals that are victims to online crime actually files a police report. At the same time, as many as 44 per cent thinks that individuals and activist groups has a role to play in the fight against online crime. Apart from the fact that such involvement may cause suspicion towards innocent, let the guilty go free and tamper with ongoing investigations, we believe that it may cause a chilling effect for the digitization efforts. 44 per cent reports that they have abstained from using online services due to digital threats. Norway is currently undergoing a digital transformation in both public and private sector, and this development is worrying.

			–	The Norwegian citizenry is not properly educated in cybersecurity

			The government is not educating the population in cybersecurity, despite that the digitization demands it. The society expects the individual to know how to protect themselves from digital threats. We find that only 50 per cent of the population has received cybersecurity education during the last two years, and that businesses are taking that responsibility upon themselves. This causes vulnerable groups to be left out, such as the young and the elderly.

			–	There is a low awareness of the concept of online hygiene

			People see cybersecurity as a means to protect themselves, but are not aware of the complex co-dependencies in a digitized society. In short, cybersecurity to them is about protecting themselves, not the people around them. In a digital world, everything is connected to everything else. Long and complex digital value-chains makes up our critical infrastructures, our financial systems etc. Our study reveals shortcomings in the way cybersecurity is taught today, and we need to develop new educational methods if we are to prepare the citizenry for a new digital reality.

			Conclusion

			The full report is available for digital download at https://norsis.no/wp-content/uploads/2016/09/The-Norwegian-Cybersecurity-culture-web.pdf. NorSIS encourages other nations to make use of this metric, and to share the results with the international community. 

			Appendix 1: The Norwegian Center for Cybersecurity

			The Norwegian Center for Cybersecurity (NorSIS)46 is an independent driving force and partner supporting government, businesses and research in facing up to and dealing with information security issues.47 NorSIS was first established as a project in 2002, and after evaluation, founded on February 2, 2010 on request from the Norwegian government. NorSIS is an independent center of knowledge in cybersecurity.

			The purpose of NorSIS is to ensure that information security is a natural part of a business’, a government department’s or an individual’s every day. We achieve this through building awareness of threats and vulnerabilities, by providing information on specific solutions and by influencing good attitudes and information security habits. The main target group for NorSIS is Norwegian enterprises in both the private and public sectors. Activity is aimed especially at small and medium-sized private enterprises and local government as well as the individual citizen.

			NorSIS has a particular emphasis on collecting, organizing and disseminating knowledge about cyber threats to create awareness around information security. NorSIS acts as an organiser of meeting places for businesses and organisations within the public, private and voluntary sectors. Public-private partnerships are important for NorSIS to achieve cyber security. NorSIS also cooperates with several international partners in cybersecurity, for example Europol (Ec3), and The European Union Agency for Network and Information Security (ENISA).

			NorSIS reports and surveys:

			“Threats and trends” – A threat report published once a year on request from the Ministry of Justice.

			“The Norwegian cybersecurity culture” – A study published for the first time in September 2016, and planned to be carried out once a year. The study is also on request from the Ministry of Justice.

			Services NorSIS provide:

			Slettmeg.no – is a free service to help people who experience privacy violations online.

			Nettvett.no – is a free service providing information, advice and guidance on a safer use of the Internet. The information is aimed at individuals, from child to adult, consumers and small and medium enterprises. NettVett is a service in cooperation with The Norwegian National Security Authority and the Norwegian Communications Authority, but NorSIS has the editorial responsibility for this service.

			Security Divas – is a network for women in the field of cybersecurity. 6 years ago NorSIS established the Security Divas conference. The conference has grown every year since then and has evolved to become an important network for women nationally who are studying or working with information security.

			National Security Month – the pan-European exercise to protect EU Infrastructures against coordinated cyber-attacks. NorSIS coordinates this campaign in Norway.
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			Document: 2/228

			Title: Cybersecurity in government and industry

			Summary: Cybersecurity is a very important issue for all nations. The United Kingdom has developed a number of tools to help citizens, industry and government to protect systems and networks against the effects of internet-based attacks.

			This contribution from the United Kingdom focusses on a scheme called “Cyber Essentials”. This is quite a new scheme and has proved very successful, with many organisations becoming certified.

			Cybersecurity has been a priority for the UK Government for several years. Under the National Cybersecurity Programme there has been significant resource devoted to improving the UK’s cybersecurity stance. Among the initiatives are several which are aimed at improving cybersecurity in both large and small organisations, and the relevant schemes have been developed jointly with industry. Of particular note is the scheme known as Cyber Essentials. The approach was developed after the analysis of a number of cyber attacks. That analysis indicated that in many cases a small number of precautions would have mitigated the attacks or caused the adversary to work much harder. Whereas the focus of the development has been within the UK, much of the work is equally applicable in any country and the details of the schemes are available to all. Cyber Essentials has proved to be very successful in the UK, with several hundred organisations becoming certified despite the scheme being relatively new.48

			The Cyber Essentials scheme has been developed by Government and industry to fulfil two functions. It provides a clear statement of the basic controls all organisations should implement to mitigate the risk from common internet based threats, within the context of the Government’s 10 Steps to Cyber Security. And through the Assurance Framework it offers a mechanism for organisations to demonstrate to customers, investors, insurers and others that they have taken these essential precautions.

			Cyber Essentials offers a sound foundation of basic hygiene measures that all types of organisations can implement and potentially build upon. Government believes that implementing these measures can significantly reduce an organisation’s vulnerability. However, it does not offer a silver bullet to remove all cyber security risk; for example, it is not designed to address more advanced, targeted attacks and hence organisations facing these threats will need to implement additional measures as part of their security strategy. What Cyber Essentials does do is define a focused set of controls which will provide cost-effective, basic cyber security for organisations of all sizes.

			The Assurance Framework, leading to the awarding of Cyber Essentials and Cyber Essentials Plus certificates for organisations, has been designed in consultation with SMEs to be light-touch and achievable at low cost. The two options give organisations a choice over the level of assurance they wish to gain and the cost of doing so. It is important to recognise that certification only provides a snapshot of the cyber security practices of the organisation at the time of assessment, while maintaining a robust cyber security stance requires additional measures such as a sound risk management approach, as well as on-going updates to the Cyber Essentials control themes, such as patching. But we believe this scheme offers the right balance between providing additional assurance of an organisation’s commitment to implementing cyber security to third parties, while retaining a simple and low cost mechanism for doing so.
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			Document: 2/198

			Title: Partnering with the private sector to manage cyber risk

			Summary: Public-private partnerships are a foundational element for effective critical infrastructure protection, resilience, and overall cyber risk management. Managing cyber risk to critical infrastructure is an enormously complex but vitally important undertaking, and tackling cybersecurity challenges is often beyond the capability of either government or the private sector to manage independently. 

			This contribution from the United States to Question 3/2 outlines the importance of partnering with the private sector to manage cyber risk; lays out the United States’ whole-of-community approach to cyber risk management, highlighting key tools that support this approach; and provides concrete examples of implementing effective public-private partnerships.

			Introduction

			Managing cyber risk to critical infrastructure is an enormously complex but vitally important undertaking. The compromise of, or malicious exploitation of critical infrastructure, can cause significant consequences on a local, regional, or even global scale. The cybersecurity risks to critical infrastructure have become progressively more important because nations, industry, and people increasingly rely on information systems and networks to support critical infrastructure functions.

			Cybersecurity risks necessitate close cooperation among government, the private sector, and non-governmental organizations to ensure a coordinated approach to protecting critical infrastructure. Often, a nation’s critical infrastructure is owned and operated by private companies; thus, managing cyber risk to these vital systems requires a strong partnership between the government and industry. This is particularly relevant to cybersecurity of critical infrastructure, where crime, data protection, control systems security, network defense, and cyber incident response and recovery issues present increasing challenges for government and industry alike.

			The United States government consistently emphasizes a cybersecurity approach that focuses on partnerships and risk management as two critical components to an effective strategy. This approach builds off of the United States’ previous contribution in 2011 to the ITU-D paper on Question 22-1/1: Best Practices for Cybersecurity: Public-Private Partnerships.49

			The importance of public-private partnerships in support of cybersecurity

			The efficacy of collaborative solutions to complex and ubiquitous challenges has been demonstrated repeatedly. Partnerships between government and the private sector have been applied successfully to a wide range of issues, from academic and scientific questions, to social and economic challenges, to armed conflict and efforts to combat terrorism. Participants create partnerships because they see value in the relationship and expect to accrue some level of benefit, and also recognize that the goal of the partnership would either be more difficult to accomplish or could not be achieved without this collaborative relationship.

			Governments generally recognize that protecting their citizens from the potentially devastating consequences associated with critical infrastructure exploitation or disruption would be almost impossible without the extensive and willing participation of the private sector. In the United States, private industry owns, operates, and maintains most infrastructure, so private sector expertise, collaboration, coordination, resources, and overarching engagement are essential to government critical infrastructure risk management efforts.

			Public-private partnerships are a foundational element for effective critical infrastructure protection, resilience, and overall cyber risk management. Tackling cybersecurity challenges is often beyond the capability of either government or the private sector to manage independently. To best serve international, national, corporate, and even individual interests, the public and private sectors—and the international community—must share responsibility for strengthening the global cyber security posture.

			Partnership between government and industry helps the government disseminate vital threat and vulnerability information, coordinate effective incident management, and understand the resilience and risk posture of critical infrastructure. The same partnership also helps promote greater security awareness, facilitates the exchange of technical expertise, the creation and promulgation of best security practices and standards, and generally improves industry’s ability to manage risk.

			Voluntary collaboration between private sector and government stakeholders remains the primary mechanism in the United States for advancing collective action toward cybersecurity that utilizes the diverse resources of all partners.

			United States collaborative approach to cybersecurity risk management

			As cybersecurity threats and vulnerabilities cannot be entirely eliminated, the U.S. Government approach to addressing cybersecurity is centered on risk management.

			Risk management is the ongoing process of identifying, assessing, and responding to risk. To manage risk, organizations should understand the likelihood that an event will occur and the resulting impact. With this information, organizations can determine the acceptable level of risk for delivery of services and can express this as their risk tolerance. With an understanding of risk tolerance, organizations can prioritize cybersecurity activities, enabling them to make informed decisions about cybersecurity expenditures. Implementation of risk management programs offers organizations the ability to quantify and communicate adjustments to their cybersecurity programs. Organizations may choose to handle risk in different ways, including mitigating the risk, transferring the risk, avoiding the risk, or accepting the risk, depending on the potential impact to the delivery of critical services.

			Whole-of-Community approach to risk management

			To further promote risk management, in 2013 the U.S. Government issued Cybersecurity Executive Order (EO) 13636, which directs a whole-of-community approach to risk management, security, and resilience for cyber threats.

			A whole-of-community approach involves partnership between public, private, and non-profit sectors, and a clear understanding of the risks collectively faced. This whole-of-community approach is intended to ensure that those with responsibility for the security and resilience of critical infrastructure receive the information that they need, and that the programs that enable these protection and resilience efforts reflect the needs and imperatives faced by critical infrastructure partners.

			Reflecting this whole-of-community approach, the U.S. Department of Homeland Security (DHS) established a task force consisting of government and industry representatives to work together toward implementation.

			Framework for improving critical infrastructure cybersecurity

			As part of the Cybersecurity Executive Order, the National Institute of Standards and Technology (NIST) worked collaboratively with stakeholders, including industry, academic, and government representatives, through a formal consultative process to develop the Framework for Improving Critical Infrastructure Cybersecurity (the Framework), a voluntary framework for reducing cyber risks to critical infrastructure.50

			The Framework is a business-driven, proactive framework for voluntary cyber risk management designed for companies of all sizes that operate in diverse sectors of the economy. It provides a common starting point and language to assess cyber risk. It is easily adaptable, enabling organizations – regardless of size, degree of cybersecurity risk, or cybersecurity sophistication – to apply the principles and best practices of risk management to improving the security and resilience of critical infrastructure.

			The Framework’s development represents an example of successful public-private collaboration on cybersecurity risk management. It was developed through a collaborative process, led by NIST, in which stakeholder input played a significant role in shaping the process and the final document. The Framework is the product of a year-long, voluntary development process that included input from more than 3,000 members from industry, academia, and government, including international partners.

			The Framework references existing international standards and guidelines, and industry best practices, to promote the protection of critical infrastructure through risk management. It represents a collection of existing standards and best practices that have proven to be effective in protecting IT systems from cyber threats, ensuring business confidentiality, and protecting individual privacy and civil liberties. In addition, the Framework provides a structure for organizing practices, as well as tools to support the use and adoption of standards and practices. Because it references globally recognized standards for cybersecurity, the Framework also has the flexibility to serve as an international model for managing cyber risk.

			The Framework uses risk management processes to enable organizations to inform and prioritize decisions regarding cybersecurity. It supports recurring risk assessments and validation of business drivers to help organizations select target states for cybersecurity activities that reflect desired outcomes.

			Implementation of the cybersecurity framework

			The Framework is being implemented in a host of critical infrastructure sectors, government departments and agencies, and organizations ranging from multinationals to small businesses.

			To support Cybersecurity Framework implementation, DHS developed the Critical Infrastructure Cyber Community (C3) Voluntary Program to provide resources to help those using the Framework to manage their cyber risks.

			DHS offers a range of cybersecurity resources to public and private sector organizations, including information on cyber threats and vulnerabilities; cybersecurity incident resources, such as via the National Cybersecurity and Communications Integration Center (NCCIC), the United States Computer Emergency Readiness Team (US-CERT), and the Industrial Control Systems Computer Emergency Response Team (ICS-CERT); software assurance programs; and technical resources such as cybersecurity strategy development, cybersecurity assessment tools, cyber exercise planning, cybersecurity risk management training, a national vulnerability database, and roadmaps to enhance cybersecurity in certain sectors.

			In particular, one publicly available resource is the Cyber Resilience Review (CRR). The CRR is a voluntary, non-technical, government-developed assessment tool to evaluate an organization’s information technology resilience. The goal of the CRR is to develop an understanding and measurement of key capabilities to provide meaningful indicators of an organization’s operational resilience and ability to manage cyber risk to its critical services during normal operations and times of operational stress and crisis. The CRR is available to download at https://www.us-cert.gov/ccubedvp/self-service-crr.

			In addition to offering these resources, the U.S. Government is also partnering internationally to promote a risk management approach to cybersecurity by promoting the Framework’s global adoption.

			Examples of cybersecurity framework implementation

			Intel Corporation: cybersecurity framework implementation in the Information Technology sector

			Following the release of the first version of the Framework in February 2014, Intel Corporation (Intel) launched a pilot project to test the Framework’s use at the company.51 Intel’s pilot project focused on developing a use case that would create a common language and encourage the use of the Framework as a process and risk management tool, rather than a set of static compliance requirements.

			Intel’s early experience with the Framework has helped harmonize the company’s risk management technologies and language, improve their visibility into the risk landscape, inform risk tolerance discussions across the company, and enhance their ability to set security priorities, develop budgets, and deploy security solutions. The pilot resulted in a set of reusable tools and best practices for utilizing the Framework to assess infrastructure risk. Intel plans to use these tools and best practices to expand their use of the Framework.

			Communications Security, Reliability and Interoperability Council (CSRIC): Advisory committee Use of the cybersecurity framework

			The private sector, under flexible oversight from the regulator and in coordination with their non-regulatory public sector counterparts across the U.S. Government, is in the best position to recognize threats in the context of their business operations.

			The U.S. Federal Communications Commission (FCC) works with the U.S. Department of Homeland Security (DHS) to promote proactive and accountable cybersecurity risk management for companies in the communications sector. A recent collaborative effort between the government and the private companies that build, own, and operate the majority of the networks has led to positive results. From 2014 to 2015, the FCC convened a working group within its advisory committee—the Communications Security, Reliability and Interoperability Council (CSRIC)—to further support the communications sector’s cybersecurity risk management activities.52

			Council members are selected from among public safety agencies, consumer or community organizations or other non-profit entities, and the private sector to balance expertise and viewpoints. The FCC releases a Public Notice seeking nominations and expressions of interest for membership on the Council. Currently, there are 55 members serving on the Council, representing a diverse and balanced mix of viewpoints from public safety organizations; federal, state, and local government agencies; the communications industry; organizations representing Internet users; utility companies; public interest organizations; and other experts.

			The CSRIC Working Group on Cyber Risk Management was structured around five industry segments that make up the communications sector: broadcast, cable, satellite, wireless, and wireline. CSRIC applied the Cybersecurity Framework to each segment, developing and recommending voluntary mechanisms by which the communications industry could improve their management of cyber risks and clarify accountability within the corporate structure. Each segment developed customized implementation guides for its segment, along with tailored steps for small- and medium-sized businesses, while prioritizing the risk factors most relevant to the segment.

			The CSRIC process demonstrated the value of the U.S. Government working with the private sector to achieve a voluntary, risk-based model that enables the communications sector to prioritize and implement solutions based on informed, business-driven considerations. By leveraging the diverse participants’ expertise, the FCC and CSRIC working groups were able to develop a set of best practices that can be used by communications providers of any size.

			While application of the risk management Framework is the responsibility of each company, the U.S. Government also has an ongoing responsibility to understand the risk environment of all the sectors with critical cyber infrastructure. To achieve this, many agencies work with the private sector. For example, the FCC will confer with communications providers in cyber assurance meetings to learn about industry practices and procedures, provide guidance as needed, and use its role to identify relevant trends and best practices that can further aid in cyber risk management.

			Securities Industry and Financial Markets Association (SIFMA): cybersecurity framework implementation

			The Securities Industry and Financial Markets Association (SIFMA) collaborated with NIST to develop the Cybersecurity Framework. Drawing upon the resulting Framework, as well as other industry and government resources, SIFMA has composed a guidebook tailored to small firms. SIFMA has also worked with a group of banks, exchanges, and audit firms to align the American Institute of Certified Public Accountants (AICPA) Service Organization Control 2 (SOC-2) criteria, the Cybersecurity Framework, and specific industry requirements to create a consistent control framework for third-party providers.

			U.S. Department of energy: energy sector cybersecurity framework implementation guidance

			On January 8, 2015, the U.S. Department of Energy (DOE) released guidance to help the energy sector establish or align existing cybersecurity risk management programs to meet the Cybersecurity Framework objectives. In developing this guidance, DOE collaborated with private sector stakeholders through the Electricity Subsector Coordinating Council and the Oil and Natural Gas Subsector Coordinating Council. DOE also coordinated with other Sector-Specific Agency representatives and interested government stakeholders.

			Information Systems Audit and Control Association (ISACA): implementing the cybersecurity framework and supplementary toolkit

			ISACA participated in the development of the Cybersecurity Framework and helped embed key principles from its Control Objectives for Information Technology (COBIT) framework into the industry-led effort. As part of the knowledge, tools, and guidance provided by ISACA’s Cybersecurity Nexus (CSX) platform, ISACA has developed a supplementary toolkit for implementing the Framework.

			Conclusion

			Critical infrastructure security and resilience requires a whole-of-community effort that involves partnership between public, private, and non-profit sectors, and a clear understanding of the risks faced. The U.S. has embraced a public-private partnership model for cybersecurity risk management, where both the public and private sector leverage their relative strengths to develop effective cybersecurity practices. This is emphatically not a “one-and-done” process. Cyber threats continually evolve, and cyber risk management must evolve with them. This means that any collaboration model must be a living process that allows for continuous improvement as technologies and threats change.
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			Title: Best practices for establishing a cybersecurity awareness campaign

			Summary: This contribution provides recommended steps and best practices that a country may follow when establishing a cybersecurity awareness campaign at the national level. It cites examples from the Stop.Think.Connect.™ Campaign, which is the United States’ national public awareness campaign aimed at increasing national understanding of cyber threats and empowering the American public to be safer and more secure online. This contribution is related to the following issues for study from the Terms of Reference:

			c) Continue to gather national experiences from Member States relating to cybersecurity, and to identify common themes within those experiences. 

			e) Provide a compendium of relevant, ongoing cybersecurity activities being conducted by Member States, organizations, the private sector and civil society at the national, regional and international levels, in which developing countries and all sectors may participate, including information gathered under c) above

			g) Examine ways and means to assist developing countries, with the focus on LDCs, in regard to cybersecurity-related challenges.

			Introduction

			The rapid growth and adoption of the Internet is creating unprecedented opportunity for innovation as well as social and economic growth around the world.  While the benefits of more and more users coming online are undoubtable, it also makes securing cyberspace more difficult. To address this challenge, many countries organize cybersecurity awareness campaigns, which aim to educate governments, private industry, educators, and individual citizens to spot potential problems and understand their individual roles and responsibilities for creating a safer cyberspace.

			In the United States, the U.S. Department of Homeland Security (DHS), in coordination with the National Cyber Security Alliance, leads the national cybersecurity awareness campaign, Stop.Think.Connect.™  Stop.Think.Connect.™ is aimed at increasing the understanding of cyber threats and empowering the American public to be safer and more secure online. It seeks to propagate the concept of cybersecurity as “a shared responsibility” where each individual, by taking simple steps to be safer online, makes using the Internet a more secure experience for everyone.  Its key messaging includes:

			–	Stop: Before you use the Internet, take time to understand the risks and learn how to spot potential problems.

			–	Think: Take a moment to be certain the path ahead is clear. Watch for warning signs and consider how your actions online could impact your safety, or your family’s. 

			–	Connect: Enjoy the Internet with greater confidence, knowing you’ve taken the right steps to safeguard yourself and your computer.

			–	Stop. Think. Connect. Protect yourself and help keep the web a safer place for everyone.

			This contribution is made up of four sections, which outline recommended steps and best practices for launching a cybersecurity awareness campaign. These steps and best practices are based on the United States’ experience in running Stop.Think.Connect™, which is a global campaign that any country may join.

			Section 1: Best practices checklist

			While every country has unique needs and challenges related to cybersecurity threats and protection, the following best practices can help with launching a cybersecurity awareness campaign.

			–	Develop a communications plan that includes well-defined goals and objectives and identifies primary target audience(s). The first step to launching a cybersecurity awareness campaign is to determine the campaign’s specific goals and objectives as well as its primary target audience. For details on how to create a strategic communications plan, see below. 

			–	Develop targeted communications strategies and resources to reach specific audiences. Everyone has different cybersecurity needs. For example, students may need to know about cyber predators while IT professionals need to know about hackers. Different materials should be developed for each audience’s needs, knowledge, and ability level. 

			–	The Stop.Think.Connect.™ Campaign offers tip sheets tailored to each specific audience group to address its unique needs and threats. Comprehensive educational materials, such as the Stop.Think.Connect.™ Toolkit, emphasize the shared responsibility for cybersecurity while helping ensure that resources are available for all segments of the community. Simple reminders in the form of posters, wristbands, etc. help individuals keep cybersecurity best practices as a top priority. Stop.Think.Connect.™ materials can and have been translated and used around the world.

			–	Use social media. Much of cybersecurity awareness raising takes place online. Using social media helps connect cybersecurity awareness messaging to individuals through the channels they are already using—and in some cases, the ones they prefer to use. Posting information on social networking sites like Facebook, Twitter, and YouTube provides a means of engaging and sharing information while also receiving valuable input. Stop.Think.Connect.™, for example, connects with users in a variety of ways online, including Twitter chats and blog posts that raise awareness on specific topics53. 

			–	Create and maintain partnerships with allies in target audiences. No organization, whether government agency, corporation, or non-profit, can single-handedly spread cybersecurity awareness. Therefore, both public and private partnerships are essential. Develop and engage partnerships with organizations such as:

			a)	Government agencies. Government agencies lend authority to the message, and have a wide reach to individuals and communities.

			b)	The Stop.Think.Connect.™ Campaign developed the Cyber Awareness Coalition to engage with federal agencies as well as state, local, tribal, and territorial government entities to help them educate their employees and constituents to identify and deter online dangers. Key government partners at various levels include Computer Security and Incident Response Teams (CSIRTs), Offices of the Chief Information Security Officer (CISOs), and Offices of the Chief Information Officer (CIOs).

			c)	Non-profit organizations. Non-profit organizations offer a variety of resources and flexibility to spread cybersecurity awareness messaging. 

			d)	The Stop.Think.Connect.™ Campaign developed its National Network of non-profits to advocate and promote cybersecurity within their organizations and to their members and audiences. Non-profit partners span all audience groups identified in the strategic plan. Regular calls including all partner organizations help build networks between each organization, both public and private.

			e)	Academic institutions. Academic institutions contribute key, up-to-date research that help to ensure that the campaign remains current and informed. They also provide access to the nation’s future workforce. Partnerships with high schools and elementary schools are also crucial since encouraging cybersecurity awareness education from a young age helps students use the Internet safely throughout their lives. Engaging with universities or centers of excellence, helps establish relationships between the workforce-in-training and the organizations that will employ them in the future. 

			f)	Private sector organizations. Industry leaders, including information, retail, finance, and educational services, can educate employees, consumers, and other audiences about the threats affecting them as well as receive input on strengthening cybersecurity practices. Innovative cybersecurity solutions developed by private sector organizations can drive best practices in both the public and private sectors. 

			g)	DHS’ co-leader in the Stop.Think.Connect.™ Campaign, the National Cyber Security Alliance,54 coordinates the private sector aspects of the campaign.

			–	Engage audiences at the individual level through grassroots efforts. Individual awareness is foundational to an effective cybersecurity awareness program. 

			–	The Stop.Think.Connect.™ Campaign, for example, invites individuals to become “Friends of the Campaign” by signing up for monthly email newsletters with the latest cyber tips, news, and information relevant to them. The Campaign also reaches individuals by conducting outreach events tailored to each audience and providing speakers who can discuss the cybersecurity issues that most affect the audience.

			–	Measure whether the effort is truly raising awareness among the target audiences. To measure the effectiveness of a campaign, it is important to collect feedback from focus groups, surveys, or other like methods. Also, track which webpages are most viewed, which materials are most downloaded, which events are best received, and which practices audiences find most effective to identify successes and foster improvement. Feedback from partner organizations helps future planning focus on effectiveness and creativity.

			Section 2: Sample communications plan

			A communications plan is an essential component of a successful campaign as it provides a roadmap for how the organization plans to accomplish its key goals and objectives. Although a communications plan must be tailored to fit the needs of a specific organization, most plans will include the following sections:

			Purpose and background

			The Purpose and background section articulates the organization’s rationale for creating a communications plan and what it plans to accomplish.

			Overarching communications goals

			Overarching communications goals are high-level aims for the cybersecurity awareness program. Such goals are strategically broad while remaining measureable. For example, DHS’ overarching communications goal for the Stop.Think.Connect.™ Campaign is as follows:

			To promote public awareness about cybersecurity by increasing the level of understanding of cyber threats, simple mitigation actions, and empowering the American public to be more prepared online to:

			–	Elevate the Nation’s awareness of cybersecurity and its association with the security of our Nation and safety of our personal lives

			–	Engage the American public and the private sector as well as state and local governments in our Nation’s effort to improve cybersecurity 

			–	Generate and communicate approaches and strategies for Americans to keep themselves, their families, and communities safer online

			Communications objectives

			Communications objectives describe how the campaign will achieve its overarching goals. Like overarching goals, the objectives should be measureable. 

			DHS communications objectives for the Stop.Think.Connect.™ Campaign are to:

			–	Educate the American public on cyber safety practices to protect themselves and ensure stakeholder groups are aware of available resources (from DHS and others).

			–	Increase the number of national stakeholder groups engaged with Stop.Think.Connect.™ and strengthen existing relationships with State and local governments, industry, non-profits, school systems, and educators.

			–	Increase and strengthen the cyber workforce by promoting science, technology, engineering, and math (STEM) education.

			Key target audiences

			Identifying key audiences helps ensure that messaging focuses on those most receptive to or in need of the message. Clearly defining those audiences keeps the messaging targeted to specific groups by maintaining a shared understanding of what audience titles mean.

			The Stop.Think.Connect.™ Campaign identified at the outset seven audience groups: students; parents and educators; young professionals; older Americans; government; industry; and small business. As an example of audience group definitions, Stop.Think.Connect.™ considers older Americans to be individuals who are 60 years of age and older, as defined by the Office of Aging, U.S. Department of Health and Human Services.

			Communications channels

			Communications channels are the various vectors to convey messaging to the target audience(s). Carefully consider all currently used means of communication as well as additional methods that may be available for use. The communications plan should clearly specify both what the channels are and how to use them.

			The Stop.Think.Connect.™ Campaign engages audiences through the following channels:

			–	Events: Hosting events with target audience groups

			–	Traditional Media: Proactively reaching out to national/regional/local media (e.g., broadcast, print, web)

			–	Social Media: Actively using social media platforms (DHS blog, Facebook, Twitter)

			–	Newsletter: Distributing a monthly newsletter as well as informational toolkits

			–	Website: Regularly updating campaign websites with news, tips, and key information

			–	Partners: Encouraging outreach from partner organizations

			Campaign strategies

			Campaign strategies take into account both the practical methods of disseminating information as well as means for creating campaign momentum and growth. Each broad strategy contains many small steps to accomplish it, and both the steps and the strategies should be flexible enough to adapt to a changing environment. The example below includes only a few strategy samples from the U.S. Stop.Think.Connect.™ Campaign.

			Stop.Think.Connect.™ uses the following strategies, among others, to meet its communication objectives: 

			–	Disseminate Campaign messaging through events and media (social and traditional)

			–	Build a cadre of messengers via partnerships with non-profits and grassroots outreach

			–	Work across the federal government agencies  to collaborate on events and messaging

			Messaging

			Top-line messaging should focus on the basic, core messages that the campaign seeks to disseminate. Each country and campaign—and each audience and event—has specific needs that require tailored messaging. Top-line messaging serves as the foundation for each of those customized outreaches.

			Stop.Think.Connect’ s top-line messages include: 

			–	Stop: Before you use the Internet, take time to understand the risks and learn how to spot potential problems

			–	Think: Take a moment to be certain the path ahead is clear. Watch for warning signs and consider how your actions online could impact your safety, or your family’s

			–	Connect: Enjoy the Internet with greater confidence, knowing you’ve taken the right steps to safeguard yourself and your computer

			–	Stop. Think. Connect. Protect yourself and help keep the web a safer place for everyone

			Other universally applicable messages include, using strong passwords, keeping operating systems and security software up-to-date, connecting only with people you trust, and avoiding websites that sound too good to be true.

			Roles and Responsibilities

			Clearly designating roles and responsibilities enables teams to work together effectively while preventing overlap or confusion. Such differentiation occurs between organizations when multiple groups support a campaign, as well as among team members of a particular organization.

			For example, as part of the overarching Stop.Think.Connect.™ Campaign, DHS coordinates relationships with non-profit organizations and government agencies while its partner, the National Cyber Security Alliance (NCSA), coordinates with industry.

			Resources

			Listing the resources available to a campaign makes clear the scope and limitations for outreach activities within a given time period. In this section, the author may choose to detail the number of dedicated staff and materials that the organization has available to serve specific target audiences within a given time period. 

			Challenges to communications

			Identifying expected challenges to communications may help to overcome gaps and obstacles. Examples for Stop.Think.Connect.™ include:

			–	Technical aspects of cyber threats are difficult for audiences to comprehend and understand how it relates to them.

			–	The general public does not necessarily see cyber threats as real or pertinent to their everyday lives.

			Measurements of success/Metrics

			Any communications plan needs a way to receive feedback and measure effectiveness. Due to the nature of cybersecurity awareness campaigns, such measurements typically focus on outward activities more than input, but timely feedback is essential. 

			Examples of Stop.Think.Connect.™ Campaign metrics include:

			–	Number of participants for each event or series of events in a region;

			–	Number of marketing collateral distributed;

			–	Media coverage;

			–	Number of stakeholders involved (e.g., Friends, Cyber Awareness Coalition members, National Network members, etc.);

			–	Hits to webpage;

			–	Feedback and testimonials from participants and partner organizations;

			–	Feedback from Congress, state and local leaders/officials.

			Section 3: Metrics

			This section describes the type of metrics the Stop.Think.Connect.™ Campaign uses to track and evaluate its cyber awareness programming.55 Countries may find the outlined metrics useful as a baseline for establishing their own measures of effectiveness.

			The metrics fall into several broad categories. How these types of categories are applied to differing cybersecurity awareness programs depends on particular programs’ goals and resources. Stakeholder Engagement deals with formal partnerships with government agencies and non-profit organizations. Traditional Media Outreach and Digital and Online Outreach each apply to distributing written and multimedia products through established communication channels. Events and Forums and Resources each cover in-person interactions. A combination of metrics categories is required to understand and measure the full scope of a campaign.

			Metrics categories and examples

			–	Stakeholder engagement. Stop.Think.Connect.™ partners with a number of non-profit organizations that form its National Network, as well as with federal, state, local, tribal, and territorial government agencies that compose its Cyber Awareness Coalition. The Campaign additionally partners with academic institutions around the country. The Campaign measures the number of organizations in each of these stakeholder groups, as well as growth rates per year and the number of people reached by each partner organization.

			•	By December 2014, the National Network grew to 52 organizations. The National Network includes the Boys & Girls Clubs of America, YWCA, National Sheriffs’ Association, (ISC)2 Foundation, and Neighborhood Watch. Through these and other organizations Stop.Think.Connect.™ reaches Americans nationwide, including parents, educators, students, small businesses, older Americans, and young professionals. With the help of the Campaign, National Network members have instituted many successful cyber awareness efforts, such as providing cyber awareness training for more than 1,500 D.A.R.E. officers. In 2014, the National Network grew by 44 per cent.

			•	By December 2013, the Cyber Awareness Coalition grew to 65 government partners. The Coalition includes partners ranging from the Department of Education to the State of California that promote awareness about cyber threats and online safety practices within their organizations and to their constituents. Stop.Think.Connect.™ has worked with its Coalition members to help spread cybersecurity messaging and combat threats. For example, the Federal Communications Commission worked with Stop.Think.Connect.™, and other agencies, on the development of its Smartphone Security Checker and Small Biz Cyber Planner. Also, Stop.Think.Connect.™ and the Federal Trade Commission partner on digital outreach and created co-branded community outreach toolkits that have been distributed nationwide to help educate Americans on protecting themselves online. 

			•	The Academic Alliance grew to 41 new universities and colleges joining the Campaign. These partners include Florida State University, Sam Houston State University, and the University of Minnesota, among many others, The Academic Alliance partners spread the cybersecurity awareness message to students, staff and faculty. They also often encourage students to consider educations in STEM and more specifically, cybersecurity, through classes, presentations, and cybersecurity competitions. 

			•	In 2014, the entire Stop.Think.Connect. partner program grew by 84 per cent since 2013.

			–	Traditional media outreach. Stop.Think.Connect.™ encourages awareness through a number of traditional media sources. Metrics track the number of print circulation hits; online impressions; broadcast reach; articles online and in print; television, radio, and audio news releases; and independent press releases.

			–	Digital and online outreach. Many of Stop.Think.Connect’s resources are distributed online, allowing for ample opportunity to measure interaction and feedback. The Campaign measures the number of: Friends of the Campaign; hits to the DHS Stop.Think.Connect.™ Campaign website; Twitter chats and Facebook Events; Tweet mentions; Facebook “Likes;” and number of blog entries posted.

			•	Friends of the campaign: Stop.Think.Connect.™ reaches people in their own communities through its Friends of the Campaign effort. The Friends program is a grassroots outreach effort that enables individuals to sign up and commit to becoming messengers of the Campaign. An average of 762 people joined the Friends of the Campaign each month in 2014. The Campaign distributes monthly newsletters with tips and information about safer online practices to Friends of the Campaign.

			•	Stop.Think.Connect.™ Campaign Website: Campaign materials point users to the website www.dhs.gov/stopthinkconnect. The Campaign tracks the total number of visits to the site as well as which pages and materials are most accessed. There were over 63,514 hits to the website in 2014.

			•	Social media: Stop.Think.Connect.™ participates in regular Twitter chats through @Cyber and posts blogs on the Blog@Homeland Security. The Campaign measures the number of blog posts and Twitter chats each year, as well as the impressions from the Twitter chats. For example, a series of Twitter chats for National Cyber Security Awareness Month 2014 had an estimated 45,000,000 impressions. Additionally, the Campaign works with the National Cyber Security Alliance (NCSA) to monitor the number of Twitter followers and retweets as well as Facebook Friends and “likes” on @STOPTHNKCONNECT and the Stop.Think.Connect.™ Facebook accounts.

			–	Events and forums. Stop.Think.Connect.™ conducts grassroots events across the Nation to encourage communities to embrace a more sustained, proactive approach to online safety. The location and audience for community events are based upon market analysis that considers statistics on demographics and trends so the Campaign can strategically reach target audiences. For example, as part of National Cyber Security Awareness Month, the Campaign organized a special forum for federal, state, and local law enforcement officials to address electronic-based crimes in South Florida, where identity theft cases are the highest in the Nation. In addition to tracking the number of events, the Campaign analyzes the demographic groups and geographic areas reached by the events. During National Cyber Security Awareness Month 2014 alone, 122 events were held across the country, 91 of those events provided with speakers from DHS.

			–	Resources. The Stop.Think.Connect.™ Toolkit provides resources for all ages and segments of the community, including materials to host independent cybersecurity awareness discussions or activities. The Campaign monitors the number of materials distributed, which is typically several thousand per year.

			Section 4: Additional references

			For more information and examples of use, please visit the following websites:

			–	Stop.Think.Connect.™ campaign: 

			•	http://www.dhs.gov/stopthinkconnect 

			•	http://www.stcguide.com (mobile-friendly website)

			•	http://stopthinkconnect.org/ (National Cyber Security Alliance)

			–	Communications strategies and resources:

			•	http://www.dhs.gov/stopthinkconnect-get-informed

			•	http://stopthinkconnect.org/resources/ (NCSA)

			•	http://stopthinkconnect.org/tips-and-advice/ (NCSA)

			–	Social media: 

			•	https://twitter.com/cyber

			•	http://blog.dhs.gov/

			•	https://www.facebook.com/homelandsecurity 

			•	https://twitter.com/STOPTHNKCONNECT (NCSA)

			•	https://www.facebook.com/STOPTHINKCONNECT (NCSA)

			–	Partnerships with organizations:

			•	http://www.dhs.gov/stopthinkconnect-national-network 

			•	http://www.dhs.gov/stopthinkconnect-cyber-awareness-coalition 

			–	Connecting with individuals:

			•	http://www.dhs.gov/stopthinkconnect-Friends-campaign-program 

			•	http://www.dhs.gov/stopthinkconnect-your-community 

			•	http://www.dhs.gov/stopthinkconnect-campaign-news 

			–	Measuring effectiveness:

			•	http://stopthinkconnect.org/research-surveys/research-findings/ (NCSA)
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			Title: Experience of Côte d’Ivoire in developing a national cybersecurity culture 

			Summary: This contribution presents the experience of Côte d’Ivoire in developing a national cybersecurity culture and puts forward recommendations for cybersecurity development in developing countries.

			Background

			Development of the national Internet infrastructure has resulted in the proliferation of online services and infrastructures, particularly mobile-money and web applications (websites, databases, etc.). However, very many security holes and vulnerabilities with varying levels of criticality are to be found within the configuration of such applications and services. In such an environment, the risk of personal data theft, compromising of IT systems and financial damage is very high.

			The implementation of organizational measures and tools for securing electronic communications and users’ personal data is therefore crucial in the context of stimulating the digital economies of developing countries in general, and of Côte d’Ivoire in particular. Securing information systems and taking effective measures to combat cybercrime is a key way in which to strengthen digital confidence.

			Inventory of organizational arrangements adopted by Côte d’Ivoire

			Under the guidance of the Telecommunication/ICT Regulatory Authority of Côte d’Ivoire (ARTCI), the country has implemented a number of measures intended to constitute an effective operational response to the threats causing digital insecurity.

			–	Establishment of the Côte d’Ivoire Computer Emergency Response Team (CI-CERT)

			Côte d’Ivoire has put in place a national CERT which serves as the centre for responding to computer-related incidents nationwide. As such, it coordinates the emergency response measures in cases of actual security incidents, while at the same time playing a very important preventive role by conducting periodic security audits on the online infrastructures of critical and/or strategic entities. A significant part of its work also involves sharing the information it derives from its monitoring system, proactively alerting stakeholders to any threats to which their IT systems are exposed and providing them with appropriate corrective measures. Furthermore, in an effort to strengthen the cybersecurity culture, ARTCI periodically holds training and awareness-building seminars on the subject of cybersecurity.

			–	Establishment of the Platform for Combating Cybercrime (PLCC)

			Initiated by ARTCI, the PLCC is a collaborative platform set up in the interests of responding effectively to the problem of cybercrime in Côte d’Ivoire. The platform’s modus operandi is original inasmuch as it comprises IT-security engineers from ARTCI and police officers from the Information Technology and Technological Traces Directorate (DITT), which is a central directorate of the scientific police.

			The platform was established through an agreement signed between the Director-General of ARTCI and Director-General of the National Police of Côte d’Ivoire. It brings together a range of skills, particularly those of IT engineers and police officers, and carries out its activities under the supervision of the public prosecutor’s office (Ministry of Justice).

			Shared working has enabled, among other things, a transfer of skills between the ARTCI security engineers and police officers in regard to digital investigations. This has resulted in a broad enhancement of the requisite skills, boosting the effectiveness of the PLCC officials. By way of illustration, in 2014 we saw a 73 per cent reduction in the number of cases of cyber fraud by comparison with 2010.

			Last but not least, PLCC carries out numerous awareness-building and training campaigns among specific target populations, such as pupils and students, banking and financial establishment employees, officials within the various services of the national police and other law-enforcement officials.

			–	Consultative activities with a view to defining the national cybersecurity strategy

			In its ongoing efforts to implement a reference framework conducive to the emergence of a secure national cyber environment, Côte d’Ivoire has initiated, in response to calls from ARCTI, a set of coordinated activities aimed at defining a national cybersecurity strategy for the period 2016-2020. All of the local players have been involved in the preparatory discussions in the interests of harnessing all the relevant skills and accommodating all of the specific requirements of the various key sectors concerned. This approach has helped to create a lively and inclusive process of reflection on the best practices to be pursued in order to develop a national cybersecurity culture and thereby enhance digital confidence.

			Proposal

			In the light of the foregoing, we hereby propose the following guidelines to encourage States in their policies and strategies for combating cybercrime:

			–	Establish national CERTs.

			–	Establish multistakeholder operational teams to combat cybercrime.

			–	Develop national awareness-building programmes in regard to cybersecurity.

			–	Develop international cooperation through information-sharing programmes with computer incident response centres in other countries around the globe.

			–	Create the conditions for multistakeholder dialogue aimed at the elaboration of national cybersecurity strategies.
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			Title: Best practices for developing a culture of cybersecurity: Promoting awareness of cybersecurity and enhancing its management

			Summary: This contribution discusses the huge challenges encountered in the information era and the importance of securing information and communication networks. Cybersecurity does not depend on technology alone: human elements serve as the basis for technological measures, and human error and social engineering can seriously endanger cybersecurity. Promoting awareness of cybersecurity and enhancing its management are therefore the most effective ways in which to develop a culture of cybersecurity. In addition, this contribution sets out specific practices for developing a culture of cybersecurity from four standpoints: regulations, driving factors, training programmes and feedback for improvement.

			The rapid technological development and huge physical expansion of information and communication networks have made people’s lives easier than ever before. While the fundamental transformation of the digital era, characterized by cloud computing, big data and “Internet +”, has been playing a role in promoting economic growth by leveraging the Internet, it also touches the very heart of personal data, making cybersecurity a key challenge for present-day society. While network applications concern functionality, cybersecurity is essential to national defence and national strategy. The ancient Chinese “Sun Zi Bing Fa” (Master Sun’s Art of War) states that the art of war is of vital importance to the State. Hence, it is a subject of enquiry that can on no account be neglected. For the sake of protecting public interests, maintaining social stability and even defending the integrity of national sovereignty, the task of securing information and communication networks has become ever more important and pressing.

			How should we proceed to address this vital issue of cybersecurity? From the standpoint of defence, there are two major components in securing information and communication networks, namely technology and human beings. Here we are not referring to legal provisions (laws specifically targeting cybercrime are often lagging far behind the pace of technological change). Securing information and communication networks by means of technology is tangible and self-evident with the availability of encryption, firewalls, anti-virus software, ID authentication, network isolation, security services, restoration from backups, PKI and VPN, all of which clearly play a significant role in ensuring cybersecurity. However, the role of technological solutions is limited, and cybersecurity vulnerabilities and problems are constantly emerging, posing major challenges for the entities concerned and people responsible for network operation and maintenance. So much so, in fact, that the whole thing has become a vicious cycle: on the one hand, ever more financial and human resources are being invested in cybersecurity, while on the other hand, cybersecurity risks have not been mitigated. The world-renowned hacker Kevin Mitnick wrote in his book The Art of Deception: Controlling the Human Element of Security that the failures of many people are not due to the lack of critical cybersecurity technology, but rather to the human behaviour of the user of the technology and employees in the organization. While this does not mean that investment in technology by the management is to no avail, it does point to the fact that security cannot be guaranteed solely by means of a set of technologies and products.

			Technology can be used to mitigate threats, but a consolidated solution can be far more powerful than technology alone. The application of technological means will never be fully effective in securing information and communication networks without the second element: the human being. The human element in the entire defence system is not only the core, but can also constitute its worst defect. For example, symmetric encryption algorithms in cryptology provide strong protection for data privacy; asymmetric cryptographic algorithms can be used to create digital signatures, thereby protecting the integrity of data and its non-repudiation. However, the effective implementation of these cryptographic algorithms depends on proper management of the keys by the user. Any key management error or misoperation will completely undermine the robust cryptography: keys using a combination of common keywords can be obtained in no time at all by a hacker running a dictionary attack; loss of the key or failure to keep a backup could lead to permanent non-restoration of the data. In another example, while physical isolation technology can protect private networks from attacks by malicious external programs, those same networks can be affected by viruses residing in personal mobile devices when the latter are connected to the private network, resulting in leaks of an organization’s data and at worst the collapse of the entire system. Controlling the “human element” is therefore a critical factor in limiting the risk of such attacks.

			The above conclusion regarding the need to control the “human element” in order to reduce the risk of organizations being attacked goes hand in hand with the notion of “security culture”. According to Wikipedia, “A security culture is a set of customs shared by a community whose members may engage in illegal or sensitive activities, the practice of which minimizes the risks of such activities being subverted, or targeted for sabotage. […]The main focus of a security culture is keeping infiltrators and other potentially damaging parties out.” In other words, the control of human conduct in terms of security is a kind of “security culture”, its purpose being to secure information and communication networks.

			Controlling security-related human conduct is the most effective approach for developing a cybersecurity culture, for the simple reason that it is often improper human conduct in this regard that poses the greatest threat to information and communication networks. We can illustrate this with two cases. First, IBM’s Cybersecurity Intelligence Index shows that, in 2014, up to 95 per cent of information security incidents were related to human error (intentional or unintentional). Controlling the human element can therefore go a long way towards eliminating such errors. Human error generally refers to employee conduct that results in inconsistencies between the realized function and the required function in the production process and the negative impact this has on the work or products. In the cybersecurity sphere, common human errors are: misconfiguration of the system; improper management of patches; use of default usernames and passwords (or very simple passwords); loss of devices; leakage of information due to an incorrect e-mail address; double-clicking on an insecure URL or attachment; password-sharing with other people; unattended computers; and connection of personal mobile devices to the corporate network.

			Second, the priority accorded to social engineering in the chain of cybersecurity constitutes the weakest link. Based on the bucket principle, the security level of the information and communication network is determined by the security measures at the lowest level. The Official Guide to CISSP defines social engineering as attempts to influence the internal staff to get them to disclose corporate information or induce them to behave in such a way that the probability of intrusion into the system, data theft or information leakage caused by the attacker increases drastically. The reason why Snowden, who had a fairly low security clearance level, could disclose a large amount of data concerning the United States Prism Program was that the nature of his work enabled him to acquire the passwords and information of his co-workers and supervisors by means of social engineering. The above two cases demonstrate how human behaviour has a major role to play in cybersecurity. In view of this, what kind of training programmes should information and communication network organizations put in place to improve human conduct in relation to cybersecurity?

			It goes without saying that promoting awareness of cybersecurity and controlling the associated conduct is a key factor in securing information and communication networks. First of all, regulations should form the basis for awareness promotion, in particular the development of policies and rules for reporting unexpected incidents and social-engineering incidents, with disaster preparedness and restoration in place. Such regulations are guiding rules and must be incorporated into an organization’s cybersecurity programmes. Only once policies have been developed and enacted can the corresponding employee training be implemented. The goal of personnel training in regard to cybersecurity should become increasingly clear through internal exchanges and discussion, and this goal should be repeatedly emphasized over time.

			Secondly, incentives should be fostered to encourage employees to abide by the regulations. Typically, these include the proactive will of the individual, accountability in regard to cybersecurity, and the importance of information security levels. Implementation of cybersecurity differs from performance appraisal in the area of ordinary services and products, which is generally conducted according to the “carrot and stick” approach, with distinct punishments and rewards. Securing information and communication networks is unique in that it is profoundly affected by related risks. Persons responsible for human errors will be held accountable for any damage incurred, whereas strict compliance with the operational rules of security management will not lead to any rewards, even if no security issues arise as a result of the compliance. In cases where human error does not result in loss or damage, the person concerned will not be held accountable. The conduct of employees should be measured in accordance with the relevant rules and norms. At the same time, a “non-accountability” system should be implemented, whereby, should the information system be attacked while being properly operated by the persons concerned, those persons will not be held responsible for any damage resulting from the attack.

			Thirdly, training of the security personnel should focus not only on ensuring proper conduct on the part of the user, but should also help employees to understand fully the internal vulnerabilities that could be used by attackers. Identification and reporting of such vulnerabilities is a prerequisite for addressing the issue in an appropriate manner. Securing information and communication networks is the responsibility not only of an organization’s IT professionals, but also of all the other members of its workforce. All staff should therefore, in addition to understanding their own roles and responsibilities in protecting the information resources, also be fully aware of how to foster cybersecurity and respond to potential security threats and incidents. Cybersecurity awareness enhancement programmes emphasize training of the entire staff so as to help them protect the corporate information assets effectively and reduce the possibility of human error.

			Finally, the feedback and assessments provided during such training can be used to upgrade and improve future cybersecurity training programmes. Assessment results can contribute to the organization’s appreciation of the effectiveness of the cybersecurity training programme while helping it to identify any problems or shortcomings, with a view to ongoing development of the programme. Assessment – in the form of questionnaires, physical interviews, examinations, audits, etc. – should therefore be conducted on a regular basis to ensure continuous adaptation of the cybersecurity training programme to the changes and emerging security issues in a dynamic environment.
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			Document: 2/67

			Title: Proposal for a new work item on framework of detection, tracking and response of mobile botnets

			Summary: This document proposes a new work item to research how to detect, track and response mobile botnets. With the rapidly-growing number of smartphones, PC-based botnets are moving towards this mobile domain, which will pose serious security threats on mobile devices.

			Background

			PC-based botnets are a serious security threat in today’s Internet; hackers can use botnets to launch all kinds of attacks, such as spam, fraud, identity theft, DDOS, scan, etc. With the rapid development of the computing and Internet access capabilities of smartphones, smartphones are powerful enough to host a bot. There are more privacy information in smartphones, such as call records, phone book, SMS, and etc., than PCs, and so mobile botnets would offer more financial gains for hackers. In facts, vulnerabilities exist in all major smartphone platform.

			Since the appearance of the first mobile bot Cabir (which was found in 2004), we have witnessed a rapid development in mobile botnets. The mobile botnet, SymbOS.Yxes targets Symbian in 2009 and its variants E, F and G were again discovered in July 2009. In the same year, Ikee.B was discovered and targeted iPhones. In December 2010, Geinimi was discovered and targeted Android. Comparing with PC-based botnets, mobile botnets have more serious threats for end users, for example, hackers can send SMSs or visit Internet and use your charges; and at the same time, constructing a mobile botnet use different technologies, for example, hackers can construct a MMS if you receive the MMS, you could become a member of these mobile botnets. Comparing with PC-based botnet, the Command and Control (C&C) channel in the mobile-botnet also has many differences, for example, hacks can direct control your smartphones by sending a SMS to you.  

			Because of these new characters, we need to adopt new technologies which resist mobile botnets, for example, we should detect the command and control channels for MMS or SMS.

			Apart from being connected to the provider’s mobility network, the differences in the devices themselves, their use, and billing models all influence the way in which mobile botnets will evolve. Consequently, investigations into how mobile botnets work, as well as how they may be constructed, detected, tracked and prevented, represents an new and important research area.

			Use cases

			In the following we describe three usage scenarios. Besides the tow usage scenarios described here, there are many other usage scenarios possible.

			Scenario 1: Understanding mobile threats

			Mobile applications are increasingly reliant on the browser and mobile browsers present a unique challenge. To enhance usability, the address bar disappears above the screen so that more of the page content can be displayed. If a user does click a malicious link on a mobile device, it becomes easier to obfuscate the attack since the Web address bar is not visible. 

			Mobile devices do not commonly receive patches and updates. For most users, their operating system (OS) and mobile browser is the same as it was on the phone’s manufacture date. That gives the attackers a big advantage.

			Smartphones can be controlled by hackers to earn money, for example, sending SMSs or MMSs to a deliberate mobile number.

			Scenario 2: Understanding mobile botnets

			Constructing mobile botnets need some new technologies. There are some differences between smartphones and PCs. 1) The battery power is rather limited on a smartphone and so a mobile bot cannot be active at all times. 2) The cost of smartphones is an extremely sensitive area for users and so a mobile bot need to decrease its communications, such as Internet connection, SMS and MMS. 3) Lack of IP address. The lack of IP address may cause the problem of indirect connect. Due to the lack of IP address, most mobile phones are using NAT gateway and thus the devices are not directly reachable, so the traditional P2P based C&C network may not suit for mobile botnet. 4) The diversity of operating system of smart phone. The design of mobile botnet has to consider the diversity of the OS platform of smart phone.

			Botmasters how to choose its C&C channels, and are traditional IRC-based, P2P_based and HTTP-based C&C channels still fit for mobile botnet? Base on new characters of mobile botnets, hackers can adopt SMSs or MMSs to control the mobile bot and send command messages to mobile bots.

			Scenario 3: Attack of mobile botnets

			Comparing with PC-based botnets, one of the main targets of the mobile botnet is to retrieve sensitive information from the victims. The mobile bot can quickly scanning the host node for significant corporate or financial information, such as usernames and passwords, address list and text messages.

			Additional important difference, because most of the functionality of cellular network rely on the availability and proper functioning of HLRs(Home Location Register), so the DoS attack could block the legitimated users of a local cellular network from sending or receiving text messages and calls. In the practical circumstances, a bot master of a mobile botnet could control the compromised mobile phones to overwhelm a specific HLR with a large volume of traffic. Through the DoS attack, it will affect all the legitimated users who rely on the same HLR, their requests will be dropped.

			Scenario 4: Detection and response of mobile botnets

			A mobile botnet is a group of compromised smartphones that are remotely controlled by botmasters via C&C channels. Because mobile botnets adopts some new technologies, how to find mobile botnets has to use some new methods and mechanism, for example, building international coordinated mechanism, some mobile botnets use Web 2.0 Services to construct C&C channel. We should find and prevent these services from being abused and enhance the cooperation among different Countries and Enterprises, such as Microblog, blog, Google App Engine, etc.

			At the same time, mobile botnets can bring the significant threats for the core network and can attack against cellular network infrastructure, and so communications service providers have to face unique challenges in protecting their networks from mobile botnet threats. 

			Proposal

			Based on the analysis of the sections before, we propose a framework of detection, tracking and response of mobile botnets. 

			The basic thinking of this framework includes:

			–	Define the mobile threats, understand and find the basic principles of mobile threats.

			–	Define mobile botnets, understand and find the basic principles of mobile botnets.

			–	Define a framework of detection and tracking mobile botnets, build international coordinated mechanism.

			–	Define a response framework of mobile botnets and decrease the loss of users and operators.
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			Document: SG2RGQ/64

			Title: The meeting is expected to consider Korea’s experiences and related proposal for international cooperation in preventing Internet addiction.

			Summary: Internet and smartphone is very widely used in Korea across all age groups, thus, the dark side of Internet use such as Internet addiction has becoming a hot social issue. Annual survey shows that Internet addiction rate in 2013 is 7.0 per cent, the figure for the adolescents is increasing to 11.7 per cent. Smartphone addiction rate is higher as 11.8 per cent, the figure for the adolescents is also much higher to 25.5 per cent. Therefore, Korean society do various activities to prevent and treat Internet addiction such as annual social survey to measure the Internet addiction, various preventive education/program, and operation of Korea Internet Addiction Centre. Special features of Korea’s policies and the necessity of international cooperation for preventing Internet addiction also will be described.

			Current status of internet and smart phone addiction in Korea (Rep. of)

			The “Internet addiction” has appeared as one adverse effect as a result of the country’s advance into information and a wide diffusion of Internet use. Although its concept is yet to be clearly defined in psychological and medical terms, the Internet addiction is generally referred to inflictions of hard-to-recover damages to people’s physical, mental and social functions which occur as a result of excessive use of IT network service (National Information Basic Law, Article 13). Most Internet addicts tend to have withdrawal and tolerance symptoms like extreme anxiety or nervous breakdown, showing serious impediment in their daily life. So deeply hooked up with cyber world, excessive Internet users show symptoms that take diverse forms of game addiction, chatting addiction, porno addiction, etc. 

			In recent years, the smart media addiction has occurred in the rapidly changing lifestyle and communication styles resulting from a rapid rise of smart media adoption and ICT evolution of fusion and convergences. 

			About 7.0 percent of the Internet users aged from 5 to 54 were the risk group of Internet addiction, according to the 2013 Internet addiction status survey (released in March, 2014 by Ministry of Science, ICT and Future Planning, and National Information Society Agency). The share of Internet users at risk group to the total Internet users has reduced from 7.7 % in 2011 to 7.2 % in 2012 and 7.0 % in 2013. But, the share of teenager users at risk group has increased from 10.4 % in 2011 to 10.7 % in 2012 and 11.7 % in 2013.

			Meanwhile, the smart phone addiction increase was found to be steeper than the Internet’s. About 11.8 % of smartphone users aged 10 to 54 was a risk-group of excessive smartphone users, up 3.4 % point from 8.4 % in 2011 when the smartphone addiction survey started. Teenage users were the highest risk group: About 25.5 % of Korean adolescents (aged 10 to 19) was a risk-group of excessive smart phone users, compared to 8.9 % of Korean adults.

			Korea’s efforts to prevent and reduce internet and smart phone addiction

			Established in 2002 by the government, the Korea Internet Addiction Center has executed comprehensive programs of counselling, content development & distribution, specialized counsellor training, as well as preventive education to whole nation in order to systematically address excessive use of Internet and smart devices. It has conducted annual status survey on Internet addiction of general people since 2004 (and smart phone addiction since 2011), producing national statistics that is used as a benchmark index for the government policy development.  

			In June, 2013, the eight ministries have jointly established a Second Comprehensive Plan for Preventing and Reducing Internet Addiction. The program identifies full ranges of preventive, counselling, psychiatric and aftercare assistances available for the whole age groups of infant, students and adults. The government implements the cross-ministerial policy committee to systematically address the Internet addiction. In March, 2014, the committee established the 2014 Execution Program for Preventing and Reducing Internet Addiction. This program has been jointly executed under the management of the eight ministerial policy committee in an effective and systematic manner. 

			a)	Preventive education

			Internet and smart media are so easily accessible in daily life that education should focus on prevention before addictive symptoms like withdrawal or tolerance appear. Korea’s education program is designed to be an effective prevention, aiming at enhancing the public consciousness about potential or actual risk of addiction and helping them better able to prevent it. For example, it provides a preventive education, which adapts its curricular to the need of each of different age groups of infants, teens and adults. Specialized counsellors are sent to schools as lecturers giving a special (one-hour) class.

			An intensive (two-hour) education program has been available for primary, middle and high school students since 2013; each course is differently designed to each school age, emphasizing student’s participation and discussion in class activity. In the course, each student uses his or her own ‘workbook’ as self-diagnosis tool, keeping a self-monitoring record of Internet and smart media use and sometimes making a resolution to reduce Internet use, if they are found to be excessive users.

			Table 2A: Number of participants of preventive education
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							33,753

						
							
							90,363

						
							
							93,001

						
							
							105,363

						
							
							25,803

						
							
							348,283

						
					

					
							
							Total

						
							
							679,734

						
							
							1,076,067
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							4,071,937

						
					

				
			

			(Unit: person)

			Since 2014, it has started ‘Addiction Prevention Play’ for preschool child and lower-grade primary school students in order to easily and effectively deliver the message in a way that amuses these kids. In the program, child and students watch a play or a puppet show which tells stories about favourite animal’s engagement of Internet addiction or Internet addiction in familiar daily life, after watching a play teacher talks about danger of Internet addiction and how to prevent Internet addiction. This program is effective in making child easily understand the concept of addiction without feeling of rejection.

			It has also provided assistance the 23 schools that are designated as ‘Clean Schools of Smart Media’. This program is to support school activities/campaigns for promoting a sound culture of using smart media and for preventing Internet addiction by cooperating with parents, teachers and experts.

			b)	Counselling services and infrastructure establishment

			The Ministry of Science, ICT and Future Planning(MSIP) executes the preventive education and specialized counselling service in order to effectively address the addictions of Internet and smart phones. In order to provide region-specific service, it operates 14 Internet Addiction Prevention Center (IAPCs) installed at 13 cities or provinces nationwide as of June 2014.

			It provides specialized counselling services that are delivered through a diversity of channels like home-visit or online services. These specialized counselling services are designed to be an effective response to rapidly increasing demand for counselling services, as well as easily-accessible services.  An online counselling service at www.iapc.or.kr, as well as the nation-wide call center service at 1599-0075 is available. To provide region-specific services for Internet addiction that is occurring nationwide, the Center provides counselling service in collaboration with 48 related centers like Healthy Family Support Center, Youth Support Centers, etc.

			Home visit counselling service merits special attention, which provides free counselling service to family by visiting their home. Any family that suffers from Internet addiction can apply for the service. The program is particularly effective for those Internet addicts who need help as they belong to single-parent or low-income or interracial family, or live with grandparents. Also, whoever else needs help for Internet addiction -any children, teens, the jobless, or double-income family- are welcome to apply for this program.  It also operates a training program to produce specialized counsellors for Internet addiction. The training program is available for current counsellors and current teachers so that they can also practice as specialized counsellors for internet addiction. It has produced more than 13,000 specialized counsellors as of June, 2014.

			Table 3A: Number of counselling service by type
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			(Unit: one service)

			c)	Conduct survey research and develop/distribute content

			The policy researches are regularly conducted to increase the operational efficiency and scientific accuracy of the diverse program execution for Internet and smart media addiction. A diversity of educational materials like preventive guide books, flash animation, video, standard teaching books or counselling programs have been posted to be available at website. These materials have been developed in order to effectively execute preventive education and to help people better aware of potential risk of Internet or smart media uses.

			In 2013, it developed and distributed standard teaching books for intensive addiction prevention. The courses are available in four editions by different lifetime cycle (e.g. primary school students, middle school students, high school students, and adults). Also, it developed guidelines of appropriate smart media uses, publishing them in four editions for four groups of readers (preschool child’s parents, primary school students, and middle and high school students). The guidelines have been distributed to more than 20,000 schools across the nation. In 2014, it developed self-studying type of education content available in five categories for addiction prevention (for preschool child, primary school, middle and high school, university and adults) so that it can help schools and public institutions better ready to provide education for Internet addiction prevention, which has become mandatory under the revised National Information Basic Act (May, 2013), article 30, item 8 (regarding education related to Internet addiction). 

			It uses publicity to prevent smart media addiction by cooperating with private business sector. So that it can help teens and parents refrain from excessively using smart media, and make a habit of appropriate smart media use at home and schools.

			Special feature of Korea’s policy

			In Korea, most of the activities are initiated by Government, thus Korean government is supporting civic organizations financially and technically for them to do the activities for the prevention of the Internet addiction. Strong government commitment is also shown in that minors under 16 years old are not allowed to access the online game from midnight to 6AM, and parents can monitor and block their children’s (under 18 years old) access to the online game by the request to the service providers, and that all students from kindergarten to university and all employees in the public sector should be trained for the prevention of Internet addiction by the law. Furthermore, government is running the 14 Internet Addiction Prevention Centers across the nation. The challenge the Korea government faces in preventing the Internet addiction is how to induce the participation of all stakeholders especially parents, community and private sectors.

			Cooperation of Member States

			Increasing use of Internet in all countries may cause the Internet addiction to become a world-wide issue. Therefore it is urgent to do international cooperation in developing a proper measure in protecting our citizens from the Internet addiction and developing a right habit to use a smart media. Thus, it is required to share the each nation’s Internet addiction policy, especially guideline and manuals for the proper use of Internet and smart media. What is the appropriate age to be allowed to use smart media? What is a proper regulation on the use of smart media in the school context? How do parents have to respond to child’s excessive use of smart media? These are typical questions concerning the proper use of smart media. Thus, it is required for the Member States to do cooperation in developing a proper policy and guideline/manuals to build the sound/healthy habit in using a smart media.
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			Document: 2/90

			Title: Sharing knowledge, information and best practice for developing a culture of cybersecurity

			Summary: To ensure cybersecurity, not only government but also various entities, including the private sector and academia, should cooperate. It is important for this question to introduce such cooperative activities to members, especially developing countries.

			Introduction

			Cyber-attacks and malicious use of ICT have increased and become more complicated and their technical development and criminal approaching are also changing very fast. Strict rules and regulations tend to become easily outdated and therefore are not always effective and efficient to address these issues. ICT is used by not only governments but also by many other parties including the private sector, academia etc. and their participations and cooperation are essential to ensure cybersecurity. In light of the above-mentioned situation, Japan has conducted several actions on cybersecurity under cooperation among government and other parties and submitted a contribution (document WTDC14/36) to WTDC aiming at ITU-D SG1 Question 22-1/1 to continuously share best practices for developing countries to strengthen their capability to secure cybersecurity.

			Japan’s actions on cybersecurity

			In the view of promoting best practice sharing, Japan would like to introduce its actions on cybersecurity. These actions are not only made by the government but also by other parties, especially the private sector, including private security companies. Japan has focused on four aspects, namely “network”, “individuals”, “technology” and “international partnership and collaboration” to ensure reliability of information and communications networks. 

			From the “network” viewpoint, Japan has encouraged information sharing among telecom operators. For example, in 2002, 19 major ISPs and telecom operators in Japan voluntary launched Telecom-ISAC (Information Sharing and Analysis Centre) Japan56 that collects analyses and shares security information, such as vulnerabilities, incidents, countermeasures and best practices, among members. From the “individuals” viewpoint, Japan has raised awareness of internet users through website and seminars etc. From the viewpoint of “technology”, Japan has promoted advanced research and development projects such as the PRACTICE project.57 Through paying attention to these aspects, Japan has contributed to establishing reliable ICT networks and promoted international cooperation.

			Proposal

			Japan recognises the importance of sharing information on best practices, with public, private and academia, in Question 3/2 and therefore we would like to propose organising events , e.g. seminar, workshop etc., with other countries targeting developing countries with regard to cybersecurity. These events should be in collaboration with other Study Groups especially ITU-T Study Group 17, (Security). (Note: The ITU Workshop on ICT Security Standardization Challenges for Developing Countries was held 15-16 September 2014 in Geneva led by ITU-T Study Group 17. (http://www.itu.int/en/ITU-T/Workshops-and-Seminars/ict-sec-chaldc/Pages/default.aspx).
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			Document: 2/342

			Title: Oman Public Key Infrastructure (PKI)

			Summary: As most of the population in Oman tend increasingly to use mobile phones intensely every day, the need of meeting this tendency has become more obvious. Thus, and as a part of the eGovernment Transformation Plan that has been effective since 2013, the mGovernment approach is adopted as a channel of delivering the government services. It became necessary to support the mobility and usability of the user and get a quick effective access to the government services. Therefore, the government represented by Information Technology Authority (ITA) established projects like Oman Public Key Infrastructure, to provide the foundation for the other public, private entities to provide services to the public through secured channel.  

			Introduction

			As most of the population in Oman tend increasingly to use mobile phones intensely every day, the need of meeting this tendency has become more obvious. Thus, and as a part of the eGovernment Transformation Plan that has been effective since 2013, the mGovernment approach is adopted as a channel of delivering the government services. It became necessary to support the mobility and usability of the user and get a quick effective access to the government services. Therefore, the government represented by Information Technology Authority (ITA) established projects like Oman Public Key Infrastructure, to provide the foundation for the other public, private entities to provide services to the public through secured channel.

			Mobile PKI

			Oman Public Key Infrastructure (PKI) is a national initiative that sets the infrastructure needed for all government entities to provide eServices in Oman. It is employed in order to enable online transactions for citizens and to raise the level of security and authenticity of electronic paperwork. It allows exchanging information securely as it provides a high level of confidentiality by using eID, mobile ID or USB Token.

			Oman PKI aims at providing a secure technology for information documentation, electronic credibility and identification and authentication of users as well as signing all transactions online by using electronic ID.

			PKI is responsible for:

			–	Delivering certification services on behalf of ITA in accordance with ITA approved policies, requirements and agreements.

			–	Providing the possibility to join Oman National PKI at Registration Authority (RA) or Sub Certificate Authority (Sub CA).

			–	Securing the communications between servers to servers or clients to servers by utilizing server/client.

			PKI provides five main services:

			1)	Authentication: The traditional way of authenticating on websites was to sign in by entering the user name and the password. However, this way is not secure as anyone can hack them and use them illegally. Whereas, PKI uses an alternative method whereby an electronic ID, mobile ID or Token is required to authenticate the identity of the user.

			2)	Electronic Signature: Any citizen can use this feature to sign any certificate online at any time without the need to go to the concerned premises. S/he can use eID, mobile ID or Token to do so.

			3)	Encryption: It is the process of encoding information in such a way that only authorized parties can read it. PKI activated this feature so that information is saved securely.

			4)	Email Encryption: By utilizing PKI, persons can send files through emails safely in which USB Token is used only.

			5)	Email signature: another way of ensuring the confidentiality of data sent by emails is through signature which can be obtained from using USB Token only.

			Why Mobile PKI?

			–	Convenience to use.

			–	High level of security.

			–	Relay on the SIM type not the Mobile type.

			–	Easley integrated with services providers.

			–	Mobile Apps utilization for service delivery.

			–	Utilization of Mobile’s subscriptions penetrations

			HR department at ITA was the first governmental body to use PKI for all ITA’s employment documents such as job contracts, offer letters, signatures of all concerned parties, etc. Any entity in the Sultanate can set up its own PKI so that it facilitates signing, authenticating and encrypting certificates electronically.

			It is worth mentioning that Ministry of Commerce and Industry, Ministry of Manpower, Public Prosecution and Muscat Municipality have started using this service. Whereas, other entities such as al Rrafd Fund and the Public Authority for Social Insurance will work on it in the coming few years.

			Oman National PKI center will set up a “Registration Authority” accreditation for CBO (Central Bank of Oman). It will also be working on “The Internet Web Trust Accreditation” project which will make the SSL “Secure Socket Layer” Certificate recognized by Web Trust and can be part of any web browser. A Number of government entities as well are currently working to integrate with identity management portal to utilize the eID certificate for authentication and signing services.

			Services

			ITA PKI has the following services options which varies from providing different types of digital certificates either to Devices or Government and Commercial end user subscribers, or for individuals. OR providing the possibility to join Oman National PKI as Registration Authority (RA) or Sub Certificate Authority (Sub CA). The following are brief tables highlighting the different services options.

			Table 4A: Different types of services options to be provided to Government and commercial entities

			
				
					
					
					
					
				
				
					
							
							Options

						
							
							Services/Certificate Type

						
							
							Targeting

						
					

					
							
							Gov&Com Device

						
							
							Gov&Com Subscriber

						
					

				
				
					
							
							Option 1

						
							
							Authentication Certificates

						
							
							 

						
							
							X

						
					

					
							
							Signing Certificates

						
							
							 

						
							
							X

						
					

					
							
							Encryption Certificates

						
							
							 

						
							
							X

						
					

					
							
							Secure Email Signature Certificates

						
							
							 

						
							
							X

						
					

					
							
							Secure Email Encryption Certificates

						
							
							 

						
							
							X

						
					

					
							
							 

						
					

					
							
							SSL Certificates (Server)

						
							
							X

						
							
							 

						
					

					
							
							SSL Certificates (Client)

						
							
							X

						
							
							 

						
					

					
							
							IPSec/VPN Certificates

						
							
							X

						
							
							 

						
					

					
							
							Server signature Certificates

						
							
							X

						
							
							 

						
					

					
							
							Option 2

						
							
							Joining PKI Oman as RA (Registration Authority)

						
							
							X 

						
							
							X

						
					

					
							
							Option 3

						
							
							Joining PKI Oman as Sub CA 

						
							
							X 

						
							
							X 

						
					

					
							
							 

						
							
							Joining PKI Oman as TSA (Time Stamp Authority)

						
							
							X 

						
							
							  

						
					

				
			

			Table 5A: Different types of services options to be provided to individuals

			
				
					
					
				
				
					
							
							Services/Certificate Type

						
							
							Targeting

						
					

					
							
							Individuals

						
					

				
				
					
							
							Authentication Certificates (eID/Mobile)

						
							
							X

						
					

					
							
							Signing Certificates (eID/Mobile)

						
							
							X

						
					

				
			

			Figure 6A: Oman PKI
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							Country: Iran (Islamic Republic of)

						
					

				
			

			Document: SG2RGQ/47

			Title: National cybersecurity measures

			Summary: A framework of best practices on identifying and use of measures and measurement is required for assessing the effectiveness of the information security management system at the national level. This contribution, which is fully inspired from ISO 27004, present a customized template for national cybersecurity measures.

			A template and sample for national cybersecurity measures

			Fully inspired from ISO 2700458, a customized template for national cybersecurity measures is presented below. In each row, an example is also provided. As a future work, we intend to augment this set and provide a comprehensive set of national cybersecurity measures for the low-level (base measures) as well as the high-level (derived measures or indicators), for the 5 domains of national cybersecurity, and for different phases of development of national ICT infrastructure and national cyberspace security management system.

			Table 6A: Customized template for national cybersecurity measures

			
				
					
					
				
				
					
							
							Measurement identification

						
					

					
							
							Measurement name

						
							
							Measurement name (e.g., information security incident management effectiveness).

						
					

					
							
							Numerical identifier

						
							
							Unique nation-specific numerical identifier.

						
					

					
							
							Purpose of measurement

						
							
							Describes the reasons for the measurement (e.g., assessing the effectiveness of the national Information security incident management).

						
					

					
							
							Related security control

						
							
					

					
							
							Measure type

						
							
							Effectiveness/efficiency, implementation-compliance, or impact (e.g. effectiveness).

						
					

					
							
							Object of measurement and attributes

						
					

					
							
							Object of measurement

						
							
							Object (entity) that is characterised through the measurement of its attributes. An object may include processes, plans, projects, resources, and systems, or system components (e.g. the national cybersecurity management system).

						
					

					
							
							Attribute

						
							
							Property or characteristic of an object of measurement that can be distinguished quantitatively or qualitatively by human or automated means (individual incident).

						
					

					
							
							Base measure specification (for each base measure [1...n])

						
					

					
							
							Base measure

						
							
							A base measure is defined in terms of an attribute and the specified measurement method for quantifying it (e.g. number of trained personnel, number of sites, cumulative cost to date). As data is collected, a value is assigned to a base measure (e.g. a pre-determined threshold number).

						
					

					
							
							Measurement method (formula)

						
							
							Logical sequence of operations used in quantifying an attribute with respect to a specified scale (e.g. count occurrences of information security incidents reported by the date).

						
					

					
							
							Measurement method

						
							
							Depending on the nature of the operations used to quantify an attribute, two types of method may be distinguished:

							- Subjective: quantification involving human judgment.

							- Objective: quantification based on numerical rules such as counting (e.g. objective).

						
					

					
							
							Scale

						
							
							Ordered set of values or categories to which the base measure’s attribute is mapped (e.g. numeric).

						
					

					
							
							Type of scale

						
							
							Depending on the nature of the relationship between values on the scale, four types of scale are commonly defined: nominal, ordinal, interval, and ratio (e.g. ordinal).

						
					

					
							
							Unit of measurement

						
							
							Particular quantity, defined and adopted by convention, with which any other quantity of the same kind can be compared to express the ratio of the two quantities as a number (e.g. incident).

						
					

					
							
							Data source

						
							
							The security incident reported by all national organization such national security operating system.

						
					

					
							
							Derived measure specification

						
					

					
							
							Derived measure

						
							
							A measure that is derived as a function of two or more base measures (e.g. incidents exceeding threshold).

						
					

					
							
							Measurement function

						
							
							Algorithm or calculation performed to combine two or more base measures. The scale and unit of the derived measure depend on the scales and units of the base measures from which it is composed of as well as how they are combined by the function (e.g. comparing the number of total incidents with the threshold).

						
					

					
							
							Indicator specification

						
					

					
							
							Indicator

						
							
							Measure that provides an estimate or evaluation of specified attributes (e.g. line chart that depicts the constant horizontal line illustrating the threshold number(s) against the total number of incidents over several reporting periods.).

						
					

					
							
							Analytical model

						
							
							Algorithm or calculation combining one or more base and/or derived measures with associated decision criteria. It is based on an understanding of, or assumptions about, the expected relationship between the base and/or the derived measure and/or their behaviour over time. An analytical model produces estimates or evaluations relevant to a defined information need (e.g. red when total number of incidents exceeds the threshold (goes over the line); yellow when total number of incidents is within 10% of the threshold; green when total number of incidents is below the threshold by 10% or more).

						
					

					
							
							Decision criteria specification

						
					

					
							
							Decision criteria

						
							
							Thresholds, targets, or patterns used to determine the need for action or further investigation, or to describe the level of confidence in a given result. Decision criteria help to interpret the results of measurement (e.g. red – immediate investigation into causes of increase in number of incidents is required. Yellow – numbers need to be closely monitored and investigation should be started if numbers are not improving. Green – no action is required).

						
					

					
							
							Measurement results

						
					

					
							
							Indicator interpretation

						
							
							A description of how the sample indicator (see sample figure in indicator description) should be interpreted (e.g. if red is observed in two reporting cycles, a review of the incident management procedures is required to correct existing procedures or to identify additional procedures. If the trend is not reversed during the next two reporting periods corrective action is required, such as proposing an extension to the ISMS scope).

						
					

					
							
							Reporting formats

						
							
							Reporting formats should be identified and documented. Describe the observations that the organization or owner of the information may want on record. Reporting formats will visually depict the measures and provide a verbal explanation of the indicators. Reporting formats should be customized to the information customer (e.g. line chart).

						
					

					
							
							Stakeholders

						
					

					
							
							Client for measurement

						
							
							Management or other interested parties requesting or requiring information about the effectiveness of the national cybersecurity management system controls or group of controls (e.g. NCMS committee, managers responsible for the NCMS, security management, incident management).

						
					

					
							
							Reviewer for measurement

						
							
							Person or organizational unit that validates the appropriateness of measurement constructs for assessing the effectiveness of NCMS controls or group of controls (e.g. managers responsible for the national cybersecurity management system).

						
					

					
							
							Information owner

						
							
							Person or organizational unit that owns the information about an object of measurement and attributes and is responsible for the measurement (e.g. managers responsible for the national cybersecurity management system).

						
					

					
							
							Information collector

						
							
							Person or organizational unit responsible for collecting, recording and storing the data (e.g. incident manager).

						
					

					
							
							Information communicator

						
							
							Person or organizational unit responsible for analysing data and communicating measurement results (e.g. NCMS Committee).

						
					

					
							
							Frequency/Period

						
					

					
							
							Frequency of data collection

						
							
							How often data is collected (e.g. monthly).

						
					

					
							
							Frequency of data analysis

						
							
							How often data is analysed (e.g. monthly).

						
					

					
							
							Frequency of reporting measurement results

						
							
							How often measurement results are reported (this may be less frequent than data collection).

						
					

					
							
							Measurement revision

						
							
							Date of measurement revision (expiry or renovation of measurement validity) (e.g. six months).

						
					

					
							
							Period of measurement

						
							
							Defines the period being measured (e.g. monthly).

						
					

				
			

			
				
					
				
				
					
							
							Country: Iran (Islamic Republic of)

						
					

				
			

			Document: SG2RGQ/46

			Title: National cybersecurity measures and measurements

			Summary: This contribution is an attempt to develop a framework for “national cybersecurity measurement program (NCMP)” with emphasis on identifying and using appropriate metrics for evaluating and/or enhancing the planned or implemented “national cybersecurity management system (NCMS)”. Once adequately designed and successfully implemented, the NCMP can be regarded as a major component of the NCMS, which provides the means to quantitatively present a picture of national security posture, monitor the effectiveness of the implemented NCMS, and the extent of compliance with laws, rules and regulations. It can also indicate deviations from the expected security requirements and objectives, and increase the accountability by helping to identify either incorrectly or ineffectively implemented security controls or the ones that have not been implemented. All of the above provide important quantifiable inputs for proper decision making for enhancing cybersecurity at the national level and for allocating the required resources. This contribution also discusses the necessity and importance of developing security metrics and measurement at the national level. Developing a comprehensive set of metrics for national cybersecurity is vital for achieving the aforementioned objectives of NCMP at the national level. Inspired from the state-of-the art security metrics already developed for organizations, we will introduce a set of metrics that can be used by institutions at the national level for developing their NCMPs.

			Introduction

			Assessment of cybersecurity at the national level requires continuous measurement of cybersecurity indicators. In order to plan and implement an effective national cybersecurity management system (NCMS) [1], there is an urgent need to develop an appropriate national cybersecurity measurement program (NCMP). NCMP facilitates decision-making and improves the performance and accountability at the national level.

			A framework of best practices for identifying and using a set of measures and measurement is needed to assess the effectiveness of an information security management system at the national level. Similar to the NCSec framework in [1], which was fully inspired from ISO/IEC 27001 [2] for the ISMS at the organizational level, we propose a “national cybersecurity measurement” which is inspired from ISO/IEC 27004 [3] and NIST-800-55-R1 [4], both of which were developed for assessing cybersecurity at the organizational level. Also, similar to the case that was inspired from ISO/IEC 27001, there is a need to “define how to measure the effectiveness of the selected controls or groups of controls and specify how these measures are to be used to assess the effectiveness of controls to produce comparable and reproducible results” at the national level. 

			This contribution is an attempt to develop a framework for “national cybersecurity measurement program (NCMP)” with emphasis on identifying and using appropriate metrics for evaluating and/or enhancing the planned or implemented “national cybersecurity management system (NCMS)”. Once adequately designed and successfully implemented, the NCMP can be regarded as a major component of the NCMS, which provides the means to quantitatively present a picture of national security posture, monitor the effectiveness of the implemented NCMS, and the extent of compliance with laws, rules and regulations. It can also indicate deviations from the expected security requirements and objectives, and increase the accountability by helping to identify either incorrectly or ineffectively implemented security controls or the ones that have not been implemented. All of the above provide important quantifiable inputs for proper decision making for the improvement of national cybersecurity and allocation of required resources.

			In what follows, we first introduce the concepts related to security measures and then present our proposed general framework for the NCMP.

			Security measures

			a.	Base measures, derived measures and indicators

			ISO/IEC 27004 identifies the derived measures, each of which is a function of two or more base measures; and the indicators, each of which is a function of two or more base/derived measures combined with a predefined decision criteria (i.e., targets) for measurement. All three layers can collectively be referred to as measures. The terms metrics and measures interchangeably. 

			b.	Types of security metrics

			NIST [4] categorizes performance metrics in three categories:

			–	Implementation or compliance metrics,

			–	Effectiveness/efficiency metrics, and

			–	Impact metrics.

			Implementation or compliance measures are used to demonstrate progress in implementing programs, specific security controls, and associated policies and procedures [4]. Implementation measures related to information security programs include the percentage of national information systems with approved system security plans, and the percentage of national information systems that require password policies. Implementation measures can also examine system-level areas—for example, servers within a system with a standard configuration. Implementation measures assess the implementation progress of NCMP, security controls, and the national security policies and procedures (both programme- and system-level).

			Effectiveness/efficiency measures are used to monitor if the program-level processes and the system-level security controls are correctly implemented, are operating as intended, and the expected outcome is met [4]. Implementation metrics indicate if specific security controls, and their associated policies and procedures are implemented, regardless of how effective or efficient they may be, while effectiveness/efficiency measures indicate how effective/efficient the implemented controls and associated policies and procedures are. Impact measures are used to articulate the impact of information security on mission [4] at national level.

			NIST SP 800-55 [4] emphasizes the relation between the maturity of information security programme and the types of measures that can be obtained. It proposes three types of security measures at both system and programme levels, namely, the implementation, the effectiveness/efficiency, and the business impact measures. The results of implementation measures may be less than 100 percent at the beginning, but as NCMS and its associated policies and procedures mature, results should reach and remain at 100 percent. When the implementation measure remains at 100 percent, it can be concluded that the national information systems are utilizing the security controls that are relevant to this measure, but measurement controls need improvement. After most of the implementation measures reach and remain at 100 percent, the organization should begin to focus its measurement efforts on effectiveness/efficiency and impact measures. Organizations should never fully retire the implementation measures because they identify specific areas that are in need of improvement.  As the national cybersecurity system matures, the emphasis and resources of the measurement programme should shift away from implementation towards the effectiveness/efficiency and the impact measures [3].

			Figure 7A: General framework of NCMP major processes that collectively comprise a NCMP

			[image: ]

			A general framework for NCMP 

			Inspired from ISO/IEC 27004, major processes that collectively comprise a NCMP are (see Figure 7A): 

			–	Measures and measurement development; 

			–	National cybersecurity measurement operation; 

			–	Data analysis and measurement results reporting, and using them for proper decision making;

			–	NCMP evaluation and improvement.

			Using information security metrics in the NCMP can provide the following benefits:

			–	A quantitative picture of national security posture; 

			–	Monitoring the effectiveness of NCMS and the extent of compliance with applicable laws, rules and regulations;

			–	Determining the deviation from the expected results (predetermined security requirements and objectives); 

			–	Increasing the accountability by identifying either incorrectly or ineffectively implemented security controls or those that have not been implemented, and their corresponding stakeholders; 

			–	Providing important quantifiable input to facilitate proper decision making for enhancing national cybersecurity and allocating the required resources; 

			–	Providing management reports on the impact of past and current activities; 

			–	Assessing security products or services from third parties and providing means to compare different products, services, policies and procedures.

			Figure 8A: General scope for national cybersecurity measures
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			The scope of NCMP determines the types of security measures, at both low-level (base measures) and high-level (derived measures or indicators), for the 5 domains of national cybersecurity, and during different phases of national ICT infrastructure and NCMS (see Figure 27). A total of 34 processes comprise these domains, which are strategy and policies, implementation and organization, awareness and communication, compliance and coordination, and evaluation and monitoring [1]. Collecting, analysing and reporting appropriate security measures during different phases of system development causes integration of security considerations into the national ICT infrastructure and NCMS development. This would ensure that system security requirements are built-in from the design phase to the implementation and operation phases, rather than as an add-on at a later stage [3], which is complicated and costly. The scope of NCMP depends on each specific stakeholder needs, strategic goals and objectives, operating environments, risk priorities, and maturity of the national cybersecurity programme. 

			Conclusions and directions for future works

			National cybersecurity measurement can play an important role in improving the global cybersecurity. The challenges include identifying a set of well-defined and comprehensive security measures, and implementing an effective NCMP via active cooperation and information sharing between governments, industry, international organizations and other relevant stakeholders.
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			Document: 2/234

			Title: Korea’s K-ICT security development strategy

			Summary: As voluntary investments for the expansion of information security systems and reinforcement of manpower are insufficient, and the security infrastructure of non-ICT sectors or SMEs is inadequate, there are many blind spots. To cope with these obstacles, the Korean government announced the “K-ICT Security Development Strategy” in April 2015. This contribution introduces the overall contents and its expected benefits.

			Background

			As the age of super connection and ICT convergence in which everything is connected to the Internet, and the ICT convergence with existing industries is accelerating, cyberspace has become a secondary sphere of life. Security threats in the cyberspace, however, are becoming more intelligent and covert and cause enormous economic damages and social confusion, which directly affects the life of citizens and national security. Moreover, cyber-attacks keep evolving and grow into a more intelligent, covert and bigger cyber-warfare even targeting national infrastructure. Korea, which is recognized as one of the most connected countries in the world, still lacks voluntary efforts in the private sector, public awareness concerning information security, and the fundamentals such as related industry infrastructure, professional manpower, and technology. As voluntary investments for the expansion of information security systems and reinforcement of manpower are still insufficient, and the security infrastructure of non-ICT sectors or SMEs is inadequate, there are many blind spots.

			To cope with these problems, aside from the IoT security roadmap that was presented in the last rapporteur meeting, the Ministry of Science, ICT & Future Planning (MSIP) of Korea announced the “K-ICT Security Development Strategy” to reinforce the competitiveness of the information security industry, technology, and manpower in April 2015. 

			This strategy includes four projects. The first is to create a future growth engine by reinforcing the infrastructure of the information security industry. The second is to develop source security technologies and the third is to foster top-notch security manpower as well as create a culture conducive to information security. Last but not least is to increase investments to enhance the resilience of cyber security.

			Creating a future growth engine by reinforcing the infrastructure of the information security industry

			The Ministry is planning to improve the structure of the information security industry by switching the existing price competition-based market to a performance-based one, and to introduce a proper system for paying fair prices for information security services. Also, the Ministry will prepare and provide “the Information Security Service Price Assessment Guideline” to introduce a system for assessing the fair price of information security continuity service, which ensures appropriate security performance of related products.

			In addition, the Ministry is planning to provide information security investment incentives, such as giving preferences in participation in the government and public procurement and R&D, to induce corporations to voluntarily invest in security and take active measures. The Ministry will also review and push ahead with the public announcement of corporate information security status that includes the status of related manpower, organization, education, etc. of a business to encourage autonomous security competition among corporations and help users choose better products and services. In particular, the Ministry is planning to reinforce the evaluation for the level of information security investments to enhance the security level of key private enterprises such as mobile communication services and Critical Information Infrastructures (CIIs).

			The Ministry is also planning to identify and foster information security startups by providing support such as sharing security vulnerabilities, test beds and international certification support so that excellent security ideas can lead to successful startups. In addition, the Ministry is seeking to identify best security models of new industries like drones, next-generation CCTVs, and biometric products and turn them into new economic growth engines.

			Developing source security technologies

			The Ministry is planning to encourage national R&D centers and private enterprises to develop world-class information security products and technologies by 2019 by intensively studying innovative, intelligent and invisible technologies with the goal of leading the global cybersecurity market and securing technology competitiveness.

			These research communities and related businesses are expected to lead innovative technologies that respond to new threats in the ICBM (IoT, cloud, big data, mobile) environment, key infrastructure control network security and intelligent cyberattacks such as Advanced Persistent Threats (APT). They will also develop smart security technologies to reduce cyber threat response time, such as cyber threat detection technologies and forensic technologies for attack source traceback. In addition, they will intensively develop convenient security (usable security) technologies including the fraud detection system (FDS) for users.

			Another plan of the Ministry is to build a global cyber open R&D system by allowing more outstanding overseas researchers to participate in domestic R&D activities, and making them to conduct joint studies with leading institutes and universities in cyber security related areas.

			Fostering top-notch security manpower and creating a culture conducive to information security

			The Ministry will continuously increase the number of information security schools so that potential security manpower can enter colleges without worries about the college scholastic ability test, and recruit military and police cyber security specialists to prevent career interruption caused by mandatory military service.

			The Ministry is also planning to foster security coordinators to reinforce the security competence of field workers in different industries, such as the financial and manufacturing industries, and bring up top-notch manpower in different areas such as finance and national defense.

			The Ministry is going to turn and expand the Korea Internet & Security Agency (KISA) Academy into an institution dedicated to fostering top-notch security manpower (cyber security manpower center), and build a cybersecurity training center (Security-GYM) to strengthen cyber response capabilities. In addition, the Ministry will carry out the nationwide information security culture movement (Security All Wave) to turn the awareness of the importance of information security into action by transforming information security into a social culture. The Ministry is also planning to induce voluntary compliance with security rules by developing and disseminating customized security rules for different information security agents, which include individuals, enterprises and Chief Executive Officers, etc.

			Increasing investments to enhance the resilience of cyber security 

			With close cooperation with the Korea Internet & Security Agency, the Ministry will diagnose the current status of cyber safety to reinforce the security of key infrastructures of the private sector (ISP, infrastructure, etc.) and services used by many people such as online storages, routers, portals, etc., and build an in-depth cyber detection system to quickly detect cyberattacks and expand the response range.

			The Ministry is also planning to build 100,000 cyber traps to lure hackers as a way to reinforce responses to electronic financial frauds, such as pharming and smishing, and ensure the security of devices including smartphones, routers and CCTVs, and to improve the cyber threat response systems by implementing Chief Information Security Officer (CISO) hotlines between the government and key enterprises (mobile carriers, portals, IDC, etc.).

			The Ministry will reinforce security throughout the supply chain of Critical Information Infrastructures, including external management manpower, consignment and outsourcing, purchasing and procurement, and will also actively support the implementation of Information Sharing and Analysis Centers (ISACs).

			To provide customized information security services for SMEs, the Ministry is planning to reinforce technical and site support for quick emergency response and system recovery in case of infringement accidents, and establish more information security support centers.

			Way forward 

			The Korean government is expected to increase the size of the domestic information security market by improving the structure of the information security industry, to expand investments in information security and to create new demands for convergence security and physical security. 

			To become one of the most powerful countries in cyber security in the world, the fundamentals of the information security industry should be very strong and resilient, and the Korea government expects that this strategy will serve as a turning point in innovating the information security industry, technology and expertise of Korea. Moreover, a large number of new jobs are expected to be created by promoting the convergence security and physical security industry and internalizing information security across all industries including communication, finance, manufacturing, and energy.
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			Document: 2/156

			Title: Multimedia distance-learning course on the safe use of Internet resources

			Summary: ITU’s Telecommunication Development Bureau as part of the CIS regional initiative on “creating a child on line protection centre for the CIS region”, adopted at WTDC-14 (Dubai, UAE), with the support of the Odessa National Academy of Telecommunications n.a. A.S. Popov (Ukraine).

			The course is divided into three parts: basic (for pre-school and junior school children); intermediate (for children in classes 5 to 9); and advanced (for senior pupils, students, parents and teachers). Each course is based on thematic modules with tests after each module.

			Introduction

			The CIS region had already begun to consider the issue of protecting children on line at the end of the 1990s. Approaches to the problem differed among the countries of the region, however, reflecting the range of views in different countries on issues of public morals, pornography, privacy and data protection.

			All countries in the region without exception have acceded to the Convention on the Rights of the Child, without any declarations or reservations regarding Articles 16, 17 and 34(c). All countries in the region have also acceded to, signed and/or ratified the Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography, without any declarations or reservations regarding Articles 2 and 3 of that instrument.

			In many countries in the region, software producers, telecommunication operators and educational establishments are actively developing child on line protection programmes of their own. Notable examples might be two Ukrainian projects: “Safety of Children on line”, which is being implemented by the Coalition for the Safety of Children on line; and “System for restricting access to inappropriate Internet resources”, a project being developed by the Odessa National Academy of Telecommunications n.a. A.S. Popov (Ukraine). In May 2012 the project “Building safer internet for educational institutions”, which formed the framework for the presentation of the system for restricting access to inappropriate Internet content, was recognized as the best project in the category “C5. Building confidence and security in the use of ICTs” in a competition organized as part of the WSIS Forum 2012 event (Geneva, 14-18 May 2012), and acknowledged by the Secretary-General of ITU as one of the major achievements in creating connectivity worldwide.

			With their common political, economic, environmental, humanitarian and cultural history, the countries of the Commonwealth of Independent States (CIS) share a number of characteristics with regard to Internet use, and this has an impact on users’ interests and resources. The key factors here include: a close linguistic environment (most of the peoples in the CIS countries are fluent in Russian); a more or less identical level of ICT development and broadband penetration; common problems in the applications of ICTs (a sharp contrast in terms of teacher training in the towns and rural areas, a common “post-soviet” model of education, an absence of trained system administrators in rural schools, and so on); and a roughly similar level of Internet regulation.

			The international seminar on integrated aspects of child protection on the Internet, held in Odessa, Ukraine, in April 2011, and the Interregional seminar for Europe, the Asia and Pacific region and the Commonwealth of Independent States on “Current methods for combating cybercrime” (March 2012), identified the main obstacles to strengthening confidence and child on line protection in developing countries. Participants noted in particular the importance of international cooperation as a means of exchanging experience and improving child on line protection.

			A natural progression from this idea was the adoption at the World Telecommunication Development Conference 2014 (Dubai, UAE) of the CIS initiative on “creating a child on line protection centre for the CIS region”. One of the expected outcomes of that initiative is the creation of distance-learning courses on safe use of Internet resources involving testing of children, parents, teachers, and so on.

			It should be noted that existing training materials (including multimedia clips and courses) do not cover the entire range of issues pertaining to Internet safety and as a rule do not include systems for testing and certification. In the light of this, the Odessa National Academy of Telecommunications n.a. A.S. Popov (Ukraine) proposed to develop a course on the safe use of Internet resources along the lines of the UN course on “Security in the Field”, which could then be followed by children, parents and educational staff.

			It was proposed that the course should be divided into three parts: basic (for children of pre-school and junior school age); intermediate (for children in classes 5 to 9); and advanced (for senior school pupils, students, parents and teachers), each part being based on thematic modules with testing on completion of each module.

			The Academy proposed the structure and basic features of the courses, which were presented at the fourth meeting of ITU-D Study Group 1 (document 1/265, study period 2010-2014) and at the seventh meeting of the Council Working Group on Child on line Protection (document WG-CP/7/5).

			By September 2015, a Russian-language demonstration version of the course is to be available on line at http://www.onlinesafety.info . Final development and testing are planned for November 2015. The course interface is adapted for use on line using a variety of operating systems and web browsers (including mobile devices based on iOS and Android operating systems).

			Basic course

			The basic course is structured in three modules: “general information on security in the Internet”; “rules for communication on line”; and “useful and harmful on line games”.  To begin with, children choose a hero (boy or girl) to help them follow the course. All slides and navigation moves effected with the cursor are also voiced by the chosen hero. 

			During the course the child studies such topics as “what is the Internet and how is it organized?”; “what useful things can I get from the Internet?”; “the main dangers on line”; “virus programmes that harm a computer”; “virus programmes for spying on users or gathering personal data held on the computer”; “Illegal, unethical and harmful content”; “misleading content”; “Cyber-bullying and cyber-grooming”; “benefits and harm from social networks”; “what can I tell other people on line and what must I not tell them?” “rules of ‘netiquette’”; “how do I create my on line profile”; “how and what to play on line”; “possible harmful effects of computer games (including the influence of Internet slang on colloquial speech)”, and so on.

			The course includes 52 slides of between 10 and 20 seconds’ duration, depending on the density of their multimedia content. Each slide is based on a white background. Colour series are formed in accordance with the Itten principles, and each module has its own colour frame (dark blue, yellow or green). The rate of progress though the course is shown by an animated figure moving in a straight line at the bottom of the screen to indicate the progress made.

			The basic part of the course contains five multimedia clips, four interactive games and 50 cartoon-style graphics. For example, in one slide the child is asked to play a game “Get the virus!”. A target in the form of a “virus” moves around the screen. The aim is to strike at it with a special on line “hand”, but the game is designed to ensure that the child cannot succeed in hitting the virus target. After several attempts a voice explains that a computer virus cannot be eliminated in that way and instead, an antivirus programme has to be used.

			Throughout the course, the child periodically has to answer test questions involving animated figures. This helps to consolidate the knowledge acquired. A separate test is not envisaged in the basic course and a certificate is issued automatically on completion.

			Intermediate course

			The intermediate course comprises five modules: “general information on security in the Internet”; “safe entertainment on line”; “rules for communicating with others on line”; “what can you believe on the Internet?”; and “how to protect oneself on line”.

			In the first slide, the child learns about the purpose of the course and its format. During the course the child studies topics such as “what is the Internet and how is it organized”; “the main dangers on line”; “Illegal, unethical and harmful content”; “misleading content”; “cyberbullying and cyber grooming”; “Internet fraud”; “basic rules for using the Internet”; “how not to be a victim of virtual reality”; “the influence of Internet slang on colloquial speech”; “antivirus software”; “basic precepts of “netiquette”; “what can I write about (and save) on line?”; “anonymity on line”; “how to verify information on line”; “copyright on line (music, video, images, presentations, dissertations, etc.)”; “working via public networks (WiFi zones, Internet clubs, etc.) or using someone else’s computer”; “rules for working safely with e-mail”; and “who can help if there is a problem on line?”.

			The course includes 122 slides of between 10 and 20 seconds’ duration each, depending on the density of their multimedia content. For each sequence there is voice-over accompaniment. Each sequence is based on a white background. Colour series are formed in accordance with the Itten principles and each module has its own colour frame. The rate of progress though the course is shown by “road blocks” indicated by white screens which change to green once a module has been completed  The intermediate part of the course contains five cartoon clips (different from the basic course), two interactive games, 77 cartoon-style figures and 12 infographic figures.

			On completing the course the child takes a test comprising ten questions which contain possible answers. The test set is based on random selection from 40 questions (eight for each module).

			Advanced course

			The advanced course comprises seven modules: “general information on security in the Internet”; “rules for communicating with others on line”; “safe entertainment on line”; “what can you believe in the Internet?”; “confidentiality and working via public networks”; “risk assessment and behaviour in difficult situations”; and “methods of filtering content and child protection on line”.

			The advanced course interface is designed to be as similar as possible to that of the UN advanced “Security in the Field” course. Information is presented with the aid of a number of different types of slide and additional elements which make it possible to create small interactive scenarios using a range of multimedia content. Participants study such topics as “basic information on Internet architecture”; “existing threats (viruses, fraudsters, criminals and so on)”; “how to remain literate when communicating with others on line”, “what can you write about and what should you not write about on line?”; “ensuring that children do not view undesirable content”; “copyright and how you can break the law without knowing it”; “how much time may I spend on line?”; “the influence of Internet slang on colloquial speech”; “typical forms of Internet fraud”; “data protection”; “monitoring children’s behaviour on line”; “threats to life and health on line”; “basic content filtering techniques”; “advice on choosing content filtering systems (for homes, schools and institutions)”, and other aspects. The course includes 57 slides of 30-40 seconds’ duration each, depending on the density of their multimedia content. Each sequence is provided with a partial audio accompaniment.

			The advanced part of the course comprises three cartoon clips (different from the basic and intermediate courses), five interactive games, 23 photo images, and 19 infographic-style figures. An example of an interactive game at the advanced level could be a dialogue between the user and an imaginary character of the opposite sex. Following the lead-in, a conversation develops and is led by the imaginary character. The user selects responses from a set of ready-made models from a list. The list includes various options containing Internet slang and/or stylistic and spelling errors, as well as replies that are stylistically and grammatically sound and do not include slang. The aim of this dialogue is to induce the interlocutor to engage in further discussion, create a positive impression, and so forth; this is not achieved if too much use is made of Internet slang, or if the chosen responses contain stylistic and spelling mistakes. When the dialogue is finished, feedback is given to the user on the use of Internet slang during the interactive discussion.

			Conclusion

			The Odessa National Academy of Telecommunications n.a. A.S. Popov (Ukraine) invites all interested parties to collaborate in testing and disseminating the course that has been developed and to translate it into the official languages of ITU.
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			Document: 2/153

			Title: Security of electronic transactions

			Summary: The Public Key Infrastructures commonly used to secure electronic communication services contribute to establishing confidence in the use of ICTs. Economic models stemming from their value chain can bring growth in the digital economy of the States that implement them. The ever-increasing development of electronic commerce and transactions, the progressive and large-scale deployment of new protocols and network services based on Public Key Infrastructures, and the security of the Internet of Things are, inter alia, reasons that should encourage the creation of root certification authorities in developing countries on the one hand, and the rethinking of a model of organization for the trust chain of the national-level root certification authority in a global way, on the other hand.

			The objective of this contribution is to invite ITU-D Study Group 2 and ITU-T Study Group 17 to study the impact and potential benefits of establishing root certification authorities in developing countries in order to elaborate a programme to implement such root certification authorities, if appropriate. This study should enable estimation of developing countries' preparation for having a national root certification authority, and allow streamlining of the assistance that BDT is already providing, for instance on CIRT implementation.

			Introduction

			The development of electronic commerce and transactions, including online purchases and payments, execution of stock market orders, online administrative tax filing (VAT, income tax, electronic medical care sheet), exchanges of e-mails and electronic documents; the implementation of new network security protocols based on public key infrastructures and their progressive large-scale deployment, in particular, DNSSEC, RPKI (Resources Public Key Infrastructure); and the security of the Internet of Things are crucial elements which should incite developing countries to work towards the establishment of institutions at national or regional level in charge of the management of their public key infrastructures. The creation of these institutions, if properly supervised, can contribute to strengthening the security of electronic communications in general, and that of electronic transactions in particular. They can also allow the emergence and development of digital economies in developing countries.

			Statements

			Electronic commerce and transactions are developing rapidly in developing countries. These transactions typically use insecure channels. However, when they are secured, they are based on self-signed certificates or on certificates purchased using certification authorities generally based in developed countries. In some cases, however, these certificates are not necessarily in accordance with the legislation of developing countries. 

			The lack of enthusiasm and the delays noted in the deployment of secure protocols, such as DNSSEC and RPKI, in developing countries are due to misunderstanding either of these protocols or the standards that allow their implementation, or to the insufficiently trained human resources involved in their deployment, or to a non-mastered grasp related to chains value. 

			All these inadequacies can be improved with the implementation of a root certification authority in each country. Indeed, the authorities, besides their traditional roles, will also be tasked with the broadcast, validation, and revocation of certificates to promote a culture of secure electronic transactions, as well as the organization of trust chains to national and international levels. 

			To assure this situation, some developing countries have set up root certification authorities. However, the functioning of these certification authorities does not necessarily reflect the state of the art in the field. It is advisable to improve the functioning of certification authorities, in particular, by implementing clear procedures based on best practices as well as accepted standards on the subject. This will have the advantage of ensuring the security of transactions and consumers in those developing countries that have already set up their certification authority on the one hand, and on the other hand, will promote the implementation of these certification authorities in those countries that do not have such capability.

			Thus, in the context of the emergence of new digital economies in developing countries, the establishment of root certification authorities can be an important link and a social and economic development lever.

			Proposal

			This contribution aims at asking Question 3/2 to undertake a study on the impact of the implementation of root certification authorities in developing countries. The study should possibly lead to a proposal for the establishment of such root certification authorities in Member States, along the lines of what is currently being done with the setting up of CIRTs.

			The objectives of the study include:

			–	Assessing the readiness of developing countries for setting up root certification authorities at a national level;

			–	Identifying requirements in terms of the skillset necessary to set up and run certification authorities at a national level;

			–	Performing a gap analysis on the current national legal frameworks to better identify the actions required to improve national legislations on cryptography, digital certification and digital signature;

			–	Reflecting on business models and operational plans to support the viability of the activities of the national root certification authority while taking into account regional specificities;

			–	Assessing the possible evolution of national root certification authorities toward a chain of trust between them.

			Furthermore it is requested that Question 3/2 coordinate with ITU-T Study Group 17 to investigate the opportunity to:

			–	Set up a human capacity-building programme for developing countries based on standards and the implementation of standards related to electronic certification, in particular the X.500 series standards;

			–	Develop kits of best practices on the implementation and use of standards related to electronic certification.

			Conclusion

			The security of electronic transactions is fundamental in building confidence in the use of ICTs. The establishment of institutions whose operation should achieve this goal is essential for developing countries. However, it should be referenced by politically, technically and organizationally based frameworks that enable the creation and smooth organization of these institutions.
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			Document: 2/332

			Title: The Global Forum on Cyber Expertise (GFCE)

			Summary: This contribution provides a background and explanation of the Global Forum on Cyber Expertise (GFCE), a global initiative that was launched by the Netherlands in April 2015 at the Global Conference on Cyberspace in The Hague. The GFCE currently has 52 members and is open to all governments, intergovernmental organizations, and private companies who sign on The Hague Declaration on the GFCE. The GFCE is a platform for sharing of best practices, identifying gaps in global cyber capacities, and complementing existing capacity building efforts. The United States is proud to be one of the founding members of the GFCE.

			This contribution is related to the following issues for study from the Question 3/2 Terms of Reference: c) Continue to gather national experiences from Member States relating to cybersecurity, and to identify common themes within those experiences. e) Provide a compendium of relevant, ongoing cybersecurity activities being conducted by Member States, organizations, the private sector and civil society at the national, regional and international levels, in which developing countries and all sectors may participate, including information gathered under c) above.

			Introduction: What is the GFCE?

			Societies worldwide have a growing demand for cyber capacity in order to reap the full economic and social benefits of cyber technology. Everyone should be able to profit from the potential an open, free and secure internet has to offer. To answer to the growing global demand for cyber capacity, The Netherlands Government launched the Global Forum on Cyber Expertise initiative (GFCE) during the Global Conference on Cyberspace, in April 2015. The GFCE is a key multi-stakeholder voluntary initiative for fostering international solidarity and providing political, technical and financial support for efforts to strengthen international cooperation among all stakeholders on cyber issues. The GFCE promotes cyber capacity building in a vision where the interests for security, economy and human rights go hand in hand.

			What does the GFCE do?

			The GFCE was established to strengthen cyber capacity and expertise to make the existing international cooperative efforts more effective.

			GFCE Goals: 

			–	Exchanging expertise: The GFCE offers a broad, informal platform for countries, international organizations and private companies to exchange experiences, expertise, best practices and assessments on four themes of cyber capacity building: cybersecurity, cybercrime, data protection and e-governance.

			–	Development of practical initiatives: The GFCE functions as an incubator for the development of practical initiatives on these four themes (together with experts from NGOs, academia and the tech community).

			–	Agenda setting of cyber capacity building: The GFCE sets cyber capacity building as a strategic issue on the global agenda and takes the lead in streamlining and escalating cyber capacity building efforts on a global level.

			What is the structure of the GFCE?

			The GFCE is comprised of the Secretariat, Members, Partners and the Advisory Board.

			GFCE Secretariat

			The GFCE has a permanent Secretariat that is located in The Hague and gives logistical and administrative support to GFCE members and partners.

			GFCE Members

			GFCE Members are countries, intergovernmental organizations, and private companies committed   to building cyber capacity worldwide. The GFCE has 52 members including the following:

			
				
					
					
					
					
				
				
					
							
							Countries

						
							
							Intergovernmental organizations

						
							
							Corporations

						
					

				
				
					
							
							Argentina

						
							
							Mexico

						
							
							African Union

						
							
							Hewlett Packard

						
					

					
							
							Australia

						
							
							Morocco

						
							
							Council of Europe
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			GFCE Partners

			GFCE Partners are organizations with specific cyber expertise which are invited by GFCE members to participate in a GFCE initiative. GFCE Partners include: The Global Cyber Security Capacity Centre (GCSCC), Meridian Community, and the United Nations Office on Drugs and Crime.

			GFCE Advisory Board

			The GFCE Advisory Board consists of two Co-chairs and 9 representatives from civil society, the technical community and academia. Members serve voluntarily on the Advisory Board for a period of two years, and applications are gathered through an open call published on the GFCE website. The composition of the Advisory Board aims to reflect the geographic, gender and stakeholder balance of the GFCE. Members strive to provide substantive and strategic guidance to the GFCE members on the forum’s strategic objectives, activities and initiatives, and are committed to the principles as set out in The Hague Declaration and the GFCE Framework Document.

			How can a country become a member of the GFCE?

			The GFCE aims to be a platform for the development of initiatives that could benefit parties beyond the GFCE membership. The GFCE is open to new members. Countries, intergovernmental organizations and private companies are eligible for full GFCE membership. (Membership is done at the national level, therefore government agencies or departments cannot become members on their own accord). If an organization/country would like to submit a request for membership, it is necessary to officially endorse The Hague Declaration on the GFCE and the Framework Document. For additional information on membership, contact the GFCE Secretariat at: contact@thegfce.com. For additional information on the GFCE and different initiatives check out the GFCE website at http://www.theGFCE.com.

			What are the GFCE initiatives?

			Since the launch of the GFCE in 2015, GFCE members and partners have actively developed a number of cybersecurity and cybercrime initiatives in different regions of the world.  At the annual GFCE meetings members and partners disseminate the results, lessons learned and best practices of an Initiative amongst GFCE members. New initiatives can be submitted to the GFCE Secretariat at any time.

			Below is a listing of the current GFCE initiatives and their members. Additional details can be found on the GFCE website (http://www.thegfce.com/initiatives). Participation for each initiative is open to all GFCE members.

			a.	Promoting Cybersecurity Due Diligence across Africa: This U.S. and African Union Commission initiative, in partnership with the Economic Community of West African States (ECOWAS), the Southern African Development Community (SADC), the East African Community (EAC), the Economic Community of Central African States (ECCAS), the Common Market for Eastern and Southern Africa (COMESA), helps African Member States draft national cybersecurity frameworks for national and international engagements on cyber policy.  These efforts include creating a culture of cybersecurity, developing national cyber strategies, enacting and enforcing comprehensive legal frameworks related to cybersecurity and cybercrime, and building organizational structures to improve cyber incident management capabilities on the continent. GFCE Members include: The United States and the African Union.

			b.	A Global Campaign to Raise Cybersecurity Awareness: Through this initiative, the United States, in partnership partnerships with Canada and the OAS, aims to raise awareness of cyber-related threats and best practices worldwide and empower citizens with the knowledge and a sense of shared responsibility to practice safe and informed behaviours on the Internet. By leveraging expertise from international partners in the government, academic, non-profit and private sectors, this cybersecurity awareness campaign initiative will work broadly with stakeholders to ensure a safer and more secure Internet for all. A primary resource for this initiative is the U.S. Department of Homeland Security Stop.Think.Connect.™ Cyber Awareness Campaign. GFCE Members include: The United States, Canada and the OAS.

			c.	Preventing and Combating Cybercrime in Southeast Asia:  This initiative builds on cybercrime programs the United Nations Office on Drugs and Crime (UNODC) delivered in East Africa and Central America with a focus on a new region - Southeast Asia.  The U.S., Japan, and Australia, in partnership with the UNODC will develop and execute basic cybercrime training for prosecutors and investigators from the region, conduct assessments of current cybercrime response capabilities, and train judicial staff on cybercrime related issues. GFCE Members and Partners include: The United States, Australia, Japan, and the United Nations Office on Drugs and Crime (UNODC).

			d.	Cybersecurity Trends in Africa: The United States Government and the AUC have partnered with Symantec (along with participation the Council of Europe and the Organization of American States) in this initiative is to develop a report that collects and presents detailed technical data on cybersecurity threats and trends in Africa. The Report will serve as a comprehensive document on cybersecurity matters in Africa, from which Member States of the African Union, and stakeholders worldwide, can draw useful conclusions and gain a fuller understanding of the major cyber trends in Africa, as well as the current capacity to deal with those threats. GFCE Members include: The United States, the African Union, and Symantec.

			e.	Cybersecurity Initiative in OAS Member States:   This initiative recognizes the importance of having a comprehensive approach to addressing cybersecurity issues and aims to support countries in developing an effective response to cyber threats through an integrated approach. The activity areas are amongst others: national cyber security strategy development; cyber security trainings and workshops; development of an OAS Hemispheric Network; cybersecurity exercises; cyber security and e-government for effective public management; and identification and adoption of technical standards for a secure internet architecture. GFCE Member participants: The OAS, Argentina, Chile, Estonia, Mexico, Spain.

			f.	Assessing and Developing Cybersecurity Capability: This Initiative is based on the Model developed by the Global Cyber Security Capacity Centre (GCSCC) at the University of Oxford, with the support of international experts and partners. It aims to assist countries in understanding their priorities for investment and development by outlining the key elements necessary to respond to cyber incidents using five dimensions. The UK Government has provided funding to the GCSCC to develop a Capability Maturity Model to provide a framework for benchmarking progress. International Organizations such as the OAS, has seen value in the expertise that the GCSCC can provide, and have created formal frameworks and agreements of collaboration in this regard. The Governments of the UK and Norway are now keen to promote the GCSCC, and its tools to be utilized more widely. GFCE Members and Partners include: The United Kingdom, OAS, Norway, and the Global Cyber Security Capacity Centre (GCSCC).

			g.	Critical Information Infrastructure Protection Initiative: This initiative aims to support policy makers with responsibility for Critical Information Infrastructure Protection (CIIP) to understand the implications and consequences of cybersecurity issues and to maintain an awareness of current developments. By working together in a global initiative the initiators leverage their CIIP expertise for the benefit of a broader audience to help develop CIIP capabilities, particularly in developing countries. This initiative is run by the Meridian Community, a large group of countries organizing CIIP related International Conferences since 2005. GFCE Members and Partners include: The Meridian Community, Spain, Switzerland, Norway, and the Netherlands.

			h.	CSIRT Maturity Initiative: The goal of this initiative is to provide a platform for GFCE members to help emerging and existing CSIRTs to increase their maturity level. Through this initiative experts provide emerging and existing CSIRTs tools and instruments including best practices, guidelines, template documents that when applied, will improve cyber security CSIRT maturity. GFCE Members include: The Netherlands, ITU, OAS, and Microsoft.

			i.	Coordinated Vulnerability Disclosure: This initiative provides a platform to GFCE members to share experiences and lessons learned in cyber security mechanisms for responsible disclosure or coordinated vulnerability disclosure policies and discussions on the broader topic of ethical hacking. GFCE Members include: The Netherlands, Hungary, Romania and Hewlett Packard.

			j.	Internet Infrastructure Initiative: The aim of this initiative is to help build a robust, transparent and resilient internet infrastructure. Following the experience in the Netherlands in testing and monitoring compliance with international internet standards, this Initiative seeks to broaden this know-how. Key elements include national internet infrastructure, internet exchange points, country domain registries, open source software and routing security. GFCE Members and Partners include:  The Netherlands, Poland, Public/Private Platform Internet Standards - The Netherlands, the Kosciuszko Institute, the Netherlands Institute of International Relations ‘Clingendael’.

			k.	Progressing Cybersecurity in Senegal and West Africa: Senegal and the Netherlands have teamed up to exchange practical steps and expertise to address cybersecurity issues in Senegal and the broader West African region. A secure digital environment will permit the region to fully take advantage of the opportunities for growth that technology offers. GFCE Members and Partners include: The Netherlands, Senegal, and the United Nations Office on Drugs and Crime (UNODC).

			l.	CyberGreen: The initiative supports CSIRTs worldwide with metrics to measure the health of cyber eco systems. There is a need for a common understanding of cyber health and risks through a widely accepted way of measuring national, service provider, and enterprise cyber health and risks.  A common understanding and insight will enable global policy development and capacity building. CyberGreen is different from other assessments because rather than study the vulnerabilities of a system it quantifies the threat an unsecure system poses to others. GFCE Members include: The United Kingdom and Japan.

			Annex 1 to contribution 2/332

			The Hague Declaration at the GFCE

			1.	Today, we, governments, intergovernmental organisations and private companies, meet to launch the Global Forum on Cyber Expertise. We recognise and welcome that societies are becoming increasingly digitized, interconnected and dependent on the cyber domain for communication, innovation and sustainable social development and economic growth. We acknowledge that this creates opportunities that should be accessible for every individual worldwide.

			2.	To fully reap the benefits of information and communication technology, further investments are needed to ensure a free, open and secure cyberspace. As a consequence, inclusive and greater collaboration in the area of capacity building and exchange of expertise within the cyber domain is rapidly becoming one of the most important topics on the international cyber agenda, as was also noted in the 2013 Seoul Framework for and Commitment to Open and Secure Cyberspace.

			3.	As societies need to rapidly develop their capacity to take full advantage of cyberspace and need to overcome evolving challenges presented in this field, we all face financial and human resource constraints. We need to find better and smarter ways to work together by fostering existing and building new partnerships, establishing best practices and providing assistance to one another.

			4.	We stand committed to strengthening this cooperation on cyber by creating more opportunities for governments, the private sector, civil society, the technical community and academia from various regions of the world to engage and develop innovative solutions to this truly global challenge. We recognise the growing number of players in the field with relevant cyber experience and expertise, and we seek to make best use of these assets through closer cooperation.

			5.	We emphasise the need to strengthen and reinforce the existing framework of international cooperation and build new partnerships, enhance institutional capacity where it is most needed.  We seek to develop a mutually reinforcing relationship with relevant multilateral institutions and develop practitioner networks that will have an enduring impact on global cyber capacity.

			6.	As a concrete sign of our unified and firm commitment to strengthen cyber capacity and expertise and to make the existing international cooperative efforts in this field more effective, we hereby establish the Global Forum on Cyber Expertise (hereinafter: GFCE).

			Objectives

			7.	The GFCE will create a pragmatic, action-oriented and flexible forum. It will be consistent with, complement and reinforce existing bilateral, multilateral, multi-party, regional and international efforts to build cyber capacity and expertise and avoid duplication and overlap. The efforts undertaken within the framework of the GFCE will be consistent with international law, in particular the Charter of the United Nations, and respect the Universal Declaration of Human Rights, the International Covenant on Civil and Political Rights and the UN Guiding Principles on Business and Human Rights, where appropriate.

			8.	The GFCE’s overarching and long term goal is to strengthen cyber capacity and expertise globally.

			9.	To this end, the GFCE’s primary objective is to provide a dedicated, informal platform for policymakers, practitioners and experts from different countries and regions to facilitate:

			a.	Sharing experience, expertise, best practices and assessments on key regional and thematic cyber issues. The initial focus areas for capacity and expertise building are cyber security, cybercrime, data protection and e-governance;

			b.	Identifying gaps in global cyber capacity and develop innovative solutions to challenges;

			c.	Contributing to existing efforts and mobilise additional resources and expertise to build global cyber capacity in partnership with and according to the particular needs of interested countries, upon their request.

			10.	Acknowledging that our participation in the GFCE is voluntary and not a legally binding commitment, we have established a framework document that will allow the GFCE to operate in a flexible, transparent and inclusive manner.

			11.	We plan to hold a high level meeting every year, in which we will discuss the achievements within the GFCE, including Initiatives taken, share experiences and lessons learned, and decide upon the way forward, preferably within the margins of the Global Conferences on Cyberspace. Nonmembers are welcome to take part in the discussions during these meetings. Civil society, the technical community and academia will be encouraged to participate and contribute to these discussions.

			12.	A small administrative unit will provide secretarial, communications and logistical support, and will prepare, in coordination with future hosts of the Global Conferences on Cyberspace, the annual high level meeting. This secretariat will initially be hosted and financed by the Netherlands.

			Annex 2 to contribution 2/332

			Launch of the Global Forum on Cyber Expertise 

			16 April 2015 

			Framework Document 

			Purpose

			1.	This Framework Document outlines the structure and operation of the Global Forum on Cyber Expertise (hereinafter: “GFCE”). It reflects the shared understanding of its members that the GFCE should be structured in a way that is voluntary, complementary, inclusive and resource driven. Activities are focused on identifying and addressing key geographic and thematic cyber issues.

			2.	Furthermore, it ensures the GFCE will remain a flexible, action-oriented and consultative forum that can evolve to meet contemporary challenges in cyberspace. It will complement the efforts already being undertaken in the field of cyber capacity and expertise building on a bilateral, multilateral, multi-party, regional and international level and avoid duplication and overlap. The GFCE seeks to develop a mutually reinforcing relationship with relevant multilateral institutions. This Framework Document should be seen in junction with The Hague Declaration on the GFCE, which outlines the objectives and values upon which the GFCE is based.

			Members 

			3.	Participation in the GFCE is voluntary. The GFCE is an informal forum, with no authority to take legally binding decisions. Neither this Framework Document nor participation in the GFCE more generally imposes any legal obligations on members.

			4.	The GFCE is founded by an initial group of countries, companies and intergovernmental organisations that are willing to actively contribute to the GFCE.

			5.	The GFCE aims to be a platform for the development of initiatives that could benefit parties beyond the GFCE membership. The GFCE is open to new members, provided they subscribe to The Hague Declaration on the GFCE, accompanying the official launch of the Global Forum on Cyber Expertise. GFCE members will be consulted on requests for membership.

			Structure and functions 

			6.	The structure and operations of the GFCE are based on four components:

			I.	An inventory of current efforts undertaken in the field of cyber capacity and expertise building;

			II.	An umbrella framework for the promotion of new initiatives, as well as enhancing and expanding existing ones;

			III.	A platform for high level discussions;

			IV.	An Administrative Unit.

			Inventory of current efforts of cyber capacity building

			7.	Through the GFCE an inventory of current efforts in the field of cyber capacity building will be made available and kept up to date. This overview will allow GFCE members to identify and fill gaps in existing bilateral, multilateral, multi-party, regional and international capacity building activities and coordinate their efforts and contribute to bridging the digital divide.

			Umbrella framework for initiatives

			8.	GFCE-members take new concrete initiatives or enhance and expand existing ones to strengthen capacity in cyber, through sharing experiences and best practices or other in-kind assistance, funding for capacity building projects, or a combination thereof (hereinafter: “Initiatives”). The Initiatives focus on a specific cyber area where there is a need for assistance or sharing of expertise and taken under the umbrella of the GFCE by two or more GFCE members (hereinafter: “Initiators”). The Initiators formulate the needs and assistance that a particular Initiative will contain. In addition to government entities, intergovernmental organisations or companies offering their own expertise, civil society, think tanks, academia, and in some instances international organisations, that possess expertise in certain cyber areas, could also play a role in an Initiative when invited to do so by the initiators.

			9.	New Initiatives can have a geographic or thematic focus, or can have both. The preliminary focus areas identified for capacity and expertise building within the GFCE are:

			–	Cybersecurity;

			–	Cybercrime;

			–	Data protection;

			–	E-Governance.

			10.	The focus areas will be evaluated on a yearly basis and may be amended by consensus of the members of the GFCE.

			11.	The setting up of an Initiative within the GFCE will generally consist of the following four phases. These phases should be seen as guidelines. 

			Phase one: Set-up

			12.	The Initiators take the lead in setting up an Initiative. Of these Initiators, at least one party has knowledge and/or expertise in one of the above-mentioned cyber areas, while at least one other party has a specific need for building up capacity in that particular field. Civil society may contribute by making suggestions for new initiatives.

			Phase two: Identification

			13.	These Initiators formulate the specific assistance that is needed in the Initiative, and the means and ways of conveying the assistance or sharing the experience (so-called terms of reference). The assistance can be in the form of financial donations and/or in-kind expertise, for example sending experts to give trainings, or by sharing reports, best practices and lessons learned. Formulating the needs can either be done by the Initiators bilaterally or in a multi-party and multi-stakeholder setting (i.e. a regional or thematic seminar). Civil society, the technical community, think tanks and academia can also be involved in the formulation of specific assistance at the discretion of the Initiators.

			Phase three: Recruitment

			14.	The Initiators recruit participants for the Initiative amongst GFCE members. This gives other members of the GFCE the opportunity to either contribute to the Initiative (with financial means or with in-kind expertise) or to indicate that they need the same assistance in building capacity. The setting up and the coordination of the Initiative remains the responsibility of the original Initiators.

			Phase four: Implementation

			15.	When a clear need for capacity building has been established and adequate (financial or in-kind) resources have been found, coordinated by the Initiators, the Initiative will start its implementation phase. It is at the discretion of the Initiators to involve civil society, think tanks and academia, or use expertise within regional organisations, as implementing partners within an Initiative. Non-GFCE members could benefit from the results of specific Initiatives taken by GFCE members by associating themselves with these initiatives.

			16.	The Initiators will disseminate the results, lessons learned and best practices of an Initiative amongst GFCE members upon its completion to maximize the effectiveness of other Initiatives.

			Platform for high level discussion

			17.	An annual high level meeting amongst members of the GFCE to evaluate progress made will take place, preferably in the margins of future Global Conferences on Cyberspace. The dialogue will provide the opportunity to discuss and (re)formulate requirements as well as best practices on cyber capacity building in the focus areas. The development of best practices will promote a continuous policy discussion about ways and means to respond to emerging challenges in the cyber domain, while preserving each member’s -internal decision making processes on implementation of specific measures. Civil society, the technical community, think tanks and academia will also be encouraged to be involved in the discussion, contributing to the development of best practices and advising on the formulation of requirements.

			Administrative unit

			18.	The Administrative Unit will, inter alia, provide the necessary administrative and logistical support to GFCE members. It will maintain an overview of ongoing Initiatives and circulate the results of Initiatives among the GFCE members. It will facilitate and manage the sharing of information by GFCE members and, as appropriate, other relevant stakeholders of their relevant national practices and programmes, documents, and information regarding Initiatives taken under the umbrella of the GFCE.

			19.	The Unit will support and assist with logistical planning for the annual high level policy meeting, preferably to be held in the margins of future Global Conferences on Cyberspace. It will, inter alia, assist in the production of an overview of results of the GFCE and its initiatives to present to the GFCE members.

			20.	The Netherlands will initially host and finance the Unit for a period of four years after the launch of the GFCE. Consistent with the informal format of the GFCE, there will be no assessed contributions from GFCE members to finance this Unit. The Unit is expected to include four persons and will seek to include, where possible, individuals from other GFCE members. 21. At the first annual high level policy meeting on cyber capacity and expertise building, preferably in the margins of the next Global Conference on Cyberspace, the structure and operation of the Unit will be assessed and reviewed. The most appropriate structure, operation, financing, and location of the Unit over the longer term will be seen in conjunction with the development of the GFCE and its long term requirements.

			

			
				
					45	Net Losses: Estimating the Global Cost of Cybercrime, McAfee, June 2014.
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					47	Document SG2RGQ/204, “Creating a metric for cyber security culture”, Norway.

				

				
					48	Details of the scheme are available at: http://www.gov.uk/government/publications/cyber-essentials-scheme-overview.

				

				
					49	See ITU-D Question 22-1/1, Securing Information and Communication Networks: Best Practices for Developing a Culture of Cybersecurity (Final Report), Chapter 3 and Annex G, found at: http://www.itu.int/pub/D-STG-SG01.22.1-2014.

				

				
					50	See the Framework for Improving Critical Infrastructure Cybersecurity at http://www.nist.gov/cyberframework/.

				

				
					51	More information on The Cybersecurity Framework in Action: An Intel Use Case can be found at http://www.intel.com/content/www/us/en/government/cybersecurity-framework-in-action-use-case-brief.html.

				

				
					52	More information about CSRIC can be found at https://www.fcc.gov/encyclopedia/communications-security-reliability-and-interoperability-council-iv.

				

				
					53	Examples can be found @Cyber Twitter handle, the DHS Blog @ Homeland Security, and the DHS Facebook page.
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			Annex 3: Cybersecurity activities being conducted by organizations, private sector, and civil society

			Details about cybersecurity workshops that have been conducted in conjunction with the ITU-D Study Group 2 Question 3/2 meetings.

			ITU Cybersecurity Workshop: Global Cybersecurity Challenges

			Collaborating for effective enhancement of cybersecurity in developing countries

			8 September 2015, 14:30-17:30, ITU Tower, Popov Room

			http://www.itu.int/en/ITU-D/Study-Groups/2014-2018/Pages/side-events/2015/cybersecurity-workshop.aspx

			Agenda

			
				
					
					
				
				
					
							
							14:30-14:40

						
							
							Welcome remarks
Mr Brahima SANOU (BDT Director) and Mr Chaesub LEE (TSB Director) 

						
					

					
							
							14:40-15:40

						
							
							Session 1 (Panel discussion)

						
					

					
							
							Best practices for a multi-layered strategic approach to effective cybersecurity enhancement in developing countries

							Data breaches are reported to be on the rise globally. Increasingly, with wearable technology, Internet of Things and embedded Information and Communication Technologies (ICTs) everywhere, cyber incidents will have greater effects in the physical world. It is no longer just about money and data – however important these are –, now it is also about lives. Cybersecurity is an essential component of human activity. Its high level of complexity requires action at different levels (both virtual and physical) and by different actors (governments, private sector, civil society, intergovernmental organizations, etc.).

							•	What are the key success factors to developing and implementing a national cybersecurity strategy?

							•	What are the best practices?

							•	What will be the future elements to be included in national cybersecurity strategies?

							Presentations:

							1)	Japanese Government’s Cybersecurity Strategy 

								Mr Kunihiro TSUTSUI

								Ministry of Internal Affairs and Communications, Japan

							2)	Public-Private partnerships and Cyber Risk Management 

								Mr Stephen FAROLE

								United States Department of Homeland Security, United States of America

							Cyber Security: OCERT Prospective

								Ms Aziza Al-RASHDI (Information Technology Authority, Sultanate of Oman)

							Moderator:

								Mr Mohamed M.K. ELHAJ (Republic of the Sudan)

							Panelists: 

								Mr Albert KAMGA (Republic of Cameroon)

								Ms Aziza Al-RASHDI (Sultanate of Oman)

								Mr Jean-David RODNEY (Republic of Haiti)

								Mr Kunihiro TSUTSUI (Japan)

								Mr Stephen FAROLE (United States)

						
					

				
			

			
				
					
					
				
				
					
							
							16:10-17:10

						
							
							Session 2 (Panel discussion)

						
					

					
							
							Challenges facing developing countries; international collaboration to promote cybersecurity initiatives

							With the constant expansion of broadband to unconnected parts of the world, most of the growth in the adoption of ICTs is expected to come from developing countries in the years to come. Newly connected countries have the opportunity to leverage the potential of ICTs to generate wealth and boost their socio-economic development and to achieve this they need robust, reliable, and trustworthy systems that would create a solid foundation for their businesses to operate and evolve.

							•	What are the three key challenges faced by developing countries in achieving an effective level of cybersecurity?

							•	How can existing regional and international collaboration be enhanced to promote cybersecurity initiatives?

							•	Are there innovative vehicles of collaboration that can be considered?

							Presentations;

							1.	Mobile security issues 

								Mr Christopher BOYER, AT&T Inc. 

							2.	Challenges facing developing countries 

								Mr Damir RAJNOVIC, Forum for Incident Response and Security Teams (FIRST)

							International collaboration to promote cybersecurity initiatives – Good practices in cybersecurity development based on findings of the Global Cybersecurity Index

								Mr Tymoteusz KURPETA, ABI Research

							Moderator:

								Mr Patrick MWESIGWA (Republic of Uganda)

							Panelists: 

								Mr Arkadiy KREMER (ITU-T SG17)

								Mr Christopher BOYER (AT&T Inc.) 

								Mr Damir RAJNOVIC (FIRST)

								Mr Damnam Kanlanfei BAGOLIBE (Togolese Republic) 

								Mr Tymoteusz KURPETA (ABI research)

						
					

					
							
							17:10-17:20

						
							
							Workshop wrap up 

							Ms Miho NAGANUMA (NEC Corporation) 

						
					

					
							
							17:20-17:30

						
							
							Closing remarks 

							Mr Ahmad SHARAFAT (ITU-D SG2 Chairman) and Mr Arkadiy KREMER (ITU-T SG17 Chairman) 

						
					

					
							
							18:00-20:00

						
							
							Welcome reception

						
					

				
			

			Note:

			–	Workshop moderator: Ms Miho NAGANUMA (NEC Corporation)

			–	Interpretation in the six official UN languages is provided.

			ITU Cybersecurity Workshop 

			Day 1: Monday, 18 April 2016, 14:30- 17:30

			Day 2: Tuesday, 19 April 2016, 09:30-12:30

			ITU Montbrillant building, Room H

			http://www.itu.int/en/ITU-D/Study-Groups/2014-2018/Pages/side-events/2016/cybersecurity-workshop.aspx 

			Agenda 

			DAY 1: National Cyberdrills

			
				
					
					
				
				
					
							
							Timing

						
							
							Presentations 

						
					

				
				
					
							
							14:30-14:40

						
							
							Welcoming remarks 
by ITU/BDT official

						
					

					
							
							14:40-15:50

						
							
							Enhancing National Cyberdrills through experience sharing

							A national cyberdrill enhances the communication and incident response capabilities of all participants at the national level, thus helping ensure an efficient and coordinated effort in mitigating cyber threats and responding to major cyber incidents. A national cyberdrill is typically structured around a fictitious yet realistic geo-political scenario as the background for a set of simulated actions by threat actor(s) to which the participants must respond in accordance with their roles and responsibilities in a coordinated and timely fashion. This panel will highlight recent experiences in conducting such national cyberdrills.

							Presentations (10 minutes each):

							1)	General overview by Mr Luc Dandurand, Head of ICT Applications and Cybersecurity Division, ITU/BDT 

							2)	Pan European Cyber Exercises by Dr Panagiotis Trimintzios, Programme Manager, European Union Agency for Network and Information Security (ENISA)

							3)	A detailed view into a real case by Mr Michael Bartsch, Cybersecurity Management Consulting & Training, Deutor

							4)	Korea’s National Cyberdrill Experience by Mr Jaesuk Yun, Senior Researcher, Korea Internet & Security Agency 

							5)	Malaysia’s National Cyberdrill Experience by Dr Amirudin Bin Abdul Wahab, Chief Executive Officer, Cybersecurity Malaysia

							6)	Cyber Storm V Overview by Mr Tim McCabe, Deputy NCEPP, NCCIC, US Department of Homeland Security

							7)	Practice makes Perfect by Mr Erka Koivunen, Cybersecurity Advisor, F-Secure

						
					

					
							
							15:50-16:10

						
							
							Coffee break

						
					

					
							
							16:10-17:10

						
							
							Panel Discussion after presentations 

							Following the previous sharing of experiences, lessons learned for the efficient and effective planning and conduct of national cyberdrills will be discussed in the context of ITU/BDT’s activities to support Member States in conducting such exercises.

							Moderator:

							Mr Luc Dandurand, Head of ICT Applications and Cybersecurity Division, ITU/BDT

							Panelists: All speakers from the first half of the session

						
					

					
							
							17:10-17:30

						
							
							Workshop wrap up

							by Mr Luc Dandurand, Head ICT Applications and Cybersecurity Division, ITU/BDT

						
					

					
							
							
							End of Day 1 of Workshop

						
					

				
			

			DAY 2: National Cybersecurity Strategies

			
				
					
					
				
				
					
							
							Timing

						
							
							Presentations

						
					

				
				
					
							
							09:30-10:40

						
							
							Session 1: The key ingredients for preparing a comprehensive National Cybersecurity Strategy

							Some nations have vested responsibility for cyber security in existing or new agencies and have established national Computer Emergency Response Teams (CERTs). Some nations have begun rolling-out cyber-security awareness campaigns and developed action plans on Critical infrastructure protection

							Whilst these are vital tactical actions towards improving national cybersecurity, to manage risks associated with the digital assets of a nation, a strategy is needed to combine all efforts into a coherent, comprehensive and sustainable nation-wide approach. In this session, panellists will share their expertise on how to develop a National Cybersecurity Strategy

							Presentations (10 minutes each):

							1)	NCS cybersecurity partnership by Mr Luc Dandurand, Head of ICT Applications and Cybersecurity Division, ITU/BDT 

							2)	ENISA’s work on strategies by Ms Dimitra Liveri, European Union Agency for Network and Information Security (ENISA)

							3)	Trust frameworks by Dr Bilel Jamoussi, Chief, Study Groups Department, ITU/TSB

							4)	How Switzerland deals with cyber threats by Dr. Stefanie Frey, MELANI, Switzerland

							Moderator:

							Mr Eliot Lear, Co-Rapporteur, ITU-D SG2 Q3/2

							Panelists: All speakers from the session

						
					

					
							
							11:10-12:10

						
							
							Session 2: Effective implementation of a National Cybersecurity Strategy

							A strategy is of use only when it is aptly translated into an actionable plan which is reviewed and adjusted in line with temporal and situational changes. This process aspect of strategy implementation must be done effectively so that a nation can close the cybersecurity gap identified for remediation in its national cybersecurity strategy. The possible ways to measure this effectiveness and assess progress need to be highlighted and understood.

							Presentations (10 minutes each):

							1)	Estonia’s experience by Mr Raul Rikk, Head of National Cyber Security Domain, e-Governance Academy, Estonia

							2)	Paradigm Change as Part of a Cybersecurity Strategy by Mr Ammar Alkassar, CEO, Rohde & Schwarz Cybersecurity

							3)	How to create the National Cyber Security Strategy by Dr Martti Lehto, University of Jyväskylä, Finland

							4)	Research conducted in Cybersecurity Strategies by Mr Erik Silfversten, Analyst, Rand Europe

							Moderator:

							Mr Luc Dandurand, Head of ICT Applications and Cybersecurity Division, ITU/BDT

							Panelists: All speakers from the session

						
					

					
							
							12:10-12:20

						
							
							Workshop wrap up

							by Mr Luc Dandurand, Head of ICT Applications and Cybersecurity Division, ITU/BDT

						
					

					
							
							12:20-12:30

						
							
							Closing remarks 

							by Mr Ahmad Sharafat, ITU-D Study Group 2 Chairman

						
					

					
							
							
							End of workshop

						
					

				
			

			ITU Cybersecurity Workshop

			Cybersecurity and Risk Assessments in Practice 

			Thursday, 26 January 2017, 14:30- 17:30

			https://www.itu.int/en/ITU-D/Study-Groups/2014-2018/Pages/side-events/2017/cybersecurity-workshop.aspx

			1.  Introduction

			In many ways, cybersecurity is about risk management. A key element of risk management is the assessment of risk. For the cyber domain, and despite much scientific and technical work in this area, assessing risks remains an art, particularly at the highest levels. This is due to the very complex nature of cyberspace, the difficulty in assessing vulnerabilities in very large “systems” composed of continually-evolving technology and human processes, the difficulty in assessing the value of digital assets and reputation, and the dynamic nature of cyber threats.

			2.  Objective of the workshop

			This workshop will bring together world experts who will share their knowledge and experience on the practical assessment of cyber risks at the national level, in very large organizations, and in critical infrastructure sectors. The workshop will also discuss supply chain risks and role of standards for managing cyber risks in organizations.

			3.  Agenda

			
				
					
					
				
				
					
							
							Time

						
							
							Description

						
					

				
				
					
							
							14:30-14:40

						
							
							Opening by Workshop Chair, Ms. Miho Naganuma

							Welcoming remarks by ITU/BDT official

						
					

					
							
							14:40-15:45

						
							
							Presentations by invited speakers  (20 min each)

							1)	Top cyber security threats in 2017 and beyond

								Dr. Bader Al Manthari (Information Technology Authority (ITA), Sultanate of Oman)

							2)	Methodologies and tools used in the private sector to assess cyber risks in large organizations

								Mr. Ryan Spanier (Kudelski Security)

							3)	Cyber risk assessments in critical infrastructure sectors

								Dr. Stefanie Frey (MELANI)

						
					

					
							
							15:45-16:15

						
							
							Break

						
					

					
							
							16:15-17:00

						
							
							Presentation by invited speakers 

							1)	Supply Chain Risks

								Mr. Andy Purdy (Huawei Technologies) and Ms. Kaja Ciglic (Microsoft)

							2)	Role of standards and ISO/IEC 27000 series update 

								Ms. Miho Naganuma (NEC Corporation)

						
					

					
							
							17:00-17:20

						
							
							Q&A from the audiences and discussion by moderator , Ms. Miho Naganuma

						
					

					
							
							17:20-17:30

						
							
							Workshop wrap up by Workshop chair, Ms. Miho Naganuma

						
					

				
			

			
				
					
				
				
					
							
							Organization: Internet Society (ISOC)

						
					

				
			

			Document: SG2RGQ/162 + Annex

			Title: Collaborative security

			Summary: During the April 2016 Rapporteur Group meeting, Ms Christine Runnegar from the Internet Society made a presentation to the group on Collaborative security. This presentation provided an overview of the Internet Society as well as explained the Internet Society’s Collaborative Security Approach.

			People are what ultimately hold the Internet together. The Internet’s development has been based on voluntary cooperation and collaboration. Cooperation and collaboration remain the essential factors for the Internet’s prosperity and potential.

			This contribution contains a presentation introducing the Internet Society’s Collaborative Security approach, which is characterized by five key elements:

			–	Fostering confidence and protecting opportunities: The objective of security is to foster confidence in the Internet and to ensure the continued success of the Internet as a driver for economic and social innovation.

			–	Collective Responsibility: Internet participants share a responsibility towards the system as a whole.

			–	Fundamental Properties and Values: Security solutions should be compatible with fundamental human rights and preserve the fundamental properties of the Internet — the Internet Invariants.

			–	Evolution and Consensus: Effective security relies on agile evolutionary steps based on the expertise of a broad set of stakeholders.

			–	Think Globally, act Locally: It is through voluntary bottom-up self-organization that the most impactful solutions are likely to reached.

			and discusses the principles in the context of botnets. It also contains some information regarding some of the Internet Society’s activities with the community to address spam.
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							Organization: London Action Plan (LAP)

						
					

				
			

			Title: Introduction to the London Action Plan

			Summary: During the April 2016 Rapporteur Group meeting, Mr Adam Stevens from the London Action Plan (www.londonactionplan.org) made a presentation to the group.
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							Organization: Nuix Technology UK (United Kingdom of Great Britain and Northern Ireland)

						
					

				
			

			Title: A cybersecurity framework for all

			Document: SG2RGQ/35

			Summary: Across all fields and international boundaries cybercrime and cybersecurity requirements have never been greater or more complex. There is too much data, too much noise in the data, and no good way to pull together all of the different data sources to give analysts a contextual 360-degree view spanning digital, physical and human intelligence. A combination of technology and people provides us an unparalleled opportunity to address the emerging problem that is cybercrime. By harnessing advanced technology, scalability, and deep experience in data forensics and investigation we are in a unique position to change the way we tackle cybersecurity incidents. 

			This document puts in place a cybersecurity framework suitable for any ITU member state, which by design can dramatically reduce the gap between incident detection and remediation, and provide deep and rapid insights into the scope of a breach, the information that has been compromised and the path to resolution. Across all fields and international boundaries cybercrime and cybersecurity requirements have never been greater or more complex. There is too much data, too much noise in the data, and no good way to pull together all of the different data sources to give analysts a contextual 360-degree view spanning digital, physical and human intelligence. A combination of technology and people provides us an unparalleled opportunity to address the emerging problem that is cybercrime. By harnessing advanced technology, scalability, and deep experience in data forensics and investigation we are in a unique position to change the way we tackle cybersecurity incidents.

			Introduction

			Issues of building confidence and security in the use of ICT in the CIS region are in charge of the Information Security Commission of the Regional Commonwealth in the fields of Communications (RCC). Acknowledging that the relevance and ensuring technological independence and information security of the state are the strategic objective, the heads of the CIS states in October 2008 approved the Concept of cooperation of the States - participants of the CIS in the sphere of information security and a Comprehensive action plan for its implementation. Enactment of these documents promoted further forming and enhancement of the legal basis for an interstate cooperation in this sphere and the establishment of a secure information environment in the CIS.

			Information Security Commission has prepared a draft Agreement on cooperation of states - participants of the CIS in the field of information security and the Regulation on the basic organization of CIS member states, which provide methodological, organizational and technical support for the work in the field of information security and the training of specialists in this field.

			At the same time there was an inquiry of administrations, regulators and the CIS region’s business to determine common requirements for training of specialists in information security. They should take the form of requirements for appropriate educational standards and are embodied in these standards. According of such factors as historical community of the educational systems of the CIS countries and their current compliance with the terms of the Bologna agreement, allows a large extent unify and make regional standards of training, including such specialties as "Information Security Specialist of Information and Communication Systems" "The system administrator of information and communication systems"; "Specialist in Administration of network devices of information and communication systems"; "The system programmer"; "Specialist in design and graphic user interfaces"; "Technical support specialist of information and communication systems." The corresponding functional cards of labor activity types, the characteristics of the generalized labor functions, necessary knowledge and skills form a basis for training of specialists, in one way or another responsible for building confidence and security in the region.

			Competence-based approach in educational activity and its interface to inquiries of employers

			The modern needs of the labor market for specialists of a certain qualification are increasingly placed at the forefront in reforming the educational systems of countries in various regions. These requirements directly affect the modular structure and the flexibility of education in the 48 countries that joined the Bologna Declaration (1999). This process is active in the CIS region. In different countries the professional ICT community formulates its requests in the form of the direct order both to system of professional training, and subsystems of retraining and advanced training. This social order is a list of specific competencies that form the ability to apply knowledge, skills and personal qualities to be successful in a particular field. Competencies and learning outcomes are seen as the main target setting in the implementation of vocational training programs as the integrating beginnings of a graduate’s “model”.

			The competence-based model of the graduate, on the one hand, covers the qualification linking his future activities with the subjects and objects of labor, on the other hand, reflects the interdisciplinary requirements to the result of education.

			As a result of discussions in the professional community, the features of key professional competencies have been formulated, they:

			–	Allow to solve complex tasks (non-algorithmic);

			–	Are multifunctional (allow to solve different problems from one field);

			–	Transferable to different social fields (different activities);

			–	Require complex mental organization (the inclusion of intellectual and emotional qualities);

			–	Are complicated to implement and require a set of skills (skills of cooperation, understanding, reasoning, planning...); and,

			–	Should be implemented on different levels (from elementary to profound).

			Advantages of competence-based approach are in the fact that at the same time:

			–	The goals and objectives of training programs conforming to requirements of employers are formulated;

			–	Flexibility of training programs increases;

			–	Efficiency and quality of professional training, level of professional competences increases;

			–	Standard, objective and independent conditions of a training quality evaluation are created;

			–	Level of interaction and the mutual responsibility of students, teachers and employers increases; 

			–	Preparation for professional activity is carried out taking into account the real production conditions, due to which accelerated adaptation of professionals in the workplace; and,

			–	Formed organizational culture, including the field of information security.

			Competences of experts in information security as basis for creation of the corresponding human potential

			Focusing on the labor market needs in the field of training and retraining in the application of ICT security experts, the required competences can be divided into several blocks:

			1)	The general professional competence of providing including the ability to:

			•	Undertake the operation of infocommunication systems (ICS) with the use of methods and means to ensure their safety;

			•	Administer software and hardware protection of information in the ICS;

			•	Carry out the work on assessing the safety of ICS; and,

			•	Build distributed protected ICS.

			2)	Competence in the ICS operation using software methods and tools for their safety, providing including the ability to:

			•	Provide the information security (IS) in ICS with software and hardware;

			•	Provide the information security (IS) in the ICS using technical means; and,

			•	Provide information security (IS) in ICS with a complex application software, hardware and technical resources.

			3)	Competence in the field of management software and hardware protection of information in the ICS, including providing skill to:

			•	Configure software and hardware ICS protection;

			•	Perform maintenance regulations and current repair of software and hardware tools of information protection; and,

			•	Carry out the analysis of the violations allowed by users in ICS and to hinder with their repetition.

			4)	Competence in the field of the assessment ICS security:

			•	The monitoring of the efficiency and effectiveness of hardware-software means of information protection;

			•	The application of methods and techniques for ICS safety assessment under protection system control analysis;

			•	Carrying out experimental and research works in case of objects certification taking into account requirements to ensuring ICS protection;

			•	Instrumental monitoring of the ICS protection; and,

			•	Expertise in the investigation of security incidents.

			5)	Competences in the area of distributed protected ICS design:

			•	Development of requirements for distributed secure ICS and remedies for them, taking into account existing regulations and guidance documents;

			•	Design of the distributed protected ICS; and,

			•	Commissioning and maintenance of distributed ICS with the protection of information resources, organizational and technical measures for information security.

			Each of these competencies is accompanied by a list of actions committed by labor and the necessary knowledge, abilities and skills.

			Conclusion

			Human capacity building to enhance confidence and security in the use of ICT is an urgent task, which requires the business partnership as the customer, the educational system as a contractor and the state as regulator of the entire process. Business priority in the formulation of requirements for specialists guarantees the success.

			As a result of the project for the implementation of the Regional Initiative 5 in the CIS region has developed standard professional competencies, which are put at the forefront in the creation of educational programs in the field of training and retraining of information security specialists.

			These competencies are complemented by a specific list of employment action, knowledge and skills that allows both carrying out examination of educational programs and creating new programs of training and retraining for building confidence and security in the use of ICT in the region. Dissemination of results in the region will be implemented within the framework of the ITU project "Centre of Excellence" in the CIS region in the area of "Cyber security", which is a priority for the region and assigned to the main contractor of the Regional initiative 5 – Moscow Technical University of Communications and Informatics, a member of ITU-D. 

			The obtained results should be used to enhance the use of ICT awareness activities to build confidence and security in different countries, particularly developing countries, as they have a number of valuable qualities: relevance trends of infocommunications, compliance with modern educational trends and international standards of construction of educational process, scalability and reproducibility.
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							Source
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							2/REP/35 (Rev.1)

						
							
							2017-04-03

						
							
							Rapporteurs for Question 3/2

						
							
							Report of the Rapporteur Group meeting on Question 3/2 (Geneva, Thursday 6 April 2017, 14:30 - 17:30 hours)

						
					

					
							
							RGQ/REP/22

						
							
							2017-01-18

						
							
							Rapporteurs for Question 3/2

						
							
							Report for the Rapporteur Group meeting on Question 3/2 (Geneva, Friday, 27 January 2017, 09:00 -12:00 and 14:30-17:30 hours)

						
					

					
							
							2/REP/24 (Rev.1)

						
							
							2016-09-26

						
							
							Rapporteurs for Question 3/2

						
							
							Report of the Rapporteur Group Meeting on Question 3/2 (Geneva, Thursday 29 September 2016, 14:30 - 17:30 hours)

						
					

					
							
							RGQ/REP/12

						
							
							2016-04-29

						
							
							Rapporteurs for Question 3/2

						
							
							Report of the Rapporteur Group meeting on Question 3/2 (Geneva, Friday, 29 April 2016, 09:30 -12:30 and 14:30 - 17:30 hours)

						
					

					
							
							2/REP/13 (Rev.1)

						
							
							2015-09-09

						
							
							Rapporteurs for Question 3/2

						
							
							Report of the Rapporteur Group Meeting on Question 3/2 (Geneva, Wednesday 9 September 2015, 09:30 - 12:30 hours) 

						
					

					
							
							RGQ/REP/3

						
							
							2015-04-29

						
							
							Rapporteurs for Question 3/2

						
							
							Report of the Rapporteur Group Meeting on Question 3/2 (Geneva, Wednesday, 29 April 2015, 09:30 -12:30 and 14:30 - 17:30 hours)

						
					

					
							
							2/REP/3 (Rev.1)

						
							
							2014-09-24

						
							
							Rapporteurs for Question 3/2

						
							
							Report of the Rapporteur Group Meeting on Question 3/2 (Geneva, Wednesday 24 September 2014, 09:30 - 12:30 hours)
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							2017-03-21

						
							
							Korea (Republic of)

						
							
							Study topics for Question 3/2 for the next study period

						
							
					

					
							
							2/422

						
							
							2017-02-17

						
							
							Togolese Republic

						
							
							Fraudulent SIM box card practices

						
							
					

					
							
							2/415
[OR]

						
							
							2017-02-20

						
							
							Rapporteurs for Q3/2

						
							
							Final Report for Question 3/2

						
							
					

					
							
							2/402

						
							
							2017-01-31

						
							
							République démocratique du Congo

						
							
							Securing information and communication networks: Good practice for developing a good culture of cybersecurity

						
							
					

					
							
							RGQ/242

						
							
							2017-01-06

						
							
							NEC Corporation

						
							
							Updated Section 6 (Report of Cybersecurity workshops) of Q3/2 report

						
							
					

					
							
							RGQ/230

						
							
							2016-12-08

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
							
					

					
							
							RGQ/221

						
							
							2016-11-28

						
							
							Senegal (Republic of)

						
							
							Overview of the Digital Senegal 2025 (Sénégal Numérique 2025) Strategy validated and adopted in 2016

						
							
					

					
							
							RGQ/213

							[OR]

						
							
							2016-11-25

						
							
							Rapporteur for Question 3/2

						
							
							Draft Final Report for Question 3/2

						
							
					

					
							
							RGQ/209

						
							
							2016-11-24

						
							
							Democratic Republic of the Congo

						
							
							Context of ICT infrastructure security

						
							
					

					
							
							RGQ/207

						
							
							2016-11-17

						
							
							Democratic Republic of the Congo

						
							
							Security of communication infrastructures

						
							
					

					
							
							RGQ/204

						
							
							2016-11-14

						
							
							Norway

						
							
							Creating a metric for cyber security culture

						
							
					

					
							
							2/369

						
							
							2016-09-13

						
							
							Russian Federation

						
							
							The experience of the CIS countries in the field of experts’ professional competences formation on data protection and information security in information and communication systems

						
							
							Section 4 + Compendium Annex 2

						
					

					
							
							2/364

						
							
							2016-09-13

						
							
							United Kingdom of Great Britain and Northern Ireland

						
							
							Common criteria as a tool for giving assurance about the security characteristics of IT products

						
							
							Section 8

						
					

					
							
							2/362

						
							
							2016-09-13

						
							
							Korea (Republic of)

						
							
							Proposed text for inclusion in Chapter 6 (Child Online Protection) of the Final Report

						
							
							Section 5

						
					

					
							
							2/361

						
							
							2016-09-13

						
							
							Korea (Republic of)

						
							
							Korea’s Information Security Industry Promotion Plan

						
							
							Currently Section 4.2 or section 7

						
					

					
							
							2/342

						
							
							2016-08-24

						
							
							Oman Telecommunications Regulatory Authority (TRA)

						
							
							Oman Public Key Infrastructure (PKI)

						
							
							Section 7 and Compendium Annex 2 

						
					

					
							
							2/334

						
							
							2016-08-12

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
							
							-

						
					

					
							
							2/332

						
							
							2016-08-12

						
							
							United States of America, Netherlands (Kingdom of the)

						
							
							The Global Forum on Cyber Expertise (GFCE)

						
							
							Section 7 and Compendium Annex 2

						
					

					
							
							2/322

						
							
							2016-08-05

						
							
							Odessa National Academy of Telecommunications n.a. A.S. Popov

						
							
							A database with data on existing technical solutions for child online protection (http://www.Contentfiltering.info)

						
							
							Section 5

						
					

					
							
							2/317

						
							
							2016-08-05

						
							
							Côte d’Ivoire (Republic of)

						
							
							Experience of Côte d’Ivoire in developing a national cybersecurity culture

						
							
							Referenced in Section 4 and Compendium Annex 2

						
					

					
							
							2/314

						
							
							2016-08-05

						
							
							Japan

						
							
							ACTIVE(Advanced Cyber Threats response InitiatiVE) project in Japan

						
							
							Section 3 

						
					

					
							
							2/295

							[OR]

						
							
							2016-08-12

						
							
							Co-Rapporteurs for Question 3/2

						
							
							Draft Report on Question 3/2

						
							
							-

						
					

					
							
							RGQ/145

						
							
							2016-04-04

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
							
							-

						
					

					
							
							RGQ/144

						
							
							2016-04-04

						
							
							Russian Federation

						
							
							Proposals from the Russian Federation for modification of GCI Questionnaire

						
							
							Referenced in Annex 1 and will be mentioned in section 9

						
					

					
							
							RGQ/143

						
							
							2016-04-04

						
							
							Russian Federation

						
							
							Cyberwellness Profile of the Russian Federation for the Global Cybersecurity Index (GCI) Report 2016

						
							
							Referenced in Annex 1 and will be mentioned in section 9

						
					

					
							
							RGQ/142+Ann.1

						
							
							2016-04-04

						
							
							Korea (Republic of)

						
							
							Safe Use of the Internet for Children and Youth in Korea

						
							
							Section 5 

						
					

					
							
							RGQ/141


						
							
							2016-04-04

						
							
							Korea (Republic of)

						
							
							Fintech and security in Korea

						
							
							Section 4 or section 7

						
					

					
							
							RGQ/120

						
							
							2016-03-16

						
							
							Rapporteurs for Question 3/2

						
							
							Initial Draft Report on Question 3/2

						
							
							-

						
					

					
							
							RGQ/104

						
							
							2016-02-17

						
							
							Gambia (Republic of the)

						
							
							A case to adopt child online protection initiatives across LDCs 

						
							
							Section 5

						
					

					
							
							2/234

						
							
							2015-08-27

						
							
							Korea (Republic of)

						
							
							Korea’s K-ICT Security Development Strategy

						
							
							Compendium Annex 2 + in section 4 or7

						
					

					
							
							2/228

						
							
							2015-08-21

						
							
							United Kingdom of Great Britain and Northern Ireland

						
							
							Cybersecurity in government and industry

						
							
							Section 4 Compendium Annex 2

						
					

					
							
							2/203

						
							
							2015-07-31

						
							
							China (People’s Republic of)

						
							
							Proposal for a new work item on Framework of Detection, Tracking and Response of Mobile Botnets

						
							
							Section 3

						
					

					
							
							2/202
(Rev.1)

						
							
							2015-07-29

						
							
							Australia, Papua New Guinea, Samoa (Independent State of), United Kingdom of Great Britain and Northern Ireland, Vanuatu (Republic of)

						
							
							Proposed questions on child online protection

						
							
							Section 5

						
					

					
							
							2/198

						
							
							2015-07-26

						
							
							United States of America

						
							
							Partnering with the Private Sector to Manage Cyber Risk

						
							
							Section 7 and Annex 2

						
					

					
							
							2/175

						
							
							2015-07-23

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
							
							-

						
					

					
							
							2/174

						
							
							2015-07-23

						
							
							China (People’s Republic of)

						
							
							Best practices for developing a culture of cybersecurity: Promoting awareness of cybersecurity and enhancing its management

						
							
							Section 4 and Annex 2

						
					

					
							
							2/165

						
							
							2015-07-22

						
							
							BDT Focal Point for Question 3/2

						
							
							Global Cybersecurity Index - Partnership Model

						
							
							Mention in Section 1 or 2 

						
					

					
							
							2/164

						
							
							2015-07-22

						
							
							BDT Focal Point for Question 3/2

						
							
							Global Cybersecurity Index - Reference Model

						
							
							Mention in Section 1 or 2

						
					

					
							
							2/163
+Ann.1

						
							
							2015-07-22

						
							
							Oman Telecommunications Regulatory Authority (TRA)

						
							
							Survey on measures taken to raise awareness on cybersecurity/revised GCI questionnaire

						
							
							Mention in Section 1 or 2

						
					

					
							
							2/157

						
							
							2015-07-04

						
							
							ITU-T Study Group 15

						
							
							Liaison Statement from ITU-T SG15 to ITU-D SGs on ITU-T SG15 OTNT standardization work plan

						
							
					

					
							
							2/156

						
							
							2015-07-08

						
							
							Odessa National Academy of Telecommunications n.a. A.S. Popov

						
							
							Multimedia distance-learning course on the safe use of Internet resources

						
							
							Section 4 and Annex 2 

						
					

					
							
							2/155
+Ann.1

						
							
							2015-07-10

						
							
							ABI Research (United States of America)

						
							
							Cybersecurity Index of Indices

						
							
							Mention in section 2 or Annex 1

						
					

					
							
							2/154


						
							
							2015-07-16

						
							
							Gambia (Republic of the)

						
							
							A case to adopt Child Online Protection initiatives across LDCs

						
							
							Section 5

						
					

					
							
							2/153

						
							
							2015-07-08

						
							
							Togolese Republic

						
							
							Security of electronic transactions

						
							
							Section 7  and Annex 2 

						
					

					
							
							RGQ/64

						
							
							2015-04-13

						
							
							Korea (Republic of)

						
							
							Korea’s Internet of things security roadmap

						
							
							Annex 2 Compendium

						
					

					
							
							RGQ/59

						
							
							2015-04-09

						
							
							Japan

						
							
							Proposal for the security workshop to be held in September 2015

						
							
							-

						
					

					
							
							RGQ/56

						
							
							2015-03-31

						
							
							Australia, Samoa (Independent State of), United Kingdom of Great Britain and Northern Ireland, Vanuatu (Republic of)

						
							
							Proposed questions on child online protection

						
							
							Section 5

						
					

					
							
							RGQ/47

						
							
							2015-03-12

						
							
							Iran (Islamic Republic of)

						
							
							National cybersecurity measures

						
							
							Section 4 or 7 Compendium Annex 2

						
					

					
							
							RGQ/46
+Ann.1

						
							
							2015-03-12

						
							
							Iran (Islamic Republic of)

						
							
							National cybersecurity measures and measurement

						
							
							Section 4 or 7 Compendium Annex 2

						
					

					
							
							RGQ/44

						
							
							2015-03-12

						
							
							Oman (Sultanate of)

						
							
							Survey on measures taken to raise the awareness on cybersecurity

						
							
							Section 2 

						
					

					
							
							RGQ/42

						
							
							2015-03-12

						
							
							United States of America

						
							
							Best practices for establishing a cybersecurity awareness campaign 

						
							
							Section 4 and Compendiun Annex 2

						
					

					
							
							RGQ/40

						
							
							2015-03-11

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
							
							-

						
					

					
							
							RGQ/36
+Ann.1

						
							
							2015-03-10

						
							
							ABI Research (United States of America)

						
							
							Global cybersecurity index

						
							
							Annex 1 

						
					

					
							
							RGQ/35
(Rev.1)

						
							
							2015-03-09

						
							
							Nuix Technology UK, United Kingdom

						
							
							A cybersecurity framework for all

						
							
							Section 7

						
					

					
							
							RGQ/32


						
							
							2015-03-02

						
							
							Cisco Systems

						
							
							Perspectives on spam and cybersecurity

						
							
							Section 3

						
					

					
							
							RGQ/30

						
							
							2015-02-26

						
							
							Cameroon (Republic of)

						
							
							Main cybersecurity activities in Cameroon

						
							
							Section 4 Annex 2 compendium

						
					

					
							
							RGQ/25

						
							
							2015-02-18

						
							
							Rapporteurs for Question 3/2

						
							
							Report Table of Contents

						
							
							-

						
					

					
							
							RGQ/7

						
							
							2014-12-15

						
							
							Rapporteurs for Question 3/2

						
							
							Draft work plan for Question 3/2

						
							
							-

						
					

					
							
							2/93
+Ann.1

						
							
							2014-09-09

						
							
							BDT Focal Point for Question 3/2

						
							
							Cybersecurity initiatives for Member States

						
							
							-

						
					

					
							
							2/90

						
							
							2014-09-09

						
							
							Japan

						
							
							Sharing knowledge, information and best practice for developing a culture of cybersecurity

						
							
							Section 4 Annex 2

						
					

					
							
							2/89

						
							
							2014-09-09

						
							
							General Secretariat

						
							
							WSIS Stocktaking: Success stories

						
							
							-

						
					

					
							
							2/87

						
							
							2014-09-08

						
							
							General Secretariat

						
							
							Report on WSIS Stocktaking 2014

						
							
							-

						
					

					
							
							2/78

						
							
							2014-09-04

						
							
							Australia, United Kingdom of Great Britain and Northern Ireland, Vanuatu (Republic of)

						
							
							Support of the Resolution on child online protection

						
							
							Section 5

						
					

					
							
							2/77

						
							
							2014-09-02

						
							
							Symantec Corporation

						
							
							Cyber-security’s role and best practices to ensure Smart Cities’ service continuity and resilience

						
							
							Section 7

						
					

					
							
							2/75

						
							
							2014-09-01

						
							
							Cisco Systems

						
							
							Proposed work plan for the current study period

						
							
							-

						
					

					
							
							2/67

						
							
							2014-08-29

						
							
							China (People’s Republic of)

						
							
							Proposal for a new work item on framework of detection, tracking and response of mobile botnets

						
							
							Section 3 and Annex 2

						
					

					
							
							2/65

						
							
							2014-08-28

						
							
							Korea (Republic of)

						
							
							Personal information breaches and countermeasures of the Government of Republic of Korea

						
							
							Section 7 Annex 2 compendium tor b) 

						
					

					
							
							2/64

						
							
							2014-08-28

						
							
							Korea (Republic of)

						
							
							Experiences and international cooperation in preventing internet addiction in the Republic of Korea

						
							
							Annex 2 and section 7

						
					

					
							
							2/37

						
							
							2014-08-06

						
							
							AT&T Corp.

						
							
							Spam best practices update

						
							
							Section 3 

						
					

					
							
							2/30

						
							
							2014-08-04

						
							
							Telecommunication Standardization Bureau

						
							
							Draft technical Report on ICT infrastructure for cyber-security, data protection and resilience

						
							
					

					
							
							2/17

						
							
							2014-08-08

						
							
							Nuix Technology UK (United Kingdom)

						
							
							The good shepherd model for cybersecurity – Minimizing the potential for, and damage suffered from, data breach

						
							
							Section 3

						
					

				
			

			Contributions for QAll for Rapporteur Group and Study Group meetings

			
				
					
					
					
					
					
				
				
					
							
							Web

						
							
							Received

						
							
							Source

						
							
							Title

						
							
							Mapping 

						
					

				
				
					
							
							2/355

						
							
							2016-09-07

						
							
							Telecommunication Development Bureau

						
							
							Update on innovation activities to ITU-D Study Groups

						
							
					

					
							
							2/320

						
							
							2016-08-05

						
							
							General Secretariat

						
							
							WSIS Stocktaking 2014-2016 Regional Reports of ICT Projects and Activities

						
							
					

					
							
							2/319

						
							
							2016-08-05

						
							
							General Secretariat

						
							
							WSIS Prizes 2016-2017

						
							
					

					
							
							2/318

						
							
							2016-08-05

						
							
							General Secretariat

						
							
							WSIS Stocktaking 2016-2017

						
							
					

					
							
							2/312

						
							
							2016-08-04

						
							
							General Secretariat

						
							
							WSIS Action Line Roadmaps C2, C5 and C6

						
							
					

					
							
							2/311

						
							
							2016-08-04

						
							
							General Secretariat

						
							
							ITU’s Contribution to the Implementation of the WSIS Outcomes 2016

						
							
					

					
							
							2/309

						
							
							2016-08-04

						
							
							General Secretariat

						
							
							WSIS Forum 2016 and SDG Matrix

						
							
					

					
							
							2/308

						
							
							2016-08-04

						
							
							General Secretariat

						
							
							WSIS Action Lines Supporting Implementation of the SDGs

						
							
					

					
							
							2/307

						
							
							2016-08-04

						
							
							General Secretariat

						
							
							WSIS Forum 2016: High Level Track Outcomes and Executive Brief

						
							
					

					
							
							2/306

						
							
							2016-08-04

						
							
							General Secretariat

						
							
							WSIS Forum 2016 Outcome Document - Forum Track

						
							
					

					
							
							2/305

						
							
							2016-08-04

						
							
							General Secretariat

						
							
							WSIS Forum 2017 - Open Consultation Process    

						
							
					

					
							
							2/274

						
							
							2016-06-24

						
							
							Chairman, ITU-D Study Group 2

						
							
							Compendium of Draft Outlines for expected outputs to be produced by ITU-D Study Group 2 Questions (September 2016)

						
							
					

					
							
							RGQ/124

						
							
							2016-03-18

						
							
							BDT Focal Point for Question 8/1 and Resolution 9

						
							
							Outcomes of RA-15,WRC-15 and CPM19-1 related to ITU-D

						
							
					

					
							
							RGQ/107

						
							
							2016-02-18

						
							
							Kazakhstan (Republic of)

						
							
							Contribution from Kazakhstan to Questions 1/1, 2/1, 3/1, 4/1, 5/1, 6/1, 7/1, 8/1 and 5/2

						
							
					

					
							
							2/249

						
							
							2015-09-24

						
							
							Telecommunication Development Bureau

						
							
							Final list of participants to the second meeting of ITU-D Study Group 2, Geneva, 7 - 11 September 2015

						
							
					

					
							
							2/247

						
							
							2015-08-28

						
							
							Telecommunication Development Bureau

						
							
							List of information documents

						
							
					

					
							
							2/229

						
							
							2015-08-25

						
							
							Telecommunication Development Bureau

						
							
							ITU-D Study Groups Innovation Update

						
							
					

					
							
							2/213

						
							
							2015-08-07

						
							
							Telecommunication Development Bureau

						
							
							1st ITU-D Academia Network Meeting

						
							
					

					
							
							2/190

						
							
							2015-07-24

						
							
							General Secretariat

						
							
							WSIS Forum 2015: High level policy statements, Outcome document, Reports on WSIS Stocktaking

						
							
					

					
							
							2/150

						
							
							2015-07-06

						
							
							Uganda (Republic of)

						
							
							Increasing women’s participation in ITU Study Groups’ work

						
							
					

					
							
							2/149

						
							
							2015-06-29

						
							
							BDT Focal Point for Question 1/1

						
							
							ITU GSR15 discussion papers and best practice guidelines

						
							
					

					
							
							2/100
Rev.1

						
							
							2014-09-24

						
							
							Chairman, ITU-D Study Group 2

						
							
							Appointed Rapporteurs and Vice-Rapporteurs of ITU-D Study Group 2 Questions for the 2014-2018 period

						
							
					

					
							
							2/99

						
							
							2014-09-19

						
							
							Intel Corporation

						
							
							New Question for ITU-D Study Group 1 (2014-2018): Assistance to developing countries for the implementation of ICT programs in education

						
							
					

					
							
							2/97

						
							
							2014-09-11

						
							
							Telecommunication Development Bureau

						
							
							List of information documents

						
							
					

					
							
							2/96

						
							
							2014-09-15

						
							
							Chairman, ITU-D Study Group 2

						
							
							Establishment of working parties for ITU-D Study Group 2

						
							
					

					
							
							2/95

						
							
							2014-09-11

						
							
							Telecommunication Standardization Bureau

						
							
							ITU Workshop on Digital financial services and financial inclusion, and First Meeting of Focus Group Digital Financial Services: 4-5 December 2014, ITU, Geneva

						
							
					

					
							
							2/92

						
							
							2014-09-09

						
							
							General Secretariat

						
							
							WSIS Action Lines Executive Summaries (Achievements, Challenges and Recommendations)

						
							
					

					
							
							2/88

						
							
							2014-09-09

						
							
							General Secretariat

						
							
							WSIS+10 High level event: High level policy statements, Forum track outcome document, reports

						
							
					

					
							
							2/86


						
							
							2014-09-08

						
							
							General Secretariat

						
							
							WSIS+10 High level event: Outcome documents

						
							
					

					
							
							2/51

						
							
							2014-08-23

						
							
							Nepal (Republic of)

						
							
							Need for developing detailed table of contents for each Question under both the ITU-D Study Groups at the beginning

						
							
					

					
							
							2/5

							Rev.1-2

						
							
							2014-09-08

						
							
							Telecommunication Development Bureau

						
							
							Candidates for Rapporteurs and Vice-Rapporteurs of ITU-D Study Group 1 and 2 study Questions for the 2014-2018 period

						
							
					

					
							
							2/4

						
							
							2014-09-01

						
							
							Telecommunication Development Bureau

						
							
							List of WTDC Resolutions and ITU-D Recommendations relevant to the work of the ITU-D Study Groups

						
							
					

					
							
							2/2
+Ann.1

						
							
							2014-08-20

						
							
							Telecommunication Development Bureau

						
							
							Resolution 2 (Rev. Dubai, 2014): Establishment of study groups + Full text of all ITU-D Study Group 1 and 2 Questions in Annex 1

						
							
					

					
							
							2/1

						
							
							2014-08-20

						
							
							Telecommunication Development Bureau

						
							
							Resolution 1 (Rev. Dubai, 2014): Rules of procedure of the ITU Telecommunication Development Sector

						
							
					

				
			

			Information Documents

			
				
					
					
					
					
					
				
				
					
							
							Web

						
							
							Received

						
							
							Source

						
							
							Title

						
							
							Mapping 

						
					

				
				
					
							
							2/INF/4

						
							
							2014-09-03

						
							
							UR College of Science and Technology (Rwanda)

						
							
							Intelligent agents as a useful tool for intrusion detection

						
							
					

					
							
							2/INF/2

						
							
							2014-07-09

						
							
							Democratic Republic of the Congo

						
							
							Création d’équipes de Centre de Cybersécurité (CIRT/Nationales) dans les pays en développement

						
							
							Tor j) annex 3 

						
					

					
							
							2/INF/1

						
							
							2014-07-09

						
							
							Democratic Republic of the Congo

						
							
							Sécurité numérique en République démocratique du Congo

						
							
							Tor j) annex 3

						
					

				
			

			Liaison Statements

			
				
					
					
					
					
				
				
					
							
							Web

						
							
							Received

						
							
							Source

						
							
							Title

						
					

				
				
					
							
							2/365

						
							
							2016-09-13

						
							
							ITU-T Study Group 17

						
							
							Liaison Statement from ITU-T SG17 to ITU-D SG2 Q3/2 on Collaboration on countering and combating spam

						
					

					
							
							2/289

						
							
							2016-08-01

						
							
							ITU-T JCA-COP

						
							
							Liaison statement from ITU-T JCA-COP to ITU-D SG2 Question 3/2 on Child Online Protection Initiatives

						
					

					
							
							2/276
+Ann.1-11

						
							
							2016-06-29

						
							
							International Organization for Standardization (ISO)

						
							
							Liaison Statement from ISO/IEC JTC 1/SC 27/WG 5 to ITU-D SG2 Q3/2 on Identity Management, Privacy Technology, and Biometrics

						
					

					
							
							RGQ/130

						
							
							2016-03-29

						
							
							ITU-T Study Group 17

						
							
							Liaison Statement from ITU-T SG17 to ITU-D SG2 on PKIs and RPKIs for developing countries (reply to Document 2/252)

						
					

					
							
							RGQ/108

						
							
							2016-02-24

						
							
							Internet Society

						
							
							Liaison Statement from Internet society to ITU-D SG2 Q3/2 on Establishing New Certification Authorities

						
					

					
							
							RGQ/100

						
							
							2016-01-12

						
							
							RIPE NCC

						
							
							Liaison Statement from RIPE NCC to ITU-D SG2 on Information on Resource Public Key Infrastructure (RPKI)

						
					

					
							
							RGQ/99

						
							
							2016-11-17

						
							
							ISO

						
							
							Liaison statement from ISO/IEC JTC 1/SC 27 to ITU-D SG2 Question 3/2 on National Cybersecurity Measurement System (NCMS)

						
					

					
							
							RGQ/98

						
							
							2015-12-12

						
							
							Internet Corporation for Assigned Names and Number

						
							
							Liaison Statement from SSAC to ITU-D Study Group 2, Question 3/2 on Establishing New Certification Authorities

						
					

					
							
							RGQ/92

						
							
							2015-12-21

						
							
							ITU-T Study Group 11

						
							
							Liaison Statement from ITU-T SG11 to ITU-D SG2 on the progress of standardization work to combat counterfeit ICT devices

						
					

					
							
							RGQ/85

						
							
							2015-09-03

						
							
							GSM Association

						
							
							Liaison statement from GSMA to ITU-D SG 2 on Framework to address mobile botnets

						
					

					
							
							2/123

						
							
							2015-04-20

						
							
							ITU-T Study Group 17

						
							
							Liaison Statement from ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 on Request for information sharing on cybersecurity

						
					

					
							
							2/122

						
							
							2015-04-20

						
							
							ITU-T Study Group 17

						
							
							Liaison Statement from ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 on Cooperation with ITU-D Q3/2

						
					

					
							
							2/157

						
							
							2015-07-04

						
							
							ITU-T Study Group 15

						
							
							Liaison Statement from ITU-T SG15 to ITU-D SGs on ITU-T SG15 OTNT standardization work plan

						
					

					
							
							RGQ/17

						
							
							2015-01-29

						
							
							ITU-T Study Group 17

						
							
							Liaison Statement from ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 on the Development of a framework to address mobile botnets

						
					

					
							
							RGQ/3 
(Rev.1)

						
							
							2014-11-18

						
							
							ITU-T Focus Group on SSC

						
							
							Liaison Statement from ITU-T Focus Group on Smart Sustainable Cities (FG-SSC) on Activities of the Focus Group on Smart Sustainable Cities

						
					

					
							
							RGQ/1

						
							
							2014-10-02

						
							
							ITU-T Study Group 17

						
							
							Liaison Statement from ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 on proposed Correspondence Group Terms of Reference for joint working between ITU-T SG17 and ITU-D Q3/2

						
					

					
							
							2/15

						
							
							2014-02-06

						
							
							ITU-T Study Group 17

						
							
							Liaison Statement from ITU-T Study Group 17 to ITU-D Study Group 1 Question 22-1/1 on CYBEX

						
					

				
			

			Liaison Statements for QAll

			
				
					
					
					
					
				
				
					
							
							Web

						
							
							Received

						
							
							Source

						
							
							Title

						
					

				
				
					
							
							2/371

						
							
							2016-09-13

						
							
							Inter Sector Rapporteur Group

						
							
							Liaison Statement from Inter Sector Rapporteur Group to ITU-D SG2 on requirements for the application of the UNCRPD for media services for all

						
					

					
							
							2/288

						
							
							2016-07-29

						
							
							TSAG

						
							
							Liaison Statement from TSAG to ITU-D Study Groups on ITU inter-sector coordination

						
					

					
							
							2/281

						
							
							2016-06-28

						
							
							ITU-T Study Group 12

						
							
							Liaison Statement from ITU-T SG12 to ITU-D SG1 and SG2 on revised definition of Quality of Experience (QoE) and new terms in Rec. P.10/G.100

						
					

					
							
							2/280

						
							
							2016-06-28

						
							
							ITU-T Study Group 12

						
							
							Liaison Statement from ITU-T SG12 to ITU-D SG1 and SG2 on ITU inter-Sector coordination (reply to TSAG LS17)

						
					

					
							
							2/271
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			Annex 5: Survey questions

			Raising awareness as a key element of cybersecurity regime

			The first part contains a number of questions that attempt to identify the educational role played by the Member States to achieve cybersecurity, in particular whether these states have given a special attention to raising awareness or only dealt minimally with it. What were the means adopted to educate the targeted groups namely the persons with disabilities, children or elderly people? The questions addressed by the Questionnaire in its first part are highlighted as follows:

			
				
					
					
				
				
					
							
							1

						
							
							In your opinion, how important is raising awareness on cybersecurity as a basic step to
achieving security in cyberspace?

							a.	Not important

							b.	Somewhat important

							c.	Important

							d.	Very Important

						
					

					
							
							2

						
							
							Are public awareness campaigns in cybersecurity developed and implemented?

							For organizations?

							For civil society?

							For adults (>18 yrs)?

							For youth (12-17 yrs)?

							For children (<12yrs)?

						
					

					
							
							3

						
							
							Which groups are targeted by cybersecurity awareness campaigns in your country?

							a.	Children

							b.	Youth

							c.	Students

							d.	Elderly people

							e.	Persons with disabilities

							f.	Private institutions

							g.	Government agencies

							h.	Others

						
					

					
							
							4

						
							
							Which one of the groups identified below is more targeted? Please arrange in order of 1 to
6 from the most highly targeted to the least targeted?

							a.	Children

							b.	Youth

							c.	Students

							d.	Elderly people

							e.	Persons with disabilities

							f.	Private institutions

							g.	Government agencies

							h.	Others

						
					

					
							
							5

						
							
							What are the cybersecurity issues that are addressed by existing awareness campaigns?
(Replies to more than one item possible)

							a.	Internet safety

							b.	Privacy

							c.	Fraud

							d.	Phishing

							e.	Malware

							f.	Child Online Protection

							g.	Others

						
					

					
							
							6

						
							
							What is the degree of importance of each issue? Please arrange in order of the most
important to the least important and give reasons for such order.

							a.	Internet safety

							b.	Privacy

							c.	Fraud

							d.	Phishing

							e.	Malware

							f.	Child Online Protection

							g.	Others

						
					

					
							
							7

						
							
							Are certain tools and technical measures related to providing cybersecurity, such as anti-virus
or anti-spam software, made available to persons with disabilities?

							a.	Yes	b.    No

						
					

					
							
							8

						
							
							Is the public encouraged to use the different tools and technical measures for cybersecurity,
such as anti-virus or anti-spam software?

							a.	Yes	b.    No

						
					

					
							
							9

						
							
							If the answer to the previous question is ‘yes’, are there different types of tools and
technical measures made available to the public and how is this achieved?

						
					

				
			

			Child Online Protection as a key element of cybersecurity regime

			This part intends to identify the national status of Child Online Protection (COP) in terms of raising awareness, legislations, the necessary tools to provide such protection and the competent authorities in charge of overseeing the implementation of such legislations and invoking the required tools to reach the desired goals. This part also examines whether there are government or civil agencies engaged in educating and providing the required tools and knowledge to those who are concerned with COP.

			
				
					
					
				
				
					
							
							1

						
							
							Do you have measures for protecting Children Online?

						
					

					
							
							2

						
							
							Is there legislation related to child online protection?

						
					

					
							
							3

						
							
							Is there an agency/entity responsible for Child Online Protection?

						
					

					
							
							4

						
							
							Is there an established public mechanism for reporting issues associated with children
online protection?

						
					

					
							
							5

						
							
							Are there any technical mechanisms and capabilities deployed to help protect children 
online?

						
					

					
							
							6

						
							
							Has there been any activity by government or non-government institutions to provide
knowledge and support to stakeholders on how to protect children online?

						
					

					
							
							7

						
							
							Are there any child online protection education programs?

						
					

					
							
							8

						
							
							Are there any child online protection education programs for educators?

						
					

					
							
							9

						
							
							Are there any child online protection education programs for parents?

						
					

					
							
							10

						
							
							Are there any child online protection education programs for children?

						
					

					
							
							11

						
							
							Is there a national strategy for child online protection?

						
					

					
							
							12

						
							
							Are there public awareness campaigns on child online protection?

						
					

					
							
							13

						
							
							Are there public awareness campaigns on child online protection for children?

						
					

					
							
							14

						
							
							Are there public awareness campaigns on child online protection for adults?

						
					

				
			

		

	
		
			Annex 6: Information on ACTIVE

			This annex includes the basic operation flow for the ACTIVE project which is composed of four steps a) prevention of malware infection, b) Damage prevention of malware infection, c) Removal of malware, and d) Removal of malware.

			Basic operation flow of ACTIVE (Advanced Cyber Threats response InitiatiVE) project 

			a)	Prevention of malware infection; cooperation with ISPs

			In recent years, the most frequent malware infection route is through malware-embedded sites. Some of these sites are counterfeits of famous websites, or tampered ones. These sites are difficult for Internet users to distinguish, and therefore users may not be aware that they have malware infection.

			This is why ACTIVE was launched. In the ACTIVE project, decoy machines, or patrolling honeypots, access many different websites to confirm malware-embedded websites create a list of these sites. Referring to the list, ISPs send warning statement to users who agreed in advance that they may have warning statements when they are accessing malware-embedded websites. Also, ACTIVE tries to contact the administrators of these sites to request removal of malware from their sites.

			Figure 9A outlines the flow for this action.

			Figure 9A: Prevention of malware infection

			[image: ]

			(1)	Discovery of malware-embedded websites: A decoy machine -the patrolling honeypot- is connected to the Internet. The machine accesses a number of websites every day, collecting information on any malware-embedded websites to be listed.

			(2)	Sharing of malware-embedded websites information with ISPs: Information on malware-embedded websites is provided to ISPs.

			(3)	Warning Internet users accessing malware-embedded websites: Having received prior consent, ISPs send warning statements to Internet users when they are accessing malware-embedded websites.

			(4)	Warning administrators of malware-embedded websites: ISPs send warning statements to the administrators of websites discovered to have embedded malware to request removal of malware from their sites.

			b)	Damage prevention of malware infection; cooperation with ISPs

			ACTIVE leverages a list provided by our partners to prevent damage by blocking accesses to command and control (C&C) servers attempted by Internet users who agreed in advance that they may receive warning statements.

			Figure 10A outlines the flow for this action.

			Figure 10A: Damage prevention of malware infection

			[image: ]

			(1)	Sharing of command and control (C&C) servers information: Information on C&C servers is provided to ISPs.

			(2)	Prevention of attacks against traffic between C&C servers: Having received prior consent, ISPs prevent potential damages on Internet users when they attempt to access C&C servers.

			(3)	Warning Internet users accessing C&C servers: The ISPs send warning to users who are recognized to have malware infection, with the URL of the instruction site.

			(4)	Malware removed: The Internet users access the instruction site and get information needed to remove malware. The instruction site provides useful information such as antivirus vendors’ site where antivirus softwares can be downloaded to remove malware.

			c)	Removal of malware; cooperation with ISPs

			Malware-infected PCs are detected based on the malware infection scan data from a certain research institute. In general, any devices sending malware are infected with the malware. ACTIVE works with ISPs to identify and send a warning to such devices to take appropriate actions to remove the malware.

			Figure 11A outlines the flow for this action.

			Figure 11A: Removal of malware

			[image: ]

			(1)	Detection of malware-infected PCs: Malware-infected PCs are detected, based on the malware infection scan data from a certain research institute.

			(2)	Identifying malware-infected users: Information on when and from where the detected malware was introduced is provided to ISPs to identify Internet users who are seemingly infected with the malware.

			(3)	Warning mail sent to users: The ISPs send warning mails to users who are recognized to have malware infection, with the URL of the instruction site.

			(4)	Malware removed: The Internet users access the instruction site and get information needed to remove malware. The instruction site provides useful information such as antivirus vendors’ site where antivirus software can be downloaded to remove malware.

			_______________
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The GCA is the primary reference for establishing the objectives of the GCl initiative

and the five GCA pillars form the basis for elaborating the GCl conceptual
framework.
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Helping the community combat spam
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Fostering confidence and protecting opportunities:

The objective of security
is to foster confidence in
the Intemet and to ensure
the continued success of
the Internet as a driver for
economic and social
innovation.
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