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Annexes

Annex 1: Conformance and interoperability frameworks: Country data

Understanding how countries organize themselves for guaranteeing proper levels of conformance and
interoperability for the deployment of ICT networks and devices can help C&I operators to establish
efficient mechanisms for collaboration. This can be verified in effective technical collaboration
agreements in some regions (e.g. Europe, APEC-MRA).

Data show that most of the countries have in place a C&I arrangement aiming to ascertain trust
on safe and interoperable use of ICT devices by networks and citizens. Note that procedures and
strictness levels of requirements (e.g. recognition of certification and use of proxies, self-declaration,
local testing, etc.) can differ significantly.

Various events undertaken under Pillars 3 (capacity building) and 4 (assistance to developing
countries)® of the ITU C&I Programme made it possible to gather relevant information from 116
countries.®

Data research and organization of essential information considered different C&I infrastructure
variables, such as:

1) Conformance and interoperability frameworks.
2) ICT standards and technical requirements.

3) Conformance assessment and bodies.

4)  Testing laboratories.

5) Quality and metrology.

°l The source material used for the data research is currently available on the ITU website, from: C&I events;
Assessment studies; ITU-D Study Group Question 4/2 inputs as national and regional case studies.
52 |ITU-D SG2 Document SG2RGQ/274+Annex from the BDT Focal Point for Question 4/2.
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Figure 1A: C&lI legal frameworks from 114 countries that provided information

The figure above displays the number of C&I country frameworks per region from 116 countries:
115 countries indicated the existence of a legal document and a level of procedure for accepting ICT
products in their markets (importation fees and taxes not included); only one country, in the Americas
region, indicated the absence of any legal procedures for ICT products.

The complete dataset display is a work-in-progress, and complete analysis will be provided through
the ITU-C&I development portal (https://itu.int/go/ci_development).
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Annex 2: Counterfeiting — a survey of national frameworks and practices

The annual ITU World Telecommunication/ICT Regulatory Survey (edition 2019) included data on
regulatory practices related to the distribution and use of counterfeit ICTs.

The data series featured are as follows:

1) Responsibilities of telecom/ICT regulators related to ICT counterfeiting.
2)  Types of counterfeit ICTs overseen by the telecom/ICT regulator.

3)  Policy/legislation/regulation related to ICT counterfeiting adopted.

4)  Areas covered in ICT counterfeiting regulations.

5)  Plans to adopt a regulatory framework for ICT counterfeiting.®

Table 1A: Summary of ITU World Telecommunication/ICT Regulatory Survey (edition 2019):
Survey on regulatory practices related to the distribution and use of counterfeit ICTs

Summary

Arab Asia & Total
States Pacific Amerncas

Does the Telecom/ICT regu-
lator (or the entity in charge
of regulation in the sector)
have responsibilities related
to ICT counterfeiting (e.g.,
fake mobile phones, smart-
phones, computers, any
network or other computing
equipment components)?

No 10 3 10 2 28 14 67

Has your country adopted Yes 23 11 7 2 14 14 71
any policy/legislation/

regulation related to ICT No 10 > 15 3 20 12 65
counterfeiting?

If no, are there plans to Yes 3 3 4 0 3 3 16
adopt a regulatory frame-
work for ICT counterfeiting? No 4 0 8 4 11 5 32

Region size 44 22 40 9 46 35 196
* This question allows multiple answers per country/economy

Year: 2019 or latest available data.

Source: ITU World Telecommunication/ICT Regulatory Database

ITU ICT-Eye: http://www.itu.int/icteye

% |TU-D SG2 Document SG2RGQ/38+Annex from the BDT Focal Point for Question 3/1.

muosan sty @)


https://www.itu.int/md/D18-SG02.RGQ-C-0038/

WA [ R S B AT AR AR T DA AT oA B 15 A BOR e AN B3 A Bl i (14T

Figure 2A: Regional distribution of responses from survey — Question 1

Figure 3A: Regional distribution of responses from survey — Question 2

Figure 4A: Regional distribution of responses from survey — Question 3
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Annex 3: Initiatives in the fight against equipment counterfeiting and mobile terminal
theft in Burundi*

A3.1 Introduction

Counterfeiting of mobile phones has numerous negative effects on industry, society, governments
and in particular consumers of ICT services. Primarily, it leads to a lower quality of service of mobile
telecommunications and safety hazards associated with the use of defective second-hand terminals
due to inferior quality or unsuitable technical characteristics.

A3.2 Impact of the proliferation and use of counterfeit mobile terminals

The use of counterfeit mobile terminals by consumers and rising dissatisfaction among mobile
subscribers faced with the growing phenomenon of mobile terminal theft has undesirable
consequences in the short and long term, including:

—  Lowering the QoS of mobile telecommunication services, which in turn has an impact on
the experience of consumers and businesses.

—  Compromising the security of digital transactions and that of mobile terminal users.

— Increasing evasion from applicable taxes and duties, which has a negative effect on tax
revenues.

—  Creating risks to the environment and consumer health due to the use of hazardous
substances recovered from waste electrical and electronic equipment (WEEE).

—  Facilitating the drugs trade, terrorism and other local, regional and international criminal
activity.

— Infringing on manufacturers’ trademarks.

—  Significantly affecting the ICT market by proposing poor-quality, low-cost products that
tend to have a greatly reduced lifetime, whence the accumulation of WEEE.

A3.3 National initiatives in the fight against mobile terminal theft and equipment
counterfeiting

To combat the use of counterfeit terminals more effectively, the Agence de régulation et de controle
des télécommunications (ARCT) (Telecommunication Regulatory and Control Agency of Burundi) has
instituted the following measures:

1) Creation of certification procedures for telecommunication equipment.

2)  Registration of the characteristics of telecommunication equipment.

3) Issuance of import certificates for vendors of telecommunication equipment.

% ITU-D SG2 Document 2/390 from Burundi [in French].
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Enforcement of the requirement that telecommunication equipment vendors be licensed
and display their vendor’ s licence on the establishment’ s walls, that terminals be
certified by ARCT, and that equipment be guaranteed for at least six months.

Regular inspections to verify compliance and respect of technical standards and regulations.

Creation of a toll-free number (151) for members of the public to report telephone sales
where there is a problem with the IMEI number of the phone and that on the package.

Organization of public awareness campaigns on the dangers of using counterfeit mobile
terminals.

Inspection of electronic communication terminal equipment in use by public and private
organizations.

Inspection of providers of value-added services who use numbering resources.

To combat the use of stolen mobile terminals more effectively, ARCT has initiated the following
activities:

1)

2)

3)

Registration of all mobile telecommunication service subscribers: ARCT regularly assesses
compliance with the circular on the registration of subscribers by the telecommunication
operators, in order to combat fraud.

Automation of the service for requisitioning expert testimony: A management application
for processing and managing requisitions for expert testimony in cases of mobile
communication terminal theft has been designed and implemented.

Combating theft and crimes committed using mobile telephones: ARCT invites members of
the public to report the numbers used to send suspicious messages and to forward them
to ARCT for systematic verification and deactivation if necessary.

A3.4 Conclusion

It is crucial to put into action all effective means for combating counterfeit terminals being sold or
connected to the telecommunication network, so as to protect the consumers of ICT services. This
will also enhance security for users, improve the quality of service of networks and stimulate digital
economy and financial growth of the country.
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Annex 4: lllustrations for chapters of the Output Report on Question 4/2
The following illustrations summarize concepts for Chapters 2, 3 and 5 of the Output Report.

Definitive, high-level resolution images of the illustrations are available at https://itu.int/go/Cl
development.

Figure 5A: lllustration for Chapter 2 — What is conformance and interoperability (C&I)
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WA [ R S B AT AR AR T DA AT oA B 15 A BOR e AN B3 A Bl i (14T

Figure 6A: lllustration for Chapter 2 — C&I frameworks

Figure 7A: lllustration for Chapter 3 — Combating the proliferation of counterfeit, substandard
and tampered devices
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Figure 8A: lllustration for Chapter 5 — The Internet of Things and C&I
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Annex 5: Ideas for the future of the Question

Having regard to the role of C&I in a hyperconnected world where billions of people and objects
connect with each other, the study group’s work on C&I could focus on:

—  Efforts to manage the increasing number of devices sharing the same limited resources

—  Maeasures to cover costs related to conformity procedures and controls of ICT products
to allow only approved products to access markets

—  Harmonization of procedures and collaboration

e Robust C&I frameworks: Making sure every country has or is part of a robust C&lI
framework at minimal cost (e.g. agreements on the shared use of national C&lI
infrastructure, such as testing facilities and certificates of conformity).

e Collaboration: Are MRAs effective tools to pursue in the future? What aspects of MRAs
need to be adapted to improve existing collaboration agreements or develop new
ones? The group could focus on innovative collaboration structures to improve access
to high-quality and safe ICT products.

—  Trends

e Future challenges for C&I, such as:

— New technologies outpacing regulation/testing procedures

— Regulatory aspects for open RAN and interoperability adoption related to 5G
— Smart objects able to communicate through ICTs

— Software tampering/hacking vulnerabilities

— Effective harmonization of procedures and technical collaboration, etc.

e Means of prioritizing device/type-approval models to achieve a good balance between
trust and control.

e C&I challenges and opportunities during the COVID-19 pandemic.

e Ways in which new technologies (such as blockchain and artificial intelligence) can
help to improve trust in the international C&I framework and trade in and use of ICT
devices.
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Annex 6: List of contributions and liaison statements received on Question 4/2

Contributions on Question 4/2

““Weo | received | sowee | Twe |

2/423 2021-03-18 Rapporteur for Question  Proposed liaison statement from ITU-D
4/2 Study Group 2 Question 4/2 to ITU-T Study
Group 11, ITU-R WP1A and WP6A, and
ISO/CASCO
2/390 2021-02-03 Burundi Initiatives de lutte contre les équipements
de contrefagon et le vol des terminaux
mobiles au Burundi
RGQ2/277 2020-09-22 Algérie Télécom SPA Revisions to Draft Chapter 3 for the Final
(Algeria) Report of Question 4/2
RGQ2/274 2020-09-22 BDT Focal Point for Ques- C&I Database — updated summary
+Ann.1 tion 4/2
RGQ2/269 2020-09-22 Rapporteur for Question  Draft text for new chapter (Ideas for the
4/2 Future of the Question) of the Output
Report for Question 4/2
RGQ2/265 2020-09-22 Rapporteur for Question  Draft text for Chapter 1 Section 1.4
4/2 on COVID-19 impact to type approval
procedures
RGQ2/264 2020-09-22 Kenya Proposed draft text for Chapter 4 of the
Output Report for Question 4/2
RGQ2/233 2020-08-20 Algérie Télécom SPA Proposed text for Chapter 5: Internet of
(Algeria) Things and C&I
2/345 2020-02-11 BDT Focal Point for Ques- ITU Conformance and Interoperability
tion 4/2 Training Programme
2/337 2020-02-11 Algérie Télécom SPA Revisions to draft Chapter 3 for the Final
(Algeria) Report of Q4/2
2020-02-11 Kenya Device Management System — Kenyan Case
2020-02-10 Oman Problem of increasing use of fake IMEI
2020-02-07 Ghana Achieving quality C&I regimes — Challenges
from basic Infrastructure to legislative and
regulatory frameworks. The experience of
Ghana
2020-01-28 International Telecom- Regulation on the system to confirm the
munication Academy compliance of communication facilities
(Russian Federation) and services with the ITU standard
2/290 2020-01-08 Mauritania Mauritania (Islamic Republic of)
2/261 2019-12-24 Guinea Conformance and interoperability (C&lI)
2/257 2019-12-20 Mauritania Proposed draft text for Chapter 2 of the

Final Report for Question 4/2
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https://www.itu.int/md/D18-SG02-C-0390/
http://www.itu.int/md/D18-SG02.RGQ-C-0277/
http://www.itu.int/md/D18-SG02.RGQ-C-0274/
http://www.itu.int/md/D18-SG02.RGQ-C-0274/
http://www.itu.int/md/D18-SG02.RGQ-C-0269/
http://www.itu.int/md/D18-SG02.RGQ-C-0265/
http://www.itu.int/md/D18-SG02.RGQ-C-0264/
http://www.itu.int/md/D18-SG02.RGQ-C-0233/
https://www.itu.int/md/D18-SG02-C-0345/
https://www.itu.int/md/D18-SG02-C-0337/
https://www.itu.int/md/D18-SG02-C-0332/
https://www.itu.int/md/D18-SG02-C-0326/
https://www.itu.int/md/D18-SG02-C-0323/
https://www.itu.int/md/D18-SG02-C-0311/
https://www.itu.int/md/D18-SG02-C-0290/
https://www.itu.int/md/D18-SG02-C-0261/
https://www.itu.int/md/D18-SG02-C-0257/

WA [ R S B AT AR AR T DA AT oA B 15 A BOR e AN B3 A Bl i (14T

(continued)

| web [ Received | ___sowce | Tte

2/250

RGQ2/194
+Ann.1

RGQ2/171

RGQ2/170

RGQ2/144

RGQ2/139

2/TD/24

-+

>N N
59 N
50 e
NS o

’g ’g
= =
o) ~
o)) ~

N
=
N
(o]

2/142

2019-12-08

2019-09-24

2019-09-18

2019-09-15

2019-08-20

2019-08-06

2019-03-29

2019-03-27

2019-03-12

2019-03-08

2019-02-07

2019-02-06

2019-01-24

2019-01-16

Comoros

BDT Focal Point for Ques-
tion 4/2

Algérie Télécom SPA
(Algeria)

Mauritania

Central African Republic

Guinea

Rapporteur for Question
4/2

Rapporteur for Question
4/2

BDT Focal Point for Ques-
tion 4/2

BDT Focal Point for Ques-
tion 4/2

Rapporteur for Question
4/2

Mexico

Guinea

Madagascar
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Progress of activities for implementing
conformance and interoperability pro-
grammes in the Union of the Comoros

ITU Conformity and Interoperability Train-
ing Programme (CITP)

Implementation of Plenipotentiary Confer-
ence (PP-18) Resolution 177 (Rev. Dubai,
2018)

Conformité et interopérabilité des
équipements TIC dans les pays en dévelop-
pement: normes et procédures — cas de la
Mauritanie

Assistance to developing countries for
implementing conformance and interop-
erability (C&I) programmes and combating
counterfeit ICT equipment and theft of
mobile devices

Assistance to developing countries for
implementing conformance and interop-
erability (C&I) programmes and combating
counterfeit ICT equipment

Proposed outgoing liaison statements from
Q4/2

Proposed updates to work plan, table of
contents and areas of responsibilities,
matrix of contributions received and pro-
posal for second focus session

C&I Programme — Pillars 3 & 4 implemen-
tation report

Summary on national C&l topics

Draft Chapter 3 for Final Report on Ques-
tion 4/2

Regulatory obligations to help combat the
theft of mobile devices

Assistance to developing countries for
implementing conformance and interop-
erability programmes, portability and
combating counterfeit ICT equipment and
theft of mobile devices

Implementing conformance and interoper-
ability programmes


https://www.itu.int/md/D18-SG02-C-0250/
https://www.itu.int/md/D18-SG02.RGQ-C-0194/
https://www.itu.int/md/D18-SG02.RGQ-C-0171/
https://www.itu.int/md/D18-SG02.RGQ-C-0170/
https://www.itu.int/md/D18-SG02.RGQ-C-0144/
https://www.itu.int/md/D18-SG02.RGQ-C-0139/
https://www.itu.int/md/D18-SG02-190325-TD-0024/
https://www.itu.int/md/D18-SG02-190325-TD-0022/
https://www.itu.int/md/D18-SG02-C-0210/
https://www.itu.int/md/D18-SG02-C-0202/
https://www.itu.int/md/D18-SG02-C-0177/
https://www.itu.int/md/D18-SG02-C-0166/
https://www.itu.int/md/D18-SG02-C-0149/
https://www.itu.int/md/D18-SG02-C-0142/
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2/133

RGQ2/TD/8

RGQ2/TD/7

RGQ2/86

+Ann.1

RGQ2/85

RGQ2/82

RGQ2/80

RGQ2/69

RGQ2/66
(Rev.1)

RGQ2/38
+Ann.1

RGQ2/9
(Rev.1)

+Ann.1

N
O
o

2019-01-10

2018-09-25

2018-10-01

2018-09-18

2018-09-18

2018-09-18

2018-09-18

2018-09-17

2018-09-16

2018-08-18

2018-07-05

2018-05-10

2018-05-09

2018-05-06

2018-04-24

2018-04-24

Comoros

South Sudan

Russian Federation
BDT Focal Point for Ques-
tion 4/2

Zimbabwe

Ghana

GSM Association

Rwanda

Senegal

BDT Focal Point for Ques-
tion 3/1

Guinea

Rapporteur for Question
4/2

Rapporteur for Question
4/2

Chairman, ITU-D Study
Group 2

BDT Focal Point for Ques-
tion 4/2

Mauritania

Realization of a programme for assistance
to developing countries for implementing
conformance and interoperability pro-
grammes: case of Union of the Comoros

Challenges and proposals to deal with
counterfeit ICT equipment and mobile
device theft in South Sudan and region

ITU-D SG1 and SG2 coordination: Mapping
of ITU-D Study Group 1 and 2 Questions

ITU C&I programme: implementation
update

Actions to combat counterfeit and theft of
mobile devices in Zimbabwe

Ghana's Type Approval Regime — a sus-
tainable approach to connecting and
protecting users of telecommunications/
ICTs and networks through conformance
assessment

GSMA’ s IMEI database and services

Regional effort to fight illegal devices,
improve the quality of services and mini-
mize health hazard to consumers

Lutte contre la contrefagon et le vol de
téléphone

ITU data on regulatory practices related to
counterfeit ICTs

Implementing conformance and interop-
erability programmes and combating
counterfeit ICT equipment and theft of
mobile devices

Draft reply liaison statements from ITU-D
Study Group 2 Question 4/2

Draft work plan, Table of Contents (ToC)
and responsibilities for ITU-D Question 4/2

List of proposed Rapporteurs and
Vice-Rapporteurs of ITU-D Study Group 2
study Questions for the 2018-2021 period

ITU C&I Programme status — Pillars 3 and 4

Draft work plan for ITU-D Study Group 2
Question 4/2
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https://www.itu.int/md/D18-SG02.RGQ-181001-TD-0007/
http://www.itu.int/md/D18-SG02.RGQ-C-0086/
http://www.itu.int/md/D18-SG02.RGQ-C-0085/
http://www.itu.int/md/D18-SG02.RGQ-C-0082/
http://www.itu.int/md/D18-SG02.RGQ-C-0080/
http://www.itu.int/md/D18-SG02.RGQ-C-0069/
http://www.itu.int/md/D18-SG02.RGQ-C-0066/
http://www.itu.int/md/D18-SG02.RGQ-C-0038/
http://www.itu.int/md/D18-SG02.RGQ-C-0009/
https://www.itu.int/md/D18-SG02-180507-TD-0011/
https://www.itu.int/md/D18-SG02-180507-TD-0008/
https://www.itu.int/md/D18-SG02-C-0097/
https://www.itu.int/md/D18-SG02-C-0092
https://www.itu.int/md/D18-SG02-C-0090
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(continued)
| web | Received | o sowce | Tte |
2/88 2018-04-23 BDT Implementation of ITU C&I Programme
+Ann.1 and ITU-T activities on combatting counter-
feiting and stolen ICT devices
2/83 2018-04-23 Iran University of Science HAMTA: A system for combating coun-
and Technology (Islamic terfeit ICT equipment and theft of mobile
Republic of Iran) devices
2/58 2018-03-22 Algérie Télécom SPA Conformance and interoperability
(Algeria)
2/45 2018-03-12 Madagascar Monitoring counterfeit terminal devices,

building a healthy network that brings in
revenues for the Stat

Incoming liaison statements for Question 4/2

| web | Received | sowce | Tte

RGQ2/219 2020-08-06 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
ITU-D SG2 Q4/2 on updates on the current
work at ITU-T Q15/11 "Combating counter-
feit and stolen ICT equipment"

RGQ2/205 2020-03-25 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to

+Ann.1-2 ITU-D SG2 Q4/2 on updates on the current
work at ITU-T Q15/11 "Combating counter-
feit and stolen ICT equipment"

RGQ2/204 2020-03-25 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
+Ann.1 ITU-D SG2 Q4/2 on contribution on confor-
mance and interoperability
RGQ2/115 2019-06-14 ITU-T Study Group 5 Liaison statement from ITU-T SG5 to ITU-D
+Ann.1 SG2 Q4/2 and Q7/2 on work being carried

out under study in ITU-T Study Group 5
Question 3/5

RGQ2/113  2019-05-29 ITU-T Study Group 20 Liaison statement from ITU-T SG20 to
ITU-D SG2 Q4/2 on SG20 activities on loT
and Smart Cities & Communities

RGQ2/111 2019-04-21 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
+Ann.1-3 ITU-D SG2 Q4/2 on collaboration

2/TD/22 2019-03-27 Rapporteur for Question  Proposed updates to work plan, table of

+Ann.1-3 4/2 contents and areas of responsibilities,
matrix of contributions received and pro-
posal for second focus session

2/TD/19 2019-03-21 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
+Ann.1-3 ITU-D SG2 Q4/2 on collaboration
2/TD/17 2019-03-20 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
+Ann.1 ITU-D SG2 Q4/2 on updates to the Techni-
cal Report on the Combat of Counterfeit
Devices
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https://www.itu.int/md/D18-SG02-C-0088
https://www.itu.int/md/D18-SG02-C-0083
https://www.itu.int/md/D18-SG02-C-0058
https://www.itu.int/md/D18-SG02-C-0045
http://www.itu.int/md/D18-SG02.RGQ-C-0219/
http://www.itu.int/md/D18-SG02.RGQ-C-0205/
http://www.itu.int/md/D18-SG02.RGQ-C-0204/
http://www.itu.int/md/D18-SG02.RGQ-C-0115/
http://www.itu.int/md/D18-SG02.RGQ-C-0113/
http://www.itu.int/md/D18-SG02.RGQ-C-0111/
https://www.itu.int/md/D18-SG02-190325-TD-0022/
https://www.itu.int/md/D18-SG02-190325-TD-0019/
https://www.itu.int/md/D18-SG02-190325-TD-0017/
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(continued)
| web | Received |  Sowee | Tile |
2/TD/16 2019-03-20 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
+Ann.1 ITU-D SG2 Q4/2 on creation of new work
item on "Reliability of IMEI identifier"
2/TD/15 2019-03-20 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
ITU-D SG2 Q4/2 on impact of counterfeit
mobile devices on Quality of Service
2/139 2019-01-16 ITU-T Study Group 20 Liaison statement from ITU-T SG20 on
SG20 activities on loT and Smart City &
Community
RGQ2/16 2018-08-02 ITU-T Study Group 11 Liaison statement from ITU-T SG11 to
+Ann.1-3 ITU-D SG2 Q4/2 on progress and collabo-
ration on the combat of counterfeit and
mobile device theft
2/35 2017-12-01 ITU-T Study Group 11 Liaison Statement from ITU-T SG11 to

ITU-D SG2 Question 4/2 on ongoing
collaboration
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https://www.itu.int/md/D18-SG02-190325-TD-0016/
https://www.itu.int/md/D18-SG02-190325-TD-0015/
https://www.itu.int/md/D18-SG02-C-0139/
http://www.itu.int/md/D18-SG02.RGQ-C-0016/
https://www.itu.int/md/D18-SG02-C-0035
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