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Curriculum and Guides Overview

Digital Literacy Cross-curricular Framework

Online Safety Curriculum Content

Safe Education and Anti-Cyberbullying Guide

Digital Security Guide

The purpose of the Digital Literacy Framework is to provide stakeholders with an outline of the importance of digital literacy and how its related
concepts, skills, and values can be incorporated across all subject curricula. The framework provides a set of stage-appropriate goals aligned to
national and international frameworks, which are informed by United Arab Emirates (UAE) national policies, the UAE Centennial 2071 pillars, and the
Ministry of Education (MoE) Computing, Creative Design, and Innovation (CCDI) subject. The skills embedded within the Digital Literacy Framework
act as indicators for academic readiness and build a strong foundation for entry into Higher Education institutions and future careers. Within the

Digital Literacy Cross-curricular Framework, there is a domain that explicitly focusses on citizenship and protection.

The UAE Ministry of Education strategically incorporates online safety lessons throughout various subjects, aligning with the Digital Literacy
Framework's goals. This integration ensures students acquire crucial technology skills while fostering a deep understanding of responsible online
practices. By drawing on national policies, the UAE Centennial 2071 pillars, and the Ministry's CCDI subject, the curriculum equips students to
navigate the digital landscape competently and conscientiously. This approach not only prepares them for academic success but also instills the

essential tools for thriving in our digitally interconnected world, aligning with the broader goals of the UAE's educational vision.

A guide that includes practical steps taken by the student, guardian, and school to achieve a safe educational environment from cyberbullying

including online gaming.

A guide designed for academics, professionals, and social workers to promote awareness regarding digital protection, aiming to assess the skills

students acquire for safeguarding themselves against virtual threats.




Awareness campaigns in the field of digital protection

Awareness workshops for parents to educate them about the available digital prevention methods so that they can benefit from this knowledge to protect

their children from any electronic danger.

Celebrating World Cyberbullying Day by launching a guide to preventing cyberbullying and a video recording for training (workers in the field of social care,
counselling, mental health, child protection, and special needs) to be used while working with students in the field of awareness, case studies, and

treatment.

A national campaign to raise awareness and prevent cyberbullying and its signslts effects and the correct procedures followed to prevent, reduce, and treat

its effects in a manner appropriate to different ages, in cooperation with the National Committee for the Prevention of Bullying in the School Environment ,

An awareness cartoon series consisting of four episodes that addresses a number of dangers facing children in the digital world and introduces the

appropriate ways of behaving .

An awareness workshop targeting students in the second and third cycle to raise awareness about the risks facing children in the digital world and how to

confront and prevent them. Through the workshop, students are also introduced to the relevant authorities to support and protect children.

Training for parents to raise their awareness about child protection in all aspects, based on the national policy for child protection in educational institutions

Electronic family consultations for parents in order to enhance family stability in building a student with psychological and social balance by providing family

support to parents regarding the problems that hinder them from achieving family stability.

Digital prevention educational campaign

World Day for the Prevention of Cyberbullying

National Bullying Prevention Week Campaign
(Cyberbullying)

The cartoon series “A Happy Student in the Digital
Environment”

Awareness in digital protection

The role of the family in child protection

Family Counseling Initiative

Number of partners Numbers of events

32 283

Numbers of beneficiaries

\%

243,032
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Digital Literacy Cross-curricular Framework

Example of the Citizen and Protection Domain
Citizenship and Protection

Table 4: Citizenship and Protection Level Progression

Citizenship and Protection

Digital citizenship refers to responsible positive engagement with digital technology and devices, and includes ensuring one’s own wellbeing,
respecting the rights and dignity of other users, and being mindful of the effects of online actions on oneself and others. Digital protection
complements digital citizenship by providing strategies for implementing security measures to protect devices, oneself, and other users from
potential online risks. Students who are knowledgeable about their digital well-being, positive digital footprint and reputation, online privacy
and security, and IPR ensure their health, happiness, and quality of life in relation to their use of technology and digital devices. Students who
are information and Al literate can become more effective learners who are critical consumers of information and technology, empowered to
make informed decisions and to participate effectively in a rapidly changing world. This domain and its strands permeate through all other

domains.
Strand Level Knowledge Skills Attitude/Value
Wellbeing L1 Mental: screen time, mindfulness and Follow allocated screen timings and Respect allocated screen timings.

By practicing good
digital well-being
habits, students can
enjoy the benefits of
technology while
maintaining physical
safety and good
mental and
emotional health.
Students must
develop the ability to
manage their online
presence with their
physical and mental
health in mind,
understanding that
cyber risks can have

L2

relaxation
Physical: physical activity, posture

Potential risks: Cyberbullying,
addiction, eye strain, sleep disruption

Mental: digital distractions (links,
pop-ups, ads, games, clickbait,
nudging), mindfulness and relaxation

Physical: lighting, positioning of
devices, typing and clicking

adhere to adult guidance when using
technology.

Recognize the potential impact of
technology on personal well-being.

Prioritize physical activity over online
gaming.

Identify instances of cyberbullying.
Practice responsible digital behavior
to avoid addiction and manage
distractions.

Prioritize mindfulness and relaxation
techniques to maintain overall well-
being.

Appreciate physical activity and its
benefits.

Acknowledge the significance of
seeking assistance during periods of
mental or physical strain.

Encourage reporting of cyberbullying
incidents.
Resist the urge to use technology.

Appreciate that cyberbullying is a
collective responsibility.



Creative Computing, Design and Innovation Curriculum

Examples of lesson on Online Safety and Ethics

-— G6-Student book

Information ethics Digital addiction and captivation

Information ethics is a set of moral principles that control how Look at the following scenarios.

1o present, access, and use the information. One of the common
issues of information ethics is violation of copyright issues. For
example, duplicating copyrighted content without the author’s
approval, accessing personal information of others are some
of the examples that violate ethical principles.

© Ahmed gota new PlayStation on his birthday and now he plays games all
the time on his PlayStation.

© Fatima uses social media platforms a lot. She got easily distracted when
a notification comes on her phone.

N © Abdulla likes to watch football matches and videos. Due to his interest
Iheretaretdifferent'steps.tolook forininforiation ethics: in football, he constantly watches football videos and clips on his tablet.
©® We need to look for its source, who is creating the information, who is the
author and where the information came from.
® We need to look how the information is presented, if it is safe to use, and
that nobody is going to misuse it.

©® While creating it, we need to avoid bad language that is not hurting anyone
feelings or emotions. The information is not biased and providing one-
sided view.

© ‘Weneed o iake sure whers we are accessing the information e, which The above scenarios show an addictive behaviour. When you do not have a
platform is providing the information, is it a reliable website, social media control over using computing devices such as mobile phone, tablets, gaming

platform etc. consoles etc. and spending a lot of time on social media, playing games, using

the internet, watching videos. It becomes an addiction.

Spending too much time on social media, playing games, using the internet is

§ bad. It affects your health both mentally and physically, your social interaction i
H with family, friends and it affects your studies. H
i i
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6 Grade lesson on 6t Grade lesson on
Online Safety Online Safety



Health Sciences Curriculum

Examples of lesson on Digital Health

91

9.2
9.3
9.4
9.5

Social media

Negative effects of social media
Social media and healthcare

Online presence and digital footprint

Finding reliable online information

Social media are websites and apps that let people connect with others.
beneficial for sharing information and helping people to communicate, but they can

have disadvantages too when they are used in the wrong way.

Most people use at least one fype of social media every day, and they are alsoincreasingly
used in healthcare by patients and healthcare providers to find and share health

information.

In this unit you will learn about what social media is and how it is used in healthcare. You
will study some of the positive and negative points of social media and leam how to stay
safe online. Finally, you will learn how to search for reliable online information

11" Grade lesson on

Digital Health

9.4 Online Presence and digital footprint

Personal eSafety

As well as protecting your personal information, it is just as important to protect yourself
and your online profile.

Discussion: Protecting yourself online

Can you think of any reasons why using the internet might not always be
safe?

You have already leamed that using the internet and social media can be a good way
to share information and meet people. However, it can also be harmful because people
can use the internet and social media to bully or hurt others. Your own personal use of the
internet can harm your online profile too.
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Digital safety services in the UAE

pu sponse Team (aeCERT

The UAE has the Computer Emergency Response Team (aeCERT) which aims to improve
information security in the UAE and protect the IT infrastructure from potential risks. aeCERT
aims to ensure a safer cyberspace in the UAE. You can report cybersecurity concerns
through aeCERT.

Computer

Emergency
C ERT | &
Team

e S SRR Y

The UAE Computer Emergency Response Team (aeCERT)

launct hict
advisor, with the slogan "Towards a safe cyber culture'.

The goal of this inifiative is to spread knowledge about
cyber safety to the community and have a generation that
has knowledge about information security and is careful
online.

yk

C3 is designed to produce digitally literate [ / \/
and responsible UAE citizens, who are able to W)
benefit from online participation, while taking
responsibility for their online behaviour. Cyber-  (ayrynuncaton Cuture Cartficaton
citizenship is not only about safety and risk, it also

encourages positive engagement in the online
environment.
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11t Grade lesson on

Online Presence and Digital
Footprint



English Curriculum

Examples of lesson on Online Safety and Cyberbullying

2 Digital communication LA A NN R NN R NN J
Lessons 5-6 Online safety g‘_i
© Lok at the picture. Which words do you know? = "-]-{;;,;p_

‘What serious problem are they related to? it
8 D ot shap 5 ik ie? o s sl ,nm -::g gislspam safety

sites do you use? Do you worty about security? hac Ingl‘i"!

How do you protect yourself?
Reading

Complete the following headings for online security with do or don't.
use the same password for several sites.
e your phones and Reading tip
be careful when using public Wi-Fi. PP e
click on a link you had. vmtexpeaedw receiveinan email.  headings i Actvity

— think before you share information. e sy i
have more than one emailaccount. Byt
keep your credit card details on websites.

D Nonswn= @

Match the do and don’t headings in Activity 1 with the appropriate paragraph
in the text below. Write the correct heading numbers in the boxes.

hopping,

ns-my,wrﬁoumm rrwlmemnbyaxmmdmﬂ

bno overphing | |

1. Popular onli your payn

o

LR N R NN N NN R 2 Digital communication

Language Focus

Use of English
3 Use who or which to combine and change the Relative pronouns —We can use words.
two sentences. such as which, who, where, whose,
1 Weused the antivi Fahad ive cl
recommended it. Defining relative clauses defines or
identifies the noun we are talking about.
Non-defining relative clauses only
2 Fatima is studying Comp i iversity. C i)
She s very intelligent. ‘we are talking about:
getting ther devices hacled.
ing, which | bought

4 Can you remember ...

EE AT
information, that can be used instead of

ime when you made a big decision
which or who:

An account
Eers prom—
v siting
e hod o b toyour
L =~ 2 ] encypted data.

a person whose behaviour made you angry? I

. todo
rmmmmmnimr) | e )

© “Tell your partner about three past experiences. Give as much information as possible.

Speaking e

5 Look at the picture and
discuss the questions.
What s netiquette?
Why is nefiquette

R, neblq,uebbe

for online behaviour?
(9

»

@

® st century teenagers ssoccccssse
. kmlﬂﬂ

Lessons 11-12 Cyberbullying b"l'l‘i'l“elll;

© What do you think cyberbullying means? ol "b

 Howan someone be bullied cnline?

o cyb 5 dh“

internec

Reading S
1 Discuss the tior
oAl Real Teenage Problems
© How might you know if s N
someone you know is a @  Hithors Thisis the fust time I've ever wnitten
victim of cyberbullying? 4 onaionmburealy need somo arico,
i i anon’ senously womrted about my!
® What behaviour might they "% and] don'tknow whattodo She used o bave
show? How might their & g
behaviour change? has bocome quite withdrawn. She dossnt
N want to leave the house or go fo school.
Now read the opening alvways used to be on her phone amdtablet,
comment on a thread on a utnom shoavoids using them.
‘angry and upsst when she recaives emals or
teenage chat forum and check = e
your answers. ‘alot mare than before. She's hor
soctal networking account which she used to
usa all the time. [ ealy don to
do. Can any
'REPLY SHARE
—
Mia79
2 ewhalzdvitewnu]d
you give anon123? @  Goodadvice Al Kso...
-
Use of English | Noortese EEEEEET
Read o
in your Workbook. ..

Which words/expressions are used to give advice?

Can you think of any other words/expressions to give advice or express obligation?

so0e0eOOBBIOERS

Speaking

& 215t Century teenagers

3 Look at the situations below. What advice could you give?
 Talk to other students and ask for their advice.

© Who gave the best advice?

D~ gy

Writing

4 What makes a good awareness raising poster? Put your ideas into

the mind map below.

© Now imagine your

promote safety online. You have been asked to dcng\ a posterto aise

awareness of cyberbullying.

@ Inyour geoups design a poster. Don't frget to use modals for obligation

or advice, where appropriate.

12t Grade lesson on
Online Safety

12t Grade lesson on
Cyberbullying




Arabic Curriculum

Examples of lesson on Cyberbullying 5% k5530 54l 8 3
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Moral, Social and Cultural Studies Curriculum

Examples of lesson on Cyberbullying

Moral, Social and Culturol Studies | Grade 07 | Term 3

2 You have heard about and discussed three of the dangers that people face online. Now 3 The of thy nowadays. Read your
think about examples of each of these dangers. assigned story below. Then work in groups to answer the questions that follow.

We Hessa

heir nology , threaten, n the 7th grad

embarrass, or target another person.

personal information and then released it online. Hessa's

Gl i paSOn: personal information was released and went viral. Other kids
What one ather school saw it and started to bully and tease her. She

became really upset.

physical o virtual. appearing at Ayear Later, after she changed school, she found a new

their home, school or place of business. Thelr stalker objects, or roup of friends. However, her online stalker used her

sometimes even vandalize the person's property. Information to create a fake Facebook page. Most of her new

= king about her, and bullying

aperson. _ her. She reveals her feelings in her video on YouTube,

friend. i end, Reem, ing on. She did her
i 2 ool action d lonely.
order to achleve some control over them. her teacher. She told

The teacher int . The.

- once was.
— _

a. How was social media used maliciously in this case?

b, What was it that affected the individual in the story?

. How do you think that you would feel if you were in that person's shoes?

Comyrg © My o B st A s Gt Lassead 16 ” ooy My o Ecnion—Unnad A s

7t Grade lesson on
Electronic Abuse



Islamic Education Curriculum

Examples of lesson on Cyberbullying

i Jomill s gl
(4

AUAN Gagdll (T3
RS

LSRR PE - I IR

l);\,';ug,;é;i;,,ﬁ o ®

Ay Lizn ,j;,g;gd:,,&nw&x,u &

£ B0 0 Pl i
i ¢
o 50 5510 02 0 e
JEESE TR A Y : 3
- : ; - cgil Jal aullas jui wailall go oSt e o 3
A G - e e 4 o ; :
~ AEESGMAAE LA 4 S H g 55 PR CIRE H
A s - -t 20 8 adsal . H
~ - i i
6 gt i i
~ -
T
T

6t Grade lesson on

cralal) LS



Thank you

‘ Www.moe.gov.ae

‘ ‘ ‘ . @moeuaeofficial





