
 البحث عن السلام 
السيبرانـي 

20
11

س 
مار

  |
ي  
ران
سيب
 ال
لام
س
 ال
عن

ث 
بح
ال

لمزيد من المعلومات:
شعبة الاستراتيجية المؤسسية
الاتحاد الدولي للاتصالات
Place des Nations – 1211 Geneva 20
Switzerland

strategy@itu.int :بريد إلكتروني
www.itu.int/cybersecurity

طبع في سويسرا
جنيف، مارس 2011

03
/2

01
1



 



 

  

 

��� 

����

��  

��  

���

�

���� �

��! 

������ 	

������� �

%�&��  

2  

  

�

�� 	
 

 

�	���

 

 

��()  

!�� ." #


	
��� ��


  

��� ����

��� '����

� �2011


���� ��

� 
� �

#
�$

��� ����

��� ����

�� ����

�����

���



���

�� ����

�� ����

��



  
����� ���	
 

 ���� ���	
 ���
� .������
 ��� ��	�� �
��� ����� ��!"�#
� .$%�&'� ()� *+,- /�� 01' 23 4+�	56

�� �78��9
 ����6
 :+�; <' =�5�> ?@ A���BC	  D ��7	E ��!6
 �78��9
 �7F)!	
 (�
+6
 G	H D


IJ .�+!K6
  
�� �� A���BC	 ���	
 ���
 2&L�M  N�OPQ RM 2&�; =�&R�#
 N� <' �7	�5�> ���
 $#�S 2&


IJ D /��
+	
 A�>+1R&1	 .�+!K6
 

������ ���
 

�� T/�� 01' 23 U�	56
 �
�V 2�W �+!K6
 
IJ D /��
+	
 =+��	
  �� 4+�	56
 �X 2&RM Y	
 A�&ZK6
 �J�M5B
�� T��7	E 4+&�KM  .A�&ZK6
 [IJ �
�V 2�&"B 4� ��K> ��,"M��  A�\�K> �� A�3�Q �� 4
�1)	 /��; ��]� �3H ^RM

 ���	
 ���
 �_�8 <> 4�3 2FQ N`S a�_��L�#
 �� a
�7M`B ��7	E /��Qb
 �� �7�78+B c+de �� A
���)> ��
N� �� U�	56
 �� A���BC	  �� A�3�!	
 �� 4
�1)	
 <> �J?@ f��� 01' T4+�	56
 ��7	E g&�KM :�e� �&ZK>

K6
�� A
���)6
 �� A�\� h Y	
 iS�!6
 (S�d	
 A
H �7�78+�	
 c+d9
 .�+!K6
 D �3I"B 

������ ��	 

 �Kj7k lK7KJ� Tm��M� N�+8 nE �F!	
 o�,B ��&1R1	 g6�R	
 ���
� A���BC	 ���	
 ��C	 p�R	
 U>q
 �+M
`!S $�r
�V (7&s <F&6
 <> 
+1R8 <MI	
 U�	56
 (7t� f�R"M� .p�&�J�
 ?�M NI	
 uQ�K	
 g6�R	
 v+w+6
 
IJ 4

 nE O	�9
 [�FQ p�,"M 4�� T��&1R1	 g6�R	
 ���
 x7r� TgF7FMy +K7_+d_� �+�k�z1	 i_�K�>
 <' a��M� p�R	
 U>q

l_+8 nE �{�e� T+3+B+_ ��K�F	� ���
 D �7�#56
 �7\7B
��#�
 �)RQ x7r� gJ  Y	
 T$73 �
�Qb
 |	+B

 }7S
~7	E� +�7S�� +3��>� ��+	�> p��M�S� �
+�7B�F_�k Y)M�� TxM+	 �F7S� nE� �i,7�KB� �+!K6
 
IJ 01'
 <MI	
 ��&1R1	 g6�R	
 ���
� A���BC	 ���	
 ���
 D $J?@ <M?�3 nE� ���,M�k� 4�M�S �+13 nE� ���KMzK7QV

h 6
 
IJ �
�{E <F&6
 <> <FM.$�����> 4��S �+!K 

 

 

�7�#56
 �7\7B
��#�
 �)R!S =��B�
 08�"M TA�,71RB N� $FM�	 4�3 
HE 
 D A���BC	 ���	
 ���01' 
4
+KR	
 ���	
 :strategy@itu.int.  

 Tg'�&�
 2&R1	 ��+�; ()d	
 *+,�© 2011 A���BC	 ���	
 ���
 T  
��&1R1	 g6�R	
 ���
�  

� .��+�; *+,�
 23  4��S |_�3 �17#� N`S �+!K6
 
IJ <> �~8 N� ���K�#
 y+�4HE  ���
 <> �)�>
���	
 .A���BC	  

 

mailto:strategy@itu.int


 

������� �	��� 
� ����  

 

 

 i  

������� 	
��  

������  

�	
� �������� ....................................................................   iii  

�� ����� �	
�� �������  ������	 ���� ��!"#�� $%�&�� ............................   v  

�� ����� $%�&�� '�()&)� *+,�-	 /&%� 
0���� 12�
�� ��� ���3)&%� .....................   vi  

14,
+� )� ����� ��	
 ��� (������ ��������  .........................................   x  

1  ��
+� )��� ���� �. �����(...................................................   1  

2  '�5��� ��!"#�� 
,
6	 7�8� �"��!"#�� )��� ��	
 �. �����( ..................   6  

3  *�	9 ��(��� :(�;� �+<��	 �"&(�;� ...............................................   13  

1.3  ������ ��	��
� ����� ��� ��������� �����	�� �������� ��!��"��  ......   13  

2.3  #�$%� ��������� �����&�� �'!(�� ����)�*��   ................................   24  

4   ��=�>� �"�3�3?@��� ��
,
A���	 .................................................   28  

1.4  �������"� ��+�,��� ����-���� / �&��� 0+�!��   
)2�34 5*67 8���� 9'�:;� <���!4 =��� >�4( .......................   28  

2.4  �4�&!�� ������� ��� "���!�� :A�& B�)�C )2�34 D����+ !�(�;( ...............   39  

5  ?�� B�C ��!"#�� ��+�D��	 ��!"D3"E� ..........................................   48  

1.5  ��� E�F *��B�)�   
)2�34 ��#����� 7 .G����#�4 H����� 7 .G����#�4 I���;� ��J�(�*�(  ...........   48  

2.5  K��� LM #�!3�C�� B�)�C��N� )2�34 O��� # .P�C�( .......................   60  

6  F�#�� ��!"#�� F3A�� GHI� F�#�� ��!"#�� )�� �!	"� #��$ %�&�( .............   71  

B�)�*�� H:*�� 8QJ4 H�-R�  .....................................................   71 

  



 

������� �	��� 
� ����  

 

 

ii  

������ 

7  ���J�D�� �"�	
�� 7��)� �"��!"#�� )��� ���'	*! ��	
 � .�����( ...............   79  

1.7  ��C��*�� D-���� ���S��� ....................................................   79  

2.7  ��4�(�C�� ������� K9TU� ..................................................   85  

3.7  ����� LM AV� #�SM I�� ..................................................   89  

4.7  ��W!�3� #��X" Y��Z� ����� / [�\ ]�^R�� B�)�*��  .......................   92  

8  ������ ���� ��!"#�� $%�&�� ����� �	
�� �������   
)��� ���'	*! ��	
 � .�����( .................................................   96  

9  G��K $I�,K GHI� L��M� ��+�D�� ��!"#�� F�#��	 ��!"#��   
)��� �+,-! �/+0*! 1+2�0�*( ....................................................   102  

10  �0�� )��� � .���� �+3����( ................................................   104  

  
  
  
  
  
  
  
  
  
  
  
 

   



 

������� �	��� 
� ����  

 

 

 iii  

 

�������� 	
��  

AIS �7B�>+B�q
 A�>+1R6
 $Z_(Automated Information Systems)  
ARPA  (/�L�6
 A�M�+	
 D v�k�	
 /�
y�) �>�,�6
 ��-q
 (M��!> �	�3�  

(Advanced Research Projects Agency (U.S. Department of Defense))  
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 ��;%*! N+8��+�p�� "=! U' E����* D+[	*! :�!�� 9 4�	�/! |+m=! F��+A� 4*+'� 1+A��� 4�T<3*! S+2
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1  ��� ����	 
��� ."��������� ����" ����� �� ����� !#$ %�&�'���( )*+ �, -������ /�0 

2  A Brief History of the Net,” Fortune 19 �2�34, 2000 .5 34 1  

http://money.cnn.com/magazines/fortune/fortune_archive/2000/10/09/289297/index.htm 

(hereinafter “Fortune”); see also Dave Krisula, “The History of the Internet,” Aug. 2001 (expanded 
(hereinafter “Krisula”). history1.shtml-www.davesite.com/webstation/net2009),   

http://money.cnn.com/magazines/fortune/fortune_archive/2000/10/09/289297/index.htm
http://www.davesite.com/webstation/net-history1.shtml
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 �L+�CERN ��*� a��+f�*! S+20�L-! �+�[� (v��*!) 4���3��0*! 4�3A*!� I�%���! #� F2t! E�d�� .(
4�3y S>] �� 4���;%*! 4�3A*! q� S�w�*! �� I0�n� 5+'%A*! 4�LR� 4���*! N��0*! (NSFNET).  
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�:9� ;<( .= >��:� ., %�2�'� ?'@4 .A )���9� ?�' !@4 9'������ !&�4  ��B� C���
.= 7'8� )3(�2  1D��� !��3(� EF�2�'“A Brief History of the Internet,” ���3�G� ��HI   

 hereinafter( www.isoc.org/internet/history/brief.shtml(ISOC) All About the Internet,   
“A Brief History of the Internet”)E��J, K "����#�� �#L+��" ����HM� NF��4OP ����( '
@#�� �+�� Q 1962 

 ���4� K )*H�� ,
2�R�ST� U'�+P �2�34, K �P
�3M� ��VWL�� 1962.  

4   :8���4�� �����	
 Fortune; Stewart Brand, “Founding Father,” Wired, Mar. 2001 at 148, 

www.wired.com/wired/archive/9.03/baran_pr.html �*�: N��Y '�+�) .("
���2" \(�2 
H2 

5   �W�� K 
���2153-145 Q �����	
�� .8���4  
6  A Brief History of the Internet Q�	
�� ����  �W�� K 
���2146.8���4 Q  
7  A Brief History of the Internet. 

8  .9 ]�2�0��Y  1�:��&The Inventor of the World Wide Web,” AmericanHeritage.com, 12 Nov. 2005, 

-lee-nersber-tim-web-wide-world-internet-www.americanheritage.com/articles/web/20051112

consortium.shtml-web-wide-world-url-html-enquire-cern-geneva-computer.  

http://www.isoc.org/internet/history/brief.shtml
http://www.isoc.org/internet/history/brief.shtml
http://www.wired.com/wired/archive/9.03/baran_pr.html
http://www.americanheritage.com/articles/web/20051112-internet-world-wide-web-tim-berners-lee-computer-geneva-cern-enquire-html-url-world-wide-web-consortium.shtml
http://www.americanheritage.com/articles/web/20051112-internet-world-wide-web-tim-berners-lee-computer-geneva-cern-enquire-html-url-world-wide-web-consortium.shtml
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 ���L ~�" k!	�!p�� k!W�@� 4��!i�L��t! �+0�=! %�R�� .4���+C! 4L+���* �	���*! U��<�*! I�%���! 5WX

u^�¤ ��\� �%[ ~�" 4�L+��*! 4�[!%�t! 5>���*! U20�� S�	*! .	�	�  
V�  4*@�/! I<3w� ^� :"5-+6�-! �� �%$�t! »�=! 	Y+�" :	<�/! 5+�-�*! µ+P�M! �$ S!R�*! 	0�

 �¾�Q 4�%d �$���  �� V+0*! 1+�� 9 �!	�3*!µ+PY!  S+20�L! N	" 4*+P'� h!i�L��t! �!%�L-! ~�"
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9  www.pbs.org/opb/nerds2.0.1/timeline/“Life on the Internet: Net Timeline,” PBS, Q �	
�� ���� Krisula.  
10   ;�H�F" �^_2 ��(����� ��:��`a�(1)  9
� K ���b� 19��3c8�� ��:��`$
��� ��:��`a�� ��(����� d2 �c@H�� �(�'9  

 1���
�� ��B'�e� �(�����(2)  , - � .��(����� ��:��`a� \�� )*H3�F ��P�#f �(��( -  �, g� 7h�� ,
LP  
����MT ��(������ �9��3c8�� ��:��`a� %�B��3f8�  1����� i@�3(8�� g�b, j�', �0`2 ��P��c '��F(3)  ���*k  

�P ���
2 ���3M� ��(������ ��:��`a� )P��H�� !P ����P �, �P  =
3<& ��#�P, A�P�c ".����� �lmF�  
)American Heritage Dictionary(1 2000 1political-www.dictionary.com/search?q=geo.  

11   �����W3�� %�P
e� �4�+� U2�3�� n�b�
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�HP �omP K p�T� q�*�� D�H3�� �O& j���(ANSER) ���HM� 1
"Homeland Security 2005: Charting the Path Ahead 1r3�� 79�B ��3P
c q�s�t 1
�@<P �HP�B 1"  
"A Shift in Geo-Cyber Stability and Security 1"7-6 ��P 2002.  

http://www.pbs.org/opb/nerds2.0.1/timeline/
http://www.dictionary.com/search?q=geo-political
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4�%��0*! 5+������*!� 5+�	C!� U�*! 42���� 1+�%\�*! 5!�!	�� 5+�3A[ .40L+A*! - U' ��  5+�	C!
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9 D+[	*!� U�*!� 48+�*! ��!�� p'%� F7� I�%���! E�%d �" 	w%*!�  |!	M� q� ��0�� ��c*! 1-R$ S�+���
.#��	/! �+��*! #�� 4���Y! 9 ~O�P*!13  4�%Y! 4��<�*! 4��3*! 4�+
� h!i��*! ��=! p�p0� ��[ !c�$�

 4*�� U' ��� 9 4���M %w+�" ��! UTQ 5+���02�*+\$+[�� .��+6�8-!  
 4��3*! ~�" 5+2f\�* �%0�*! k+7�� 	�!p� 5-+6�-!� 5+���0/! +���*���� ~�" �/+0*! �+2�"-! 	�!p� F��

+7P*! S>] �� 4�%Y! 4��<�*!- "4��!i�L H%M" �= 4�8	*! V+0/! �� �X�� .h!i��*! 1  :�	  WX S!p�
+� :��w ��0n� W]=! 	0*! 9 I�%���! 5+�	]� 5+���02�* 4��<�*! 4��3*! 	O :W3�*! 5+2f}! ��[  �"

 #�2�¦! ³+��*!� U�A*!��*  D!p+����� 9 5+2f$ I��n� 	8� .h!i��*! 1+7P*! 914 ��L��+��15  +���'�
:	<�/! 5+�-�*!� 4����t!16  5+2f´ U��!i*! 9 :�	0�/! 1+�%\�*! 5+"+��! I��n�� .4��!i��*! H%Y+�

4��!i�La N+" 9� 2008  �©�Q4�w!%*!  	�p� :	/ ���" :%���*!� 4���<�* ��3A*! F8�/! q� S�]	*! ��
.D�3L� �"17  D!��¬* U2�¦! D+��-! U��!i*! 9 1+�%\�*! 5+"+��! zO���:	�	t!  5+2f}! ��

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

12   1%���Y !��3(“Analysis on Defense and Cyberwarfare,” Infosec Island, 8 July 2010, 

 Warfare.html-Cyber-and-Defense-on-Analysis-https://infosecisland.com/blogview/5160  

(hereinafter “Elliot”).  
13  1�*�P !�Y“Cyberattack Seen as Top Threat to Zap U.S. Power Grid,” NetworkWorld, 2 June 2010, 

grid.html-power-cyberattack-nerc-www.networkworld.com/news/2010/060210  ��b �, ���: i�B�)
�3�� �3H 79�P n�H: 6�u& d2� N��2 U*a� !#$ 7O�� v��M� -������ 6�uw� <l_3�� U�F�P" x�f��Y �V4T� 



.("�*�P" \(�2 y��9, UB�M� �O& pY '�+��) (����*+�� �#�P, K i�2��#�� %�9�
PY z�� "99�3�� {�|�P�  
14   1�'�2@4 A�P�F“Under Cyberattack, Georgia Finds ‘Bullet-Proof’ Hosting With Google And Elsewhere,” 

InformationWeek,  12 E��J, 20081    
www.informationweek.com/news/security/attacks/showArticle.jhtml?articleID=210002702.  

15   1E�:�9 ��}�B“Hackers Take Down the Most Wired Country in Europe,” Wired, 21 Aug. 2007, 

09/ff_estonia?currentPage=all-www.wired.com/politics/security/magazine/15. 

16  ( �}� 1;�4'�P ��B� ��& ~�“Cyber attacks Jam Government and Commercial Web Sites in U.S. and 

South Korea,”  10$�F ?'��� ���W�8 ���� 2009 1    
www.nytimes.com/2009/07/09/technology/09cyber.htmlergay, and Jack Date, Jason Ryan, Richard S ;

Theresa Cook, “Hackers Launch Cyberattack on Federal Labs,” ABC News, 7 Dec. 2007, 

http://abcnews.go.com/TheLaw/Technology/story?id=3966047&page=1.  
17  1����P )#�PBrazil’s Next Battlefield: Cyberspace,” Foreign Policy Journal  115 �*:�� 2009 1

cyberspace-battlefield-next-http://foreignpolicyjournal.com/2009/11/15/brazils     
(hereinafter “Mylrea”). 

https://infosecisland.com/blogview/5160-Analysis-on-Defense-and-Cyber-Warfare.html
http://www.networkworld.com/news/2010/060210-nerc-cyberattack-power-grid.html
http://www.informationweek.com/news/security/attacks/showArticle.jhtml?articleID=210002702
http://www.wired.com/politics/security/magazine/15-09/ff_estonia?currentPage=all
http://www.nytimes.com/2009/07/09/technology/09cyber.html
http://abcnews.go.com/TheLaw/Technology/story?id=3966047&page=1
http://foreignpolicyjournal.com/2009/11/15/brazils-next-battlefield-cyberspace
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 UT� 48>20*! v��*! 5+�	] I�+" 	8� .B+C! D+�*! 4��!i��*! H%Y! U2A� �� ��¥�����19 ��	
��20  U0P*+�
N+" 9 5+2f$ �� 2009N+" q� U6� 	�0� ��� 9 4�	C! F�� 5+2f$ I�dJ� 	8� U� a 2000  5+'%y 	O

 UT� 4[�%0�� � �� (CNN) ������� ��� ��.21 V b*c* 4f����  :	"� U� 5+"+L :	" 5+�	C! ¸0� %[���
 r	\�L!� .N+��4�w!%*!  5!�+�/! 438!%� 42���+� U��0� q� ���  4�%M 5!	0� �!���� 4�P�+}! 5+�	C! UT�

Â	Ã/!.5+��22 +2'�  4�O+/! |>T*! 5!���*! 9 4��!i�L 5+2f$ �!	�� 4�L �� %T'� I�+" %��+�*! ¸0� 9 1+�
 Ix�n$�34 4�L �� q�=! %\y=! 9 U8=! ~�" 4w+] 4'%y 2010 .+$	M�23  5-+�A�-! ec$ �� �X��

 :W�] 5-+�A�! �$ 4���=!>[ I8�*! �� 4<�[ �+�$ S!p�  4���+' �+0�� ~�" ����� 5+$���+��L ~�" v����*
 ?�� 	\� E�%d �" k+��� %T'� W�+0�� 5+L�+�� 5+f��� 1+A�� S>] ��.h�+0�24 :�+���  4�+
� I�%���! �+��

 �� v& W�	�*!� 5+�!%�O-! �� 5-+6�-!� 5+���0/! +���*����#� �� ���� +�* �+' !^� 5+��*�=!  �2� ��
 UP��� #��	/! �+��*!W���*! 5+�	C! %���� �!%2�L! ~�" U20�� 4�L+L=! U'+�\�* S+·0P*! .:	�	t!  
 ��������� ��	�������� ������� ������ ���!�"  

 r!	\�L! 4��!i��*! H%Y! N�\P� U2A�- *4�%��0*! 42��=!� 5!�	� v�M� k+7�� ��*� r!	\�L! 
F2�f2�* 4���Y! 4��<�*! 4��3*! - +g  5+�+�3*! :�+�M� 4�[!%y�! 438!%/! 5+�3y� 4�'c*! 5+�3A*! b*^ 9

(SCADA) -  +} z2�� K*!  1+7P*!) `��� ��L� N!	��L! �� #M 9� .+\�P� �" D+[	*!� U20*+�

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

18  ���� ���	
.  
19   �'
�,��4�B  1����& )�`�P�“Google, Citing Attack, Threatens to Exit China,” The New York Time, 112 

��� 2010 1www.nytimes.com/2010/01/13/world/asia/13beijing.html.  
20  1?<#(�2 ��: %���Y“Denial-of-Service Attack Knocks Twitter Offline (Updated),” Wired.com, 17 

E��J, 20071down/-apparently-icenter/2009/08/twitterwww.wired.com/ep. 

21  .9 6�&��2, ���� .7 '�*�(� ��:�(  1��P9�BThe Transnational Dimension of Cyber Crime and Terrorism, 

0817999825_1.pdfhttp://media.hoover.org/documents/2001 at 14, . 

22  Critical Infrastructure Protection: Multiple Efforts to Secure Control Systems are Under Way, but 
Challenges Remain, United States Government Accountability Office, Sept. 2007, 

1036,-07-GAO www.gao.gov/new.items/d071036.pdfIn 1997 (hackers attacked the Worcester . 

Airport in the U.S., disabling phone services to the airport tower and shutting down the control 
system managing the runway lights).  

23  .%���Y 

24   1)��2 ��}�B“Securing the Smart Grid: The Road Ahead,” at 2, NetworkSecurityEdge.com 15 ���: 2010. 
ahead-road-grid-smart-ringhttp://www.networksecurityedge.com/content/secu. 

http://www.nytimes.com/2010/01/13/world/asia/13beijing.html
http://www.wired.com/epicenter/2009/08/twitter-apparently-down/
http://media.hoover.org/documents/0817999825_1.pdf
http://www.gao.gov/new.items/d071036.pdf
http://www.networksecurityedge.com/content/securing-smart-grid-road-ahead
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 :%���*!� 5+�+�3*! 4�p'%� q� k+7�� ��R� +��[ ���/!� b�\��/!5+�3A� 4w+C! 4�c��  9 42�7*! 48+�*!
4�3y 5-+6�!  5+�3A*!� 4�;+\�*! ²+�*! 	�!p� F�� .^+P�*! ²+� �� 	�	0*! �7�4*�w�/!  5+�3A*! z��n�
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¹¹¹¹¹¹¹¹¹¹¹¹¹ 

25  .%���Y 

26  "Grid Smart q
W3M� %�8��� K �c���� q'�h� "1, TopBits.com; “SCADA,” www.oe.energy.gov/smartgrid.htm 

faq.com/scada.html-www.tech .("�9�#(" \(�2 UB�M� pY '�+��)  
27  .�9�#( 

28   �}�L���: ��4“10 Things to Know About Smart Grid Security,” 9 Oct. 2009, Earth2Tech, Gigaom, 

security/-grid-smart-about-know-to-things-http://gigaom.com/cleantech/10 \(�2 UB�M� pY '�+�) .
.("�}�L���:"  

29  ���� ���	
.  

http://www.oe.energy.gov/smartgrid.htm
http://www.tech-faq.com/scada.html
http://gigaom.com/cleantech/10-things-to-know-about-smart-grid-security/
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.4��20*! 4�M+�*! �� +\�P� %�	n� +\�0� l�m 1+�%\�*! 5-� � 5!	*��35 �� �� z�%/! ���  �� N�f$
- ��*! 5+'%y �= k!%�� �	/! :	�0� v8!�" ~�" �����L D��*! !c$ N�� :�+0*! 9 ��p���  �+��*! F�8

	8� a4P���*! 4�$+3*! �\y� :	" %�=! ³%���.+\2����� +\0��6�* %36  N%s �* 4�'^ 4�3y ~�" N�f$ ���
 q� 1+�%\�*! 5!	*�� U6� �� ��¥� .��O ?+� �%O q� k+7�� ��R� ���*� v�<[ 48+�*! �� 1>20*!

	8� 5!�-�	*! �� #�>� :	" ��	M  9 5!�+��/! 5!%A" 4�'c*! 5+�3A*! 9 4��+A*! 5!�+2T�L-! ��3�
.�!	�3*! ¸0�37   

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

30  “SCADA Security and Terrorism: We’re Not Crying Wolf,” at 26, BlackHat, 

up.pdf-Graham-Maynor-06-Fed-06/BH-federal-www.blackhat.com/presentations/bh. 

31   .��P'�J ��:�}“Electricity Grid in U.S. Penetrated By Spies,” The Wall Street Journal, 8 Apr. 2009, 

 http://online.wsj.com/article/NA_WSJ_PUB:SB123914805204099085.html.  
32   .�*��P d�Y“Cyberwar’ author: U.S. needs radical changes to protect against attacks,” NetworkWorld, 

 review.html-book-clarke-www.networkworld.com/news/2010/040710pr. 2010, A 7 UB�M� pY '�+��) .
" \(�2 Radical Change.("  

33  ���� ���	
 K ����2��#�� g���� %�#L} j�HF !� ~�L)  %�:�+#3(8� !P ;8�� %��M )H���2 q
W3M� %�8���
 �, N�: i�B ]�f) �}�L���: Q(x��P�40 .(���PT� %�c��e� !P 9
H� )H���2 j�HF 
c x��M�� �L4�' n4� A���P ����P  

34  .�*��P 

35  .����P 

36  “Cyberwar: War in the fifth domain,” 7 Jan. 2010, The Economist, 

www.economist.com/node/16478792 ”)“Fifth Domain \(�2 ��� 
H2 z*��(.  
37  Smart Grid: Hardware and Software Outlook, Zpryme, 2009 at 2, 

www.zpryme.com/SmartGridInsights/2010_Smart_Grid_Hardware_Software_Outlook_Zpryme_Smart
(stating that the U.S. smart grid industry was valued at $21.4 billion in 2009 and will  _Grid_Insights.pdf

reach an estimated $42.8 billion by 2014); Jonathan Weisman and Rebecca Smith,“Obama Trumpets 
Energy Grants,” The Wall Street Journal, 28 Oct. 2009, 

http://online.wsj.com/article/SB125663945180609871.html  ��P �
�F !� �P�2�, E����� �@�Y !� �b)
 ~�L	 0:��f3,4 .(�P
�3M� ����2��#�� %�#L+�� U'�+M '8�9 '���P  

http://www.blackhat.com/presentations/bh-federal-06/BH-Fed-06-Maynor-Graham-up.pdf
http://online.wsj.com/article/NA_WSJ_PUB:SB123914805204099085.html
http://www.networkworld.com/news/2010/040710-clarke-book-review.html
http://www.economist.com/node/16478792
http://www.zpryme.com/SmartGridInsights/2010_Smart_Grid_Hardware_Software_Outlook_Zpryme_Smart_Grid_Insights.pdf
http://www.zpryme.com/SmartGridInsights/2010_Smart_Grid_Hardware_Software_Outlook_Zpryme_Smart_Grid_Insights.pdf
http://online.wsj.com/article/SB125663945180609871.html
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��4���[ 4�*+� :�+�]� FL!� ��+� W�	� |�	M 4��+��� q� 4[+O�+  9 4��!i��*! 5+2f}+� 	�	\�*! ��[
 ��!�/! 4�8���� 9 ?+�*+�� a4�'c*! 5+�3A*! UT� :	�	t!� 42;+*! 5+���*����*! 9 4T*! ��n� U3��/!

3�n� �� ��¥ e	M� 4T*! D+�O� .4�<6*!� 4�*+/!� 4���%��*�! 4��+6�8!� 4�02�o 5+�!%�O! v.4�;+$38 
�!%O�� %d+� ÁA�n� (4����*! 4<�L=! E[!%��) 4����*! 5>"+P/! F� 4�'c*! 5+�3A*! S+20�L! %�����k! 

 4��!i��*! H%Y! F3���� �� ��¥ 4�"+[	*! 5+�f��!%�L-!� 4�	���*! 5+2f}! q� 4[+O�+3[ .k!%�� 	0�� 4�2� 
O�! ��*� k+�8R� ���8%" �� 	�3*! I��A� U�� �� 	�3�* 4��]!	*! 42��=! ~�" �� �+�' ~�" N�f}! k+7�� �!%

�� .:%y+3� :��6�39 �*! !c$ �!	�3*! 	M� �+�¼ 	8� �"	*! UA� �� k>T� 	�%n� �+' !^� h!i��*! N�f}! �� D�
/!r	$ E�<�* �P�� :%�P* r	\��/! �	0�* `*+<� .�	 40   

�#�$%
 ��������� ����� &������ '�(���  
 1+7P�* :	�%P*! 5+2�*! ��[ v�!�� :	" �� 4�	���*! H%Y! �3An� �� ��¥ 4��!i��*! H%Y! �� �X�

A�n� h!i��*! Á b*^ v�+� q� �3�%� h!i��*! 1+7P*! 9 42��=! �= k!%��� .408��� WX� :	�	� k!�+0��
 �c*! H!%�O-! ��[ S+6�-! 5+�3y� v�L!�Y+�@A��  N�f$ �"S+20�L+�  5+���0/! +���*����

U� 	�M� N+�� U�0� ��+f�� 5-+6�-!� %�R�� .�+�M=! �� WT' 9 4��d�*! ��	Y! ��+f���  5+��2"
 :WT' 5+�	] 	����� 	M!� 	�� �� %T'� ~�" 5+�+�3*! U�* :WT' �� ±@� 5+�	] q� I�%���! 9

	8 S+T/! U�3L ~�"� ®u�+C!  ~�" 	�� 9 �+&«* v��*! 4�3y 9 Ä1+7[ 4�	C! ¶	� 4[+7�L! F8!�� �%0�
�� U� .%]� 	�� 9 ����/! �+�0*! �+L� C! 9 :W6*! S+�"=! 42�O 4�*+� k!�!%O� v3�� �� ��¥ 5+�	

 4O%0/! :	�M�*! 42��=! �$ I��* 4��	/! 5-+6�-! 5+�3y� .4���%��*�! :�+f�*! S+2"� 5+'%y 9
^� aN�f\�*  5-+6�-!� 5+���0/! +���*���� ~�" �+2�"-! �� 5-+6�>* k+7�� k!W3' :%d+� %6�" UT¥

! #��+/! ��0�� .4�%��0*!- a#�	���*  |	s �c*! �+�/! 9 	�!��*! q� ����!i��*! ��x+\/! u+�s
 N�f}+� N+�*! 1+��� ��x+\/! F������ .��[ @A�� N�f}! �� %\�� �c*! �+�/! 9 �M �� N�f}! %�� ��[

1+P]� WPA�*!� 4��}! S�\o S+6�! +���*���� S+20�L! .�\���$41   
 �y U�� �� I�%���! i" FL!� ³+�� ~�" :%[��/! 5+�oi*! 5!��� S+20�L! �%& ab*^ q� 4[+O�+��

 .4��+����� 5+2f$^�  4x+\g 	M!� ��+\� N�� �� k+P�L 43'%/! 5+2f}!� 5+�oi*! ec$ :	"+�g ��¥

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

38  Fifth Domain.  

39  ���� ���	
 ��	
 ���� ��� ���
  x�W�B�F �V4T� ��*H3(8�" �, N�: i�B ]�f)
c ������ �W�(�� 8  R�
fY ��#
.("q9�
t ��f j��JT �w�*H3(� ��#�( !#�� )P�} -��3#�Y <P
F  

40  ���� ���	
. 

41  CERT Research 2006 Annual Report,  1����P nu�'�4 �HP�B 1Software Engineering Institute, at 7 et seq., 

http://www.cert.org/archive/pdf/cert_rsch_annual_rpt_2006.pdf.  

http://www.cert.org/archive/pdf/cert_rsch_annual_rpt_2006.pdf


 

������� �	��� 
� ����  

 

 

12  

 �+' !^�� .	M!� H�L+M S+20�L+� 	M!� N�� 9 4���L+Y! 42��=! r-� �� %T'� q� ^+P�*! b�¥ ��+\/!
H�L+M - U��� j�+�%� E�%d �" ^+P�*! UT� ±���� -  4��� q� N�f}! �fM �� 	�p� �� F����� ���[

 5+2f}! U��, WAn� S+T/! U�3L ~�"� .i'� +�� q� +����L� 9 4����Y! 4��3A*! F8!�/! 	O 5%� K*!
�" U]!� v�L!�Y! r-� S>] �� IQ U��A�* 4$�3A/! v�L!�Y! �� 4"�2o �� "±���� U��� j�+�%

.4���+] :%��L I, j�!%�42  �= k!%�� ��w=! N%G! v0� W�0*! �� k+7�� U0� 4�����%*! U���*! j�!%��
 �� q� ��+t! U��<�*! WA�� .U���*! j�+�%� 9 ��%]�! �!%[=! q� �[ ��� 4�*�=! �+��!+� q� U6� 

U��� j�+�%� �� k!1p� +\�0� 5+�oi� +\T���� ��¥ I�%���+� 4*�w�/! v�L!�Y! F�x F�� .±����  
 5+"�2G! �� :i] U8=! H�L+Y! ��20��/ z2��� 5+2f}! ���3� q� k+7�� 5+�oi*! 5!��� ��R��

 .4��!i�L 5+2f$ H+���+� k+�	� U8=! 4�%��0*!	� b*^ q� 4[+O�+��  �+L� ~�" 42;+*! 5+2f}! ��
U� 4�	���*! 4�%��0*! 5+��20*! �� �]�� k+��2" �$ 5-+6�-!� 5+���0/! +���*����  N�� �� ��¥�

+´ 	8� .:W�6*! S�	*!  4�%O ���� �� U8� 4�%��" 5!�	8 k+�¼�+� b�Q 4*�� ��	g ��! z3w�42w+8 
+2f$ S>] �� 4�%Y! 4��<�*! 4��3*! q� H%Y! U0& ��!��*! 9 U2�¦! S>�]-! !c$� .4��!i�L 5

 r>] ����L 5+$���+��L 9 B%P*! 9 :!�+�/! �� 4��� E�<�* 4�f��!%�L! 4�%�' 4�!c� 4��!i��*!
 b*^�� ����� ��� ����
!�"�� �#�$� ��� 5+2f$ D�8� e�p0n� �c*! 4��!i��*! H%Y! �� r�C!� .

 !c�$� .5-+6�-!� 5+���0/! +���*���� 9 ��\2t! 4� ��� (:��	  I�+' ��� �M) 4��0[ 4��!i�L
 ��[5+�c�c�*!  U��0�* �+A��-! 40L!� �+�� ~�" ����� �� ��2n� h!i��*! D!p¹��* 4�2�¦! 4��P�*!

0P*! S+20�L-!5+"+�8 9 N	�*! 4�8%"� :	�	t! 5+���*�����* �� .:WT'  
   

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

42  Understanding Cybercrime: A Guide for Developing Countries, at 72, International Telecommunication 
-cybercrime-understanding-D/cyb/cybersecurity/docs/itu-www.itu.int/ITU9, Union, April 200

(hereinafter “Understanding”) guide.pdf  

http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-understanding-cybercrime-guide.pdf
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-understanding-cybercrime-guide.pdf
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3  :��(�?� :/@��
 A(�?� ��(��� .�
8  

1.3 )����*�
 '+�,-+�
 '����./� �������0- 1�2 �3��	� '�.(�4� 5�(�2�  
��� ��� �	
�  

 �O+/! �%*! �� h+T*! `6�*! c�� 5+���0/! +���*����� v�L!�Y! S+20�L! 9 +��	� 	*5�	� +2��� 
I�%���!  c��38 4�L �[  D�%A� 9 S+6�! 4�3A'+��� (ARPA) U7P� aI�%���! ��[ b*^ F�� .

 9 v��*!� I�%���! #� F2t! �2�� r�L�) 4�/+0*! 4���3��0*! 4�3A*! D!%�]! �L+� 48��*! ec$ 4��
%A��! (4*�\��* k+�]�� "I�%���!"�2C! 5!���*! 9 5  :+�Y!� �+6�8-! 1+�� U' 9 �[ :W]=! :%A"

 9� I8� �� 9 �"+2��-! b�+A�*!� S+6�-+� F�2�� �� ��! F������ .4�$c� 4"%�� 4�"+2��-!
�� - 5+���0� q� S�w�*! b�¤� ®�+�� +} ��	M ��2" F� k+�"+2��! Uw!��� ��� 8+�� �� F������ ®k+

 I�3*! 9 :W��*! +�	"+� �� 5+f���� 5+�	] v��� ��� ��+n� �� F������ ®V+0*! 1+�� U' 9 B+�y�
9 �� I8� .1+A�  

N+" �" 5-+6�>* ?�	*! �+,-! 5!%�	� v�M� 2009 b�¥ %25,9  k>�w�� V+0*! �+�L ��
� �$�) I�%���+�+  ¢0�1,8  K*! 5+"+�*! �	" `0O I�%���! N+�� �+�*! �7�� .(��y �+���

 �+�$� .���pP��*! N+�� +��7�4,6  UT2n� V+0*! 1+�� 9 4���/! `�!�}! 9 �!%�y! �+���%67  �+�L ��
 �� %T'� �7� e	M� ��3��[ �+'� .V+0*!500 ��*�� 9 �y+� U20��� ����� 2010a Hc�� ��3��[ 

 k+0� %����� ��3L �+��220 ��*�� %\y 9 �y+� %;!� ����� 2010 5!W���*! �$� ��� .U' I�� K*! 
UM b*c�� I�%��� `�+$ q� U��/! `�+}! S�, V+0*! 1+��  U7P� �+\f' �6�A*! H�L+Y! U 

F�2�� U0P*+�� .I�%���+� U�w���* %9,5 ¸�%0*! ³+��*+� V+0*! 1+�� 9 �+��*! �� .U��/!  
	8 I�%���! �� #M 9�  l�	Y! F2�G! 9 k!W��� k>0[ I�	M�4�%$�� v�!�� ��  k+M �/+" ³+�� ~�"�

5!��A�/! �� WT' �P[ .U3��/! 9 WT�*! %���� �� +���" ��[43  U�y �" U3��2�* 5+$���+��L �%�
	0� V+0*! 25  N+0*! U�*! U;+L� H�'%* 4��}! B!%8� S+20�L! F;+A*! �� ���� r��[ .��! �� 4�L

 5+�	C!� 4����Y! 5+�	C! q� ^+P�*!� 4�<6*! 5>f�*!�4*�w�/!  b�+A�*! F��� r�L� .4�3A*+�
 ���� 5+�+�3*! ��� Es r�L� .:�+�� %T'�� 4�*+0[ %T'� :	�	� 5+�3�� r+A�'! F� �"+2��-!
 :�+�� ~�" ��%[+�/! 	"+�n�� i'� 4�*+0P� |+m=+� N+�*! ~�" #TM+3*! 	"+�n� :	�	� 4��+���0� 5+�	]

 a#�L+��*! l"!��� 5!�!��! 	"!�8 �\[ ~�" #�d!�/! 	"+�n�� ��>M%� �\0�Q+�� b*^ q� ����L� .

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

43  ; trust.eu/-http://www.think port of the Advisory Board RISEPTIS,A Re: Trust in the Information Society
David-Olivier Jaquet-Chiffelle, ed., Identity Revolution: Multidisciplinary Perspectives, FIDIS, May 2009, 

revolution/-http://www.fidis.net/resources/identity. 

http://www.think-trust.eu/
http://www.fidis.net/resources/identity-revolution/
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+·�" `P�n� 4�+0*! 5+L+��*! q� 	���� 5+��2"� 1>'� �+�$ k!WT'  	�	, UT� a��!��! U20*! 1v" ��
S+T��-!� 5+"+2��>* p�\f�*!� 	�"!�/! .5+0�%A��*  

 ��!�� 9 4�%$�� 5!W��� q� 5-+6�-!� 5+���0/! +���*���� ~�" 42;+*! 4�02�G! :��T*! ��R� r�L�
 5+��20*! �" :%�pX 5+���0� ~�" ���d!�/! U6s l�M ¢d�*! 	�06*! ~�" ��*! r�L K*! 4�L+��*!

©�2�L� .k+7�� ?�	*! ����/! ~�" b*c'� a4�d!%¥	*! 4��20*! 9 U20��n� #�d!�/! I�%���! q� ^+P�*! �
	8� .�%]� 5+[+� 9 :+�Y! ³%d� S!�M� �\[� 4�L+��*!� 4��+6�8-! :+�Y! 9 �\�+��� #�, ��  +�	\y

 `�'U20�L!  5+�-�*! ��;� +�+��� ��;%*!+�*� 4��+���-! ���
 9 4�"+2��-! 5+�3A*! :	<�/!  F8��� ��
5!�!%*! F�w �"	* U3��/! 9 4´+A� 4�A�� .4����Y!  

 4�*�	*! 5+'%A�* k+7�� 5-+6�-!� 5+���0/! +���*���� z2��� N!	��L-! E<n� ³%�� +\�P� ������
� ��2n�� .V+0*! 1+�� U' 9 4M+�/! B%P�* UT�=! �2�*!� 4��+6�8-! 4�2��*! p�p0� q� b*^ U' ��R� �

 U0P*+� 	\A�� .`�*+��*! 47P��� �!	�3*! 9 4w+]� k+�/+"�!	�� 5c]� `�'  !c$ �� 	�P��� �i' k4��+�
k+��+6�8! #�+}! #3">*! �� I<3w�� `8�/! .k+�L+�L�  

+2'� ab*^ F�� P*! �%�� aª��+�*! 9 :��� U' 4*+M 9 |	sv�+� k+2;!� +�!p/!� B% .��L  
 4P�0O +\��*� .+��!�+6�8! 9 k+�%M k+3�+� +�+�	]� 5-+6�-!� 5+���02�* 4��<�*! 4��3*! I<3w� 	*

+/ k+[� 4�+��*  UT� a�%]=! 4�%Y! 4��<�*! 4��3*! ��0�� .k+3�%� k+���� |	, K*! :WT�*! 5+2f}! 1+3�� ��3Tn�
!� e+�/!� 48+�*!4�*+/! 42��=!� U�*a  5-+6�-!� 5+���0/! +���*���� ~�" k+P�T' k!�+2�"! 	2�0� U�� ��

 ~�" :	20�� 5+2f$ �� |�!�M D�8� �� FP�%� %�] 	��� b*c*� .438!%/!� S+6�-! 5+��20� N+�*!
4�%Y! 4��<�*! 4��3*! ec$a 5+2f$ �$� 	8 �;+$ 4��+6�8! %;+�] q�� ~O�P*! q� ��R� b*^ U2A�� .4

��=! 5-+'�� 4w+C! 5+�+�3*! 	"!�8� 42��=! ~�" N�f}!� UP��*! 5+��2" .���*!  
 !c$� 5-+6�-!� 5+���0/! +���*����* 4�02�G! 4��<�*! +����� 9 `07*! N+�� k>\L k+[	$ +\�� U0&

 "h!i��*! H+$��!" �� "4��!i��*! H%Y!"�!%�L>* k!	�	� ÁA�n��  ������ 	2" �" N+�*!� .�L+�L��t!
 k+�+�M� ~2�n� +�%��L �� +\2"� �� �%]� 4*�� 4[!�g S�	*! �	M� F2�G 4�%Y! 42��=! ~�" 5+2f$
 4�3�3*! WTn� 	8 ³+��*! !c$ 9 "H%Y!" 42�' �� b*^ �X� k+<O!� ���� �� ��3��� ."4��!i��*! H%Y!"

- +�= k!%�� ��+n� �� ��¥ +g :WT' ���� ��  :H%Y! �" |	<�*! 	�" �+�*! �� WT' %d+Å S�& ��
U���*! W�	�*! � 4��+/! 4��<�*! 4��3*! 9 U�=!C! %;+�*!9 4�$+3 .�!��=!  

a+����L� 9 ®"4��!i��*! H%Y!" z��6� +\�[ N	�n�L! 5+2f$ :	" I08� 4�O+/! 4���*! 5!���*! 9�44 
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46   1����� A@#��“Trust: A Mechanism for the Reduction of Social Complexity”, Trust and Power,  

New York: Wiley, 1979 at 4-103 
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*! 9� 4T*! �!p�� KP':%/+� :�i/! WX 4T*! 	��� �%]=! 4P� .(4�^+�*!)  
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v06*! �� ����� 4P;!� �� 4�%  5+���0� %A� S>] �� 402�*! W�	� 4*�\�� ��¥� .5+�+�3*! 

 4��+���� .5+���0/! ec$ z�<6� 4�+��*1+P�]-!  4�[+PA*!� 4*1+�/! ��� �%]� 4�;+78 4�-� 9
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•  E�%d �" 4�[+' 5+�+2O ���� N	" F� 4��\P/! WX +���*����*!� 	�0�*! :�+�� 5�� 	w��! 
 E�] q� +\�!	��L!� 5+�+�3*! Fx v�*+L�� 5+��2" 9 4�[+PA*! q� �+�[-!� a����*!� 5!�+\A*!

�$� a�2\[ v06� ³+�L +�  .4�28%*! 4§�3*! 9 B+�y=! #� +\��+8� #0�� K*! 4T*! ���
	8� +� 1!�� :WY+� �+�*! %0A� - �$� �}�M |	s �� �+�M=! �� WT' 9 ��[%0�  �" 1�y

4�P�'� �\�" +\0�2� ��� K*! 5+�+�3*! .+\�!	��L!  
 ³!���) 4<6*! 5+3�� 5+���0� ��/� 4��}! ���� +�	�" 4T*! 4�+8� %��=! ����+2�"-!  ��C! �� �;+6
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+� !c$� a��*� - a4��+T*! 4��*! q� U6� +��0&  +�/+" 9 B+�y=! #� 4T*! ~�" S�6Y! ��¥
-� ���*����*! �3�* 4�20��/! 42��=! 9 4T*+� ��0A*! ���� !^� 4��}! 	�'@� �� 5+�+�3*! S�+3�� �� +$WX ��
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+2'� ��A���� ?+��[ S��54 5+���0/! 42��� ��R� a F2�G! 9 4w+] 4P6� k+�+$ k!��� 4��+����=!
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9 ���d!�/!  U]!� 4�6�A*! ��+�+�� F� U�+0�*! :4*+M 9 �\02�o 5+�+�3*! 4�+
� 4�w�6C! z;!�* N!%�M!
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2.3 �� ��5�,�9+� ��2�(��+� 7�$;���������� �<�=  
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�" ��! �M +\�t+0� �%& �+' K*! ���*! ��=! +�+78� 4�"+2��-!� 4��+6�8-! 4T*! +�+78 �� �	" ~
 #� �!�	0*!� ��+2t!� %P�*! 5!�!�� 438!%�� 5!��+6*!� 5!��!�*! 438!%�) S�	*! #� ��	Y! �����

 aS�	*!+�� b*^ q�	� ~�" S�	*! U]!� �� ( 	O 4��d�*! �� 4��¦! 4d%A*!  v8!�0*!� .#�f�/! #�d!�/!
V �28%*! 1+7P*! 9 ��	Y! ~�" 438!%� ���� N	0* 4�3��*! / F7_�@� 4A8+�  1!�L W3' U�y �+'� ~�"

 :	M!�*! 4*�	*! 	�0wN�  �� D�� 1+A�� 4�M+� �� 4¥%t! U\�n� +�� zO!�*! �� ��*� .?�	*! 	�06*! ~�"
q� +\�� v�+� 9 F�%� K*! #�%f2�* 4�+6Y!  q� ��3�� v06� I�%���! E�%d �" �%& �c*! U20*! ��

 ��"+[q� %]� v�+� 9 F�%�� ����+*! ^+P�� �� 4�+2Y! �\��0� S�� 9 #�"+P*! ��� .k+�*��  
2  ,�!�-� �/
)0 �� 466� UL>L +$�+3�"+� v��*! 4�3y 9 5+�	C!� 5>�+0/! ����� 	�!p�� :

 1+�� U' �� :^�]@� 5+�+�� U20���� 4�;+78 5+�-� i" %A��� K*! 4�"%P*! 5+�	C!"v<�*!" .
�� 5+�	C!� 5+�+�3*!  ~�" v06�� .4O�+0�� �M �� 4P��� 4�;+78 42��� 9 u�	�� �� ��¥ 4�"%P*!

��[ .+\38!�" �\[� 4�Y! ec$ �!��� #��\��/!  4�+
� j��/! �" 4�*�R�/! �+2O ~�" :��+8 S�	*! 	0�
+´ �%& �+' K*! 4�%�*+� b�\��/!  9 ��+0� q�� 4�*�� 5+8+P�! q� S�	*! u+�<�L� .��! �M b*^

 #�!�*! ^+P�� 4���L 9 4�[+PA*! 5+�	C! UP�� �� #0�� b*^ q� 4[+O�+�� .FO�*! !c$ F� U�+0�*+�
4��*+� 4�%�� az�P� 4��+t! 4*+Y!� .b�\��/! +\07� K*! ²�%A�* (k+�*�) v�f��� ��� 4�	C! 1 H+3*! a

- ��*	�� D!	] N+�� k+0L!� - %O+Y! I8�*! 9� .+2\30� ��¥ �� 4�+2Y! %[�� �� S�	*! F����� .b*^  
3  :�1���%� 2�3� ��4�#���� ,�567%�  5-+6�! 1!%�� �+�M=! �� WT' 9 N	���n� �$�

�� S+Pd=! ~�" 	�	<�*+� p©'%n� 4T�3] F[!�	�  ��* !c$� .��*! �+3'k!	�	�' 	[ . S+��M-! 5+��2" I�+
F�� .k+2;!� :����� �*!�  `0O ��[ b*^�+��L-!  4�+2Y 4�·6¦!� 4���@/! 5+�*�! q� �+�[-!�

 U20*! 5+�+��� ��t! D��� %20*!� 	*�/! 5+�+��� 1+{=! UT�) �+2�"-! ³!��� U�� �� 5+�w�6C!
U' U0� (��%/! 5+2�'� � .k+m%�� k>\L k!%�� b*^ 5+�3A*! F8!�� q� k+7�� 5+L�WP*! I�w� 	8

 N!	��L+� 5+2f}! �+� S	0�� .5+L�WP*! U�* F8!�/! ec$ 9 4T*! N!	��L! ��¥ l�M 4�"+2��-!
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57   �+�*��& �2�, ����	 y�� �, D�mM� 9������� 4��� !P %�P��HM�� %�#L+�� !PT ��2�'�T� ���(ENISA).  
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 .k!	� FP�%� 4�"+2��-! 5+�3A*!	O 	M!� �8� 	�	\�*! �$ ���2�*!� - r�+6/! ��*� r�+6/!  N	n�
N+�� +\�P� 5+3�� 5+�	] 	0� .1>20*!  

4   ,�#89!�;�<� ��%��%�� :  4�*�	*! 4¥%t! �� 4�O+/! 4���*! 5!���*! 9 �'+�=! �� WT' 9 ���3�*!
V  ��*� 4��!%��! +$+�!�� c�P�� U�� �� v��*! 4�3y q� �[ U���	���  U20� 4�*�� 1!��L ³�LF����* 

 a5+L�WP*!� ���2�*! 5!���� ±���%*! S+��M-! F8!��) 4��!%��! 5!��=!+�� b*^ q� 5+�+�3*!� (
 �%� K*! �;!%t!� .(5+'%A*! �!%L� 5+���0�� �+2�"-! 5+8+�� 5+�+��� 4�6�A*! 5+���0/!) 48�%�/!

! 	�06*! ~�" +\2���� �� �·�<n� 4�3A*! ec$ S+20�L+�� v��*! 4�3y ~�" %A���� :%2��� :��6� ?�	*
+g 4�;+78 5+�-� i" 40L!� :��6�  k!WT' p©'%n�� ak!	� 4P�0O 4�;+78 5+§�$ 5!^ 4�;+78 5+�-� b*^ 9

	8� .����*! !c} :WT' 4�T�� �+�$� .4�*+/! vL+�/! ~�" k!	�  5+�-�*! 9 4��+,-! :�+f�*! 4�t I�X�
3y F��%� 5+�o%� 4'%y :	<�/! ����*! +}+2"� �8� ��� ��+� 9 4����+8 �180  .���%�� �-�� �����

 5+�+2O �+�$��¯ �� 4��!%�� S+0[@� N+��* "±!c*! v�'%�*!" 5+"�2o� ¢�*! �"	*!� 5+L�WP*!  9
�%�A/! 1+O� N	" 4*+M ��WP*! `��n�� .��!�%�*! � ~2�/! 9%6/!� ��(Zeus) 700  ���%�� �-��

)4 000  (4��� %]� ���%�� �-��� N	���n��) 1!���*! ³��*! 9� 5+��� ²+3M� ���+��L-!  UT�
(��+' %�L+/ 4���! :%PA*! ���� u��p/! U�+0*! 5+��� �� 5+3d :	" �+�$� . #����+*! �����/!

�+6�8-! �� k+M+��� ��<n� ��c*! #����+*! �3y� .�PC!  
+L!�	*! N	n�� 4�A�=! ec´ 4�6�/! 4��+6�8-!� 4�02�G! %;+�C! �" 4�$c� k+�+8�� k+�+�M� 5!1+6M�!� 5

	8� .4����+*! WX ���%�� �-�� ���*%� q� U6�* N+8�=! ec$ FP�%�58 +� �$� a�/+0*! 	�06*! ~�"  ��3�
 4�!%8%2 3L�<�* ÎL�� 4�3y �	n�� .�/+0*! ?+x�! ��¦! j�+�*! �� %�] ���%�=! S+2"=! D+�8 �� 4

 �� %T'�7,6 N+" �� q�=! 4��*! %\y=! 9 5+L�WP*! 4f��� ���%�� �-�� �+��� 1999 . N+8�=! �	n��
 ��3g ���2��* 4�*+/! %;+�C! �" 4��+/=!15  ��3g �+2�;-! 5+8+�� %;+�]� k+���L ���� �����

155 ����� .����  
 ��0� ��[ k+��2"� 4�3���� �$� 4A8+�2�* 4��+8 5+O!%�[! q� 	���� 4��+6�8-! %;+�C! �" N+8�=!

+� :��%7*+� - U'+A/! �� k!WT' �� #M 9 r�%0� �$  Uw��� �� ��¥ b*^ F�� .k+��" +\�" ���3�*! ���
 q� u+���L!@f��� ak!	� :W3' 4��!i��*! 4¥%f�* 4��+6�8-! 4�"+2��-! 4P���*! ��  ��c��� �� ��WT'

9 +\���� q� 4���=! W�!	�*! 9 �+2T�L-! �@A� 5!�!%8  �� 	;+0*! q� %��*! ��3��� .�+�M=! �� WT'
%T'� 4�%�� 4���=! 5!�+2T�L-! .4�	�  
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58  “McAfee, Inc. Research Shows Global Recession Increasing Risks to Intellectual Property,” McAfee 
Press Release, Feb. 2010,     

www.mcafee.com/us/about/press/corporate/2009/20090129_063500_j.html; see also Unsecured  

Economies Protecting Vital Information, McAfee, 2009,     

http://resources.mcafee.com/content/NAUnsecuredEconomiesReport.  

http://www.mcafee.com/us/about/press/corporate/2009/20090129_063500_j.html
http://resources.mcafee.com/content/NAUnsecuredEconomiesReport
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�" 4�*�R�/! F���� 4��!i��*! 4¥%t! 4<[+�� v�����  b*^ U2A�� .4�28%*! 4§�3*! 9 4��+t! S+2"=!
!9 4�"%P*! S+2"=  ~�" �L+����	*!� h��+*! ��+0�*! %�=! v����� .k+��+��� 4§y+�*!� k+�*�� :%A��/! 4�	C!

 9 4�*�R�/!� 4�8���/! E�_ 4'%�A� 5!1!%��� 5+L+�L 	�	, U�� �� 4�*�	*! 4�*+0*! 4�L+��*! 5+����/!
4���20*! S+2"=! 9� 5+�	C! .4��+6�8-!�  

H���/!�  4�/+0*! 4�3A*! ~�" 4�M+� �� º[+, S��M q� Uw���* ¢� %���� |�	M���� ��� � F�����
 a%P�*!� 4�+8�! 1+��� a5+���0/!� S+6�-!� U20*! �!%X= +\�*� ^+P�*! ����\��/!� S+2"=! H+<w�

�%]� 4�M+� ��� .²+A�*! 4�T�� F�x ~�" 43��/! #�!��* S+T��-! UP�� ³%���  F�2�*! B+�y¬* Es
 %;!�� ��	M 9 v��*! 4�3y 9 U20*! 4��+��� �} �+�� �� ��3�� ?+�*+�� v��*! 4�3y ~�" 4w+C! :+�Y+�

 5+�	C! ��	� �� 5+�+27�� 5-+Y! ¸0� 9 �\�P�@� +���+�¼ K*! :��	¦! 4���@/! 4T*! +� �@�
* 5+�+�� �� ����	�� �!%X� 9 U20��n� .�%]�  

 k!���� `L¬* ��! 	\A� +���*�5+�+�3*! �+6�8-  p�\�� Fx 5+'%A[ .�'+0/! e+�-! 9 W�� 4w+C!
	8� .4w+C! 1>20*! 5+�+�� S�M ��<2�� ��+� u^�¤ �� �[ +\M+��� ~�" U6, 5+�+�3*!  ���

	8 ���� 5+�	C! ec$ ��	/ 1>2" ��� ����\��/! �*�R�/! ���2<���$ F8!�*! ��*� .4�	C! �" 4  ��
- b�\��/! ^� 5+'%A*! ec$ q� k+§�y F[	� �$ #��\��/! �� j�+�*! F8!�*! 9 �[ E����*! 5+'%y� .

 �%]=! 5+'%A*!� ����0/!� 4�6�A*! z�>/! F�2f�� ��2;+*!� 5+�+�3*! ��� ��$ U�20*! "
�
=� �c*! 
�* F�3� �"+2��-! 5+�3A*! F8!��5+�+�� È� a5+�	C! c[!��� 4 .#��\��/!  

	8 4w+C! :+�Y! �� F8!�*! 9 �	3��  U6�/! ��+6�8-! �"+2��-! ¨!%P*! 9 5!����*! 4��%[ I08�
 4�28%*+�b�+A�*!� 5+�+�� ��p_ ���L r+�/! 4�+� 9� k!	� k+0�%L k+68+�� 5+�+�3*! ��p_ 4P��� �8+���� .

 �;!%� E�] 4�P�'� U"+P�*! 4�%d ~�" k+�2" k!W�@� b*^ %�R�L� .I8�*!� 4�2�*! 4�M+� �� ��	M ��	�
 ��	� 4�6�A*! z�>/! 	�	,� 4�w�6C! 5+8�%]) U3��/! 9 :	�	��^� " l<3*!� ��	� 5+�+�3*! �

�^�	8� .4�L+��*! :%����* :	�	� ³%d b*c'� (  4����L	*! ³�<�* k+78+�� b*^ �� WT�*! ����
 �L+��*!� ��+6�8-!� �"+2��-! �!%�L-! ~�" b*^ W�@�* 4A8+�� 	� +2�8� %O+Y! I8�*! 9 :����/!

9 .F2�G!  
4�28%*! 4§�3�* 4�2�¦! �+��! q� 4[+O�+��  ae>"� IA8�n� K*! �+��! �$� a�+���! ³�M� 4¥%t! ~�"

 k+�+Q `��� %�] �+�$U6�� �$� 5!�+6�8-!� F2�G! ~�"  4�28%*! 4�02�G! 4��<�*! 4��3�* 	�	A*! `07*+�
	8 5+02�G+[ .U3��/! 9 �!�� +�-+6�! 5+�3y IO%0� !^� 4M�+[ 4�"+2��!� 4��+6�8! %;+�] U�' �

��  1!�L aS+�"=!� N�f\�* �%]=! 4�%Y! 4��<�*! +\����� �� b*^ �+' (�!p��-! �!%X=) #�%o v�+�
N� �� aH!%�O-!� r�C! l3* #��+$��! v�+� ��  .D�� �� H%M �+d� 9 �%]� S�� v�+� ��

	O S�	*! r%6� 4��+����  ~�" k+��2" %6�� 5+2f}! ec$D+[	*! S+2"�+�f��!%�L-!� . ���� K*! 5
 �� WT' 9 v06� 5+2f}! �= k!%�� +$c�P�� v06� �+7/! N�f}! �� D�%*! UT� i'� ���f$ F�+��

+� 4\� q� +\�3�� �+�M=!  	�p� r�L� .48�+� S�� 9 �� 4[�%0� WX �'+�� 9 �+�M=! �� WT' 9 �	3��
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9 a���*����*! ����*! ��=+� Ïr+' N+2�$! 1>�� N	" 4*+M  U'+A/! ec$ �� a42��=!� 5+�3A*! 9 4T*!�
U�  ���� �� q� ��R� 	8��*! "!p .U3��/! 9 :%���*! �" 4��+] 4�*�	*!� 4��d�*! 5+  

 v& k+�[+O�� k+�%$�� k!%6�" F2�f2�* U�=! 4���d %d+�/! UTQ k!W]����L!�� .	8�  5+2f}! %2���
 k!�+�� |	<n� +\��*� Ï�!�� F73*	M q� 40L!� 	8 h!�T*! ec$ 9 4T�* 4�02�G! :�+�C! ��*� .+�  v����

 #�d!�/! #�� S+2"=! 5+'%y� �+�*! #�� �+�*! #� 4T*! ¸���� .+\;+�� :�+"� 5!��L� 5!��L
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+� �+6�8!  .5-+6�-!� 5+���0/! +���*���� S+20�L! �¤ ~�" ��+t! 4��=! 	0���� -  �� F�����

D+�O v3�� S+G! !c$ 9 ��'%*! 4P��� U2<�� .4T*!  
/!� 5+�3A*! ����+g a5+���0 b*^ 9  4��2"�+��L-! #�d!�/! 4�>L UP�� �� v& 4�28%*! 4§�3*! 9 a

 .(4w+C!� 4��+6�8-!� 4��+/!) r�L� 4��<�*! +\����� 5-+6�-!� 5+���0/! +���*���� 42��� UP��
�� %�� �$� a+��+02�o 9 4�"+2��-! 4T*! �� ����� ���� 4T*+� :%�	t! +�+�LR�� U�� �� �%$

+2' ��+6�8-! 1+]%*! �� WT' 9 �·�3� .5+L!�	*!  
v06� ��� F��  F2�G! 9 �!%�L-! N	" �+�8�+6�8-! 9 �%7*!�  (��+6�8-! �2�*! 4�M+� ��) +2��[

	8 �>6� :W3' �+0�� q� k!	� F�%�*! Í+0��-! b*c'� a4��8 4�+
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 �>w��42��=!  .k+��!^  
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? �@ *�+�A? B6� �� C�D�	0�  
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WTn� +\�' 4§y+�*! 4�*�	*! 4¥%t! ³!�L�� 4�"+2��-! 5+�3A*! F8!�/ �/+0*! %����*!� k+�*�� :%A��/! 5+�	C! 
 1+]%*!� 4�6�A*! 4�2���* �+L@' %��/! F2�G! 4�!	�L! ?+�*+�� 4��!i��*! 4¥%t! D+P��! �� �	t! E�*!

.��+6�8-!  
 5-+6�-!� 5+���0/! +���*����* 4�02�G! 4��<�*! 4��3*! `0O� ��	M ��	� 5+�+�3*! ��p_� Fx�

�!%�L-!� 4�6�A*! 4�%Y! �!�	\�  .?�	*!  
4��  �+�]=! U0P� U'Ç��* �%0�� �\;+]�� �\��>L� �\��� 4�+2Y 4���Y!� F2�G! 9 #�d!�/!

+� F� 4���*! 5!����*! �" 4§y+�*! ���A*!� 4��+6�8! %;+�] �� b*^ ���" ����� .4�$+�  
U'+A/! ec} �	6��* 4�/+" 4�L+�L 5!1!%�� ^+_! ~�" S+f0�L-! U�3L ~�" l©� +���[ b*c*�  q� k!�+��L!
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1.4  '����!���
 '�#�>+�
 '����0�*� �#���� )9��� ?  
 �	
� ��#�% EAF@�G;�HI J�� ���� 2�5����  

 �� 5!�+���>* 4'%¦! :�*! 9f��/! 4��6M �$ 5++� � +���*����*! "�� up�"+�  .³!�L=! "��c�" 9�
�	6*! !c$ ��[ a5!�+���-!� 4��3��/! 5+$+�-! U��, 9 4�2�¦! 5-+6�-!� 5+���0/! +���*���� 

 %��*! �7��k>7[ 408��/!� 4�*+Y! 4���*����*! 5!����*! 9 5+$+�! �" 5+3���� �� #��\��/!  5+3����
b*c*� .U3��/! 9 ³��*!S�+��� a  5+$+�-! b�� U6P*! !c$ �� q�=! 4�>T*! Fd+/!5+3���/!� k+[� 

b*c* +\30�� . U��,*5+�M>/! ¸0�� 4���;%*! 5!	�	\�� .4��+�C!  
 U\��n� ^��4�*+�*! 5+2���*!� 5>��<�*! �� p��g U6P*! !c$�%�Pn� a *! 5!�+���-! ��4���*����  43�%/!

 	�" `� �*F�%�*! N	�*! 4��%��/! :	�	t! 5+���*����*! e�%, �c*!  %���� k+7�� U2A�L U� a4���+�*!�
 � a:	�	� 5-+6�!� 5+�3y 5+���*���� %����� aFL!� ³+�� ~�" 4��+��� 43L�M� �+0A�L! :p\��

' .:%��3� 5+�3��� 5+�	]+2  U·0P�L�! 5!�+���-! ec$#$+ �� #���;� :5!����*!  
•   43L�<�* 	M!� �+\� 9 j�	��* 4�*+Y! 4���/! #�	���/! `�!�$� 4��%P*! v�L!�Y! H�+�

 U��� S�2  5-+6�-!�5+�!	��L-! �	0��®  
•   4�3y 1+��!�! I�%��v��*! 5+�	]� 5+���*����� .U3��/! I�%��� �� 4�*+Y! �+�  I�%���"

 "1+�y=!p�2��L K*!  43��*+� 4����*!� S+6�-! ~�" 4�;+$ :�	�F�x q�� �!%[=! q�  :p\�=! D!���
�[� a("1+�y=!") �!%X=!�+2 ��[ a�\��� q� :��] ����� N+�=!  4��3��� I�%��� 4�3y 4*+0[

8�����4 :%�	�� .4T*+�  
�p0��L� 4���*����*! 5!����*! ec$ g��/!� ³��*! 5+3���#��\ 4�"!	*! %����* �� 	�	t!  5+�	]

�+f���� 5-+6�-!� 5+���0/! +���*����+ �+�3���+. [k+[� ���[ 4�o +�%A� 4L!�	* p(Forbes)  ��[
4�<6*! 4�+"%*!� 48+�*!� 5-+6�-!� ��[%�*! 5+"+�8 5!%d+8 aB�6C! ��� ~�" a����L  5+f���

/! 5-+6�-!� 5+���0/! +���*����:%��34��3��*! +\���+�� U�A�L� a .�i�*!59  
 !c$ 9�9 W�@�*! U�!�" �$� UÐ2Âfn�L 4�*+�*! 4�>T*! 4�"%P*! S�6P*! ��[ aS+G! U3��� 5!����  +���*����

+\f;+��� 5-+6�-!� 5+���0/!: "1+�y=! I�%���" � ab�\��/!� ³��*! 5+3����� a+���*����*! 5+$+�! a

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

59   .?����4 %�2�'"�	
	��  6�� %@��M� y�L}, K g�#��2010 ��� 102'�: 1"2010 1    
-network-cio-technology-entertainment-healthcare-www.forbes.com/2010/01/04/stmicroelectronics

semiconductors.html.  

http://www.forbes.com/2010/01/04/stmicroelectronics-healthcare-entertainment-technology-cio-network-semiconductors.html
http://www.forbes.com/2010/01/04/stmicroelectronics-healthcare-entertainment-technology-cio-network-semiconductors.html
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�[+2 9 �%� �6P*!B%P�* ���� ��W]=! #�"%P*! # 4�L+L=! 5+�	<�*!� 5!	�	\�*!� N+��  ec$
5-+6�-!� 5+���0/! +���*���� 9 5!�+���-! 4w+C! +��+�M 9 .4�+0*!�  

�������0��� '�#�>�  

-  �� by?+Y! 	0*! 9 4�28%*!� W�6�*! +�+L 	8 W3' 	M q�  U��d ²�y F�8 9 V+"" ���28%�" 
 ��[ �p�n�4[%0/!� 5+���0/!� 5+�+�3*! D!��� F�x jÃ*+0�� UÑL%n�� a.�28� U�y 9  #3�� 5+$+�! U��,

+� 5!���� �� 	f��� � a4�*+Y! 4�L+L=! 5+���*�����*- � a5>w�/! e+3y� �$���� ���+8 �@ 
(Moore)  �O+*!"g 4w�� U�* 5!���Lp�!%�*! �	" 4P"+7"#��L U' 40�%� g�+  k+��+L ~3�L %A" :	/

.U8=! ~�" �%]� 5!��L ^� ��  �� j�� z��� 4�$!%*! F��6�*!� ��26�*! 5+��� �����p�!%� �+���9 48+8� 
.:	M!� �!^� �M  UT� a:	�	� 5+���*���� I�M4���2�*! 43L�Y! �� 4���Y! +���*����*! U  k+�&�	� a

/! e+3y� +���*����U���*! �	/! ~�" 4�*+Y! 5>w�Uw!���L a  W�6�*! :�+�p* 4�+0*! 5+$+�-! ec$
4�28%*!� 9 FL��*! �� k!	�p� k:�%P� a4��3��*!� 4�P���*! B!�C! 9 FL���*�  5+���0/! +���*����

5-+6�-!� ~�" 42;+*! 5+�3��*!� 5+f��/! 9� 5+���0/! +���*���� 5-+6�-!�.  
$ 9� !c aN+/!��+3�� �28%*! N+��*! 5!���� U3��/ 4���;� 5-+o 40��� 9 %��*! #0�� 9 �����*!  ³+�L

5!����  j�!i*!� �+�0*!4��+T*! 5+�oi*!�:  
•   42���H�L+Y! *!� 	M!�/!.�	0�  
•  .5-+6�-! 5+�	]� 5-�'���%�� 5+�3y  
•  *!+���*����5 ��+�*!4� a�!�/! N��"� aa�+0A�L-! :p\��� .4o	/!� 4�"+P*! 42��=!�  
•   �����*!� U��A�*! 5+�*�4�p'%�>*! *.4�28%*! 42��¬  

* k!	� ³+��*! FL!� j�	*! �+' ^��5!���Lp�!%��  48+8%*! 4M+�� 9q� 4[+O�+�  4��+�/! 5!��%� F[�
 ��[ a1+
�! ²%[ U'+Ag v3������KD%� ,�<�)�� �Ñ26n� 4�*+Y!  5+t+02'���*! :�	0��  5!��%�� U20�

 U7P� �p0� 1!�@� ��*� 47P� 4��+�� 4��!��/! 4t+0/!9 *!.48+8%  r�L�¥©� � Uw!��5!�+���-! 9 
t+0/! i" 5+5+3�*! :�	0�� 5>w�/! e+3y� 5+���*���� =! 5+t+0/! �	" :�+��� �+PÒ!� 4�L+L

48+8� U�* 48+�*! �>\�L!. R�L� ��b*^ ���*! :�	0�� 5+t+0� S>] �� 1!�=! 9 :W3' 5+���, q� a
42���� :�	0�/! 5+t+0/! �+  5+0L :�+�� �� �p0�I8R/! ��p��*! :%'!^ �4���;%*! :%'!c*! 5!����� a

.48+8� �2O :!��¦! 42��=! � F[%�L5+$+�-! ec$ 1!�� U�+'  4"�2o v�L!�Y! �� k!1	� v�L!�Y!
9 :	M!� 48+8�  v�L!�Y! q� k-�w�� 4o	/! 43L�Y! 5+���g k!��%�.48>20*!  5+�3y N	�� ^��

4*�w�/! v�L!�Y! 5+��+20�� U'+�$ D!��� F�x %[���L ab*c' U�	3�*!� 5-+6�-! .k+����  
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b*^ q� 4[+O�+� k+7�� �+��L a4���+] ��p_ :p\�� 5+0�� 40�%L 8��� ~�"� ��p_5+  q� :%6�� ^+P�
U7P� a»�=! 	Y! W�6�*! 5+���  N	� v�+� q�� .4��¦!n�*!n\��+20/! j4 5+���*!�  �	��L a4�oi*!

 .:	0� 4�o%� 5+�3��* U;+}! ��!��/! c�P��*! k+���b*^ :!�!�� 9� 4���� k!WT' %���� �� ��<��L a
 v�L!�Y!:p\�� D!��� F�x� 43L�Y! � 	�	t! %���� S>] �� �� 47P��� 5+���*����

48+�*! 5+��+�3*!�.  
 S+o 9,��D0�� ,�!�L� ,��F�0���� ,�561 �i' ~�@��L a 5!�+���-! �� 42;!	*! 5+���<�*!

4���L>*! 5-+6�-! 5+���*  4���+�*!�N	� K*! 4���w�� ~�"�  	M� E�0��� .³+��*! ��%" FL���
5+$+�-! �i�*! *+� U��A���+��	*! 4�O!%�[! 5+�3A*+}+T�� a 4�O!%�[! 4w+] 5+�3y60. �4���*! ec$ 

43�/! U0P*+�  N	�k>��A� vL+�/! I8�*! 9 �!	��L!�k+ ��	 * k!� 5+�3����*5+�3A  r	\��� K*!
 �$� aN	���/!:�+�� 5+�	]� 5+���� �� `*@�� 9  .4�3A*!  

�� %]� e+�! �+�$�  �� 	�p/!N!	��L-! 4*�\L� 4��%/! ! 942;+*! 4��<�*! À3* *5-+6�-!� 43L�<� a
 U��A�� À0� e+�! �$�.v'!%� 5+�3y �k+�*+M q� %��n� a¢�*! j\�*! !c$a ���;� lm D�O�2'a  ~�"

 ���j�  1`'42;+*! 4�*+Y! ���*! ~�" v����* �! 9 ��<�*!/I�%���! ?�'���%� 9 S+L�(IP/TCP)  9�
 I�%���! S�'���%� �� F�!%*! �!	w�! �� 1+��-!(IPv4)  ��� ��+�*! �!	w�! q�(IPv6)� a �$

 42\� 5!��] ��I�%���! N!	��L! F�L�� � ."1+�y=! I�%���"�' 9 ¢�*! N	�*!>  #$+�-!�$  ²%y
 �+���-! �� 	�p/ �L+L� 9�! +���*�����3��� I�%��.+�+ �4�*+Y! I�%��«* U;+}! �2�*! a-  +2�L

�[+2  4*�w�/! �!%X=! �	"� D���� E�0��I�%���+� 4\� �� v���� ak+0L�� k!W3' 9  �!��0*! 4M+��
�*+Y! (I�%���! S�'���%� �� F�!%*! �!	w�!) I�%���! �!%X= 4��  S�'���%� �� ��+�*! �!	w�!

I�%���!61 .b*c*� a-  %���� �� 	�w+] U��, 5+��� .���+�0/! ��c$ #� ���+/! D���� k-+��! z��� 4
I�%���! S�'���%� �� F�!%*! �!	w�! �� 1+��-! F� ��!p�� �� ~�"� a�%]� 4\� ���  �!	w�! q�

 #*�'���%� FO� v& a��� ��+�*!#�·��  S+L��! 9 ��<�*!/I�%��«*(IP/TCP) ��/! 9U3  #�2�*
 D!��� F�x #� 5-+6�-!�!%X=! ."U3��/! I�%���" S>] �� ��� �X%*! ~�" �� '>  �� #$+�-!

 |�<3*!- S!p� �3��/! I�%��«* 4���*! �L=! b�� �� �!%�[! ��¥ a4L�2�� S��M q� 4�+m� �L ���
��! �� 4���8 5!��L ��7X 9 N!	��L-! 	�8 k4�	� � 5!�	8 5+�3��* :	�	�� :����

I�%���!a"�"1+�y=! I�%�� .k>T�  
¹¹¹¹¹¹¹¹¹¹¹¹¹ 

60   �#L+�� K ���3�G� ��4�F��2 !P, E(, 1��P'�4 7��& 0*�B 1�#��( �+� '�9 1��s��3:8� ���e�19 ���� 2006 1
www.ciscopress.com/bookstore/product.asp?isbn=1587052075. 

61  .A .'� ~��9 '�
�G� �����P 1���3�G� ��4�F��2" 1�
�& 6 (IPv6) 1"�*�9 1���3�G� ��HI 1998 1
www.ietf.org/rfc/rfc2460.txQ  )*� ����4 :�#L+�� ���Y" 1n#(8'�J �3���TCP/IP  ����( 1"�V
f �#L} K

1n#L+�� �2��� K ��*:�4 ��J'�P 2008 1-tutorials/120250-books-www.freshwap.net/forums/e

network.html-modern-works-ip-tcp-how-network-illustrated.  

http://www.ciscopress.com/bookstore/product.asp?isbn=1587052075
http://www.ietf.org/rfc/rfc2460.tx?
http://www.freshwap.net/forums/e-books-tutorials/120250-illustrated-network-how-tcp-ip-works-modern-network.html
http://www.freshwap.net/forums/e-books-tutorials/120250-illustrated-network-how-tcp-ip-works-modern-network.html
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q� 4[+O�+�� e>"� :��'c/! 5-+6�-!� 5+���0/! +���*���� N+�� ���� 5+$+�! c]=! v& a#0� 
 �+3�"-! N	�*! 4"%L ¢�*!��+���!�  9*!+���*����5 ��+�*! 4�466��/! 4�28%*! 5+���/!� �!�/! N��"� 

Ó  �+0A�L-! :p\�� UT� ~�" 42;+*!5>w�/! e+3y� �4o	/! �� 4�"+P*! 42��=! Ó  5+$+�-! U��, 	�"
�*!4��3��/! 5!	�	\�  9.5-+6�-!� 5+���0/! +���*���� �" N	�*! !c$ %P��L� 5+����  9

5-+6�-!� 5+���0/! +���*���� �� :U�38  
•  N	���2�* 4L�2�� 4���� ���L62.  
•  .4�%2�*�� �%" 5+y+y  
•  ��>� (eZ!	��! ��¥ H�L+M) 4�28%�63.  
•   4����!%*! 5!��%�*! 4�L!�� r%0�*! 5+���*����) 4�"+P*!� 4�0P�/! �+0A�L-! :p\��(RFID)64.(  
•  4�'c*!" 42��=! 4��¦!"65 ."4P�6Y!" �� 

:!^+<g� 4���*! 5!����*! ec$ 5+f��� �� 	�	t!� ��¦! %[��L a� ,�!�L����M%� N!�O%�,��PO%�/ 
 ��!%��� .5+�	]� 4�P��� B!�] 4[+O�� #�<�* k+w%[ �����*! 5+�*��5!����*! ec$  `��� #�

') :%��3/! 5+�oi*! 5+���*����5+�oi*! %����  4��	C! 5+��+20/! �� a(1>'� q� :	���/!(SOA)� a� 
:	�	� v�� 5+�	] a:�!�� 42��� �� )p��*5+�+�3*! �� �� a:1+P�� +\�!%��L! �� 4��!�� U�� ��  4*�2Y!

 a:1+P��S+T/! U�3L ~�"k-�w� ( q� 4��<�*! À3*! N!	��L! :1+P' �� 4��A/! 4��+A�/! 42�O 5+�3y 
� .4"��/! 5-+6�-!� H�L+Y! ��!�� ���$ �	/! :	�0�� 4�6*! 5!^ 5+�3��*! ��0�  4��+A�/! 43L�Y!

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

62  " 1n+Y n}�<&�����  %8��F� 1"6
|3�*�� A�*�M� ��L��ACM
��� 1 519
H�� 1 6���� 1 2008 1
http://portal.acm.org/citation.cfm?id=1349026.1349034. 

63  n#h
�� ��&� ��P D�3( )Niedzviecki( !#$ 7O�� ��(��� ��� K ��+L�� ����#PG�� n*c��� <�M� :�'�L�( 1
 1�
�#�� 7
�29 �+� '�9 1y��
F'�1�*:�� 2001. 

64   ������RFID �	�
�� %�P��HM� ��B����#F 1�������� %��(m*�� �P�H�� ��
M�) ��2�'�T� ��s��M� 1  
 q'�u3�� �Lc��P 1�������� %��(m*�� �P�H�� ��
M� 1('�#328�� ���:��3�� )B, !P %8��F8��  

 \c' <l_3�� �(�'9 1�������� �����3#�G�07/2008 ��3���*3L( 1n������ �� 2008 1  
watch.org/studies/special_topics/2007/rfid.htm-www.ebusiness� ��'�  ��B����#F" 1'��LP��RFID :
nM�H�� �omM� %��k 1"�����L�F j��H3(�  �(
������(��� \��� 2009 1-�V�� 
��� 1  

WCECS 2009 122-20 �2�34, 20091��#�PT� q
W3M� %�8��� 1�#�����: ��( 1 
1259.pdf-www.iaeng.org/publication/WCECS2009/WCECS2009_pp1253. 

65  .Y .' 1EF'� .6 1~�'�&  1~���9 .= �3�2 ��34 K "���� i�4O��" )�: 1��P'�} ����� �� �������  
������� ����� � ��!���"#�$� %$��� &�'�� 1)�& ��`P %�4�} 12001 %�W���� K250-235.9 Q  1��'

.A .6 1R'�F�J  1��<J� 
��
�:(�)� *�+,�� -�� � .�/��0�� 11�`��( 2008 1
0-6661-4020-1-www.springer.com/computer/database+management+&+information+retrieval/book/978. 

http://portal.acm.org/citation.cfm?id=1349026.1349034
http://www.amazon.com/s/ref=ntt_athr_dp_sr_2?_encoding=UTF8&sort=relevancerank&search-alias=books&field-author=Hal%20Niedzviecki
http://www.ebusiness-watch.org/studies/special_topics/2007/rfid.htm?
http://www.iaeng.org/publication/WCECS2009/WCECS2009_pp1253-1259.pdf
http://www.springer.com/computer/database+management+&+information+retrieval/book/978-1-4020-6661-0
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Y! ��4��+<�*! 43L�66 K*! k!	\" z�P� k!	�	� 5-+6�-!� 5+���0/! +���*���� �� �[+2  +\���+6�8+� E�0��
%[!��� +\;!��� +$�8����� .+\� 

~�" :�>"� e>"� :��'c/! 4���*����*! 5!����*! U'c]=! #0�� a �+3�"-! #0�  #���;� #$+�!
 �+�0�� #�L+L� ��89�%� R��6SE�K7�%��  4�L+L=! 5+$+�-! U��, 	�"- 5+���0/! +���*���� 5!�+���

 5!	�	\�*!� 5-+6�-!� :+�� a+´ ³	, K*!��TF�!H%�� ��U���I��. [ 5�� 	*!:�+�p  9 :�%�/!
 4�28%*! 5+���2�* 4���w��*!� 4�P���*! B!�C! WX/!4��+f� �� a4�M+� a +\�!	��L! ~�" v��*!�+P��a:1 

���A�� 4�O!%�[! 42��� U��A� q� a�%]� 4�M+� �� ��p��*! 5!%'!^ �� 4�O!%�[-! 5+t+0/! +}+T�� a+\
 �� b*^ ~�" �� .4�O!%�[-! v�L!�Y! �M �� 4�O!%�[-!�;!� U�A� 	�!p�/! 	�0�*!  H�L+Y! 42��=

 k+��3y 4d��%/! 5-+6�-!�! ~�" 4�O!%�[-! 5+�3A*! N!	��L!�k+3*+X e>"� ��'c/! �<�* +�  ��� S�s
 1`�*! U��A�*!~�" �+L� .�p'%/! ��<�*! [k-	3 ab*^ �� 5+�*� E�3�� �%&  ��, U��A�- �p'%� 

 N+��*! 9 b�� F� 4��+/+� 4�*+0[� 4��%� %T'� +�� I3� K*!�/!.4�p'% a4�p'%�>*! 5+�*�! 4�T�� ��� 
:	���/! 5+�oi*! 5+�3��  q�1>'� �� ��<�*! N+�� ���*��3*! .���+2�*!  

 	8��%[� ' E�3��� E�,>  k+0� ���	3/!–  �;	3�4�p'%�>*!� 4�O!%�[-! –  N!	��L! :1+P�* :	�	� Äk+w%[
! 4�28%*! ��!�/.k+��3y 4d��%/!  ��¥ 5+�3A*! ec$��� " U�A��A+"5+��67 �� `*@�� ��L+M b�+A� :

 4���L+M 	"�� ak+��3y 4d��%�  5+��+A� �� ak+���� 4�w�� 4"��� ��p_ 42��� �� ���� 5+�+�� b�+A�
^+P�*! ��¥ 466��� :p\�@� 4�©�A� 5!	0� 43L�Y! 4*+M 9 ��¥� .	0� �" +\�*� ^+P�*! 4��+<�*!  �"

	0�  q���!�/! b�� k+���� 4*�w�/!� k+��3y 4d��%/! C! ��	� E�%d �" +\�!	��L!� v�+� q�� .5+�	
 	;!�P*!� 4��+6�8-! 	;!�P*! ec$ l�M ��1!�=! a- %��*! �� 	�  UT2��� .k+7�� %d+�/! 9N+0*! �	<�*! – 

 k+�*+M :W3�*! :%d+�/!�–  4�w+� �>��! 9b�� 	�0� a42��=! �[ 4w+]�+2  4�8���/!� 4�>�*+� E�0��
.��=!� ��[+2 �* 4�$!%*! 4*+Y+� E�0��N��0U��A�*! 	�8 k>0[ +��	* :����/! k+��3y 4d��%/! 42��=! b�� ��[ a 

- k+�+Q +\�� E<�*! ��¥ �[+2  E�0���+\�<6 �- k+�+Q +\�<6� �!%8�! �[+2  E�0��� :�	  5+�3��
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����=! �+,-! FO� k+�*�� k+�+�� N+" c�� 1999  �+,-! ³+�� ~�" ���%������* /! 5+�%Y! 5+���¦ 4*�3
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80   1<LH3�� ��f pY ��
F �c�P�P ������2 �*��P n& �2�c��� �}mPhttp://www.indexoncensorship.org.  
81  J �B)���@ K q<L#�� ��*�T� �W��P" 1�����  1��9'�`�� ���W� 1"�#L+��17 �*:�� 2008.    

internet-www.guardian.co.uk/commentisfree/2008/nov/17/censorship 
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http://www.indexoncensorship.org/
http://www.guardian.co.uk/commentisfree/2008/nov/17/censorship-internet
http://www.opennet.net/
http://www.chillingeffects.org/
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Review, Vol. 110, 2006 at 625-65,     

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1109113#%23.  

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1109113#%23
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��3�� e�+2�"! �\[ 4*@�� E�0�� 4��!�/+� #� 5!�+3�"! 4'�+A� 4*�� a@A�/! %\��� E�3�� a4*!	0*! �"�� 
N	" z�+��*! ?�	*! 1!�� ³%�*! 4��+$��!.  
9� S+M ³>��! 5+2f}! 4��!i��*! �� S�� 48�+� �� WX 4��+0�� ��[ b*^ ��R� q� �+03�L! %[!�� 

5!��*! 4��+0*! ��+0��* 9 5+�<�*! 4�0�/! a5+2f}+� S+�"!� #�"+P*! a�\�2'+ � �� �\2���� !^� 
�+' b*^ +3L+�� .4*@�/!� 9 4�+� r+�/! �$ +� !^� �+' ��+\/! �� ��x+\/! ��2'+<�L 9 S�	*! K*! 

IO%0� a5+2f\�* �� 9 4*�� r%d l*+� a:	�+  �� 9 42�¦! 4�;+�t! 4�*�	*! .?+�*+�� ��[ UT� ec$ 
5-+Y! S�<�� F3�*+� q� U;+�� U]	��* :�*+� �� i" 5+��0*! 4�*�	*! .��!��� ec$ U;+�/! b�� 4�0�/! 

H+$��+� U;+L�*+� 4�'%Y! .5!�+�C!� 4M��P/! N+�� 	�3*! �c*! �%0� N�f\�* �$ 4�*+�*!:  
1  �� ��@� 	O 	�3*! ®¢0/! 

2  S�]� ��	� ¸��P� S+�"!�102 #3�c/! �3�A/! ®�´ � 

3  N!%�M-! E;>*! :�+���* �� S>] �!%y� 4*�� r%d l*+� ��L�'. 

9� S+M ��6� N+�� ��� ��[ %�M ¸0� D!��� 5!1!%��! 9 1+7P*! h!i��*! ��!��*+� F� 5+�8+P�! `��� 
4�0�/! H%Y+� a4�'%Y! ��[ �+���+� ��6� 4*+M �� 4�-�*! 4�;+7*! 4�/+0*! U]	� +\�[ 4"�2o 4�*�� .
WT�� !c$ S+2�M-! k+ffM 4��7� �@A� 4*+M �%2�*! 4�+0*! )+\028� (~�" I�%���! .�	�� :�+y�! +�$ q� 

�� 4�8+P�! ��o +���� �@A� 4¥%t! 4��!i��*! - a�	, ?+�*+�� - ap�� �� H+3L� 5+��20�* :%�+0*! ��	<�* 
k+Tm �" 4*�=! 9 5+�3A*! a4���L+Y! �M �* �+' b*^ 9 ³+�L :��+�/! 4T�TY!.  

��!��L ,�8]H!  

�� E;+Y! 4*�3/! �$ 4�*+�*! :(1)  	2�0� ��0� S+2"� a�!	�3*! a5+���Y!� E[!%/!� 4�+0*! k!�+2�"! k!	�	y 
~�" v�L!�Y! 4�3y� ®I�%���! (2)  �X�� �� I�%���! ���� :��6� 4��w� 4�+�/+� �[+2 E�0�� a4���w��*+� 
��[ v�L!�Y! 4d��%/! +´ %T'� 4y+A$ WT�� N+�� ®5+2f}! (3)  v���� H+��'! 5!�	8 4���f$ 4��8 q� 
	M +� 5+����� 47P��� k+�3�� �� ®�+2T�L-! (4) �� �� v06*! 	�	, �	6� �� N�f$ U�A� Fd+8.  
�[�+2 E�0�� #�!�� aH�%Y! ��[ ��0� �!	�3*! 	8 E[!�� ~�" ¸0� ��+3/! 4�+0*! �+L@' N+��* E��� 

1+7P�* h!i��*!.  
1  �� 5+2f}! 4��!i��*! ~�" 4��3*! 4��<�*! 4���Y! I��* 4<�L� 4���f$ 4"�%A� �M 1+��� H�%Y! 

4�'%Y!) .~�" �!%X 4<�L=! 4���*��3*! 4�;+�2��*!�.( 

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

102  z�3�	 ������� n#�PT� �§: ���(� ©�B NL3+M� N�: pY �8��� �������� ��*��cG� 8 )#+F �uf ����:9 v�H3F �8���2 
� ��� ��9 i��BY �*4���. 
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2  �� ��f�*! K�%���! �AP�/! S�2/! �� 5+���Y! U0& �� v06*! 	�	, 5+8�%C! U8>*!� 
4x+�*! �" 4¥%t! a42��/! 5+2��/!� ��� a4��d�*! a4�w!%*!� '+2 �� b*^ U8%0� 42'+¦! 4�;+�t! 

ec} 5+"�2G! v��g #�!�8 4¥%t! 4���L+Y!. 

3  �� ��f�*! ��L+Y! ¸P��� ����/! �c*! N�� �� 5+���Y! 	8 ���� ak>2�  WX �� 
v�%��*! WX ��2�� �� .��R�� "�[+��*! "����Y! �^ ����/! ¸P��/! q� pPM N	�*! 

���*����*! .k>7[� �" b*^ ��[ U�* 	�� 4<�6� 9 �� r%0� �@� ��� ���*! 4�%��0*! 4�3��=! 
�2  �� �!%y=! #�2�¦!. 

4  `Û�¼ ��f�*! ����Y! ~�" 5+'%A*! 4w+C! k!%�� WX zO!� 9 V+0*! ��Y! ���*� W�w ~�" 
z��=! .WX �� b*^ WT� ��L+M� 4���8 4��2  WX� 4�<w 9 ��P� a#�d!�/! l03�� U;+L%� 

4§�L q� a4"+�6*! !^�� +� �+' !c$ ��f�*! ��� H+�Y 4"+�6*! 4w+C! 	�3�* �;+*! ��f�*+� ���[ 
�<�� q� E�] :�8 4��+6�8! ��� 4�[+��. 

5  g+ �� �� W�0*! 4�+��* 	�	, �	6� N�f}! �+� !^� �+' k-�� �� a4���Y! ��[ ��	g 5+�+��*! 
WX 4����Y! :�+�� D!p� ¢d�. 

%��*+�� q� �� 5+�8+P�-! 4�{%*! 	8 - ���� 4��+8 I3T��* +\�� 	[ UT2�� r	}! ?�=! �!�<�* ?�	*! 9 
1+L�� 	"!�8 4*�=! 4��>*! ^+P�� 	"!�8 S+T��-! #�!��* .��� !c$ ����/! ��[ 5!	�'@�*! 4�0�/! +�!p/+� 

4��+6�8-! �� 5+��+��	*! 4�L+��*! 4�L+L=! �M�� '+2 �	3� 4��+��	� �� D�� H%Y! :��+3*! K*! ��¥ �� 
��� r!	$=! +�!^ K*! ~0��L 4�8+P�! 4�*��103 q� +\�, .�$=!� �� b*^ ���[ !^� I�+' 5!	�'@� 
+�!p/! 4<�<w ��[ F����� �� 4�8+P�! ��¬* :	<�/! r+�� ec$ 4��20*!.  
	�"� �%d r	$ `�P��*! �� :	M �*! D!p ah!i��*! ��[ 1!%�� 	�p/! �� 5+�<�*! 4�%�P*! 9 5-+G! 

:��!�*! e+��� UP��L %���� 5+A8+�� 5+L+��*! 4��+t! 9 U[+¦! 4�*�	*!:  
1  5+��+��	*! 4���f}!/4�"+[	*! 4�%��*! ��¬* a��L+Y! 

2  5+��+��	*! 4���f}!/4�"+[	*! %����* ��=! ��L+Y! 4*@�2' E�0�� 	;+0� a�+2T�L-! 

3  48+"�! K*! +\P�_ ���*! 4���=! 4���/! ~�" 5+��20*! )4t+0/! a4���L+Y! ��p_� a5+�+�3*! :�!��� 
a���*! I8�� 4\�!�*! 4���3*! 4�%A3*!(a 

4  p[!�Y! 4��!%��! D�%*!� 9 4¥%t! :%�+0*! a��	<�* 

5  %�� ��f�*! ��L+Y! ~�" #"+�*! N+0*! B+C!�.    

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

103  ���� ���M� ���HM� "6���P 6@��� -������ "\��2 ~��& ���`�: K �O& ��3#��. 
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2.5 ���G��Q� 7��6�G+� RD &�25  
�	
� ^��� � ._���  

�� �c0�/! U2, :W�� 	"+6� 4¥%t! 4��!i��*! .5+\t+[ 4�"+P*! 48�+/! K*! N	���� 5+�3A*! :	Ñ30��/! 
4�8!%�]-! :��6� :�+�0� B>��L- 5+���0/! 4�%�*! 40O+C!� ³�Y 4���/! �y� 5+2f$ 4�0���� 

+$%[�� K*! 5+�	C! UÛ�0� ��� 5+���Y! 5+'%A*!� .k+[�� 5!%�	�* %�%� 4'%y 9+�� ���� 2009 
����	
 "����
 �������
 �� ���
 :��� ������	
 ����
 "	[  �+�3�L! ~�" 5�� K*! 5+\t! I"+O�
4'%A*! +� �"�2o 4,6 �+��� �-�� ���%�� �� ³�M 4���/! 4�%�P*! 1+$� IP��� 600 ����� �-�� 
���%�� �>w� �!%O=! 4x+�*! �" 5+8�%] 5+�+�3*! .1+��� ~�" ec$ N+8�=! 	[ I08�� 4'%y 9+�� 

��  ����+�	3�� K*! %;+�C! 42�8 5+'%A*! S�M V+0*! N+" 2008 %T'� �� �����%� �-�� ���%�� .
UT�� 1+3"� l�	<�*! Uw!��/! 5+�oi�* 4����A�*! j�!%�� 4�+2Y! �� 5+L�WP*! U$+' a�!%[=! k+2�" �@� 
	�	0*! �� �\2�� :1���� 4�	����� 9 5+2f}!.   
��	�� �!	�3*! �� +\2�� 40�+�*! 4���<�* D+�8� 42¿�8 S+2"=! ��� +\��� ¢d�*! ��+6�8-!� �%0� 
%���* .~�"� !c$ 	[ I"%y 9 %���� 5+�f��!%�L! H%<�* 4��!i��*! 1+L��� :�+�8 p'!%� 4��!i�L 5!^ 
5!�	8 4���f$ 4�"+[�� .9� #M �� UT� ec$ W�!	�*! 43L+�� a:%����� ��[ �+�$ 1!�] k+��<�� 

�[2+ U6�� �!�Y+� E�0�/! N>�*+� ah!i��*! U� �M� �@A� µ+PY! ~�" ����� S�3� �� �!%�L-! 
h!i�L��t! .'�+2 5%� :�+y�! 9 4�	/! ��[ `*R/! r¿%0� "4��!i�L��t! "~�" +�� 48>0*! #� 4�3y 

I�%���! a+�[!%�t!� a+�[!%X�¥	*!� a�+6�8-!� 4L+��*!� 	�3* +� ��L+�L� 4���+C! .�+� `�%0� "�!%�L-! 
h!i�L��t! "�\[ :�	8 U' �!	�3*! ~�" N!	��L! I�%���! B>��L- F[+�� a4��+6�8! a4�L+�L� 
4�[!%X�¥�� F� N+fM�! �" N+�*! 4�A�@� 	8 ��R� :+�+0/! �� ²+¤� q� W�	�*!� - "!�� +}.104  

	8� F�%� ��%� �!	�3*! 9 ²!%Ò-! 9 5-�!	� �@A� "5-+6�-! 4�L+L=! +��	*! "4���%7*! µ+P<�* ~�" 
`;+��*! 4�02�G! 4���Y! F��� :+�+0/! W�	�*!� WX #���%7*! #x+�*! �" 5+2f}! 9 a4��!i��*! v�+� 

a��� q� N	" #�*! N+0*! �@A� U3L 4��+� UT� !c$ D�O�/! �2O �+d�! h��+*! ?�	*! �$!%*!.  
   

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

104 ��¤� �O& D�H3�� ��T q�P K �omP 
�HP ���� !P�� 1����� “Homeland Security 2005: Charting the Path 

Ahead”, University of Maryland, Presentation by Jody Westby, “A Shift in Geo-Cyber Stability and 

Security”, 6–7 May 2002..  
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A���9 ��� H�I S��/�  
~�" �!	��! ª��+�*! l�	Y! � l�	, #�!�*! 4�*�	*! ��* D!p z��/! 4�+f�L! F;+�P* H�%Y! %��*�;!E 

:	�	t! +\O�C .4¯� 4�+M 4<�� N+��* b*c� k!�	o +\��1!�/ F� 5!�	*! 4��!i��*! �= S+2"� H%Y! 
4��!i��*! %P��L ~�" z��=! �" ³%] N+�M� :	�	" 9 #�!�*! 4�*+Y! 4<��/! �� +�� ����L u�+] 

ec$ ³+�� #�!�*! k+�+Q.  
%d=!� 4����+*! 4�L+L=! K*! ��, �*! D!p 4<��/! 40L!� �� +\0O� 9 �%*! k+��2" �O+/! .U2A�� 
E;+��*! 4�L+L=! 5!^ 4�6*! ��*+ D!p h!i��*! +� ���:  

•  ³+T�� ��=! :	<�/!105
 

•  :	$+0� `�M S+� ���d=!106
 

•  5+�8+P�! `���  N+0*1071949  
•  S�'���i*! 9+O�! 5+�8+P�- `��� ��+6*! 9 12 ���X� N+" 1949 E�0�/!� 4�+2m +�+<O 

5+"�+�/! 4�*�	*! 4<��/! )S�'���i*! S�=!(108
 

•  5+�8+P�! �+$- )1899 �1907(109
 

•  4�8+P�! %�M �� 	��� S+20�L! 4<�L� 4�	��� 4��0� ��¥ +$�+3�"! 4d%P� �%7*! �� 4�;!�A" %�=!.110
 

D+���/+�� ���3� 5+�	/! 4���/! 4�L+L=! ec} E;+��*! .#�!�[ �*! D!p z��/! �Û��� c�P�� S+2"=! 4�;!	0*! 
a4<��/! ~�"� 5+\t! 4�%��0*! �� ��_ cP��� +�+��2" �2O ec$ #�!�*! .E3���� #�!�*! :��'c/! ~�" 
5+��20*! 4�%��0*! 4�A�=!� 4�6�/! a+´ �$� r	� q� F�� :+�+0/! �+�	*!� WX #���%7*! 9 H%Y! .
`����� N+�M� 4w+] 4�+2m a#��	/! a1+�f�*!� a~M%t!� a~O%/!� #�+�*!� �� 5-+M ³%X �P�*!.  

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

105 ��V�P \PT� 1q
W3M� www.un.org/en/documents/charter/index.shtml.. 

106 q
&�HP D�f ��� 1n���T� www.nato.int/cps/en/natolive/official_texts_17120.htm.. 

107
 %��c��F� D��B 6�H� 19491 www.icrc.org/web/eng/siteeng0.nsf/html/genevaconventions. 

108  ��4�F���� K�sG� %��c��F8 D��B '9���� K 12 E��J, 6�� 1949 v�H3M�� ��*S ��Ws %��h��M� ����
�� 
�W��M� )�F������4 ��T�(1 8 1���� 19771   

www.icrc.org/ihl.nsf/7c4d08d9b287a42141256739003e636b/f6c8b9fee14a77fdc125641e0052b079  
)'�+M� N��Y �*�: 
H2 \(�2 ��4�F���� ��T�.( 

109  8���c��F ���H3M� d����2 ;���,� ���� ���� )��c��F� 7�&8 ����V��(1 29 ���� 18991 
http://avalon.law.yale.edu/19th_century/hague02.aspQ d���c ;���,� ���� ���� )��c��F� 7�&8 �H2����(1 

18 �2�34, 19071 http://avalon.law.yale.edu/20th_century/hague04.asp.  
110  ��c��F� ��f �, 
���F ��*H3(� �W�(, �
���F ���HP !#$ �&'�L3�� ����P '���� �, �����+� �lT�1 28 �*:�� 20031 

www.icrc.org/web/eng/siteeng0.nsf/html/p0811 )'�+M� ����Y �*�: 
H2 \(�2 "��c��F� �W�(T� ����P '����(". 

http://www.un.org/en/documents/charter/index.shtml
http://www.nato.int/cps/en/natolive/official_texts_17120.htm
http://www.icrc.org/web/eng/siteeng0.nsf/html/genevaconventions
http://www.icrc.org/ihl.nsf/7c4d08d9b287a42141256739003e636b/f6c8b9fee14a77fdc125641e0052b079
http://avalon.law.yale.edu/19th_century/hague02.asp?
http://avalon.law.yale.edu/20th_century/hague04.asp
http://www.icrc.org/web/eng/siteeng0.nsf/html/p0811
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���0�.�� T�(2�� U��V- W�"  

�+�$ 4�>� ��+3� 4�L+L� ��<�� ������! K*! ��¥ +´ c�P�� S+2"=! 4�%��0*! �$� :a:��%7*! 
ap��2�*!� 4�3L+��*!�.  

#$%&'�
 :�%P� �	3� :��%7*! ~�" 5!�*! 4��+/! ²!%Ò-! 9 b�� S+2"=! 4���%7*! v�<[ �+�� 
r!	$=! 4�%��0*! 4"�%A/! .��¥� r!	\�L! aE[!%/! a5!	0/!� 5!�*!� 4�%��0*! !^� +� �+' b*^ 

���L q� N>��L! �	0*! U�A� �;p� �� U�+'.  

(�����
: v���� �	3� p��2�*! �� #�%��0*! p��2�*! #� r!	$=! 4"�%A/! WX� a4"�%A/! UT� a#��	/! 
5+���2/!� a4��	/! ~M%t!� .��� v�!�*! U6[ r!	$=! 4��	/! �" r!	$=! 4�%��0*! q� ~68� 4��� 

4��� .�+� 5+2f}! 4�;!�A0*! �\[ b�� K*! H%7� r!	$=! 4�%��0*! 4��	/!�/#��	/! ~�" 	M 1!�L.  

�)*����
: %J�s �	3� 4�3L+��*! N!	��L! :�*! K*! ��+f�� +� �$ ���%O �+�� r!	$=! 4�%��0*! .��+�� �	3/! 
#� +�!p/! 4�%��0*! 4¦! �� N�f}! �^=!� aEM>*! v����� 4��!�/! #� +�!p/! 4�%��0*! :%y+3/! :%���/! 

5+�+w�!� �� �!%O=! 4��	/!.  

? X�Y�� �% F�Z��� JU�� �� ��� H�I S��/�  

��	g +�,�-	
 +�.&/�
 �[ ²!%Ò-! 9 �*! D!p z��/! .����+/!� ���"%A*! �$ B+�y� ��O�P� �� 
v�+� 4��L 4����M ²!%Ò>* 9 S+2"=! 4�;!	0*! .	8� ���� 1-R$ :�8 WX 4��+�� WX �� �� v�!�*! 

�� !�07¼ :�+�* ��y S�R�� �" a#L�Z%/! ��� !�	�%� 5!�+0y :p�� l�m ��¥ �$p��Q �" 	0� 
)UT� :p3*! �� ���*!(a ��� !��2s �\�<�L� :��6� a4[�A�� ��� !�cP�� 5+��20*! k+[� #�!��* 4�*�	*! 

��* D!p z��/!.  

���,�-	
 �� +�.&/�
 �$ b§*�� ��c*! ��'�+A� :%y+3� 9 S+2"=! 4�;!	0*! ��]%�� b*^ ���� �� ��� 
�� 4��L 4����M �� �2O ���+*! ?�	*! .��� 4�T�=! ~�" #��+/! WX #�"%A*! ����	/! ��c*! ��x+\� 

a5!�*! a4�w!%*!� ����+$��!�.  

�� +�,�-	
 �$ B+�y=! WX #O�P/! �� v�+� 4��L 4����M ²!%Ò-+� 9 S+2"=! a4�;!	0*!  ��*�
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	�d+�/! �� +$WX �� U;+L�*! :	�	t! a4��+2/! 116 N!	��L!� `;!c*! K*! U2�A� ~�" %A� 5!�+�*! 
4�+C! �� a4�^R/! 117a N!	��L!� 5+��*! :�	2�/! �� 4<���/!.118 9� N+" 2001 � �+2�"! 4�8+P�! 
%�M �� 	��� S+20�L! 4<�L� 4�	��� 4��0� ��¥ +$�+3�"! 4d%P� �%7*! �� 4�;!�A" a%�=! 

5%�M� ec$ 4�8+P�-! 4P;+d 40L!� �� 4<�L=! :%�C! 4�^R/!� a4�+��* g+ 9 b*^ 4<�L=! �+A/! 
+\�*� e>"� K*!� F�%� +$	\" q� N+" 1899a b*c'� aN+�*=! a�!%A*!� 4<�L=!� a48�+Y! 

4<�L�� �p��*! 433�/! a~20�* 5!%fP�/!� �� 5+P�� H%Y!.119 �+���+�� U�	0� ec$ 4�8+P�-! 
U2A�* 5+2f}! 4��!i��*! 	O À3*! 4��<�*! 4���Y! :�	¦!.  

2  56)�� &�F �
1L�*
 ���)/�
 #1M)��4	
 ���8���
 �
�-�
% �A
N�4�
 ?&O3
 �� ������
. 

  �+L=! ���/!: 43��*+� a4�<7�* 9� U\��� aN�f}! ���[ - ��¥ p��Q 1-R$ #��+/! �" �$WX 
�� ®#x+\/! 4�<7*+[ - r%0� +� !^� �+' ��A*! �c*! ��+\� ��+�� �$ %6�" a��]!� �� 

�+w%8 a�%P�� �� 4\� 4�"+[ a4T�3] �� N%o ���� a����� �� a�+$�� �� 4*�� 4���8 .��� v06*! 
F3�� 1+P�8!� %�� 4�A�� 4¥%t! a4��!i��*! ��� �c0�/! k+�+�M� 	�	, 4\t! a4�"+P*! �M F� 4�+0�L-! 

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

116  �@�Y ��f U�P �@�Y D��O��� %��u�3M�� !P 
����M� )��c��F� 7�&8 �H2����(Q 29 ���� 6�� 18991 
03.asp-http://avalon.law.yale.edu/19th_century/dec99. 

117
  Declaration on the Use of Projectiles the Object of Which is the Diffusion of Asphyxiating or 

Deleterious Gases, The Hague Conference of 1899, 29 July 1899, 

.02.asp-http://avalon.law.yale.edu/19th_century/dec99.  
118  Declaration on the Use of Bullets Which Expand or Flatten Easily in the Human Body, The Hague 

03.asp-http://avalon.law.yale.edu/19th_century/dec99July 1899,  29 Conference,.  
119  ��c��F� �_+2 �W�(T� ����P '����. 

http://avalon.law.yale.edu/19th_century/dec99-03.asp
http://avalon.law.yale.edu/19th_century/dec99-02.asp
http://avalon.law.yale.edu/19th_century/dec99-03.asp
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#¦+� #TM+3*!� :%\/! #��+0*! ~�" 4�7*! .4[+O�+�� q� b*^ ��[ �� U�<��/! p��Q ���t! 
#��!i��*! #0�+�*! r%�* l*+� �=� - ��0����� U
 :�+y� a:p�� '+2 ��� - ��¥ �$p��Q U�� 

	�'@� "� n�	0 .!c�$� ��[ 5!�*! 4��!i��*! WX 4��+��*! ³%_ �	M� 	"!�*! 4�L+L=! ��* D!p 
z��/!.  

3  P�. �
1�)�
 �= �&�Q ���F �
1�)�
 ?&O3
 �=% R-�, S= T�A 7� ���UV
 N. �2��! ��8��
 ����
 
)+��8+P�! �+$- 4��+C! 4T*+T*!� :%A".( 

  E��� !c$ F� 5+�8+P�! �+$- K*! 	�� U� 5!�*! �� U[!�8 5!�!	��! �� %;+]c*! i" ��*+8=! �� 
e+�/! :	�+¦! .D+���/+�� W�	� 	�	0*! �� À3*! 4��<�*! a4���Y! UT� 5+�3A*! a4�;+�%\�*! �� S>] 
²%[ U�2, N+��*! .!c�$� ��[ �+2�*! �!	�3�* �A� 5+2f}! 4��!i��*! K*! ��¥ �� i0� �� 

S>] 	�	0*! �� 5+�3y �!	�3*! �%]=! ��� +\2�" - E��� 4d+�3� F� ª��+� #�!�*! 4�*�	*! 
��* D!p z��/! 4�+�*!� +\�� .v����L� !c$ �	3/! �%�/! S�6Y! ~�" �^� �� �!	�3*! �%]=! U38 

�y N�f$ ah!i�L ?+�*+�� U20*! D�!%' 	O �y D!p� h!i�L.  
4  56)�� �= 1.�4, �
1�)�
 �I'�! W ��-�-8��
 -���	
 X/AY! Z&[
 �A
N�4�
. 

  i�0� ��+0� ���p� 5+�	] I�%���! 5+���Y!� �%]=! 9 5+�<�*! 4�6�/! 4�A�@� 4¥%t! 
4��!i��*! k>�+" k+{+M 9 �+2O ��8 �� �!%�L-! h!i�L��t! .9� #M �	3� �� 48�+P/! �� 

v��n� �� 	�� 	�+  :	"+�/! 9 E�, a+� �M 9 5+8�� aH%Y! ��[ U' 5+2f}! 4��!i��*! �	3� 
4��+2�� 9 4�!	3*! .�- ��¥ 4�<7�* �� ������ :%�[ �" 4��$ ��+\/! �- �� S>] 5+�<�*! .
�	32'� �L+L� ��[ �� v�!�*! �� Np��� �!	�3*! K*! vX%� 9 �� �3�%� aI�%���+� b*c'� 
���p� 5+�	C! ����+0*! ~�" a+\�O!�� ¶	�� :	"+�/! 9 5+�, �;!%t! 4��!i��*! .!^�� z2nL 
�!	�3�* D+���-+� �" ¶	� UT� ec$ :	"+�/! 4fm a�+�Y! F�2���[ U' #�%G! #��!i��*! I8�� 
���" 9 �\3� �!	�3�* 4d%��/! 9 S+2"=! 4�;!	0*! .À0g� �'+0� ��[ ¸[� �!	�3*! :	�+¦! *¶	� 

:	"+�/! ¢0�L k+��0[ +�� 	�+�� @d!���� F� #�%G! �� F� 	�3*! �Ý�+\/! .k+[�� 5!��6�* 5+2f}! 
4��!i��*! ���[ - ��¥ 	�3* +� �� U�� k!	�+  �- �� S>] W[�� :	"+�/!.  

���G��Q� 7��6�G+� ^�6_  

I�] 4�3y I�%���! k+3'�' k+��!i�L - r%�0� ��	Y+� 4�	���*! U20�� k+��2" u�+] :%��L 5+���Y! .
UT¥� b*^ k>�y k!	�	� �� S+�y� 4<�L=! K*! �%0� a#��	/! �- +2�L �\�� �+�w aS+Pd=! 

ap;+f0*!� a~O%/!� a1+P07*!� a#8�0/!� �+�]= V E3�� +} U�T� .'+2 ��� v�� #�!�8 �*! D!p z��/! 
k+L�� ~�" v" �= r!	$=! 9 �� D!p� h!i�L ����L 9 +\3*+X ~�" z��=! 4��	� - 4�%��" 

%�R�L� ~�" �+��*! #��	/! - ~�" 5!�*! 4�%��0*! .9� ��0� �!	�3*! b��¥ D+�*! B+C! À3*! 
4��<�*! 4���Y! q���� +\���A� .b*c*� ��[ 5+2f}! ~�" À3*! 4��<�*! 4���Y!  4§[+�� ����L5+2f\�* 
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~�" �+��*! #��	/! ~�"� 5+�3A*! +�!^ K*! 	�+�� ��+�M ��!��� �\8�� .�- ��¥ U[+��*! �" �+Y� 
4�+Y! q� l�	, #�!�8 �*! D!p z��/! g+ �"!%� �+�]=! :	�	t! �= $�-�J�
 q� �+d� h��+8 ��¥ �� 
%�Pn� 4*�\�� ~�" +�� 4[!�� 4����+8 ~�" �y 5+2f}!.  

�"	�� ¸0� 1!iC! #����+*! #���=!� q� FO� ���+8 U�+y �� N!%�� :	$+0� �@A� 1+7P*! h!i��*! .!c$� 
��* - U;+d �� �;!�� .~�"� �	� 5!����*! K*! +�	\y U�d+L=! 4�%<3*! 4��t!� 5+���*����*!� 

a�%]=! I��Q #�!�*! 4�*�	*! D!Ü�* z��/! �� �� `���� F� ec$ 5!����*! I��� U�A� 4"�2o 
a4��� ��� a:����� �� #�!�*! .4[+O�+�� q� b*^ ��[ �+�$ 5!�+3�"! 4��2" .5!	$+0/+[ 4[�P  

®5>�A/+� ^� �+� v���� 5-�!	� 4*��� :�	0�� r!%d=! 9 4�M%� a4X+�6*! z�P�* +$	0� F�8���* .	0�� 
!c$ #0�� ~�" r!%d=! 408�/! 48�+6/! ~�" :	$+0/! U38 �� U]	� p�M ac�P��*! U� �M� b*^ v" +��[ 
�* ���� 4��+L S�0P/! �- 43��*+�  q�b�� �!	�3*! K*! I8�+w +\��" +\�3d� .U'� !c$ u+�s q� I8� 

aU��d �$� +� ����L 9 ½+w 5+\t! 4�"+P*! :%�%A*! #�%G!� #��!i��*!.  

��*� ���6*! a42;+*! UT� ³+T�� ��=! :	<�/! :	$+0�� `�M S+� ���d=! 4�8+P�!� `��� 4�8+P�!� 
a�+$- F�2�� k+0�x 4���+� aU�	0�*! D�� +�� p�2�� +�@� 	8 5%� 48�+6/! +\��" +\�3��� 1pf' k>0[ �� 
#�!�*! 4��d�*!.  

9� 1+7P*! ah!i��*! �c*! ���� U' 4�8�  �7Qa4��=+� ��[ ��[ UY! zO!�*! �$ UY! UT�=! .��� 
v�!�*! �� �7� �!	�3*! 4���*! a+\[�Pw 4�+�g �� 5+\t! a4��0/! S+]�� 5>�	0�*! 4�*+�*! ~�" #�!�*! 
4�*�	*! 42;+*! ��* D!p z��/!:  

1  ��3�� U�	0� ³+T�� ��=! :	<�/! H+0��L- �*! D!p h!i��*! �+7��� �� "4�>�*! 4�2��8�! "U2A� 
À3*! 4��<�*! a4���Y! 4M+��!� 40�/!� 4�%�*!� 4��!i��*! .~�"� ��� B�6C! ��[ �� v�!�*! 

U�	0� :�+/! 42 g+ z2�� ��G ��=! ^+_+� U;+L�*! S>] �� 4��>*! W�!	�*! 4��!i��*!. 

2  ��3�� U�	0� ³+T�� `�M S+� ���d=! 4M+�� D+[	*! �"+2t! v��g :�+/! 5 .��� v�!�*! 
F�L�� ³+�� z��6� "N�f}! z��/! "��!�*! 9 :�+/! 6(1) l�m ��+f�� "��*+8=! "�"a5!�*! 

�P�*!� 5!%;+�*!� "U2A�* 5+2f}! 4��!i��*!. 

3  ��3�� U�	0� 5+�8+P�! �+$- ¶%, �%�� N!	��L! 5!�*! WX 4��+��*! 9 S+�*! h!i��*! %�M� 
U� 5+2f}! 4��!i��*! i" 5+�3y �!	�3*! :	�+¦!. 

4  ��3�� U�	0� 5+�8+P�! `��� ¶%, �%�� 5+2f}! ~�" 4��3*! 4��<�*! 4���Y! K*! ��¥ �� U�0� 
5-+6�-! 4�L+L=! +��	*! �%0�� �+��*! #��	/! %���*. 
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4¯� S+o 	M!� u+�s q� 4�8+P�! :	�	� .^� �� �� v�!�*! �� E[!�� �!	�3*! :��6� 4�6P�� ~�" ��+0�*! 
¶	�� :	"+�/! q� 5+�<�*! 4�0�/! 4�A�=+� 4��!i��*! K*! 	�0n� +�� 5%� i" +�+�3y .43��*+��  q�

!�!	�3* K*! �f, �" F�8�� ec$ 4�8+P�-! ��[ �� v�!�*! �� 	P� EM ����*! v��g ���+*! ?�	*! !^� 
+� I�+8 �!	�3*! �%]=! `8�� 5-+6�-! :��+6*! +\�".  

�Û�2�L� W�!	�*! 4P�� %'c*! S�	*! 4���*! �+�*!� �� z�� 4T*! +���*����* 5+���0/! 5-+6�-!� 
4�w!��� +\o� ��+�m ��+02�o� ��� 4�A] �� �}�, q� r!	$� 9 5+"!%6*! 4��!i��*! .'+2 +�� 
UP��L 1	3*! �!�m Þ1+�� #� �!	�3*! ±@� ��*� �$� aU2, :%2�*� aq�=! k+P8�� k+'%�A�. 
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6   ����������	�  
 
�� ��������	��� �����  

 ���4� `!�9a� b9�Y  

 H%Y! 9 4�T2�/! 4�3��*! %$!��*! F� ��6� ¸8+�� 9 h!i��*! N>�*! ³+�L 9 H+��*! !c$ 	Ð"�
4��!i��*!  "N>�*!� H%Y!" #7��*! �� �+&�! v�+t! �+��]! ��� .4��!i��*! 4¥%t!� h!i��*! H+$��!�

 5+���0/! F2�o F[+�� �� �+$^=! ���� ^� a5+��*�=! ������ ����� 9 �\� W��� ~�" �����
° a4��+&�! ��+�+���� �3��*! 4*-	*! p�p0� S>] �� b*^ 	0� k+[	$ �	s 5+<��6/!� 4��!i��*! H%<�* 4

h!i�L ��� 4[+� e+�! 9 4���M 4'%M WT�� a+´ 4�6�/! U'+A/!� .4�/+"  
 À3*! �@� k+�+Q 4�"!� a����/! ��" S>] �� 4��!i��*! H%Y! 4�"%y N	" �!%�� q� 4��!%*! 4*�+¦! ec$ ���

+�@�� a��! �+�� U' 9 :%A��� 4�28%*! 4��<�*! -  WX� 4��!�	" �!%X= k+7�� N	���n� r�L 4*+ 
 4�� ~�" 4��� ���8 	y� �%[� 5+�!	��L-! ec$ UT� z3' �$ �$=! r	}! ��[ a?+�*+�� .4�2�L

+g� .5-+6�-!� 5+���0/! +���*����* 4��!�	" 5+�3��  ��R� ��!^ 	M 9 "4��!i��*! H%Y!" z��6� ��
W�P�*! ²+¤� p�P, q�- h!i��*! D+[	*! ��6�� a�%��0*!   5+���*!� 5!1!%��! ����� �� +2�L

") 4�%��0*!4��+��-! 5!1!%��! �+2�*! :����� 4��$c*! 4�;+��*! ec$ 4<[+�� S�+<�L U6P*! !c$ ��[ a("
- ���* .h!i��*! 1+7P*! 9 �2�L ���L U�� ��  �%��*! �+L¬* ���� �� %T'� ���� �� �	0�

 H+��*! !c$ �� �%]� N+�8� :	" U0P*+� �$+��� .I8�*! ��%� F� 1!%��! q� 4�+M 9 ah!i��*! N>��*
`�%0�*! 42\� 9 .ec$  

a��2" ��2w 9 h!i��*! N>�*! N�\P� �/+0*! 1+2�0*! �+,! FO� a5!���*! �� �	" S>]�120 �$+L�
! ����� E�%d �" a5-+6�>* ?�	*! �+,-! k!%]R�aN�\P/! z�O�� :�+�� 9 a	�	<�*+� N+0*121  F3�*+� ��*

V ��� aU38 �� z��6/! N	�n�L!  �+' ��� az��62�* N!	��L! �%�� �+'� .��P� U�+A*! �<�*! ~�" ���
9 a4*+Y! ec$ 9 S+Pd=+� B+] �$� ak!�	 � k+w+] k+�!	��L!  4�L2007  j��%�*! U�� �� %6� 9

N>��* :��+3� j�+�i* aN>�*! U�� �� :�%2�* 4�*�	*! ��+3� �!��L 4'%M �+d� 9 h!i��*!122  4*+M�! F�
 q� U2" j�+�%�� �>"� :	<�/! ��=!N>�*! 4[+� �@A� a4�� 4�� H+3y #�Q 9 :��+3/! 42\� UT2��� .

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

120   Uc�M� z�� "��+�,"� "%�'�+�P" -���� �� ���3|M� UB��M� ����www.unibw.de/infosecur 1-�V�� ����H�� ��� 1
 �*�9 K 
��� �omP )�u�F 
B�2008."-������ 6@��� pY nH��� :��M�H�� ���3�G� �Ph," ����H2 1  

121   ���P"UN Chief proposes int’l accord to prevent cyber war" K �+� 7O�� 131  ���2010 Uc�M� z�� 1
a-intl-proposes-chief-un-news/world/3930-www.thepoc.net/breaking.  

122   16@��� )B, !P q,�*�� ����
�� ?'�LP ��h�( �4�f������� �����3#�G� 6@��� :��3�� Uc�M� z�� 1
initiative.org/cyber peacehttp://smwipm.. 

http://www.unibw.de/infosecur
http://www.thepoc.net/breaking-news/world/3930-un-chief-proposes-intl-a
http://smwipm.cyberpeaceinitiative.org/
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 ~�" �+�=! E�<�* a5-+6�-!� 5+���0/! +���*���� S+o 9 5!�	*! 1+�� E�%d �" F�fA�� I�%���!
+2' .�+���-!  l<3*! ²+L�� 4�A�� 9 �	  WX� ����� WX U�A�� k+�+�M� h!i��*! N>�*! z��6� �%�

�@A� .N>�*!  
 ��+3� �!��L 4'%M ���	��L! �c*! N�\P/! �� FL�� �� ~�" h!i��*! N>�*! �\Pn� a?+Y! ³+��*! 9�

6�� aN>�*! U�� �� :�%2�* 4�*�	*! ."h!i��*! 1+7P�* �/+" N+��" 4�+8� 9 k+�L+L� �	3� ���� �� ��� 	
 5!�+��]-! �� �$c*! ����� F� a�L+��*! p�'%�*!� 4L+��*! q� H%8� z��6/! N!	��L! �+' !^��

-� .+� 	M q� 	�� WX ~3� �� v& ��� k+7�� F3���� !c$ ��[ a4<�<6*!  ak!	�+� `�%0�*! ���� �� ��¥
K*! %w+�0*! 42;+8 9 k+��+���� ak+�\�	� ���� �� v& U� .+\�2A�  

- ab*^ F��  �$ ec\' `�%0� 4*�+  4�= 43��*+� 4�!	3*! 4�� ���� �� v&� .�L+L� `�%0� �� 	�
`�0*!� H!%�O-! �� ~O�P*! H+�X� a40[+� 1�	$ 4*+<' N>��* N+0*! N�\P/!Ó  �[ ��6/! ��*�

" `�0*! H+�X ��+3/! :�+�L ���*! ¢0�� .:%y+3/! WX ���*! H+�X k+7�� U� a:�*! N!	��L! �� "%y+3/!
 4���� 5!1!%��� 5+��+���� a4�+0*! 4�8>]=!� 4����+*!�*! 5+"!p .�!%�L-!� 4�!	�L-!�  

�^ À0� 	�	<�* 4��+A*! +\�*�+¦ :	<�/! ��¬* 4�+0*! 4�02f�* ����� ��� / �p��N>�*! N�\P -  N�\P��
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http://www.whitehouse.gov/the_press_office/Remarks-by-the-President-on-Securing-Our-Nations-Cyber-Infrastructure
http://www.whitehouse.gov/the_press_office/Remarks-by-the-President-on-Securing-Our-Nations-Cyber-Infrastructure
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141  Gurmeet Kanwal, “China’s Emerging Cyber War Doctrine,” at 20, Journal of Defense Studies, 2009 1
 :K ��3Ples/jds_3_3_gkanwal_0.pdfwww.idsa.in/system/fi  �(��(� d��� K %�P��HM� ��f Cc��)

�*�:] .(=@H��  1
H2“Kanwal”[.  
142  1q'�3¬ ��
� U:��
��� )��(��� )��� :��������� ����   

Dartmouth College, Institute for Security, Technology, and Society, Nov. 2004 at 2, 

 www.ists.dartmouth.edu/docs/execsum.pdf�*�:) 1  1
H2“Selected Nations”(. 

143   1x@VP ����Richard Westcott, “UK Seeks Next Generation of Cybersecurity Specialists,” BBC News, 126 
 ����2010 10742588-www.bbc.co.uk/news/technology .  

144  Kanwal at 20 

145  Gordon Corera, “Cyber-security strategy launched,” BBC News, 25 June 2009, 
http://newsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/uk_news/politics/8118348.

,” “Cyberwarrior Shortage Threatens U.S. Security ,GjeltenTom ; (hereinafter “Corera”) stm?ad=1

.www.npr.org/templates/story/story.php?storyId=1285740552010, July  National Public Radio, 19.  
146  Eshel 

147  Kanwal at 20  

http://www.idsa.in/system/files/jds_3_3_gkanwal_0.pdf
http://www.ists.dartmouth.edu/docs/execsum.pdf
http://www.bbc.co.uk/news/technology-10742588
http://newsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/uk_news/politics/8118348.stm?ad=1
http://newsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/uk_news/politics/8118348.stm?ad=1
http://www.npr.org/templates/story/story.php?storyId=128574055
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 :	�	� ��, 42��� 9 �+2T�L-!4�QR� U2A� a5!	0�  42���� U�!��*!� 4�%63*! r+�*=! 5>3' UT�
��%�*! 4�*+" 4�28� 4����!�a ~�" p�'%�*! :�+�� v�+� q�  438!%/! 42��� k!%m� k!�� 4�+/! b��� 4�;+7P*!

k!%��.153  F� �!%�8-+� 5-+6�-!� 5+���0/! +���*���� U0P*+� 5+���Y! ¸0� U20����#P��� 
.4��d�*! ��	Y! 438!%/ +���*����*! 9 #66��� #�%��"154  S+G! �� 4\��/! 5+�f��!%�L-! 	2�0� 	8�
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148   ���� .d�£�M� ?@P K ��V#P %8�� !� ��
�L�� {H2 ��+4Cyber General  ����, q
W3M� %�8��� �, pY <+)
 Uh�F q9��Y !�30 000  !P <V4 K q
*3HM� %��u�F��3(8�2 ���H3M� %�P��HM� �, <J .(-������ /�:
�� ���*k

 ���� .�����2 �f�3P ���� ��
�L��Robert McMillan, “Black Hat Talk on China’s ‘Cyber Army’ Pulled After 

http://www.infoworld.com/print/1303622010, 15 July  InfoWorld,, Pressure”.   
149  Eshel  
150   
B q
f� i�+�Y 1��VM� )L�( z�� q
W3M� %�8��� ����, K ��������� ��#�H�� ��m+�� q
2009 .Cyber General .

 .-������ !P�� ��3�u�F��3(� !P i0u4 -������ !PT� %���*H� 04�P i�+�Y x��bmP q
W3M� �#�*M� ����,�Corera.  
151   ����“U.S. Cyber Command Fact Sheet,” 1��#�PT� /�:
�� q'�h� 125  ��P2010 1

www.defense.gov/home/features/2010/0410_cybersec/docs/CYberFactSheet%20UPDATED%20repla
.pdfces%20May%2021%20Fact%20Sheet  

152  Siobhan Gorman, “U.S. Backs Talks on Cyberwarfare”", The Wall Street Journal � 4  ����2010 1
4964215965730.htmlhttp://online.wsj.com/article/SB1000142405274870334090457528  �, pY x�<+P)

90 (q
W3M� %�8��� K d�#�� d��m�M x��:� 15�e� /����� �&�:� ��#�H�� q���� !P ���M�2 �:)�* 1
H2 

Gorman"".(  
153  Kanwal at 16  
154  Kanwal at 14  

http://www.infoworld.com/print/130362
http://www.defense.gov/home/features/2010/0410_cybersec/docs/CYberFactSheet UPDATED replaces May 21 Fact Sheet.pdf
http://www.defense.gov/home/features/2010/0410_cybersec/docs/CYberFactSheet UPDATED replaces May 21 Fact Sheet.pdf
http://online.wsj.com/article/SB10001424052748703340904575284964215965730.html
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 �+� E�, F� ����� �+L� ~�" 4��d�*! D+[	*! 42���� 4w+C! 4��+f�*! S+2"=!� 5+���Y! q�

¹¹¹¹¹¹¹¹¹¹¹¹¹ 

155  Kanwal at 18  
156   7'OB <�`F(“Because the United States is the most Internet-dependent and automated . . . it’s also the 

most vulnerable to cyberattack.”)  
157  Kanwal at 18 QCRS Cyberwarfare at 11. 

158   1x@VP ����Selected Nations at 5  n#�PT� '��*a� �ª ��� ��� ������ <�`3� �P�
3�P� �*�3�P 9��B �OL2 n��)
%�#L+�� !P, pY .(����� -������ !PT� d�� )B, !P 
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:��3�� ����H�� K �f�3P 1-������ !PT�2 n���� i�4�G �2��2 z�� 1%8��F8�� 
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http://www.staysafeonline.org/content/about-us
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163  Martyn Williams, 1,“North Korea Moves Quietly Onto the Internet,” Computerworld �10 ���� 2010 1
www.computerworld.com/s/article/9177968/North_Korea_moves_quietly_onto_the_Internet 

164  Corera. 
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http://www.itu.int/ITU-D/cyb/cybersecurity/impact.html
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http://www.itu.int/ITU-D/cyb/cybersecurity/docs/IMPACT-information-letter- sent-to-member-states-2009.pdf
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