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Abstract - Information-centric Networking (ICN) is a new networking paradigm that aims to solve the problem of the
traditional TCP/IP-based Internet. Content-centric Networking (CCN) and Named Data Networking (NDN), both based on
the Interest/Data communication paradigm, are two of the most well-known and specialized implementations of ICN. In
contrast to typical networks, NDN enables intrinsic security, which ensures data security rather than communication channel
security. Each response/data packet in transit has a signature on the contents of the data to ensure security. As a result, an
invalid signature indicates an unauthenticated data packet. This ongoing hierarchical authentication verification approach
causes a significant delay while providing the appropriate security levels. As a result, in a highly mobile environment with
delay-sensitive applications like Vehicular Ad hoc Networks (VANETS), such a technique is neither viable nor scalable. We
present a unique Trust-Aware Cluster-based Communication Architecture (TACCA) for Vehicular Named Data Networking in
this study, which aims to improve the security of NDN-driven VANETs (VNDN). It separates the route segments into clusters
and chooses cluster heads based on their trustworthiness and proximity to the center location. The selected cluster heads
are then in charge of disseminating interest packets to prevent the broadcast storm problem. Once the data producer has
been located, the data is returned to the requester in the quickest and most secure manner possible. Simultaneously, the
intermediate vehicles decided whether or not to verify the data’s validity based on their subjective perceptions of the data’s
producer’s conduct. As a result, the calculation complexity and time are reduced. Our idea is able to maintain vanilla NDN
security standards while lowering the produced end-to-end latency by more than three times, according to simulation data.
As a result, the proposed TACCA is more suited to mobile networks and time-critical applications.
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1. INTRODUCTION

The core of the Cooperative Intelligent Transportation
System (C-ITS) is the vehicular ad hoc network (VANET),
which uses automobiles as nodes. This type of commu-
nication technology not only increases driver safety, but
it also improves passenger comfort [1]. Safety applica-
tions and entertainment apps are the two broad types of
VANET applications. The first category is concerned with
road safety, while the second is concerned with value-

dies. The attacks that target secure content communica-
tions, for example, are the most hazardous in ad hoc net-
works in general and in VANET in particular. Many meth-
ods have been offered to guarantee that both safety and
comfort messages are sent in a secure and reliable man-
ner. Finding a fair trade-off between security, efficiency,
and network needs, however, remains a difficulty. Exist-
ing vehicular communication security solutions may be
split into two categories: trust-based solutions [3, 4] and

added services such as traffic information and entertain-
ment (together known as infotainment) on the road. Both
of the aforementioned categories’ applications are built
on cooperative communication and information sharing
between C-ITS units, without sacrificing generality. As a
result, the majority of VANET applications are content-
centric, meaning that the information itself is more sig-
nificant than the content owner’s identify or location. As
a result, NDN has lately been recognized to be the archi-
tectural backbone for VANET and its derivatives, such as
VANET-based clouds and vehicle social networks, thanks
to the Future Internet architecture (FIA) [2].

The primary reasons for the slow pace of VANET adoption
on a large scale have been security and privacy concerns.
To date, research into VANET security challenges has
generated positive outcomes; nevertheless, several vul-
nerabilities still require further examination and reme-

cryptography-based solutions [5, 6].

VANET applications have always required data sharing
across network entities, independent of the content pro-
ducer(s) or provider’s origin(s). As a result, NDN has
the potential to be a significant facilitator for the imple-
mentation of VANET applications that not only expand
the applications and services domain, but also handle
conventional issues like mobility management and secu-
rity [7]. New security challenges, such as interest flood-
ing, cache poisoning, access control, and data authen-
ticity, are also present in NDN. The deployment of NDN
over VANET as an alternative to the traditional TCP/IP
communication model has conceived a new hybrid net-
work, which is called Vehicular Named Data Networking
(VNDN). The substantial concept of VNDN is to benefit
from the NDN prototype, which concentrates on deliver-
ing data regardless of its physical location [8, 9]. Most
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of the currently available schemes to improve the secu-
rity of NDN-enabled vehicular networks, dubbed vehic-
ular NDN (VNDN) [10], take the traditional security ap-
proaches used in vanilla NDN for fixed or wired network
use cases, in which content or data must be signed by
the producer, then by the authority that signed the pro-
ducer’s certificate, before moving up the chain of trust
until we reach a self-signed network entity (convention-
ally trusted authority). The needed data dependability
is guaranteed by this technique of checking and assuring
data authenticity. However, in a highly dynamic environ-
ment like the VANET, it results in a significant overhead,
which is unsuitable for delay-sensitive and bandwidth-
hungry VANET applications. A lightweight communica-
tion architecture that respects both NDN security princi-
ples and VANET characteristics is required to fill the holes
[11]. As aresult, the purpose of this research is to present
an efficient and lightweight trust-assisted communication
method for VNDN, in which data authenticity is supported
by trust evaluation.

In this study, we present a novel hybrid communica-
tion architecture for VNDN that decreases inter-vehicular
communication authentication processing delays and
bandwidth usage. For data relayed over the Roadside
Units (RSUs), the proposed approach keeps the same
vanilla NDN authentication procedure. The suggested ar-
chitecture separates road segments into clusters, with the
selected cluster head responsible for the dissemination,
collection, and forwarding of interest packets to the next
cluster. A cluster head is a trusted entity, and when these
entities are chosen, the current trust level of the candi-
dates is taken into consideration. In other words, the clus-
ter head is chosen based on the trust value and the dis-
tance to the cluster’s center, at least in part. Cluster heads
are more likely to be chosen if they have a high trust value
and are near to the cluster’s center point. When a node
requests content and produces interest in it, the demand
finally reaches the node with the content in its CS (either
it is the owner of the content or has received the content
during past communications). The material will be sent to
the requester through the quickest and most reliable path
available at this time. Because the data producer and con-
sumer’s locations are already known, they may be readily
localized using the GLS, which is a location service for ge-
ographic ad hoc routing.

We minimize this overhead by evaluating the data pro-
ducer’s trust after the inter-vehicle trust is established
through evaluation of historical inter-vehicle communica-
tions. Instead of authenticating the chain of trust or web
of trust (which is both time consuming and inefficient),
we evaluate the data producer’s trust. As aresult, the pro-
ducers are categorized according to their level of trust.
We can do probabilistic authenticity verification for trust-
worthy producers, in which the validity of a portion of the
material created by that producer is reviewed and certi-
fied, but for non-trusted nodes, the legitimacy of every
chunk of the information is verified. It is also worth men-
tioning that when the producer’s trust rating rises, the

number of verifications decreases, resulting in improved
performance. Furthermore, each producer’s trust is con-
trolled. Finally, the authentication procedure is automati-
cally incorporated with the intermediary routers until the
content reaches the RSU for data arriving from the vanilla
NDN in fixed or wired networks, thus there is no need
to check it again. As a consequence, the authentication
time is reduced and the VANET’s real-time applications
are supported.

Contributions of the paper are summarized as follows:

e A new trust-based communication architecture is
proposed for VNDN.

¢ A lightweight data authentication strategy is used
over the established inter-vehicle trust.

¢ Aunicast-based data delivery technique through the
shortest most trust path is proposed.

o Extensive simulation tests are performed to prove
the validity and performance of the proposed
scheme with respect to the existing solutions.

e The future research and open challenges posed by
this merger of technologies are also discussed.

The rest of the paper is organized as follows: in Sec-
tion 2, we present the data authentication process used by
the vanilla NDN. Section 3 describes our proposed trust-
aware cluster-based authenticated communication archi-
tecture for VNDN. The performance evaluation of our pro-
posed architecture is discussed in Section 4 followed by
open security challenges in VNDN in Section 5. Section 6
concludes the paper with future directions.

2. VANILLA NDN DATA AUTHENTICATION

Communications in vanilla NDN involves two types of
packets (i) Interest packet that requests the content from
the network and contains the name of the requested
content. Interest packet consists of various fields such
as Name, Nonce, Selectors, InterestLifeTime, and
ForwardingHint. Name and Nonce are mandatory fields
in an interest packet, whereas the rest of the fields are op-
tional. Selectors are used to find the best match within
the available data with the requested data in the inter-
est. (ii) As aresponse to the interest packet, a data packet
containing the actual requested material is sent. Unlike
the interest packet, which uses a forwarding mechanism
to search the network for the requested content, the data
packet is returned unicast, and the data owner must sign
each packet to establish the material’s validity.

Every node in the vanilla NDN (a specific implementation
of NDN) maintains the following three data structures:

e Content Store (CS): Every node maintains a local
cache memory to store the received content from
other nodes. This node may be the requester or the
intermediate relayer along the path. Due to CS, the lo-
cal availability of content guarantees increased per-
formance and reduces the delay.
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¢ Pending Interest Table (PIT): PIT stores all the inter-
ests that a router has forwarded but not yet satisfied.

e Forwarding Information Base (FIB): Itis a routing ta-
ble matching the requested data name with its corre-
spondent interface.

NDN delivers inherent security by securing the data
rather than the communication route (asin the traditional
networks). Each piece of material is signed by the cre-
ators. Intrinsic security eliminates the resource-intensive
sophisticated methods necessary for communication se-
curity while also making authenticated data available lo-
cally in the CS. As a result, the majority of data-related
assaults are automatically prevented. The signature of
a data packet includes two primary fields: the signature
type (usually SHA-256 with RSA) and the KeyLocator,
which defines the name of the producer’s public key and
refers to another data packet holding the certificate or
public key required to validate the signature value. Be-
cause the certificate is an NDN data packet, it includes its
own Signature field. Fig. 1 shows the format of an NDN
data packet.

Authentication of a data packetin NDN is done in a hierar-
chical manner. For example, if anode gets a VANET course
written by author "A” and published in the blog "LIM,” the
authentication of this packet is done as follows:

1. Check the signature of the author.

2. Check the signature of the blog administrator who
certified the author.

3. Check the authority who certified the blog adminis-
trator. This latter; is generally a trusted self-signed
authority, such us Google or Yahoo.

The data packet is regarded legitimate if the entire key
chain can be verified, as shown in Fig. 2.

3. PROPOSED TRUST-AWARE CLUSTER-
BASED AUTHENTICATED COMMUNICA-
TION ARCHITECTURE FOR VNDN

The fundamental goal of this project is to develop confi-
dence among communication vehicles. Second, split the
road segments into clusters, with the cluster heads cho-
sen so that their trust values are the highest and they are
as close to the cluster’s core locations as feasible, as in
[12]. Third, take use of the clusters that have established
to prevent the broadcast storm that may be produced by
the spread of interest packets. It's worth emphasizing
that the cluster heads are in charge of disseminating the
interest packet to the remainder of the cluster. The far-
thest front and rear cars serve as relay nodes for intra-
cluster communications. Fourth, after the data producer
or a node with a copy of the requested data is located, the
data packet is sent back to the requester vehicle over the
quickest and most trusted way, as described in [13].

Finally, the data authentication process is carried out based
on how trustful is the producer of this data. Figure 3 sum-
marizes our proposed TACCA architecture.

The proposed inter-vehicle trust establishment and ad-
ministration are presented in the following sections, fol-
lowed by a lightweight data authentication based on
inter-vehicle trust.

3.1 Vehicle-to-vehicle trust establishment

Inter-vehicle trust between vehicles ¢ and j has two main
metrics: (a) Interaction-based trust (Dz'rectT(tfj)), and

(b) recommendation-based trust (I ndirectT(iffj)) inaspe-
cific time period ¢,. Every vehicle continudusly moni-
tors the network to evaluate the honesty of nearby ve-
hicles. The overall trust Trust(i, j) is then computed by
combining both Interaction-based and recommendation-
based trusts. We also use factors 1 — #aiﬂ_l and #aclt+1
in such a way that the more direct interactions we have,
the more we consider the interaction-based trust than the
recommendation-based one, and vice-versa. Since vehi-
cles may be in the communication range of each other
several times, over several time periods, we consider the
average direct/indirect evaluation during these periods.
However, if a nearby RSU broadcasts an evaluation about
a specific vehicle, its evaluation is considered instead of
the inter-vehicle trust.

The global inter-vehicle trust of vehicle j is computed by
vehicle i using the following equations:

In the absence of RSU:
Trust(i,j)=
. I [27::1 Di’r'ectT&fj) I Z::1 1 ndi’rectT(tifj)
#act + 1 m #act + 1 n
)
In the presence of RSU:
TT'USt(i, 7) = RSUEU(J,I (7) (2)

According to Eq. (2), In the absence of RSU, the content
is received from neighbors, and either direct or indirect
trust is employed to validate the content’s validity, but in
the presence of RSU, content authenticity is verified via
the standard NDN technique.

The following subsections discuss the details of the direct
DirectT and the indirect IndirectT trusts’ computations.

3.1.1 Interaction-based trust (Direct)

interaction-based trust of vehicle j evaluated by vehicle 7,
is the ratio of the forwarding actions, DirectT (i, j), to the
total number of actions (both drops and forwards) during
time ¢, m. It can identify forwarding-related attacks in-
cluding blackholes, grayholes, and Denial of Service (DoS)
assaults. Interaction-based trust should be defined differ-
ently for different adversary models.
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3.1.2 Recommendation-based trust computa-
tion (Indirect)

Usually, the vehicles exchange recommendations (Indi-
rect trust denoted by IndirectT(ij) in Eq. (2)) when there
is no prior knowledge about the behavior of a specific ve-
hicle. These recommendations can be sent either as on-
demand recommendation messages or together with the
exchanged data messages. The opinion of the trusted rec-
ommender (let say vehicle k) concerning the behavior of
another vehicle j, is combined with the direct trust of the
recommender k during a time period ¢,. When we have
recommendations from n neighbors, we can take an av-
erage of the recommendation as shown in Eq. (2). The
term trusted recommender refers to the fact that the rec-
ommending node itself is trustworthy.

3.2 Proposed trust-based data authentication
mechanism

Trusted self-signed authorities are always reachable in
vanilla NDN. As a result, determining the legitimacy of a
data packet is always possible. However, due to mobility
and network dispersion, such a time-consuming method
is not possible in VANETSs. Additionally, this method has
a negative impact on the performance of real-time and
delay-sensitive VANET applications. To solve these issues,
we offer a technique that checks data authenticity using
existing trust between nodes. The level of trust built aids
in selecting whether to skip the authenticity check and ac-
cept the data as is.

In order to assure utmost confidence in the received data,
the standard vanilla NDN authentication method is re-
tained in VNDN for data originating from an untrusted
vehicle. However, content validity is frequently reviewed
offline for trustworthy cars, and the more the producer’s
confidence, the longer the duration of forwarding with-
out verification. Finally, data from the RSU is automati-
cally authenticated using the standard NDN protocol. As
aresult, there is no need to verify the data validity of pre-
viously authorized data via the wired portion of the link.
Fig. 4 summarizes our proposed adaptive authentication
process. In the figure, vehicle B has a lower trust value
(not trusted), therefore data received from B must be au-
thenticated every time it is received by node A.

4. PERFORMANCE EVALUATION

To evaluate performance of our proposed TACCA scheme,
we relied on the VNDN daemon implemented in the NS-
2 simulator considering the IEEE 802.11p standard. In
our simulations, we considered the Citymob mobility
model [14] and the mobility traces are generated using
SUMO [15]. The topology region considered in the simu-
lations is of 5 km?, which is equally divided into the 6 x 6
grid map, and the vehicular velocity is varying in the range
of [0, 20] meters per second. The results are average of 10
simulation runs, where in each run 10 requesting vehicles

or consumers generate interests at the rate of 20 interests
per second. In addition to that, 4 data producers and two
malicious vehicles are considered in each scenario. Those
malicious vehicles inject unauthenticated data when they
receive the interest packet. The consumer and producer
vehicles are randomly chosen in every run. The total sim-
ulation duration is 600 sec and the consumers generate
interests during the whole simulation duration.

4.1 Performance metrics

TACCA performance evaluation is done through two
security-related metrics and two network-related met-
rics, which are described below:

e Detection ratio (%): This represents the ratio of the
number of detected unauthenticated data packets to
the total number of received unauthenticated data.

e False Positive (FP) ratio (%): The FP represents the
number of data packets that are detected as unau-
thenticated while its not the case, to the total number
of detected unauthenticated data.

e Average end-to-end delay (s): This represents aver-
age time between sending the interest packet and re-
ceiving content as a result of the request for all con-
nections.

e Content Delivery Ratio (CDR) (%): CDR means the
number of successfully fulfilled interest packets to
the total number of generated interests.

First, we evaluate the suggested TACCA trust-based data
authentication method to the typical vanilla NDN data au-
thentication technique, as well as the produced false pos-
itives. Following that, we look at their capacity to han-
dle delay-sensitive applications, where the average end-
to-end latency and the CDR are measured.

4.2 Results and discussion

The ratio of identified unauthenticated data packets in
relation to time for both TACCA and NDN authentication
schemes for 100 and 300 cars density is shown in Fig. 5.
The resulting curves demonstrate that for low density,
both techniques have a lower detection efficiency than for
a large density, indicating that the vanilla NDN strategy is
always better. The TACCA approach, on the other hand,
exhibits nearly the same outcomes as the NDN technique
over a short amount of time (needed to create confidence
between cars).

Furthermore, Fig. 6 depicts the produced false positive,
which reveals that, with the exception of the beginning of
the studies when inter-vehicle trust had not yet reached
its stable levels, the created false positive for both NDN
and TACCA is almost identical. The trust-based data au-
thentication technique of TACCA maintained almost the
same performance as the vanilla NDN strategy, as seen in
both figures.
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The average end-to-end latency of data packets is shown
in Fig. 7, which demonstrates that our approach decreases
the delay by more than 300 percent when compared to
vanilla NDN for 300 cars density. In low density scenar-
ios, however, this improvement is roughly 80%. (i.e,
100 vehicles). As a consequence of the findings, TACCA
beats vanilla NDN, making it more appropriate for
real-time ap- plications as well as other VANET
applications.

The packet delivery ratio for both TACCA and vanilla NDN
forwarding techniques is shown in Fig. 8. It shows that
the TACCA trust-aware forwarding approach beats vanilla
NDN forwarding solutions in both low and high density
scenarios offering more than 9% improvements for low
density cases and up to 40% for the high densities, with
virtually optimum results in the high density case.

5. CHALLENGES IN VNDN SECURITY

Interest flooding, cache poisoning, and key management
issues were all included in the design of vanilla NDN.
Because data/content must be signed by the producer and
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Fig. 8 - Packet delivery ratio for both TACCA and vanilla NDN forwarding
strategies.

then hierarchically by the authorities who signed the pro-
ducer’s certificate, it implicitly ensures three basic se-
curity features: data integrity, correctness, and source
authentication, and thus provides data-centric security
rather than communication channel security. In this arti-
cle, we look at a few security problems in VNDN that need
to be looked at further [16].

5.1 Efficient key and identity management

Existing research has only looked at the efficiency of cur-
rently used signature algorithms (such as SHA256 with
RSA, ECDSA, or HMAC). However, few studies have looked
at the issue of certificate distribution, revocation proce-
dures, and pseudonyms shifting in order to protect pro-
ducers’ data privacy. Furthermore, in VNDN, usually a
trusted authority may not always be approachable. So,
how will the data’s veracity be verified? To determine
the viability of the currently existing schemes in VNDN,
a more thorough examination is required [17].

5.2 Network performance

Vanilla NDN now operates via IP, and NDN packets are
already incorporated in lower layers with their own se-
curity measures. The network performance would be
harmed as a result of this double verification for autho-
rized data. More information is needed to address this
issue so that the bottom layer can skip data authenticity
when necessary. As a result, the security techniques for
the present NDN are still being investigated [18].

5.3 Data security

Because data packets are signed but not encrypted, data
secrecy cannot be guaranteed. For the time being, we’ll
assume that the requested data is freely available; how-
ever, if the data is encrypted, the consumer should be sup-
plied with key management and access to that data de-
pending on their access privileges. Another issue is the

content store, where the material might be stored in en-
crypted form but the metadata would still be in cleart-
ext. As a result, greater research into access to NDN’s en-
crypted data is required. Because of the mobility and in-
termittency of cars in VNDN, this problem is particularly
acute [19].

5.4 Access control

One of the most critical requirements in VNDN is access
control. When customers express an interest in data, it
should be examined to see if they have access permissions
to that information. Another significant consideration is
the entity in charge of validating access rights: should it
be the publisher or an intermediary node? In wired net-
works, such verifications are normally handled by inter-
mediate routers; however, in mobile networks like VNDN,
this security issue necessitates further examination [20].

5.5 Trust management

Unlike standard TCP/IP-based VANET trust management,
which divides trust into entity-based, data-based, and hy-
brid trust models, VNDN only supports data-based trust
models by default. As a result, in VNDN, effective data
trust management mechanisms are required. Because the
data trust must be tied to the publishers/producers, the
entity trust cannot be fully ignored in VNDN; yet, owing to
mobility and intermittent connectivity, monitoring trust
levels for individuals would entail significant expense. As
a result, a viable alternative must be devised. Further-
more, the duration of trust is an area that requires deeper
exploration. Context-aware trust management schemes,
in which the trust parameters are updated based on the
context of the application, may perform better in VNDN,
depending on the type of application. To this end, both
delay-sensitive and delay-tolerant applications must be
taken into account while working with trust [21].

5.6 Trust bootstrapping and propagation

Bootstrapping is another issue that has to do with trust.
On their initial encounter, nodes are usually given an
average value, however this may not always reflect the
node’s true behavior. As a result, neighbors should com-
municate historical information about the nodes in or-
der to assess trust. Furthermore, trust propagation will
be difficult in VNDN because to the potential for an in-
creased network overhead. The piggybacking strategy, on
the other hand, may be examined to see if it is effective in
VNDN trust propagation [22].

5.7 Auditing and incentives

Cooperation between surrounding nodes is required for
trust propagation and recommendation. This propaga-
tion becomes difficult in resource-constrained and in-
termittent contexts, and convincing neighbors to sug-
gest this becomes tough. Incentives might be imple-
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mented like in traditional networks to encourage active
engagement of neighbors for recommendation; however,
the communication paradigm of NDN advocates for new
methods to control incentives and the audit of incentives.
In this area, more study is required. To summarize, VNDN
isaviable communication paradigm for implementing ITS
applications and services; but, security and privacy con-
cerns must be thoroughly researched and solved before it
can be commercialized [23].

6. CONCLUSIONS AND FUTURE WORK

Despite vanilla NDN’s success, security and privacy con-
cerns must be addressed. Other challenges have arisen as
a result of the inherent security concept of NDN and its
offshoots, such as VNDN, such as the overhead paid by hi-
erarchical data authenticity. In theory, hierarchical data
authenticity prevents all sorts of man in the middle at-
tacks, butit comes at the cost of significant computational,
memory, and latency overhead, which are often undesir-
able in highly mobile networks like VANET. We propose
a new Trust-Aware Cluster-based Communication Archi-
tecture (TACCA) for vehicular named data networking to
fill in the gaps. To circumvent the broadcast storm prob-
lem during interest propagation, our suggested solution
uses a trust-aware clustering technique. TACCA employs
inter-vehicle trust to determine whether or not to ver-
ify data authenticity for a certain node without compro-
mising the intended security levels. TACCA's efficiency in
maintaining vanilla NDN security levels while minimizing
the overhead was demonstrated through simulation re-
sults. The primary open problems in VNDN security were
also covered in the report.

We intend to focus our future research on data privacy
and caching regulations. Furthermore, new VANET data
transmission research relies on the usage of unauthen-
ticated/unauthorized and energy-restricted Unmanned
Aerial Vehicles (UAVs) in crucial scenarios such as disas-
ter management and rescue applications. As part of our
future study, we intend to explore the reliability of the
data supplied by these VNDN-To-UAV communications.
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