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		Convenient easy to use distribution

		Offers new revenue opportunities



Operator Home Networks

Usage rules
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User Scenarios
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Persistent CA/DRM for Vertical 

and Horizontal Devices

		CA/DRM hand-off to SVP-enabled device with shared control

		Content copied/moved to networked device

		Content protection under SVP

		Money/business models from CA/DRM system

		Benefits

		Extends CA/DRM to more consumer devices

		More ways to package and market high value content
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SVP – Home Network and Beyond



© SVP 2006. All Rights Reserved. 

Home domain, remote domain, and distribution
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Content Sale

		CA-enabled device delivers content and permanent license to the SVP-enabled ‘horizontal’ device 

		‘Horizontal’ SVP- device now controls content usage forever 

		User ‘owns’ the content according to the license







CA and SVP-enabled device



Content and License (once only)

SVP-enabled ‘Horizontal’ PVR

Playback forever
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Content Rental

		SVP-enabled ‘horizontal’ device controls content usage during lease

		No connection needed to CA-enabled device during the lease

		Optionally may request CA to extend lease or buy content







CA and SVP-enabled device



Content (once) and License (at least once)

SVP-enabled ‘Horizontal’ PVR

Playback until license expires



© SVP 2006. All Rights Reserved. 

E.g. Rental under BL-system control; Content may be consumed on remote (AD) compliant device – away from home. Renewal (e.g., duration change) is done by original content license creator. If original creator is 

CA, then CA is requested to extend/recreate the content license at the end of the rental period.









Push Video on Demand

		CA delivers encrypted content and license criteria to CA-enabled device

		Some time later, subscriber requests stored content to buy or lease

		CA system ensures subscriber is billed accordingly 

		Content sale or rental as described



Content & License Criteria (once)

Time x

Time x+y





CA and SVP-enabled device

SVP-enabled ‘Horizontal’ PVR

Playback until license expires



Content (once) and License (at least once)
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       SVP Layers

CA/DRM Business Model Enforcement

SW Chip Driver

TRS-SW Enforcement for (Domain, Proximity, B-Flag, Private Extensions)

SVP Open CP = SVP-Manager + Licensed IC 

 CA / DRM / FTA Agent 

Usage Model Definition and Billing 

HW Chip Requirements e.g, Personalization, Compliance and Robustness

Core Security Functions:  Certificates handling, SAC, CryptoTools., Time, Key-Mgmt, 

Content License (UsageRules & content-keys), Export content control,  revocation



Content processing:  Content De/Scrambling, Content Decoding

Secure Boot Loader in HW

SOFTWARE





HARDWARE
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Inter-Device
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All security functions and vulnerability is moved INSIDE the chip 

The CONTENT, its KEYS, and its USAGE RULES are bound together inside the chip– Device security is not the issue – 

Not to scale – CSF is a factor of thousandths of Content Processing
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SVP Open Content Protection

		Enforce Spatial and Temporal content-usage rights related to 

		Acquisition

		Consumption 

		Storage (Copy/Move)

		Distribution: intra-home (Proximity) and inter-user domain

		Content processing, e.g. ‘downresing’

		Time ( rental control)

		Export to other approved CP systems

		Revocation – No Global Secret



A compromised device does not compromise the system



		Shared content control - Enable Persistent CA/DRM control: Interaction between: Open-CP (standard SVP in horizontal device) with CA/DRM systems 
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SVP Security for Compressed Content

		Clear Content and its License (content keys & rights) are always inside secure chip silicon,  not in the device! 





		No global secrets in SVP; Only single device compromise is possible; no system-wide compromise



		Recovery from a single device compromise via revocation



		Content encrypted by Unique-Device-Key or Domain-Key

- importance of local scrambling

		PKI for Authentication  

- system can distribute content securely 

without being on-line
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Interoperability

		Via Compliant Acquisition 

		Input from any compliant CA/DRM

		Input from VOD server





		Controlled Export to Authorized CP systems

		Desirable - To enhance security, 

export-CP is built into SVP chip

		Less desirable - clear content is exported to Authorized CP in the device; protected by device compliance & robustness rules
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Technology

		SVP enables any External Scrambling Algorithm (ESA) in the link-to-home 

		Content scrambling within the home is done using N(ative)SA protection 

		NSA is  a licensable AES-128 CBC  based scrambler

		NSA is a candidate to ATIS-DRM 

		DVB-CPCM is harmonized with NSA
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Legal Enforcement of Compliance and Robustness



		“How” 

		Legal enforcement via lisencing

		Acquisition point and SVP-enabled Media Chip must be externally certified by accredited SVPLA lab.

		Media devices are certified either by:



External entity - By accredited SVPLA lab, or

Internal entity - By Device Manufacturer

		Acquisition points (examples): 



Smart Card

Fixed Media

VOD server at the headend 



© SVP 2006. All Rights Reserved. 











SVP Organizational Structure
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SVP LLC

Publish complete SVP specification 

Set criteria for eligibility for licensing (RaND) and then license

Operate root certificate authority 

Implement SVP specification change procedures

Implement revocation procedures  

Establish and implement prices for licensing

Set rules for compliance and robustness

Accredit testing labs

Authorize non-SVP content protection systems as trusted for purposes of Export  

Provide support services



*Wholly-owned subsidiary of NDS

SVP Alliance

Act as an advisory committee to SVPLA

Propose changes to specification and procedures

Set accreditation rules for testing labs 

Promote SVP adoption and usage

Technical Working Groups

Initiate and second revocation

Lobby standards bodies

Responsible for marketing – website, shows and events

Encourage interoperability

Recommend non-SVP content protection systems to be authorized as trusted for purposes of export

*Not-for-profit organization
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SVP Announcements

		Broadcom, ST announce chips in production in 2006

		Pace Microelectronics and Samsung first manufacturers to use SVP-compliant chips in next gen. devices

		Broadcom, Conexant, Humax, Pace, Samsung, Thomson first official SVP licensees

		Major TV platform operators deploying in 2007

		SVP Alliance grows to 35

		SVP endorsed by MPAA 
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SVP Advantages to PayTV operator 

		Security

		Rich usage models

		Cost (No royalties for the chip, 10 cents for device certificate)

		Interoperability









For more info

www.svpalliance.org



Thank You! 



© SVP 2006. All Rights Reserved. 











2 supplementary slides:

Control and Content Flow in  Media Chip

Inside the Media Chip
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Control & Content Flow in Media Chip
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TIME



Exchange Credentials



Tranfer/Export/Render



Establish Trust



Check Certificates




Process Content Licenses



Process Content



Check Revocation, Time quality.  Use PKI to agree Session Key



Check Usage Rules,  Device Characteristics



Remove incoming scrambling, rescramble if required



Re-encrypt and transfer  Content License and Content  to requesting SVP Device (or Export to OCP),  and / or Render



Core Security



Content Processing



Output







Inside the Media Chip 
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The Secure Video Processor Concept














Topics


			Defining the goal


			Standards


			Functionality


			Benefits


			Using a secure Video Processor


			In a Digital TV


			In a D-VHS


			In Direct-to-Home Satellite


			In OpenCable


			In a second Set-top box


			In a Video Rental Environment


			In Multi-Stream OpenCable


			CCI Flags














Defining the Goal


			Content is always “under control” 


			From distribution


			Until final rendering.


			Under Control:


			Encrypted, and Keys are kept under tight control


			With a tamper proof license


			As content moves it goes from one SVP to another a secure end-to-end chain of control is created


			Makes a “Consumer Hack” expensive and complicated














Standards


			Support for


			Controlled Authorized Domain


			Broadcast Flag


			Prevent Illegal redistribution


			Device Revocation


			Direct delivery of Video on Demand


			Create an “Open Standard”


			Any manufacture can produce a compliant SVP


			Benefits


			Economies of Scale


			Level Playing Field


			Low Cost


			Easy to Manufacture


			Hardware Independence : 





DSL, MPEG, ATSC, 1394, HDMI, DVI, DVHS, 802.11











Standard Content


			Required


			Video





SDTV MPEG-2 ML@MP 


			Audio





Dolby, Musicam, 


			Encryption





AES


			Optional  Enhancements


			Video





HDTV, MPEG-4,


			Audio





MP3


			Encryption





DES, 3DES, DVB-CSA, DVS-042, CSS











Standard Identification


			For the processor


			Use standard certificates for that are efficient when implemented in hardware 


			For the content


			Identify the Content Owner


			Identify the Content Video/ Audio Format














Standard Content License


			Contained in a tamper proof Base Line Entitlement Control Message : BL-ECM


			Content Definition


			Validity Period


			Encrypted Control Word


			Algorithm


			Use Definition





Move out of Authorized Domain


The “Broadcast Flag”


Extended CCI


			














Standard SVP Minimal Functionality


			Receive encrypted compressed video/audio content


			Receive a standard format BL-ECM


			All content and BL-ECM processing 


			“encrypted compressed” -> to “decrypted uncompressed”. 


			Is done in a single hardware chip.





Check the validity of the BL-ECM


Extract the encrypted control word


Decrypt content


Decompress Content


Send to display











Minimal Functionality cont …. 


			Contain a public certificate that uniquely defined the SVP Public ID


			Contain a private secret that can be used to authenticate the Public ID


			This secret is stored securely and never exposed


			Can set up a secure channel with other SVPs


			Identify that the second SVP has a valid certificate


			Authenticate certificate ownership


			Establish a secure channel


			All of these activities are done in a single chip


			Can Send content to a Second SVP


			Will generate a BL-ECM for the second SVP














Minimal Functionality cont .... 


			Time Management


			Can receive absolute time


			Can compute relative time


			Can evaluate time quality


			Limited Domain


			Can only communicate concurrently with [8] SVPs


			Can be linked to a specific authorized domain





Will only send communicate with SVPs in the same domain











Standard SVP Extended Functionality


			Use an external smart card


			Work with a proprietary Conditional Access System


			Additional Content Support


			HDTV, MPEG-4, MP3


			Additional Encryption support


			Re-encryption


			Super encryption


			Additional Algorithms





DES, 3DES,CSS, DVB-CSA, DVS-042


			Watermark Detection














Benefits


			High level of content protection


			Interoperability


			Device Interoperability


			Content Interoperability


			Open Standard


			Multiple manufactures


			Low Cost implementation


			Coexists with existing standards


			NRSS, OpenCable, 5C, HDMI, ATSC Broadcast flag


			Hardware Independent: Works over


			1394, POD, 802.11, CIM


			Support for multi-stream and PVR


			Increased utility of “horizontal” devices


			Enjoy any content on any compliant device

















In a Digital TV


			Encrypted Content + a BL-ECM is sent to the device


			Since the Device is a TV it can only decrypt “Now” content


			Decryption, decompression and BL-ECM handling are done right before rendering





BL-ECM (SVPa, now)


Encrypted,


compressed


digital in


Unencrypted,


decompressed to glass





Digital TV











In a D-VHS


BL-ECM (SVPa, now + 7)


Encrypted,


compressed


digital in


Encrypted,


compressed


 digital out





BL-ECM (SVPb, now)


Digital VHS


			Encrypted Content + a BL-ECM is sent to the device


			The BL-ECM states that the content can be viewed for the next seven days.


			Since the CCI bits allow taping, content can be recorded


			The D-VHS is connected to a digital TV containing SVPb


			SVPa in the D-VHS creates a BL-ECM for the SVPb in the TV. 


			The BL-ECM and the encrypted content are used in the TV for viewing














In Direct-to-Home Satellite





Encrypted,


compressed


digital in


Clear analog SDTV





Smart


Card


BL-ECM (SVPa)


EMMs and ECMs


DTH STB


			Encrypted Content + an ECM is broadcast to the device


			The smart card receives CA specific EMMs and ECMs


			The smart card sets up a secure channel with the SVP


			STB is authorized for a particular channel the smart card sends the SVP a unique BL-ECM














In OpenCable


Encrypted, compressed


digital in


Clear analog SDTV





BL-ECM


(SVPa)


EMMs and ECMs


Open


Cable


Host


POD


			In OpenCable content is sent to the POD where it is


			Received, decrypted, and re-encrypted


			It is sent back to the HOST via a secure channel that is set up using X.509 certificates.


			The SVP concept uses a BL-ECM for the content protection phase, this can be delivered using NRSS-B














In a Second Set-top Box


Encrypted,


compressed


digital in





Smart


Card


BL-ECM (SVPb)


EMMs and ECMs


STB #1


Encrypted, compressed digital in


Encrypted,


compressed


 digital out


STB #2


BL-ECM (SVPb)


			Encrypted Content + a BL-ECM is broadcast to STB#1


			The smart card receives CA specific EMMs and ECMs


			The smart card sets up a secure channel with SVPb


			STB#2 is authorized for a particular channel the smart card sends SVPb a unique BL-ECM


			STB#2 is a standard box that can receive video from any system














In a Video Rental Environment


BL-ECM (SVPa, now + 7)


Encrypted,


compressed


digital in


Video out





IP Device


			The devices connects to the video server and sends it the Public ID of SVPa


			The server authenticates SVPa and sets up a secure channel


			Encrypted Content + a BL-ECM is sent to SVPa














In Multi-Stream OpenCable


Video stream #1


Clear analog SDTV





BL-ECM


(all streams)


EMMs and ECMs


Open


Cable


Host


POD


VS #1


Video stream #2


Video stream #N


			Processing of the “main” video stream is identical to current OpenCable 


			All other video stream remain in the HOST and are not sent to the POD


			The POD creates BL-ECMs for all video streams.


			Supports the creation of a low cost POD that does not need to handle video streams














Move of NoMaD out of the Domain





			Copy one NoMAD content is received by SVPa


			When storing the BL-ECM is modified to Copy No More


			It will not transfer out of the domain














Move out of Domain.  


			Copy one MAD content is received by SVPa


			SVPb from another domain requests the content


			The content is marked invalid in the domain {not useable}


			SVPa creates a BL-ECM for SVPb
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 Request (Content ID)


Content ID
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Ref: SVP.vsd, p.10
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