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 DRMs Alone Fail to Protect Content

		Decrypted content may be intercepted and digitally copied

		Analog Hole – Analog signal may be resampled
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 Forensic Watermark

		Individuates the content with information:

		Rendering device – determine what playback device was compromised

		Transaction  or Account ID – tie the content back to the purchaser

		Date and Time stamp

		Benefits to Entertainment Providers

		Aid to operators in isolation and remediation of system “leaks”

		Provides protection for revenue in legitimate channels

		Significant deterrent by depriving the pirate of anonymity

		Creates consumer accountability
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 Watermarking Concepts and Terminology

		Perceptible vs. Imperceptible Watermarks

		Readable vs. Detectible Watermarks

		Bandwidth

		Robustness

		Renewability

		Flexibility

		Blind vs. Informed Embedding

		Blind vs. Informed Recovery















Engineering Tradeoffs

		To reduce perceptibility

		Decrease watermark energy

		Use informed embedding (processing overhead)

		Use informed recovery (archiving overhead)

		Use flexible implementation (engineering overhead)

		To increase robustness

		Increase watermark energy

		Use informed embedding (processing overhead)

		Use informed recovery (archiving overhead)

		Use flexible implementation (engineering overhead)

		Use renewable implementation (engineering and operational overhead)















 Watermark System Functions

   

All Watermark Systems Must:

		Decide mark placement in the content

		Compose the marks

		Convey information in the marks
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 Single Ended Architecture: Blind Embedding













		   Baseband embedding

		   Insensitive to content characteristics
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Single Ended Architecture: Informed Embedding





		     Much must be secured

		     Adds significant processing
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 Replacement Architecture (Broadcast)



		Content Analysis performed only once to generate metadata

		Metadata must be conveyed with the content

		Metadata may carry compressed watermarked video fragments
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 Replacement Architecture (VOD)



		Suitable for point-to-point
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 Replacement Architecture: Watermarking in the Compressed Domain

		Data Analysis creates compressed video fragments

		Each fragment contains a detectable watermark and an insertion point

		Watermark Inserter simply chooses which fragments to insert

		Determination is based on the forensic message

		Each watermark represents an element of the message, e.g. a bit value

		Size of the Watermark impacts metadata bandwidth















 Replacement Architecture: Preprocessing

		Preprocessor implements watermark parameters

		Watermark placement

		Watermark composition

		Renewability independent of rendering devices

		Watermark parameters may be changed in the event of a successful attack

		Flexibility 

		Robustness – Perceptibility tradeoff may be customized for each title

		“Lightweight” insertion process may be implemented in a variety of devices

		New techniques may be implemented in preprocessing

















Forensic Watermarking for IPTV 	

		Role of Forensic Watermarking

		Watermarking Concepts and Terminology

		Single Ended Architectures

		Replacement Architecture

		Watermark Recovery

		Conclusion

		Demonstration

		Questions?















 Recovery Model

		Blind Recovery – Original video not available

		Requires a stronger watermark signal 

		Informed Recovery – Original video used to cancel the “host signal”
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 Recovery Challenges: Piracy Channel

		Capture Artifacts: Analog resampling, camcorder distortions

		Watermark Attacks: Filtering, Collusion, Noise

		Editing: Cropping, Scaling, Interlace, Gray Scale, Color, Recompression, Quantization







CAPTURE



WATERMARK 
ATTACK



EDITING



LEGITIMATE
CONTENT



DISTORTED
CONTENT







Forensic Watermarking for IPTV 	

		Role of Forensic Watermarking

		Watermarking Concepts and Terminology

		Single Ended Architectures

		Replacement Architecture

		Watermark Recovery

		Summary

		Demonstration

		Questions?















 Replacement vs. Single Ended Architectures

		Single Ended implementations are far from ideal for IPTV

		Replacement embedding is less costly to implement in the STB, since the intensive content analysis is done in advance.

		Replacement embedding can be performed in the compressed domain and is thus more easily secured.

		Replacement architecture supports renewability without updating playback devices.
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Joseph Oren, CISSP

Joe@Cinea.com
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