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1 Introduction
This contribution discusses the content and service security requirement and proposes to introduce the corresponding functions into the NGN based IPTV architecture.
2 Discussion
2.1 General discussion

Among all the IPTV security aspects, content and service security is prominent to the deployment of IPTV services. Accordingly, the DRM (Digital Rights Management) and CA (Conditional Access) are widely deployed to prevent the content from piracy in IPTV solutions. 
At the same time, as shown in the definition of the IPTV, the security is an import feature of IPTV services. In section 5.3.1 and 5.3.2 of WG1 IPTV requirement working document, there are some requirement related with security, 5.3.1 is touching DRM, and 5.3.2 is touching some general security issue, such as Conditional Access etc.

In both DRM and CA system, the key management system, e.g. key generation, key distribution etc, is very important and should be supported by IPTV architecture. Further, the encryption key is distributed to the consumer via Right Object in DRM system, which mainly includes the encryption key together with the relevant rights of the consumer. The Right Object is issued by the Right Issuer.  
2.2 General discussion

To insure the content and service security of IPTV content, this contribution proposes to introduce the Key Management Function (KMF), and Right Issuer Function (RIF) into NGN based IPTV architecture
The functionality of  Key Management Function (KMF) is as follows:
· Generate and store the encryption keys

· Provide the encryption keys to the relevant entities, e.g. RIF 
The functionality of  Right Issuer Function (RIF)  is as follows:
· Get the needed information for the Right Object, e.g. identifier of the content, encryption key and the right information etc.

· Generate the Right Object based on the information 

· Issue the Right Object to the user’s terminal.

3 Proposal
It is proposed to discuss this contribution and accept the section 2.2 to solve the content and service security requirement. The figure 7 and 9 in architecture working document should be changed accordingly.
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