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1. Discussion

A complete architecture (see figure 2) is proposed in this contribution to replace the initial one which is shown in figure 1 and quoted from chapter 7 of FGIPTV-OD-0045e proposed by C0140 at the Busan meeting.

[image: image1]Figure 1 –IPTV security architecture from consumer view (quoted from chapter 7 of OD45)

2. IPTV security architecture
IPTV security includes many security features, such as access control, content confidentiality, service availability... As illustrated in figure 2, all of these features can be classified into 8 feature groups; each of these feature groups meets certain threats and accomplishes certain security objectives. In this architecture, we also define three security planes: Management plane, Control plane and Data plane. A security plane is a certain type of network activities protected by security features.
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Figure 2 – IPTV security architecture 

2.1 Security feature groups

(1)  (1’) (1’’)Content protection（from CP/ from SP/within consumer domain）: the set of security features that ensure the digital contents be transmitted, stored, transferred and consumed securely. For different purposes, the content protection technologies can be used by content providers or service providers. In case of home network, the security protection of digital contents should be extended to the terminals beyond the STB and TV, such as PC, projector... A good mechanism should be implemented to protect commercial digital contents from interception, replacement, unauthorized viewing, and unauthorized copying.
(2) CP access security: the set of security features that guarantee content providers securely access to service providers. They are used to establish the trust relationship between CP and SP.
(3) Service access security: the set of security features that provide subscribers with secure access to the service.The entities involved in service access security include IPTV service providers and consumers. The security features such as the authentication and authorization to IPTV service subscribers should be considered here.
(4) Service operating security: the set of security features that enable the IPTV service to operate stably and securely. Main features in this group are as follows: service availability and reliability, Non-repudiation, etc.
(5) Delivery network security: The set of security features that enable data to be transmitted securely from IPTV service providers to receiving terminals, and protect the delivery network and the servers against various attacks. For example, multicast protocol security can be considered here.
(6) Network access security: the set of security features that is implemented on the access network to prevent unauthorized access and utilization of the IPTV bearer network. Besides the network authentication and authorization, the confidentiality of the user’s ID information is needed in this feature group.
(7) Terminal device security: the set of security features that ensure terminal devices security within consumer domains. The security features such as authenticity of home network devices and reliability of receiving terminals can be mentioned here.
(8) Subscriber security: the set of security features that ensure the subscribers’ information security.
2.2 Security planes
Here defines three security planes to represent the three types of protected activities that take place in the IPTV service network. The security planes are:

1)  Management Plane: network/service management activities;

2)  Control Plane: control signals or protocols such as RTSP; and

3)  Data Plane: the media data being transported within IPTV services.

Each type of the described network activities has its own specific security needs. The concept of security planes makes the corresponding security protections more properly.
3. Proposal

We propose to add the IPTV security architecture (Figure 2) mentioned above in the security Architecture section of WG3’s output document.
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