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Abstract
In response to output document “IPTV-DOC-0044” about IPTV security aspects, this proposal focused on authentication framework and authentication relationships of IPTV service under HN environment. 
1. Abbreviations
HN                                      Home Network

HG                                      Home Gateway

CCD                                   Content Consumption Device

HN HG-ACF                      HN Home Gateway Access Control Function

IPTV S-ACF                      IPTV Service Access Control Function

IPTV PAM-ACF                IPTV Presence Availability Management Access Control Function
IPTV CC-ACF                   IPTV Conditional Content Access Control Function

IPTV CPCM-F                   IPTV Content Protection and Copy Management Function
2. IPTV General Authentication Framework

The whole authentication requirement could be generalized to a general framework. We suggested a general framework is shown as Figure 1 below.

Figure 1 shows, in vertical dimension, authentication requirements derive from three different layer of network control, service control and Content control, in horizontal dimension, entities that authentication needed are categorized  to Devices, Subscribers and end users. 

[image: image1]
  Figure 1   Layered Authentication Framework Model under HN environment
2. Illustration of IPTV Authentication relationships on HN environment.

[image: image2]
Figure 2   Illustration of authentication relationships of IPTV in HN environment
As shows in Figure 2 above, in purpose to support flexible device nomadicity and user mobility, many authentication relationships of IPTV may be existed in HN environment. Those relationships include, but are not limited to following items: 
(1) Authentication relationship between ‘STB Device and/or Subscriber’ and ‘HN-ACF’;

(2) Authentication relationship between ‘STB Device and/or Subscriber’ and ‘S-ACF’;

(3) Authentication relationship between ‘end user’ and ‘PAM ACF’;

(4) Authentication relationship between ‘end user’ and IPTV ‘CC-ACF’;
(5) Authentication relationship between ‘CCD and/or STB Device’ and ‘CPCM-F’.
3. Proposal

In this contribution, suggested authentication framework could complement section 7.2 of document FG-IPTV-DOC-044, and suggested authentication could complement section 7.1 of document FG-IPTV-DOC-044. 

At same time, we also think the sequence of section 7.1 and section 7.2 should be swapped.
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