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Abstract
Security is the most crucial issue for multicast network deployment so very stern security requirements are to be retained throughout the multicast network for minimizing service interruption caused by security holes. IPTV general security requirements are too broad to narrow down to a specific purpose, so this document only describes the security recommendations that are applicable to IPTV multicast network level, not application level.

1 Introduction
Providing reliable IPTV service highly depends on how to build multicast network that is robust against both expected and unexpected malicious attempts, and how to efficiently protect service contents. Security requirements for multicast network domain can be diverse upon network hierarchy and operation policies, so we need to consider each network domain’s general security policies upon its functional requirements. IPTV service providers provide either their own contents or content provider’s asset to consumers throughout network provider’s medium such that the ability to protect both IPTV content providers and consumers’ right is the key factor for successful service deployment. In this document, we describe functional requirements of IPTV multicast security in the domain of IPTV content provider network, IPTV service provider network, IPTV network provider network and consumers’ last mile network. IPTV multicast service network consists of both multicast domain and unicast domain, so discussing IPTV multicast security, both multicast and unicast security policies need to be closely collaborated.

2 Discussion
Security guidelines should be focused by network hierarchy, so we suggest multicast security recommendations for multiple network hierarchies; IPTV content provider network is where IPTV service contents originate. IPTV service provider is responsible for protecting content assets not to be abused without appropriate permission. IPTV service provider network is where provide the service to consumers. IPTV network provider is where connecting service provider and consumers. If IPTV service is provided by a certain service provider using its own network, both service and network provider networks can be regarded as a single network domain. Consumers’ last mile network is where IPTV service is consumed.
After Busan meeting, WG4’s living list contained multicast security requirements; but it still needs to be progressed to include in the output document as the multicast functional requirement perspective, so we suggest the following security guidelines for multicast network;
· Multicast security requirements

·  IPTV content provider network
· Content provider network protection; admission control for incoming traffic into content provider network
· Interoperability domain(multicast exchange peers); security guidelines between content providers and service providers
· IPTV service provider network
· Multicast network protection
· RP security; in the perspective of RP resource misuse
. RP group filtering

. PIM register filtering

. MSDP SA filtering

· Multicast routing security

. PIM router security

. RP integrity
. Multicast routing protocol authentication; protocol adjacency authentication
. Multicast route limit

. Service filtering; access control for denial of services
· Interoperability domain(multicast exchange peers); security guidelines among content service providers
· IPTV network provider network
· IPTV multicast backbone network

· RP security; in the perspective of RP resource misuse

. RP group filtering

. PIM register filtering

. MSDP SA filtering

· Multicast routing security

. PIM router security

. RP integrity

. Multicast routing protocol authentication; protocol adjacency authentication
. Multicast route limit

. Service filtering; access control for denial of services
· IPTV multicast access network

· RP security; in the perspective of RP resource misuse
. RP group filtering

. PIM register filtering

· Multicast routing security

. PIM router security

. BSR filtering

. Multicast routing protocol authentication; protocol adjacency authentication
. Multicast route limit

. Service filtering; access control for denial of services
· Customer facing network
. Protection against consumers’ source spoofing
. Filtering unexpected multicast source generated by consumers

. Block unnecessary PIM neighborship with customer facing interface
· Interoperability domain(multicast exchange peers); security guidelines among content service providers
· Consumers last mile network
· User authentication and authorization: prevent service forgery
· Customer facing network

· Protection against consumers’ source spoofing
· Filtering unexpected multicast source generated by consumers

· Block unnecessary PIM neighborship with customer facing interface
3 Proposal
At the last meeting in Busan, the functional requirements of multicast security were introduced and contained in the living list; however, the output document is not clear enough to satisfy the functional requirements for multicast security issues. We propose the above recommendations to progress the arrangement of IPTV multicast security, and include them in the WG4 output document as the multicast functional requirements perspective.
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