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1. Introduction
From the 1st and 2nd FG IPTV meetings, the IPTV service scenario document has been worked to develop proper IPTV services. Among all developed IPTV services, one of the important services is IPTV commercial service which is referred as T-commerce or IPTV-commerce. According to the working document of IPTV services and scenarios, the commerce service indicates all the relevant processes to provide means of supporting user’s economical activities such as banking, stocking, shopping, auction and ordered delivery, etc. These are the definitions and descriptions of the IPTV commerce services from the last working document of services and scenarios.

(page 11, refer[2])

2.3.2 T-commerce (banking, stock, shopping, ticketing, auction, product delivery, event, etc.)
· T-commerce is a television commercial service that allows viewer to purchase goods and use financial services such as banking, stock, auction etc. For example, personal banking service can help user to view account balances, review past account activity, pay bills, and transfer money between accounts.
(page 16-17, refer[2])

· IPTV-Commerce 
IPTV-Commerce is the IPTV-based commerce service which allows users to purchase goods and use financial services by providing means of payment and secured financial service supporting programs through the TV terminal. This service includes shopping, Interactive Advertisement (interactive-AD: TV banner, PIP Advertisements), T-Banking, stock market service and so on.

(page 21, refer[2])

Commerce service : these services support user’s business activity.  These can be considered as a variation of the interactive service.  However, these services require high level of security and reliability, by the nature of services.

Interactive advertisement service : these services provide user information on goods and services, interactively.

Trade service : these services are enable user to make commercial transaction including shopping, banking, stock trading and so on.

As mentioned above descriptions, to offer these services, security which is not only for contents protection or services accessibility but also for the service transactions or network level access and transport security is highly required. Therefore, this contribution proposes some security requirements to support the commercial services.

2. Security requirements for IPTV services with layer concept

The security for the IPTV services can be logically divided into three layers: Application layer, Content layer, and AAA (Authentication, Authorization, and Accounting) with DHCP (Dynamic Host Configuration Protocol) layer. The application layer security is for the secured application layer transactions applied for banking, stock marketing, auctioning, and shopping services. The content layer security is for the secured contents services through CAS or DRM, applied for such as linear broadcasting, VoD, or contents download services. The AAA with DHCP layer security is for the secured network access through proper authentication, authorization, and accounting mechanisms. 

The current working document of IPTV requirements includes proper security requirements focusing on contents protection and service access which is mostly for the content layer security and service access security on application layer for broadcasting or VoD or other interactive services. Hence we need more consideration for AAA with DHCP layer and application layer security requirements regarding for IPTV commercial services. 

To meet this demand, we picked up some relevant security requirements from the recommendation Y.NGN security (“Security Requirements for NGN Release 1”).

3. Proposal
In this contribution, we propose to insert some relevant security requirements which are picked up from the Y.NGN Security Requirement recommendation for IPTV commercial services. We hope that these requirements will be inserted in the relevant section or as a new sub section of the current section 5.3 of the IPTV service requirements working document in WG1 and also be considered for the further working in the WG3.

___________________

< IPTV security requirements > (refer [1])

1.
Common Security Requirements for IPTV Network Elements 

· IPTV_SEC_XXX: Authentication and authorization shall be performed at both service and transport strata at NGN-based IPTV network.

· IPTV_SEC_XXX: The IPTV Architecture should allow provision of security measures against unauthorized access to network resources, devices, services and subscriber data (profile), for example, to block unwanted traffic.
· IPTV_SEC_XXX: The IPTV Architecture shall ensure the confidentiality, the integrity of the signalling/control flows and management flows transported on it 

· IPTV_SEC_XXX: The IPTV Architecture should ensure the confidentiality, the integrity of the media flows transported on it 

· IPTV_SEC_XXX: The IPTV Architecture shall provide safe storage for security-related data (e.g., identity and credentials data). Such storage shall be separate from the general data repository that contains subscribers’ services-related information. The network shall provide security policy, which includes a set of rules that determine which traffic has to be protected based on e.g., contracts, what kind of protection shall be used, how often session keys shall be changed, and the rules that determine security compliance of a device.

· IPTV_SEC_XXX: The network shall be capable of detecting, reporting, and mitigating occurrences of the abnormal network events.
1.1.
Security policy

· IPTV_SEC_XXX: Security policy is a set of rules laid down by the security authority governing the use and provision of security services and facilities. IPTV providers shall prepare appropriate security policy and shall be responsible for applying it to all IPTV devices under its control.

1.2.
Hardening and service disablement

· IPTV_SEC_XXX: All the IPTV network elements should be capable of being configured to support the services needed for the IPTV providers. Any service or Port that is not required for the correct operation of the IPTV should be disabled on all IPTV network elements. 
· IPTV_SEC_XXX: In addition to hardening, physical and logical access controls shall be put in place to meet industry Best-Practices.   

1.3.
Audit trail, trapping and logging

· IPTV_SEC_XXX: All IPTV network elements should be capable of creating an audit trail that maintains a record of security related events in accordance with IPTV service provider’s security policy. 

1.4.
Time stamping and time source

· IPTV_SEC_XXX: The IPTV Architecture shall support use of a trusted time source for both system clock and audit trail item stamping. A trusted time source in this case means a time source that can be verified to be resistant to unauthorized modification. Transitive trust is acceptable, i.e., a time source that relies on a trusted time source is itself an acceptable trusted time source.  

1.5.
Code and system integrity and monitoring 

· IPTV_SEC_XXX: The IPTV Architecture shall be capable of monitoring 1) its configuration and software and 2) any changes to detect unauthorized changes, both based on the security policy. Any unauthorized changes shall allow for a log entry and cause an alarm to be generated. 
1.6.
Patches, hotfixes and supplementary code

· IPTV_SEC_XXX: The IPTV Architecture and systems should provide a capability to verify and audit IPTV applications. This would allow for an analysis of the security posture of the IPTV Architecture and provide guidance to administrators and network owners with respect to where mitigation is necessary.  

· IPTV_SEC_XXX: Security patches should be obtained from the equipment vendors and installed in a timely fashion. An automated mechanism should be prepared for installing security patches, once the IPTV provider has certified them. The element software updates, resource files and configuration items shall be delivered with a digital signature and the signature must be validated before acceptance. If it is determined that the software update, resource files or configuration items do not have a valid signature, then an alarm shall be generated and the item rejected.
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