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Abstract

This contribution describes the method of auto-configuration for IPTV TD with TR069.

Background

It is beneficial to retail of IPTV TD if the auto-configuration for IPTV TD can be implemented absolutely.
Discussion

The DSL Forum TR069 describes the CPE WAN Management Protocol (CWMP), intended for communication between a CPE and Auto-Configuration Server (ACS). The CWMP defines a mechanism that encompasses secure auto-configuration of a CPE, and also incorporates other CPE management functions into a common framework.
The Fig.1 listed below is copied from TR069 document. It represents the position of CWMP in the auto-configuration architecture. Therein, the Managed CPE (LAN Device) is just the position of IPTV TD.
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Figure 1 Scope of CPE WAN Management Protocol
The flow of auto-configuration provided by CWMP is introduced as follows. 
· Step 1, ACS Discovery 

The CWMP defines the following mechanisms that may be used by a CPE (e.g. IPTV TD) to discover the address of its associated ACS:

1. The CPE may be configured locally with the URL of the ACS.  
2. The CPE may obtain the URL of the ACS through DHCP protocol from a DHCP server. The CPE put the string “dslforum.org” (all lower case) anywhere in the Vendor Class Identifier (DHCP option 60) and get the values received from the DHCP server in the Vendor Specific Information (DHCP option 43).
3. The CPE may have a default ACS URL that it may use if no other URL is provided to it.

· Step 2, Connection Establishment
The CPE may at any time initiate a connection to the ACS.  A CPE establish a connection to the ACS by issuing an Inform RPC method which is defined by TR069 under the following conditions:

· The first time the CPE establishes a connection to the access network on initial installation

· On power-up or reset

· Once every Periodic Inform Interval (for example, every 24-hours)

· When so instructed by the optional ScheduleInform method

· Whenever the CPE receives a valid Connection Request from an ACS
· Whenever the URL of the ACS changes

· Whenever a parameter is modified that is required to initiate an Inform on change. 

· Whenever the value of a parameter that the ACS has marked for “active notification” via the SetParameterAttributes method is modified by an external cause (a cause other than the ACS itself).  

(See TR069 document for detail)

· Step 3, Configuration File Transmission
TR069 defines a number of events which could be included in Inform message. If the ACS received an Inform message including a BOOTSTRAP event, the ACS calls a CPE Download RPC method (sending a Download message to CPE) to tell the CPE the configuration file name and it’s location (URL) and some other indications. The CPE can get the configuration file with these arguments.
Since the connection is established by the CPE to send Inform message to the ACS, the auto-configuration always can be carried out even the CPE is behind a NAT.

For supporting the auto-configuration process of CWMP, the Service Provider needs to obtain the unique identifier and some other information of the CPE when the consumer applies the service with his CPE. The Business Supporting System of the SP will generate the configuration file according to the CPE’s information and put it in somewhere (e.g. the ACS) which the CPE can access it. 
Here, we make an analysing for the limitation or shortage of the upper step 1 (i.e.  ACS Discovery).
1. Preset the default ACS URL into the CPE
The presetting can be fulfilled by the manufacturer or the SP. If the presetting is fulfilled by the manufacturer, it means the manufacturer makes a customized producing. On the other side, the presetting is fulfilled by the Service Provider, which means an extra producing step is made by the SP after a batch purchase. The cost is huge for the SP to set ACS URL into the CPEs one by one. Apparently, the SP should be inclined to the approach to preset the ACS URL by the manufacturer. That is also to say, the SP will purchase the customized CPE and then provide them to the customer. The CPE could not be retail.
2. Setting the ACS URL on the LAN side
This can be divided into handwork setting and automatic setting two cases.
2.1 Handwork setting the ACS URL on the LAN side
The customer or the engineer of the SP can operate on a Web page which provided by the CPE to set the ACS URL via a computer which connects the network. Also the customer or the engineer of the SP can operate with the remote device on an interactive user interface which is provided by the CPE and displayed on the TV screen. This approach is not friendly to the customer or not economical for the SP.
2.2 Automatic setting the ACS URL on the LAN side
The DSL Forum also provides a LAN-side configuration mechanism by the document TR064 based on SSDP protocol which defined by UPnP Forum. The main steps of TR064 are:

1. The user starts his or her computer, and then inserts a disk which including a management program provided by the SP into the disk driver of the computer. The program in the disk will be automatically executed. Before or after the management program executing, the user starts the CPE also. 

2. Through the SSDP protocol, the management program will find the CPE and get the prepared configuration data from the disk which is inserted by the user just now and send them to the CPE.
All of the configuration data of the CPE can be configured to the CPE by this approach. But if each CPE has different value of certain parameter in the configuration data, the disk would be produced one by one and make high expense.
This mechanism can be used only to configure an ACS URL to the CPE such as IPTV TD. The other data can be provided by the CWMP after the CPE has gotten the ACS URL. So, the SP can produce the disk in batches and simply.

Nevertheless, a computer with a disk driver is needed by this approach, or the SP must provide this support by sending an engineer to the user’s house with a portable computer.
3. Using DHCP to get the ACS URL
There is a barrier to the CPE which behind a HG in this method. The IPTV TD must get the support of the HG to obtain its ACS URL through DHCP. Two situations are following:

3.1 HG and IPTV TD be managed by the same ACS
In this case, the HG is managed through TR-069 and an ACS URL has been set to it. After receiving the DHCP request (including the “dslforum.org” in Option 60) from the IPTV TD, the HG would send the ACS URL to the CPE in DHCP ACK message directly. Here, the HG acts as the DHCP server which defined by TR069.
If the IPTV TD gets the ACS URL, it would send the BOOTSTRAP event via an Inform message for getting the configuration.

According to TR069 definition, the ACS may call the CPE’s SetParameterValues RPC method to modify the ACS URL’s parameter value in order to transfer the CPE to another ACS. The HG’s ACS can distinguish a CPE according to some information such as Manufacturer, ProductClass, and serial number in Inform message and determine the correct ACS URL value. If the determined ACS URL is not the HG’s ACS itself, the HG’s ACS calls the SetParameterValues RPC method to change the ACS URL in the CPE. After the CPE realizes the ACS URL is changed, it would send the Inform message to the new ACS again. (step 2: Connection Establishment) By this way, the CPE such as IPTV TD would find corresponding ACS via DHCP server, HG’s ACS two stages.  This process is shown in Figure 2. This method makes some special operations on the HG’s ACS and records the ACS URL of the IPTV TD. In other words, we can assume this method uses only one ACS management, or assume this is a special burden share.
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图 2 IPTV TD obtain its ACS URL via the HG and the HG’s ACS

3.2 HG and IPTV TD be managed by the different ACS
In this case, the auto-configuration of IPTV TD is no business with HG’s ACS. But IPTV TD can’t find the ACS via the DHCP protocol unless the HG transmits the DHCP request from IPTV TD to the public network. So a proxy service must be implemented on HG.
When HG receives a DHCP Request from LAN-side device (e.g. IPTV TD) with Option 60 including “dslforum.org” (defined in TR-069), the HG would assemble a DHCP Discover message and broadcast it to the public network. After receiving the response from the DHCP server in the public network, the HG would send a DHCP Inform message to this server for obtaining ACS URL. The DHCP server in the public network would response a DHCP ACK message with Option 43 including the ACS URL. Then the HG assembles a DHCP ACK message to response the LAN side DHCP Request dispatcher with Option 43 and ACS URL in it.

The HG may not be configured and managed via TR-069 protocol by using this method. And the HG acts as the non-standard DHCP proxy but not the relay agent which defined in DHCP protocol.
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图 3 IPTV TD find its ACS with the help of a DHCP proxy on the HG
In the example shown in Figure 3, the HG sends the DHCP Discover to obtain DHCP server which can offer some service to IPTV TD. There are some information including the IP address of the HG via Option 50 Requested IP Address (DHCP server needn’t assign IP address), “dslforum.org” via Option 60 Vendor class identifier and Manufacturer, ProductClass via Option 61 Client-identifier. While the DHCP server gets and analyses this DHCP Discover, there would no response if it can’t identify “dslforum.org” according to DHCP protocol. Then the server analyses the information in Option 61, if these information is not in server, indicates this device hasn’t registered, the server rejects to give response. Otherwise the server would send a DHCP Offer.

When receiving the DHCP Offer from DHCP server, the HG would send the DHCP Inform which context is same as DHCP Discover. And the HG would get the ACS URL in the DHCP ACK via Option 43 Vendor-Specific Information defined by TR-069 from the server.  
Question: According to DHCP protocol, the DHCP server can offer the ACS URL in DHCP Offer message, so whether the DHCP Inform message is necessary or not?
3.3 Summary of the DHCP approaches
The procedures which are described in section 3.1 and 3.2 provide certain practicable auto-configuration approaches from the viewpoint of flow. The security problem is still in the initial step because of the essential character of DHCP protocol. However, the security is improved for the procedure described in section 3.1 because the step of discovering the ACS via DHCP protocol is taken place inside the home network. 
The shortage of the approach of section 3.1 is that the IPTV service provider must depend on the network access provider because the HG and the IPTV TD are managed by the same ACS or the IPTV TD obtains its ACS URL through the HG ACS. 
The approach of section 3.2 makes the IPTV TD independent of the HG ACS, but the HG must implement more complex function for the IPTV TD. So the IPTV service provider depends on the network access provider also.
4. Obtain the ACS URL from smart card
Another probable approach to obtain the ACS URL from a movable card can be concerned. If the IPTV TD needs a smart card to provide services, the ACS URL can be written into the card together with the private data when the user applies the service. 
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Proposal

It is proposed to adopt some approach to implement the auto-configuration for the IPTV TD to facility the retail mode. The CWMP which is defined by TR069 is the primary candidate. The implementation detail must be described in the specification of the IPTV TD. And a liaison of supplement to TR069 and the specification of HG should be issued to the DSL Forum and other associated organization.
_________________________
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