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1.
Introduction
This contribution provides some comments on Working Document of Service Requirements, FG IPTV-DOC-0060, which was updated at the 3rd FG IPTV meeting in Mountain View.
2.
Comments and Proposed Texts
The table bellow lists the comments, proposed action and proposed text to some requirements pertinent to security aspects.

	No.
	Chapter
	Requirements
	Comments
	Proposed Action
	Proposed Text

	#1
	5.3.3


	IPTV_ARC_006: supporting service authentication and authorization
	I notice that moving IPTV_ARCH_0006 to Chapter 5.3.3 is not acceptable. And in architecture part, this requirement for security is not enough, though it is correct.


	Move back IPTV_ARCH_006, and merge  it with IPTV_ARCH_007 and Reword them.
	IPTV architecture should provide the Security Functional Components, which should support some security mechanisms for content, service, network, terminal device and subscribers. These mechanisms should include the following security dimensions such as access control, authentication, non-repudiation, data confidentiality, communication security, data integrity, availability, privacy. These mechanisms should emphasize on service authentication, authorization and conditional access, digital right management, content protection and etc.

	#2
	5.1


	IPTV_ARC_007: supporting service/content protection
	In architecture part, this requirement for security is not enough, though it is correct.
	Merge it with IPTV_ARCH_006 and Reword them.
	<See Above>

	#3
	5.1.2
	IPTV_ARC_016: The IPTV Architecture may support DRM of end-user shared content. [IIF.ARCH.SERVICE.28]
	The place is not correct though DRM including some requirement of Accounting. If we want to talk about the DRM accounting requirements, then we should clarify it, or we shall move it to other place. 
	Change the place of this requirement to sub clause of Content/DRM requirements of WG3's output document.
	<NULL>

	#4
	5.1.3
	IPTV_ARC_090: The service provider shall be able to authenticate the end-user device.
	Who will authenticate the End-User Device as authenticator? Is Service Provider or Network Provider? I think it is related with business mode, and maybe sometimes it should be Network Provider not Service Provider, if we take those four roles in IPTV service chain for granted.
	a) Clarify who is the authenticator
b)  Change ‘shall’ to ‘should’
c) Add the same requirement for Network Provider
	I) 

a) IPTV_ARC_090: The service provider should be able to authenticate the end-user device.
b) IPTV_ARC_XXX: The network provider should be able to authenticate the end-user device.
II) IPTV_ARC_090: Either the service provider or network provider shall be able to authenticate the terminal device or subscriber (end-user).

	#5
	5.1.3
	IPTV_ARC_106: The IPTV Architecture should support user’s privacy.
	
	Reword it first, but it duplicates with #1 to some extent.
	IPTV_ARC_106: The IPTV Architecture should protect user’s privacy information against disclosure illegally.

	#6
	5.3.2
	IPTV_SEC_003: The IPTV Architecture shall be compliant with the service and content protection requirements found in ATIS-0800001, IPTV DRM Interoperability Requirements. [IIF.ARCH.OPERATOR.31]
	I don’t know whether the context of ATIS-0800001 is appropriate enough and I do not know how to make sure the interoperability because it is the Business Mode issue for DRM interoperability, not the technical issue. 
	Remove it.
	<NULL>

	#7
	5.3.2
	IPTV_SEC_004: The IPTV Architecture may include the ability for applications to interact with and be managed by the content management and protection capabilities. [IIF.ARCH.OPERATOR.32]
	a) This is related with both content management and content protection, and because here it is only about Security Issue, not for management, even though management is need.

b) It is duplicates with IPTV_ARC_007 somehow.
	Remove it.
	<NULL>

	#8
	5.3.2
	IPTV_SEC_007: The IPTV architecture should provide the capability to service providers, content providers to present end-user content related information.

< Previous IPTV_SEC_007: Broadcasters, content producers and 3rd party metadata providers will all want to be able to provide information about content in a way that can be identified by the end-user as to its source and protected from alteration by others in the value chain. >
	The changed text is not security specific any more, but the original requirements is on Security Requirement (Integrity and Non-repudiation) per se.
	Rewording text and revise to the original meaning.
	The IPTV Architecture should provide the capability for service providers, content providers to identify that content source is trusted and that the content integrity is not altered.

	#9
	5.3.2
	IPTV_NET_036: The IPTV Architecture shall provide a mechanism for the service provider to authenticate the source of content [IIF.ARCH.OPERATOR.22].
	The requirement duplicates with revised IPTV_SEC_007 (#8) above.
	Merge it with above #8 and Remove it.
	<NULL>

	#10
	5.3.3
	IPTV_SEC_011: The IPTV Architecture shall support the secure provisioning of equipment in the end-user network. [IIF.ARCH.OPERATOR.41] 
	It is only about Security Equipment Management and the provisioning is from end-user network side. And in fact, the requirement of Secure Network Management and Service Management and Content Management are all necessary.
	Extend the scope of this requirement.
	IPTV_SEC_011: The IPTV Architecture should support the secure remote terminal device management, network management, service management and content management, which may include securely service provisioning, parameters configuration, remote control and management of FCAPS.

	#11
	5.3.3
	IPTV_SEC_013: The IPTV architecture should support security management capabilities, such as user authentication, network security, software download authentication, etc.
<Previous IPTV_SEC_013: Middleware SHOULD support security management function, such as user authentication, network security, software download authentication, and etc, by interoperating with the IPTV system. >
	a) It is the requirement for Security Management capabilities, but the example is not the scope of Security Management.
b) It duplicates with revised IPTV_SEC_011 (#10).
	1) Remove it from 'Such as ...' here.

2) Classify the requirements of Security Management according to X.800, such as

a) System security management;

b) Security service management; and

c) Security mechanism management.
3) Merge and Remove it.
	IPTV_SEC_013: The IPTV architecture should support security management capabilities, which should include System security management, Security service management and Security mechanism management.
<Notes: It is management to security subsystem, not for other subsystem per se.>

	#12
	5.3.5
	IPTV_SEC_025: TBD
<Previous IPTV_SEC_025: Channel authorization>
	It is about Service and/or Multicast Channel authorization and which can be discuss in WG3 or WG4 output document.
	Clarify it.
	<IPTV architecture should provide the capability that subscriber (end-user) can only access to the subscribed and authorized service channels, and can not access to the unsubscribed or unauthorized service channel.>

	#13
	5.3.5
	IPTV_SEC_990: The IPTV architecture shall provide mechanisms to allow the authentication of a device in the provisioning and operation of the IPTV service
	It is about device authentication, and need to extend it to include end-user?
	a) Merged and Extend it.

b) Move to 5.3.4..
	IPTV_SEC_990: The IPTV architecture shall provide mechanisms to allow the authentication of either a terminal device or subscriber (end-user) before or during the provisioning and operation of the IPTV service.

	#14
	5.5.3
	IPTV_ESI_163: The IPTV terminal should provide secure provisioning and configuration mechanisms.
	It duplicates with revised IPTV_SEC_011 (#10).
	Remove it.
	<NULL>

	#15
	5.6.1
	IPTV_MID_026: The IPTV service should support various content rating standards (e.g. PG, MPAA, etc.).
	Rating standards is pertinent to regulation. And what are the PG and MPAA(Motion Picture Association of America) standards? Are they global standards and accepted by worldwide?
	Need to clarify.
	<NULL>


3.
Proposals

The contribution proposes that the WG1 and WG3 security experts should review these comments and elobrate the related security requirements further more.
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