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1 Introduction
At the WG3 e-conference on 11th and 15th June, it was decided that the interoperability on pages 15-16 of DOC-0090 will be refined. Below is our proposal for that refinement.
2 Main points of proposed improvement
· The explanations of DRM-EE, DRM-B, and DRM-IX were quoted from IPTV-ID-0086 to make it easy to understand this document.  A figure explaining them was added.
· Interoperability is required in both DRM and CAS. DRM/CAS replaced SCP because SCP was used as the generic meaning of DRM, CAS, and so on at the previous meeting.
3 Proposal document
Interoperability
There are case in which a device used by a subscriber is connected to a memory card, a PDA, a mobile phone or other device and contents are transferred to or stored in the device. The following areas represent key interoperability elements that are required in the SCP-EE, SCP-B, and SCP-IX modes. Figure 8-X shows a model of the case described above.
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Figure 8-X. SCP mode
Note: from IPTV-ID-0086 --- Start
In developing interoperability specifications for SCP in the IPTV context at least three modes of high-level architecture can be identified:  1) SCP End-to-End (SCP-EE), 2) SCP Bridging (SCP-B) and 3) SCP Interchange (SCP-IX). 

a. SCP End-to-End (SCP-EE)

Using a single SCP, two or more devices exchange and access content according to granted rights.
This mode should be the simplest mode to implement since only a single SCP.

b. SCP Bridging  (SCP-B)

On a single device, two or more SCPs are operative.  Content acquired via one SCP or CAS system (from a network for example) can be accessed via another SCP resident on the same device according to granted rights.
c. SCP Interchange (SCP-IX)

This case is characterized by two or more devices, each device having one or more operative SCPs.  Content acquired by one device through one of its SCPs can be securely transferred to and accessed on another device through a different SCP according to granted rights.

Note: from IPTV-ID-0086 --- END
Authentication of devices, users and SCPs 
Before content can be exchanged between entities, the identity of the receiving device and possibly its user(s) must be confidently established.  Also, since content providers may not trust specific SCPs, it is important that it be possible to authenticate the receiving SCP(s) or implementation levels before exchanging content.  This authentication should have a sound cryptographic basis and may employ various well-known digital signature techniques.  Public Key cryptography in particular provides a sound mechanism for digital signatures in authentication protocols.
Rights Expression Exchange

Different SCPs use different rights expression languages or license formats.  For SCP-B and SCP-IX modes to function, some means for a common rights expression is required.  This could take the form of a common rights expression language (REL) or a rights expression translator.  Another possible rights expression exchange mechanism is license negotiation.

Common encryption algorithms for content exchange

For content to pass securely from the control of one SCP to another or within the same SCP but on different physical devices, content encryption is required.  This renders the content unusable except for entities that possess the appropriate key or keys necessary for decryption to occur.  There are many different types of encryption algorithms (e.g. block ciphers, stream ciphers, public-key-based, etc.) but generally those that use symmetric keys tend to be best suited for high-speed content exchange.  For interoperability purposes, some small number of commonly agreed algorithms must be chosen.  Ideally, one default algorithm would also be specified.

Key management and/or exchange for the common encryption algorithms

Before secure content exchange can take place, keys to be used in specific instances need to be exchanged or commonly generated by the authenticated entities.   Key management is usually the most difficult part of a security system to implement.  Techniques such as Public Key cryptography have simplified device key distribution but require a public key infrastructure (PKI) to establish and maintain the validity of these keys.  Such an infrastructure could be sanctioned and maintained by a license authority which has responsibility for content protection (as opposed to general network security).

Secure download of SCP client

Ideally, any receiving device would be able to exchange content obtained (legitimately) through other devices and/or using any SCP according to the granted rights (i.e., the SCP-IX mode).  However, it is not practical to pre-load at manufacture time every receiving device with every SCPs that market forces will demand.   Thus, a secure mechanism for downloading and executing a selected CAS or SCP onto a receiving device is needed.  Elements such as secure bootloaders and secure download protocols play a part in this area of interoperability.
· SCP technology for content security should support the SCP interoperability (SCP-EE, SCP-B, SCP-IX).
· To make it possible to move content and copy it to in end systems, SCP for content security should SCP interoperability (SCP-EE, SCP-B, SCP-IX).
· When interoperability is obtained for SCP in the devices in end systems, it is necessary to consider the following requirements.
· Authentication of SCP in each device and user
Protection of 
· Rights Expression Exchange
· Common encryption algorithms on SCP-IX for content exchange
· Key management and/or exchange on SCP-IX of  the common encryption algorithms
· Secure download of SCP client
· When SCP interoperability is obtained in the devices and end systems, IPTV devices should have a trusted architecture to support interoperability of content security.
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