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1. Introduction
The IPTV services consist of four entities including “Content Provider”, “Service Provider”, “Network Provider” and “Customer”. Those entities have five roles such as “Content Security”, “Service Security”, “Subscriber Security”, “Terminal Security”, and “Network Security” as defined in the working document of “FG IPTV-DOC-0090.doc”. Following Fig. 1 shows the relation of each component [1].
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Fig. 1 The IPTV Security Architecture [1]

In this contribution, we will describe the issues when Multiple Service Securities are presented simultaneously. Although current security measures provide various access control mechanisms, the contribution mainly focuses on the Multiple Service Securities within the IPTV system.

2. Discussion

2.1 Service Security issue
The purpose of the ITU-T FG IPTV is to ensure the interoperability among various content and service providers including the network providers. In other words, end users should be able to choose service entities among various content, service and network providers.

In order to choose a service provider from existing multi-service providers, the security system should provide a service identification method for searching and adapting a service security from candidates. The service identification should be supported while the system booting and operating processes as well as upon dynamic user preferences.

While the booting process, the system initially check the availability of service securities and install a designated security program after download it from the service providers. It is also possible to download and install a specific security program while subscribing the AV contents. Finally, the service identification should support to download the security program upon user requests for alternating the service provider dynamically. 
Consequently, the service identification is required to support both the service selection and program download. 
To download a service security program from different service providers, we need a secure transport mechanism such as IPSec, SSL and other VPN protocols. It is inevitable for the program server to avoid processing overheads while downloading a service security program via the secure channels as well as network overloads for handling download requests from end users.

Upon download a service security program, it requires to be verified for its integrity and authentication in order to prevent the possibility of system hacking, cracking or malicious codes including worm, virus, covert channel and Trojan horse.
2.3 Interoperability issues
Four IPTV service entities have its own roles as shown in the Fig. 2. Although each entity needs to cooperate with others occasionally, the contribution focuses on the relation of the Content and Service Security.
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Fig. 2 The relationship between entities

In the Fig. 2, the provision of the Content Security from the Content Provider operated via the Service Provider. The paths in the figure are not actual communication channels but conceptual links between the Content Provider and Customer. Typically the Content Provider inputs some information about the Content Security to the Service Provider for ensuring the security of its own contents. 
To co-operate with Content Security and Service Security, the Service Security must provide a facility to transport or relay data from the Content Security to the Customer’s Content Security.

In the terminal device, the Service Security provides relayed data to the Content Security. If there is a common encryption mechanism, the Service Security also provides information of common encryption such as encryption algorithm, key size and so on.

If the security system of the IPTV architecture provides a facility for the content conversion from Service Security to Content Security, the Service Security should provide such facilities to convert an encryption algorithm to another.
[image: image3.emf]S

1-1-1

S

1-1-2

S

1-1-3

S

1-1-4

S

1-1-5

S

1-1-6

S

1-1-7

S

1-1-8

S

1-1-9

S

1-1-0

Service Security Key

Content Security Key

Decrypted Contents

Encrypted Contents

Content Security


Fig. 3 An Example of Content Conversion from Service Security to Content Security

Fig. 3 shows an example of the content conversion from Service Security to Content Security. Unless the two systems use a common encryption mechanism, a conversion facility is required to convert an encryption algorithm to another
3. Proposals

To Working Goup3, we propose to add these requirements into the working document.

· General Requirements
IPTV_SEC_S_xxx: The IPTV architecture is required to support the end users to choose a Service Security regardless of specific hardware or software requirements.
IPTV_SEC_S_xxx: The IPTV architecture is required to support, install and operate multiple Service Securities without hardware replacements except removable devices. 
IPTV_SEC_S_xxx: The IPTV architecture is required to support an identification mechanism, which Service Securities are available and capable to satisfy the requirement that is specified from the Content Security.
· Requirements for the Multiple Service Security
IPTV_SEC_S_xxx: The IPTV architecture is required to support a security service discovery. Whenever the contents require a specific Service Security, the IPTV architecture provides a discovery method and adapts it.

IPTV_SEC_S_xxx: The IPTV architecture is required to support a security service selection from the available security services without any hardware replacement except removable devices. 
IPTV_SEC_S_xxx: The IPTV architecture is required to support a secure downloading for the Service Security. The downloaded Service Security programs maybe different and depend on the specific Service Security.
IPTV_SEC_S_xxx: The IPTV architecture is required to support a verification and authentication of the downloaded Service Security programs. It is essential for the terminal devices as those programs will be installed and operated within the terminal device.


· Interworking Requirements between Service Security and Content Security

IPTV_SEC_S_xxx: If the Service Security cooperates with Content Security, the terminal devices are required to support an interface for communication between Service Security and Content Security.
IPTV_SEC_S_xxx: If the Service Security cooperates with Content Security, the Service Security is required to support a data for conversion to the Content Security such as encryption algorithm and key.

IPTV_SEC_S_xxx: If the Service Security cooperates with Content Security, the IPTV architecture is required to support a content conversion from Service Security to Content Security. 
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