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The following revisions pertain to a discussion deferred from the E-meeting to Geneva session.
	ASSET
	RISK
	SEVERITY
	THREAT
	LIKELIHOOD

	Compressed, plaintext content work
	Unauthorized copy obtained from network, network device or end system
	High if the work is within the release window or deemed highly valuable by the provider; Medium to Low depending on the work.
	Cracker
	High

	
	
	
	Professional
	

	
	
	
	Insider
	

	
	
	Low if consumer does not distribute, or if content is traceable to the consumer (watermarked), moderate to high otherwise
	Consumer
	High1

	Compressed, encrypted content work
	Unauthorized access
	None, unless the key is obtained, high otherwise
	Cracker
	N/A



	
	
	
	Professional
	

	
	
	
	Insider
	

	
	
	
	Consumer
	

	Any content work
	Denial of service attack
	High
	Cracker
	Moderate


	
	
	
	Professional
	Low

	
	
	
	Insider
	Low

	
	
	
	Consumer
	Low


1 Consumers are highly likely to attempt to capture or copy content for their own use or limited distribution.  The means and motivation are, however, likely to be insufficient for a successful attack on a well secured implementation.  
�Access to encrypted comment is immaterial without a key, so security systems protect the key, not the cipher-text


�Crackers often undertake DOS attacks to promote their status or create diversions.
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