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1. Introduction
This contribution provides some modifications on sub-clause 9.3 of FG IPTV-DOC-0122.

2. Discussion
During the 5th Geneva meeting, the contribution C657 was accepted in principle by WG3 and the conclusion is made as follow:
“FG IPTV-C-0657: The contribution proposes some modifications on WG3 Working Document Figure 9-1 of IPTV security architecture. WG3 accepted the updated Figure 9-1 in principle, but requested the contributor to refine the label and description on the functional entities and need to keep align with WG1 architecture updated in this meeting.”
According to the conclusion, this contribution made some amendments to the Figure 9-1 and the related descriptions, please see the annexed document below.
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3. Proposal

It is proposed to accept the modifications on Chapter 9.3 “General Security Architecture” of FG IPTV-DOC-0122 as proposed in the annexed document of this contribution. 
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9.3 General Security Architecture

9.3.1 IPTV general security architecture


Figure9-1 depicts a general IPTV 
security architecture.
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[Contributor’s Note: the modifications on this figure are:

1） change some blocks’ names to keep align with WG1’s architecture last meeting; 

2） add a new functional block “Edge Functions” in “Network transport Functions” to keep align with WG1’s architecture last meeting; 

3） Add “Application Function” block in “Content and Service Control Functions” to keep align with Figure 9-2 content protection architecture.]

Figure 9‑1 – IPTV General Security Architecture


9.3.1.1 Functional blocks 

[Contributor’s Note: some the definitions below are quoted from WG1’s architecture document (marked with notes), and could be changed to keep align with the original sources.]

The functional blocks provided by figure 9-1 are as below:

Content Client(s): is part of the IPTV terminal functions. It consists of several client functional blocks related with content process and protection, such as Media Client, DRM client, Application Selection Client etc (see Figure 9-2).

Content Protection Functions: a group of functional blocks provide server side content security functions, such as content encryption function, rights & keys management function, WM metadata generation, WM embedder etc(see Figure 9-2).

Content Delivery Functions: The content delivery functions (CDF) facilitate delivery of content from the application functions to the end-user IPTV terminal functions using the capabilities of the network transport and control functions. [Contributor’s Note: Need to keep align with WG1’s architecture DOC]

Application Functions: Contains the functional components of the IPTV Applications such as Application Selection Server, Linear-TV /VoD Application etc.

Service Access Client: Provides the functions required to communicate to Service AAA Function to identify subscribers.

Service AAA Function: Provides the functions to perform service access control.

Delivery Network Gateway Function: Provides connectivity between the external network and the IPTV terminal device. In general, it manages the IP connectivity, obtaining IP address(s) and configuration for the home and IPTV terminal devices. [Contributor’s Note: Need to keep align with WG1’s architecture DOC]

Access network functions: The access network functions take care of end-users’ access to the network as well as collecting and aggregating the traffic coming from these accesses towards the core network.  These functions also perform QoS control mechanisms dealing directly with user traffic, including buffer management, queuing and scheduling, packet filtering, traffic classification, marking, policing, and shaping
. [Contributor’s Note: Need to keep align with WG1’s architecture DOC]

Authentication and IP allocation function: Provides the functions to authentication the Delivery Network Gate Functions connection to the Network Functions and the allocation of an IP address to the IPTV terminals. [Contributor’s Note: Need to keep align with WG1’s architecture DOC]

Edge functions: The edge functions are used for media and traffic processing when aggregated traffic coming from different access networks is merged into the core transport network; they include functions related to support for QoS and traffic control. 
[Contributor’s Note: Need to keep align with WG1’s architecture DOC]

Core transport functions: The core transport functions are responsible for ensuring information transport throughout the core network. They provide the means to differentiate the quality of transport in the core network.These functions provide QoS mechanisms dealing directly with user traffic, including buffer management, queuing and scheduling, packet filtering, traffic classification, marking, policing, shaping, gate control, and firewall capability. 
[Contributor’s Note: Need to keep align with WG1’s architecture DOC]

9.3.1.2 Security feature groups

A security feature is a service capability that meets one or several security requirements. An example of a security feature is data confidentiality. For IPTV service, there are many security features, such as service access control, content confidentiality, content copy protection, service availability. To be more clear and comprehensive description of IPTV security, we classify these features into 8 groups; each of these feature groups meets certain threats and accomplishes certain security objectives as illustrated in figure 9-1. They are described as follows: 

(1) Content protection: this set of security features could ensure the digital contents be transmitted, stored, transferred and consumed securely. In case of home network, the security protection of digital contents should be extended to the terminals beyond the STB and TV, such as PC, projector, etc. A good mechanism should be implemented to protect commercial digital contents from interception, replacement, unauthorized viewing, unauthorized download and unauthorized copying. The security features in this group need to include Conditional Access, Copyright Protection, Integrity and Confidentiality of The Digital Content, Non-repudiation of The Content, etc.


(2) Service access control: this set of security features could provide subscribers with secure access to the service. IPTV service should be able to identity the users and their terminal devices in order to prohibit illegal service access. Therefore the security features such as the authentication and authorization to IPTV service subscribers should be studied here.

(3) CP access control (out of scope of IPTV architecture): this set of security features guarantees content providers securely access to service providers. It is used to establish the trust relationship between CP and SP. The security features such as the authentication and authorization to content provider should be studied here.

(4) Service operating security: this set of security features enables the IPTV service to operate stably and securely, as well as to resist the attack on the IPTV service resources (such as media server, EPG server, etc). Following are main features in this group: Service Availability and Reliability, Non-repudiation of IPTV Service Actions, etc.


(5) Bearer network security: this set of security features enables data to be transmitted securely from IPTV service providers to IPTV terminals, and protect the delivery network against various threats. For example, multicast protocol security should be studied here.


(6) Network access control: this set of security features is implemented on the access network to prevent unauthorized access and utilization of the IPTV bearer network. Besides the network authentication and authorization, the confidentiality of the user’s ID information is needed in this feature group.


(7) Terminal device security: this set of security features could ensure terminal devices security within home network. The security features such as authenticity of home network devices and reliability of receiving terminals should be studied here.


(8) Subscriber security: this set of security features could ensure the subscribers’ security such as subscriber’s information protection, protection of legal minors and so on.


�改网络层



�Quoted from Rec. Y.2012.
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