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1 Introduction

In the WG3 output document of last meeting, the security of downloadable application (such as software program) has been considered and the security mechanism of downloadable application requests for contributions about three aspects. In this contribution, we suggest the security mechanisms of these three aspects.
2 Discussions

1) The authorization and authentication before the software downloading.
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1. The user selects a software program to download. Before downloading, the STB communicates with the authorization function to get the permission;
2. After the user passes the authorization, the STB accesses the software downloading function to request the downloading;
3. The software downloading function check the permission info with the authorization function; 

4. After the checking work, the software downloading function allows the STB to download the software;
5. After the downloading, STB communicates with the Content Encryption/Key Distribution Function to get the key to decrypt the software package;
6. The Content Encryption/Key Distribution Function request the permission info from Authorization Function;
7. With the permission, the Content Encryption/Key Distribution Function responses the STB with the key. The STB decrypts the software package.
2) The authorization and authentication during the software program running.
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1. The user selects a software program to execute. And the Application Loader request the Application Storage function to read the software program;

2. The Application Loader finds that the software program request an authorization to execute, and it request the Authorization Client to get the info;

3. The Authorization Client communicates with the Authorization Function in platform side to get the Authorization info;
4. The Authorization Client sends the Authorization info to the Application Loader;
5. With the permission, The Application Loader reads and loads the software program from the Application Storage function to execute the software program.
3) The encryption of the software programs when the programs are stored in STB, and decryption before running/duplicating the software programs.
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1. The user selects a software program to run/duplicate. And the File Read Function request the Application Storage function to read the software program;

2. The File Read Function finds that the software program request an authorization or decryption keys to read, and it request the Authorization & Decryption Client to get the info;

3. The Authorization & Decryption Client communicates with the Authorization & Key Distribution Function in platform side to get the authorization info and decryption keys;

4. With the permission, The Authorization & Decryption Client reads and decrypts the software program from the Application Storage function and sends it to the File Read Function.
3 Proposals


 It is proposed to add security mechanism for downloaded software programs in chapter 10 Security Mechanisms in working document of WG3.


And it is proposed to consider the security mechanism of software downloading (mechanism 1) and software reading/decryption (mechanism 3) in the content security mechanism (such as DRM).
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