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1. Introduction
In this contribution, we will describe the (generalized) service security architecture for the section “9.3.2 Service Security Architecture”, includes figure and functional blocks.
In the architecture, functional blocks are referenced by ATIS IIF[1], ATSC CAS[2], DVB CAS[3], and OpenCable DCASTM[4]. 

The figure 1 shows functional blocks for the service security from WG1 Working Document “FG IPTV-DOC-0115”
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Figure 1
Functional Block
The figure 2 shows functional blocks for the service security, which controls the service join and access. It was aligned with WG1 Working Document “FG IPTV-DOC-0115”
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(a) Subscriber/Service Authentication: It identifies a subscriber name and ID with the assigned privilege.

(b) Service Security Client: A client program for the service security (service access control). 

(c) Content Scrambling: Content encryption or mess-up mechanisms to make it unreadable.

(d) Access Management: Make a subscriber group and security policy, how to control access to services.

(a)

(b)

(c)

(d)


Figure 2
Service Security Architecture
This security architecture has three facilities,

· Subscriber authentication: identifies subscriber and provides a privileges.
· Content scrambling and delivery: content scrambling and delivery procedures including key management, descrambling and message processing.
· Download a service security client: this is a procedure for downloading a service security client and management.
Figure 3 show the procedure of subscriber authentication, it consists of three components subscriber authentication client, subscriber authentication functions and subscriber management functions.

Authentication client ↔ Authentication functions: subscriber authentication
Authentication functions ↔ Subscriber management: subscriber information

[image: image3.emf]End-User

Functions

Application

Functions

Linear TV 

Clients

UnicastContent

Client Function

IPTV Terminal

Functions

Linear TV 

Applications

Multicast Content

Client Function

IPTV Service

Control Function

Subscriber/Service 

Authentication 

Functions

Control

Clients

Management

Functions

Content Delivery 

Management Functions

Service Control 

Management Functions

Content Delivery & Storage Functions

Content Delivery Control Functions

Service Control

Functions

Content Delivery

Functions

Content

Preparation

Service Security Client

Management Functions

Content Receive

Functions

Content Decoding 

Functions

Subscriber/Service

Authentication Client

Service Security Client

Download Functions

Content Descrambling

Functions

UnicastDelivery

Multicast Delivery

Service Security Client

Storage Functions

Content Delivery

Functions

Content Scrambling

Functions

Access Control

Message Functions

Service Security Client

Delivery Functions

Service Security Client

Select & Download

A/V Contents

Access Control Message

Service Key

Scrambling Key

A/V Contents

Control

Location Control 

Function

Distribution Control 

Function

Subscriber/Service 

Management Functions

Key Management

Function

Access Management

Function


Figure 3 subscriber authentication
Figure 4 show contents scrambling and how to control the access of users. Content delivery function decides “scramble? or not?”.

In case of scrambling, the scrambling key is used for the control of client access and the derived information also delivered together.

Access Management Function makes a security policy and controls it. The way to control the access is grouping of subscribers.
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Figure 4 scrambling and delivery
Figure 5 show the procedure of subscriber authentication, it consists of three components subscriber authentication client, subscriber authentication functions and subscriber management functions.

Unicast content client ↔ Delivery functions: client program downloading and code verification
Delivery functions ↔ Client Management: version and program management
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Figure 5 download a service security client
2. Proposals

To Working Group 3, we propose service security architecture (page 7-9) for the new section “9.3.2 Service Security Architecture”.
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9.3.2 Service Security Architecture
The following figure 9-3 illustrates the service security architecture.
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(a) Subscriber/Service Authentication: It identifies a subscriber name and ID with the assigned privilege.

(b) Service Security Client: A client program for the service security (service access control). 

(c) Content Scrambling: Content encryption or mess-up mechanisms to make it unreadable.

(d) Access Management: Make a subscriber group and security policy, how to control access to services.
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 Figure 9‑3 – IPTV Service Security Architecture

The Functional blocks in IPTV service security architecture are described as follows:
· Subscriber/Service Authentication Client: supports a client function for the subscriber and service authentication procedure. Optionally it can distribute the service key according to the result.
· Subscriber/Service Authentication Functions: provides service authentication function such as identification of the subscriber’s name and password include service authorization. 
· Subscriber/Service Management Functions: manages subscribers information, which is stored in the data base and connected to the subscriber management system includes on/off-line subscription procedure. 
· Service Security Client Download Functions: provides download function of service security software and policy files from the service security server via unicast delivery system. It maybe includes the code verification function, which authenticate the download programs.
· Service Security Client Delivery Functions: provide a service security client. Sometime, service security function is replaced with new one. The delivery function provides a selected program to the terminal via unicast stream including the code authentication data.
· Service Security Client Storage Functions: provide a storage function, which provide a searching and loading the selected code to the “service security client delivery function”. The Storage Function is designed for caching the live-stream content, but in case of the “Service Security Client Download”, fast delivery is required.
· Service Security Client Management Functions: service security clients are various version and vendors. The service security client management functions control the version and vendors to provide an appropriate program code.
· Content Receive Functions: receives multicast contents, it supports a multicast protocol
· Content Descrambling Functions: provides descrambling functions, which is reverse manner of the scrambling mechanism, which is provided by the “Content Scrambling Function”.
· Content Decoding Functions: provides access control information such as Conditional Access Table in the MPEG-2 TS. In this function, descrambling key is recovered via Service Key, which is provided by the result of authentication or smart card.
· Content Delivery Functions: deliver the scrambled or un-scrambled contents. If the requested contents are required to be protected, it delivers the scrambled content. Otherwise it delivers the un-scrambled content.
· Content Scrambling Functions: provides a scrambling mechanism such as ATIS IDSA(IIF Default Scrambling Algorithm), DVB-CSA(Common Scrambling Algorithm), ATSC-CSA(Common Scrambling Algorithm) and so on.
· Access Control Message Functions: makes and provides control messages, which represent how to descramble the contents and key or derived information.
· Access Management Functions: make a security policy and grouping the subscribers to classify the privileges.
· Key Management Functions: provides key generation and management functions. There are two key for the service. One is service key, which is distributed via the subscriber authentication procedure or off-line key distribution via smart card. The other is scrambled key. It must be managed by the system, because it changed every minute or several seconds for the security.
An example process of the IPTV service security is described as follows: 
· Subscriber sections linear TV application, which is provided by the IPTV service provider.
· Service provider verifies the identity via IPTV Service Control Function (Subscriber/Service Authentication Functions) and Control Clients (Subscriber/Service Authentication Client).
· Control Clients gets service key from the above authentication procedure or smart card, off-line and pre-distribution key
· In case of service key distribution, the subscriber/service authentication function inquires subscriber’s information from the subscriber/service management functions.
· Subscriber selects a channel for the live-stream TV, content delivery function determines requested contents are protected or not. If it is protected, contents are scrambled. Otherwise deliver it to the multicast network.
· During the scrambling, the encrypted scramble key or its derived information also delivered via content delivery function in form of multicast stream.
· Multicast Content Client Function, Receive the content and descrambling it with the Scrambling Key, which is delivered via multicast stream and it is encrypted with service key.
· Sometimes, service security functions are replaced with new one. The service security client download functions would like to download new one from the service security client delivery function via unicast network.
· The service security client maybe includes its code authentication data, which can verify the integrity and authority.
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		Subscriber/Service Authentication: It identifies a subscriber name and ID with the assigned privilege.

		Service Security Client: A client program for the service security (service access control). 

		Content Scrambling: Content encryption or mess-up mechanisms to make it unreadable.

		Access Management: Make a subscriber group and security policy, how to control access to services.
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