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1. Introduction
In this contribution, we will describe the general security architecture for the section “9.3.1 Service Security Architecture” and “9.3.2 Content Protection Architecture” for the alignment with “9.3.3 Service Protection Architecture”.
The figure 1 shows new “Figure 7-2 IPTV General Security Architecture” with modification. It is only service control functions (renamed with service functions). And Service Operation Security is removed. Originally it is not mentioned.
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Figure 1 IPTV General Security Architecture
.
The figure 2 shows new “Figure 7-3 IPTV Content Protection Architecture” with modification. It only adds a service protection function into the middle of Content Delivery Function and Content Protection Functions.
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Figure 2 IPTV Content Protection Architecture

2. Proposals

To Working Group 3, we propose a modification for general security architecture and content protection architecture. We want to insert a modified section “9.3.1” and “9.3.2” to the WG3 Working Documents.
3. References

[1] ISO/IEC 13818-1, “Information Technology – Generic coding of moving pictures and associated audio information: Systems”, 2000

[2] ETSI TS 102 034 “Digital Video Broadcasting (DVB) Transport of MEPG-2 Based DVB Services over IP Based Networks”
[3] ITU-T FG IPTV-DOC-0122, “Working Document: IPTV Security Aspects”
4. Appendix – Editorial materials for figure (PPT file)
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7.3.1 IPTV general security architecture

Figure7-2 depicts a general IPTV security architecture.
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Figure 7‑2 : IPTV General Security Architecture

7.3.1.1 Functional blocks 
The functional blocks provided by figure 7-2 are as below:

Content Protection Client: is part of the IPTV terminal functions. It consists of several client functional blocks related with content process and protection, such as Media Client, SCP client, Application Selection Client etc.
Service Protection Client: is part of the IPTV terminal functions. It provides a client facilities for service protection such as service authentication, service channel protection.
Content Protection Functions: a group of functional blocks provide server side content security functions, such as content encryption function, rights & keys management function, WM metadata generation, WM embedder etc.
Service Protection Functions: a group of functional blocks provide server side service protection functions, such as service authentication, service channel control depends on request user’s privileges, 
Content Delivery Functions: The content delivery functions (CDF) facilitate delivery of content from the application functions to the end-user IPTV terminal functions using the capabilities of the network transport and control functions. 
Application Functions: Contains the functional components of the IPTV Applications such as Application Selection Server, Linear-TV /VoD Application etc.
Service Protection Control Functions: provides a control facilities with control messages, It make a access group, assign the access rights based on the access group and service categories. 


Delivery Network Gateway Function: Provides connectivity between the external network and the IPTV terminal device. In general, it manages the IP connectivity, obtaining IP address(s) and configuration for the home and IPTV terminal devices. 
Access network functions: The access network functions take care of end-users’ access to the network as well as collecting and aggregating the traffic coming from these accesses towards the core network.  These functions also perform QoS control mechanisms dealing directly with user traffic, including buffer management, queuing and scheduling, packet filtering, traffic classification, marking, policing, and shaping. 
Authentication and IP allocation function: Provides the functions to authentication the Delivery Network Gate Functions connection to the Network Functions and the allocation of an IP address to the IPTV terminals.
Edge functions: The edge functions are used for media and traffic processing when aggregated traffic coming from different access networks is merged into the core transport network; they include functions related to support for QoS and traffic control.
Core transport functions: The core transport functions are responsible for ensuring information transport throughout the core network. They provide the means to differentiate the quality of transport in the core network. These functions provide QoS mechanisms dealing directly with user traffic, including buffer management, queuing and scheduling, packet filtering, traffic classification, marking, policing, shaping, gate control, and firewall capability. 
7.3.1.2 Security feature groups
A security feature is a service capability that meets one or several security requirements. An example of a security feature is data confidentiality. For IPTV service, there are many security features, such as service access control, content confidentiality, content copy protection, service availability. To be more clear and comprehensive description of IPTV security, we classify these features into 8 groups; each of these feature groups meets certain threats and accomplishes certain security objectives as illustrated in figure 7-2. They are described as follows: 
· Content protection: this set of security features could ensure the digital contents be transmitted, stored, transferred and consumed securely. In case of home network, the security protection of digital contents should be extended to the terminals beyond the STB and TV, such as PC, projector, etc. A good mechanism should be implemented to protect commercial digital contents from interception, replacement, unauthorized viewing, unauthorized download and unauthorized copying. The security features in this group need to include Content Access Control, Copyright Protection, Integrity and Confidentiality of The Digital Content, Non-repudiation of The Content, etc.

· Service Protection: this set of security features could provide subscribers with secure access to the service. IPTV service should be able to identities the users and their terminal devices in order to prohibit illegal service access. Therefore the security features such as the authentication and authorization to IPTV service subscribers placed  in here.
· CP access control (out of scope of IPTV architecture): this set of security features guarantees content providers securely access to service providers. This group are used to establish the trust relationship between CP and SP. The security features such as the authentication and authorization to content provider should be studied here.
· 
· Bearer network security: this set of security features enables data to be transmitted securely from IPTV service providers to IPTV terminals, and protect the delivery network against various threats. For example, availability and reliability of bear network, multicast protocol security (verification of identities of the multicast source, control of the multicast group members, etc.) should be studied here.

· Network access control:  this set of security features is implemented on the access network to prevent unauthorized access and utilization of the IPTV bearer network. Besides the network authentication and authorization, the confidentiality of the user’s ID information is needed in this feature group.

· Terminal device security: this set of security features could ensure terminal devices security within home network. The security features such as authenticity of home network devices and reliability of receiving terminals should be studied here.

· Subscriber security: this set of security features could ensure the subscribers’ security such as subscriber’s information protection, protection of legal minors and so on.
7.3.2 Content Protection Architecture

The following figure 7-3 illustrates the content protection architecture.
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Figure 7‑3:  IPTV Content Protection Architecture

The Functional blocks in IPTV Content protection architecture are described as follows:
· Content Source: the sources of the content for the IPTV services (e.g. On-Demand Media files, Linear TV Media streams). 
· Rights Source: the sources of usage rights.
· Application Selection Server: supports the selection of the available IPTV applications (e.g. Linear TV or On-Demand).

· Application Authentication&Authorization: provides functions to verify a user’s identity and determine what application resources a user can access. If the authentication is passed, the associated authorization information will be cached here for inquiry. 

· Rights & Keys management: handles the management of the security information (e.g. content encryption keys or right objects etc), including generation and distribution of the security information to the desired entities (e.g. IPTV Terminal Functions or Content Encryption Function). Two essential functions are key management and Rights issue. This Function component communicates with Content Encryption Function and IPTV SCP client function for the distribution of security information to encrypt or decrypt the content; and communicates with Application AAA Functions to get the user security related subscription for the generation the Rights Object 
· Content encryption: provides functions to encrypt the content with the keys generated randomly and send that encrypted content to the end-users. The mapping between the rights & keys and the piece of contents will be sent to the “Rights & Keys management” component.
· WM Metadata Generation a (optional): provides functions of the metadata generation to facilitate downstream watermark embedding.

· WM Embedder b (optional): creates the distribution watermarks to individuate contents to networks, servers, and uni-cast deliveries.

· Application Selection Client: provides functions to select the application (e.g. Linear-TV or VOD).

· Linear-TV/ VoD Client and Linear-TV /VoD Application: perform session management, application authorization, presentation of the content metadata, and execution of the service logic of the Linear-TV or VOD.
· Media Client: provides functions to receive and control the encrypted media stream and to decrypt it with the key derived from the “SCP Client”. 
· SCP Client: is responsible for enforcing permissions and constraints associated with SCP Content, controlling access to SCP Content, decryption of the content etc. 
· WM Embedder c (optional): customer equipment watermarks individuate multi-cast content instances.
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