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1. Introduction
This contribution provides some modifications on sub-clause 7.3.2 of FG IPTV-DOC-0155.

2. Discussion
During the last Tokyo meeting, we got the conclusion about the figures in IPTV security architecture clause: “The following figures in this clause (clause 7) need to align with definition changes to SCP and keep align with WG1 architecture.” The definitions related are list here:
· SCP: A combination of service protection and content protection.
· Content Protection: Ensuring that a end-user can only use the content they have already acquired in accordance with the rights that they have been granted by the rights holder.
· Service Protection: Ensuring that an end-user can only acquire content that they are entitled to receive.
According to the conclusion and these definitions, this contribution made some amendments to the Figure 7-3 “IPTV content protection architecture” and the related descriptions, please see the annexed document below.
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3. Proposal

It is proposed to accept the modifications on Chapter 7.3.2 “IPTV content protection architecture” of FG IPTV-DOC-0155 as proposed in the annexed document of this contribution.
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7.3 General Security Architecture

7.3.2 Content Protection Architecture

The following figure 7-3 illustrates the content protection architecture.







[image: image2.emf]Media 


Client


IPTV Terminal 


Functions


Service and Content Protection Functions


Content Provider


 Functions


End-User Functions


(a) Optional Metadata Generation to facilitate downstream watermark embedding


(b) Optional Distribution Watermarks individuate content to networks, servers, and uni-cast deliveries


(c) Optional Customer Equipment Watermarks individuate multi-cast content instances


(d) Optional Off-Device: users off-device, for example a PC, removable storage or similar


Note: the part on the right side of dotted  line is out of scope of IPTV security architecture.


Off-Device 


(


Storage)


Keys


WM 


Embedder


(b)


 Application 


Authentication


&Authorization


Linear TV/ VOD  


Clients


WM 


Embedder


(c)


 


Application 


Discovery & 


Selection Client


Linear TV/ VOD 


Applications


Application Discovery 


&Selection Server


Rights & keys


Application 


Functions


Rights


&keys


 


SCP


Client


Content 


Sources


Rights Sources


Rights


Content&MetaData


Source Functions


WM 


Metadata 


Generation


(a)


(d)


Rights & Keys 


Management


Content 


Encryption


Content 


Preparation


Contents


Rights


Contents




Figure 7‑3:  IPTV Content Protection Architecture


The functional blocks in IPTV content protection architecture are described as follows:

· Content Sources: the sources of the content for the IPTV services (e.g. On-Demand Media files, Linear TV Media streams). 

· Rights Sources: the sources of usage rights.

· Application Selection Server: supports the discovery and selection of the available IPTV applications (e.g. Linear TV or On-Demand).

· Linear-TV /On-Demand Application: perform session management, application authorization, presentation of the content metadata, and execution of the service logic of the Linear-TV or On-Demand.

· Application Authentication & Authorization: provides functions to verify an end-user’s identity and determine what application resources the end-user can access. If the authentication is passed, the associated authorization information will be cached here for inquiry. 


· Content Preparation: includes Content Aggregation, Content Management, Metadata Processing and Content Processing. These functions may be used to convert the content, as delivered by the content owner, into the required delivery format and make the content’s life-cycle in compliance with commercial agreements with the content owner. 

· Rights & Keys management: handles the management of the security information (e.g. content encryption keys or right objects etc), including generation and distribution of the security information to the desired entities (e.g. IPTV Terminal Functions or Content Encryption Function). Two essential functions are key management and Rights issue. This functional component acquires the content rights (or content license, originated from Content Provider) from the Content Preparation function, generates and distributes this security information (rights object or keys) to SCP Client, it may also provide the keys to Content Encryption. It also communicates with Application AAA Functions to get the user security related subscription for the generation of the Rights Object.

· Content Encryption: provides functions to encrypt the content with the keys generated randomly and send encrypted content to the end-users. The mapping between the rights & keys and the piece of contents will be sent to the “Rights & Keys management” component.

· WM Metadata Generation a (optional): provides functions of the metadata generation to facilitate downstream watermark embedding.


· WM Embedder b (optional): creates the distribution watermarks to individuate contents to networks, servers, and uni-cast deliveries.


· Application Selection Client: provides client side functions for the discovery and selection of the available IPTV applications (e.g. Linear-TV or VOD).

· Linear-TV/ On-Demand Client: interacts with the Linear-TV /On-Demand Application to perform session management, application authorization, presentation of the content metadata, and execution of the service logic of the Linear-TV or VoD.

· 

· Media Client: provides functions to receive and control the encrypted media stream and to decrypt it with the key derived from the “SCP Client”. 

· SCP Client: is responsible for enforcing permissions and constraints associated with SCP Content, controlling access to SCP Content etc. 

· WM Embedder c (optional): customer equipment watermarks individuate multi-cast content instances.
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