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1 Introduction

We propose the modification of the Clause 7 and 8 of “FG IPTV-DOC-0155.”  The points of the modification as follows:
· Consistency of FG IPTV-DOC-1148 “IPTV Architecture.” Especially, Figure 9-5
· Clause 7

· Clarification of definition of security functions. Especially, security functions in the Application function and the Service function.
· Specification of function blocks and these description of the role

· Specification of connections function blocks

· Clause 8

· Mechanisms of function blocks in clause 7
The reviewing activities have been motivated by IPTV Working Group TTC (the Telecommunication Technology Committee) in Japan and the source companies have voluntarily participated in this effort.
2 Proposal document
We’d attach the refined document named “IPTV-DOC-0155_revised”. 

Revised documents

[image: image1.emf]J:\ IPTV-DOC-0155_revised r2.4.doc















































	Contact:
	Shinji Ishii

NTT

Japan
	Tel:
+81 46 859 2522
Fax:
+81 46 855 3495
Email
ishii.shinji@lab.ntt.co.jp

	Contact:
	Kazunori Tanikawa
NEC
Japan
	Tel:
+81 3  3798 2924
Fax:
+81 3 3798 2924
Email     k-tanikawa@cp.jp.nec.com

	Attention: This is a document submitted to the work of ITU-T and is intended for use by the participants to the activities of ITU-T's Focus Group on IPTV, and their respective staff and collaborators in their ITU-related work.  It is made publicly available for information purposes but shall not be redistributed without the prior written consent of ITU.  Copyright on this document is owned by the author, unless otherwise mentioned.  This document is not an ITU-T Recommendation, an ITU publication, or part thereof.



_1257961197.doc
7 Security Architecture


This clause addresses the IPTV security functional architecture on reference model, general security architecture and IPTV security.

[Editor’ Note: The following figures in this clause need to align with definition changes to SCP/SSCP and keep align with WG1 architecture]. 

7.1 Security Reference Model

Editor’s Notes: Call for contribution.

7.1 Framework of IPTV security functional architecture 
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The IPTV functional architecture framework is described as follows (refer to FG IPTV-DOC-0148 Figure 9-5):

Figure 7-1 IPTV Functional Architecture Framework


7.2  General Security Architecture

General security architecture is categorized as below and each security functions are defined in the sections 7.3 to 7.6. Content provider functions and management functions do not define in this document.
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Figure 7-2 General security architecture

Note: Another contribution document (Figure and Table) is inserted in here.

7.2.1 IPTV security architecture
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Figure 7-3 Security functions and those blocks



Figure7-3 depicts the security functions and those blocks.





7.3 Application Security functions

Application security functions are the functional parts that realize the security function in the application functions. They include the security functions which are necessary for the IPTV application functions, such as Service discovery and selection, Linear-TV and On-demand. The functional parts consisting the application security functions are content protection, usage metadata, content tracing and content labeling.  The content tracing and the content labeling are the optional functions.



Note : Media Client, SCP client, Application Selection Client

7.3.1 Content Protection function

Since the IPTV deals with the multimedia contents, the content protection functions are also required to deal with the multimedia contents.  The content protection functions are implemented in order to keep the content confidentiality and to protect the content against unauthorized content copying, etc.

7.3.2 Usage rights

It is necessary to restrict/specify the contents usage rules of the IPTV applications within the rules based on the contracts with the content holders, etc. Usage rights are used to restrict/specify the contents usage rules.  In order to prevent the tampering attacks that invalidate the usage rights, it is necessary to interoperate the usage rights within the terminal security. The example of usage rights are  shown in appendix V.

7.3.3 Content tracing (optional)

Content Tracing is to identify and trace the origin (source) of the content, and/or the responsible party (e.g. the end-user), to facilitate subsequent investigation in the event of unauthorized content copying or distribution. To operate this function effectively, the terminal should have the protection capability against attacks.



7.3.4 Content labeling (optional)

Content labelling is a process to use metadata to filter out inappropriate or harmful content.

Note: This function might be Service control security. Please discuss this function.

7.3.5 License issuing

To use receiving the On-demand application services such as VoD, it is often necessary to get the viewing rights.  The rights can be acquired through the confirmation on the VoD service subscription and by getting the VoD license.  The VoD service subscription can be confirmed either by checking the subscription status stored in the terminal or by checking the application function in the service provider functions upon each use.    

When the VoD service is available, acquiring the VoD license is the next step.  It is also allowed to make the confirmation of the VoD service subscriptions and acquirement of the license all at once, in order to make the operation effective.

In addition, it is also allowed to store/cache the VoD license in the terminal.  However, the terminal enforcement is necessary; in the case the VoD license is stored in the terminal/SCP.

7.4 Service Control Security functions

7.4.1 Authorization and Authentication function

Service control security functions can provide the authorization and the authentication function. The terminal functions can safely offer service control security functions by using the authorization and the authentication function.

This authorization and the authentication function in service control security function can be related to the application security function.

For example,  If the authorization and the authentication is passed, the associated authorization information will be cached here for inquiry. Authorization is to authorize a Terminal with rights to determine whether who can access specific Applications functions such as Liner TV etc. An example information flow is shown in Annex B.


7.4.2 

7.4.3 

7.5 Terminal Security functions

7.5.1 Terminal Security

Two functions are necessary for the terminal security. 


One is a function to prevent the falsification from unauthorized access from the outside it. Another is a function not to be able to take out contents preserved outside illegal copies, etc.

7.5.2 
Enforcement

In order for the audience to make the terminal operations of the various IPTV applications smoothly and easily, the information on the subscription status of each audience may be stored.  In the terminal, there is some information such as a scramble key which needs to be securely handled.  Such information needs to be enforced against the illegal attacks of the audience.

7.6 Network Security functions

Network security functions are defined as Y.2701.


7.7 Subscriber Security

This set of security features could ensure the subscribers’ security such as subscriber’s information protection, protection of legal minors and so on.

When subscriber/users personal data is stored in the terminal, it is necessary to manage it safely. Moreover, it is necessary to encrypt it to use subscriber/users personal data by other applications when sending it to the application service provider.

8  Security Mechanisms

This section describes a set of security mechanisms which address security requirements, security architectural functional entities and security threats.


8.1 Application Security Mechanisms

8.1.1 Key (scramble key)

To transmitting the multimedia data  (content, metadata, etc) in securely, the encryption is effective. The symmetric-key encryption is effective for a large amount of data.

8.1.2 Contents encryption (scramble)

When the contents are safely transmitted, it is effective in IPTV to use CAS and DRM the wide use in the market. Scrambling mechanism can be refer from ATIS, DVB, ATSC, ETSI, ARIB and so on.

Note: To realize interoperability, we have to define as MPEG2-TS/TTS, Initializing vector (IV), key renewal interval, and so on. 

8.1.3 Key generation and management

Usage rights and keys management handles the management of the security information (e.g. content encryption keys or usage rights etc), including generation and distribution of the security information to the desired entities (e.g. IPTV Terminal Functions and Application security functions). Two essential functions are key management and Rights issue. These functions component communicates with DRM/CAS (SCP) function for the distribution of security information to encrypt or decrypt the content.


8.1.4 Usage rights

In DOC-044, the transmission service of contents is required between two or more service operators. To realize this service, Usage rights must be converted by each service operators.

8.1.5 Watermarking

Content tracing information may be attached to contents either as metadata, or as a forensic watermark. Content tracing watermarks are typically designed to be robust and imperceptible, to protect against their intentional or inadvertent removal.

Watermark is the addition of information to content through alteration of certain content features – related to steganography. 

Watermarking is the process of watermark. Watermarking is preferable for many applications due to the difficulty of removing the information from the content. And in IPTV service, watermarking may refer to the inclusion of hidden information directly in the video or audio stream of the content. Ideally this will be invisible / inaudible to the human viewer, but will successfully survive media conversion to other formats.

Content Tracing is to identify and trace the origin (source) of the content, and/or the responsible party (e.g. the end-user), to facilitate subsequent investigation in the event of unauthorized content copying or distribution.

Content tracing information may be attached to content either as metadata, or as a forensic watermark. Content tracing watermarks are typically designed to be robust and imperceptible, to protect against their intentional or inadvertent removal.

 [Editor’ Note: Need to generalize material from C-891, contribution needed.]

8.2  Service Control Security Mechanisms

8.2.1 Authentication

The mechanisms of authentication can be achieved by using the public key cryptosystem and the digital signature algorithm generally used. 


The technology of authentication has been described to the ITU-T X.800.

8.2.2 Authorization


The mechanisms of authorization can be achieved by using a general access control technology. The technology of authorization has been described to the ITU-T X.800.


8.3 Terminal Security Mechanisms

8.3.1 Tamper registrant module

It is necessary to use the tamper resistant module to construct such information as stated in the section 7.5.2, which needs to be enforced in the terminal.

8.4 Subscriber Security Mechanisms

8.4.1 ID and Password

To use services, the access privilege mechanism might be confirmed to the subscriber. However, a strict subscriber attestation should use biometrics etc. It is realistic to use a handy method of the password etc. from cost and subscriber’s convenience in the IPTV service. In the terminal attestation, it is preferable to use the identification number of the CAS/DRM or the terminal.
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