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Q.9/17 has conducted a study regarding home network security.  Q.9/17 recognizes that home network security is closely related to the security of IPTV.  For further collaboration, Q.9/17 would like to draw WG3/FG IPTV attention to our work on home network security, in which the following three Recommendations are under development:
· X.homesec-1, Framework for security technologies for home network, describes a security framework for home network which identifies threats to the home network and the necessary security functions in the entities of home network security model.  X.homesec1 is currently planned for consent at the next SG17 meeting (Geneva, 6-15 December 2006).
· X.homesec-2 describes device public key certificate profiles for the home network.
· X.homesec-3 describes user authentication mechanism for home network services.

See Attachment 1 for summaries of these three draft Recommendations.  Once stable texts for X.homesec-2 and X.homesec-3 are available, Q.9/17 will forward them for your consideration.
Attachment 1: Draft Summaries of X.homesec-1, X.homesec-2 and X.homesec-3.

Attachment 2: Draft Recommendation X.homesec-1 (SG 17 TD 2411)

Attachment 1

Draft Summaries of X.homesec-1, X.homesec-2 and X.homesec-3
X.homesec-1: Framework of security technologies for home network
This Recommendation describes security threats and security requirements to the home network from the point of view of home user and remote user.  It excludes the security requirements from the service provider’s viewpoint.  In addition, this Recommendation categorizes security technologies by security functions that satisfy above security requirements and by the place to which the security technologies are applied in the model of the home network.  Finally, the security function requirements for each entity in the network and possible implementation layer for security function are presented.
X.homesec-2, Device certificate profile for the home network 
This Recommendation describes framework for home network device certificate.  In addition, it describes a device certificate profile, certificate management protocols for device certificate in the home network, XML expression of home network device certificate, and usage scenario for device certificate.
X.homesec-3, User authentication mechanisms for home network service

There are some environments where it is necessary to authenticate the user, rather than a process or a device.  To authenticate users, authentication system requires users to prove their uniqueness.  Such uniqueness generally is based on something known, something possessed or some immutable characteristic for each user.  This Recommendation provides the user authentication mechanism in the home network, which enables various authentication means such as password, certificate, biometrics and so forth.  This Recommendation also considers diverse security issues according to X.homesec-1, which is the framework of security technologies for home network.  And it defines the user authentication protocol applicable to the general model of the home network defined in X.homesec-1.
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