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1
Introduction


1.1
Abbreviations and Definitions 

1.1.1
Abbreviations

AAA
Authentication, Authorization, Audit/Accounting


CA  
Conditional Access


CAS 
CA System


CEA 
Consumer Electronics Association


DFAST Dynamic Feedback Arrangement Scrambling Technique


DHCP
Dynamic Host Configuration Protocol


DMCA
Digital Millennium Copyright Act


DMP 
Digital Media Project 


DRM 
Digital Rights Management


DVB 
Digital Video Broadcasting


DVR 
Digital Video Recorder


ECM 
Entitlement Control Messages


EMM 
Entitlement Management Messages


ETSI 
European Telecommunications Standards Institute


FCC 
Federal Communications Commission 


IPTV Receiving Device 
Home Network End Device


IDP 
Interoperable DRM Platform 

IETF 
Internet Engineering Task Force

IIF 
IPTV Interoperability Forum


IP 
Internet Protocol


ISO
International Organization for Standardization


ITF 
IPTV Terminal Function


MIKE 
Multicast Internet Key Exchange


MSEC 
Multicast Security


NAPT 
Network Address and Port Translator


NAT 
Network Address Translator


NCTA 
National Cable and Telecommunication Association


NEMO 
Networked Environment for Media Orchestration


OMA 
Open Mobile Alliance


PC 
Personal Computer


STB 
Set-Top Box 


TF 
Task Force


TRU 
Traditional Rights Usage


VOD 
Video On Demand


WIPO 
World Intellectual Property Organization

1.1.2
Definitions

		Term

		Definition



		AAA

		Mechanisms used to identify, control, and record end-users’ access to services. These mechanisms are essential components of any online service platform.



		Access Control

		The practice of restricting the viewing of TV or the interaction with IPTV applications to authorized persons, and to the mechanisms which prevent access by unauthorized persons. It includes:


· Control of boot-load and application load onto the IPTV Receiving Device.

· Control of access to the service and to the IPTV Receiving Device.

· Protection of the data carried between IPTV Receiving Device and Service.

· Usually mutual authentication between IPTV Receiving Device and service.



		Accounting

		A mechanism that keeps accurate track of a user’s profile, usage and service charges.



		Authentication

		A mechanism that allows verifying an entity’s identity in order to ensure that they are who they claim to be.



		Authorization

		A mechanism that defines and controls what services or resources an entity can access.



		Conditional Access

		A mechanism that is used to protect and control the viewing of traditional broadcast TV content, on-demand content, and pay per view. It has been implemented over uni-directional and bi-directional networks and co-channel transport. It is used both in analog TV broadcast systems and in digital TV delivery systems (where the equivalent of analog de-scrambling for digital services is implemented).


Editor’s Note: The IIF-DRM group agrees that there is not a hard split between CA and DRM, and as functionalities are added to CA, the difference narrows.



		Content Protection

		A combination of Access Control and Copy Control.



		Copy Control

		The enforcement of conditions under which copyrighted content can be copied. Copy Control is one part of Content Protection.



		Copy Protection

		A mechanism used to protect content from being copied in an unauthorized manner via analog and/or digital IPTV Receiving Device interfaces.





		DMCA

		A US act that was signed into law by President Clinton on October 28, 1998. It was designed to implement the treaties signed in December 1996 at the WIPO Geneva conference, but also contains additional provisions addressing related matters such as a ban on the circumvention of DRM technological measures used to control copyrightable works.



		DRM

		A collection of technologies that technically enable the definition of and the enforcement of secure content transportation as well as secure content licensing, including: 


· Protection and control of the viewing of content that is delivered over IP transport.


· Rights Management for the delivered content.



		Entitlement

		Information about the authorization level/s a user has to access and use certain services and to access, use, copy and distribute certain contents received in his/her IPTV Receiving Device.



		Forensics

		The study of digital evidence resulting from a security incident. It involves collection, detection, and analysis of digital data within an investigative process. The goal of forensics is to do a structured investigation and find out exactly what happened on a digital system, and who was responsible for it. Often, the results of a forensic investigation are used in criminal proceedings.



		IPTV Receiving Device

		IPTV Terminal Function (ITF) (as defined in the IPTV Architecture Requirements, ATIS-0800002), represents the functionality within the consumer network that is responsible for terminating the IP signal, and converting the content into a renderable format (e.g., a STB).



		Key Management

		All of the provisions made in a secure IPTV system, which are related to the generation, transport, exchange, storage, safeguarding, use, revocation and renewing of cryptographic keys.



		License

		The container that carries the Rights to use a content item. It contains data representing the granted Rights. This may be expressed by Rights Expressions Language, from an existing Rights Holder to a User (whom, after receiving the granted rights, becomes a new Rights Holder).



		Message Integrity

		The quality of a transmitted message, such that its recipient can be assured that the contents of the message have not been tampered with or altered since the time it was transmitted by the sender.  One common approach is to use a one-way hash function that combines all of the bytes in the message to produce a message digest that is impossible to reverse and then make a digital signature of this hash value by the sender.  Another method involves combining message bytes with a key value known only to the sender and recipient in a hash function.



		Privacy

		Confidentiality of user viewership and interactions with IPTV systems.



		Rights

		The ability to perform a pre-defined set of utilization functions on a content item. These utilization functions are the permissions (e.g., to view/hear, copy, modify, record, excerpt, sample, translate in another language, keep for a certain period, distribute), constraints (e.g., play/view/hear multiple times, play/view/hear certain number of hours) and obligations (e.g., payment, tracking information) that apply to the content and provide liberty of use granted to the end-user.



		Rights Expression

		The statement of utilization functions that can be performed on a Content Item and the conditions in which they can be performed.



		Rights holder

		Indicates the entity that is entitled to grant rights.



		VOD

		Refers, in the context of this document, to all forms of on-demand content that are streamed at the request of a subscriber. This can include, for example, movies, music, radio talk shows, distance learning, games, etc.





1.2 
Overview

This document defines the requirements for the interoperability of systems and components in the IPTV DRM/security environment. The requirements defined in this document shall be used to create an IPTV DRM/security interoperability specification during the next phase of the IIF DRM TF. 


The following describes the business need for a DRM/security interoperability specification for IPTV; it was extracted/derived from ATIS IPTV Exploratory Group Report and Recommendation to the TOPS Council, July 19, 2005:


Lack of Consensus on Standards for DRM (Section 4.2.2)


“Today, the solutions offered for digital rights management are largely proprietary: some software from the DRM vendor must be integrated into the set-top-box (STB).  The proprietary nature of such solutions was seen […] for example:

1. The ability of the service provider to select a desired STB; 


2. The evolution of a retail market for a consumer electronics STB; and

3. Consumer access to ‘long tail’ content.

Going forward, it is expected that the existing DRM schemes would continue to be used, while at the same time, the IPTV standards work would focus on a next-generation service architecture that includes DRM and support for multiple-operator, multiple-content provider networks. It should be noted that DRM is a major issue in the industry, and possible solutions are being worked in multiple industry forums. The industry needs to synchronize the DRM requirements for IPTV with the efforts already underway to arrive at a single approach for DRM.


Similarly the user profile, identities, and mobility/nomadicity management capabilities of NGN should be considered for key enablers of a more open and user-friendly set of DRM schemes.”

1.3
Goal 

The goal of a security solution for IPTV is to enable the widest range of IPTV business models while keeping the IPTV content secure and enabling security vendor competition and platform operator choice. IPTV service providers must have the flexibility to select, adopt, and deploy solutions according to their specific business needs.


The IIF standards work will focus on a next-generation service architecture that includes IPTV DRM/security and support for multiple-operator, multiple-content provider networks.


The objective of this document is to produce initial requirements that are intended to be part of a suite of IPTV security standards that cover IPTV security requirements, analysis, detailed specification, and/or implementation guidelines for IPTV deployment with special focus on the needs of North America.


1.4
Scope 

The initial release of this requirements document shall be limited to the storage, reception, manipulation, and display of contents on the primary IPTV Receiving Device (e.g., STB and multi-room DVR), and will neither include content re-distribution to other devices in the home (e.g., portable devices, PCs) nor DRM of the content on such other devices in the home. Also, the requirements will not include further distribution of the content to other parties.


1.5
Macro Level DRM System Objectives 

The IPTV DRM standards (and related IPTV interface specification standards) should provide for solutions consistent with the DRM system objectives stated here.

DRM systems are closely related to copyright laws/treaties and content protection and management, DRM systems can impact the privacy interests of users/subscribers, and DRM systems can impact usability by users/subscribers. Thus, the following high level objectives provide the context and framework for IPTV DRM systems: 


1. The DRM system shall be consistent with all applicable laws and treaties (e.g., DMCA).

2. The DRM system shall provide for appropriate content usage controls (e.g., Copy Controls) by the service provider and content owner.


3. The DRM system shall provide for appropriate content usage flexibility (e.g., private fair use) by the user/subscriber.


4. The DRM system shall provide for a secure environment such that threats to content ownership and management (e.g., content theft or pirating) are eliminated or reasonably mitigated.


5. The DRM system (in conjunction with other IPTV components) shall not compromise the appropriate privacy interests of users/subscribers.


6. The DRM system functions should generally be transparent to the user in that the user should generally be unaware of the DRM functions under normal situations; however, under user-observable restriction of rights instances (e.g., a user attempt to make an inappropriate copy of content), the DRM system functions (in conjunction with subscriber management system and user interface) shall provide for usability (e.g., notices, guidance, interactions, etc.) that have the following characteristics:


a. The DRM usability provided to the user/subscriber shall be generally user friendly and easy to understand and shall be characterized as simple, clear, direct, manageable, practical, and non-technical.

b. DRM interactions with user/subscriber should not cause misunderstandings and thus should not induce the user/subscriber to invoke follow up (service provider) customer care interactions based on user/subscriber misunderstandings.

1.6
Overview of Existing Relevant Specifications


DRM for IPTV is a major issue in the industry, and possible solutions are being worked in multiple industry forums. The industry needs to synchronize the security requirements for IPTV with the efforts already underway to arrive at a single approach for IPTV security. The following are organization/groups that have developed relevant specifications:

· OMA < http://www.openmobilealliance.org >

· DVB Project - Content Protection and Content Management < http://www.dvb.org >

· ISO < http://www.iso.org >

· ETSI < http://www.etsi.org >

· IETF MSEC < http://www.ietf.org/html.charters/msec-charter.html >

Prior work on DRM interoperability includes the following:


· Leonardo Chiariglione's – the DMP: IDP and List of TRUs.

· The work of the Coral Consortium - NEMO - Service provider architecture. 

1.7
Relevant Regulations and Agreements


· The DFAST license.

· The plug and play agreement. 


· The FCC (extended) date for the phase-out of integrated STBs is July 1, 2007. This phase-out requires cable operators to separate the security and non-security functions in the devices they provide on a leased or sale basis. However, the FCC has also required the cable operators to report to the FCC, no later than December 1, 2005 regarding the feasibility of a downloadable security solution. In addition, the NCTA and CEA are required to file joint status reports and hold joint status meetings with the Commission on or before August 1, 2005, and every 60 days thereafter on progress in bi-directional talks and a “Downloadable CAS” solution. The FCC has determined that to the extent a downloadable security solution provides a common CA interface, it would not require the physical separation of the security element. Thus, consumer electronics manufacturers may produce products that would enable consumers to receive video services via this downloadable security mechanism.


2 
Architecture and Service Context


The following components are involved in the interoperability in the IPTV security domain:


1. Broadcast Content Server.

2. Server Side DRM System.

3. Video-On-Demand Server (including all types of content e.g., video, games, music).

4. Subscriber/Service/Asset Management System (middleware).

5. IPTV Receiving Device (e.g., set top box).

6. IPTV Receiving Device Middleware.

7. IPTV Receiving Device DRM Component.
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The major interfaces and areas for establishing the required interoperability between the defined IPTV components are the following:


· Scrambling Algorithm(s);

· Server Side DRM Interface; and

· IPTV Receiving Device DRM Interface.

2.1
Scrambling Algorithm(s)


To provide for the highest levels of security and performance, encryption and decryption are generally performed in hardware, so there are generally just a small number of scrambling algorithms deployed on a typical receiver’s hardware platform. To ensure compatibility between different IPTV Receiving Device hardware platforms on an operator’s network, and to minimize the implication to the hardware, only a small number of scrambling algorithms will be utilized. The network operator will get maximum choice of IPTV Receiving Device platforms with the adoption and implementation of a standardized scrambling algorithm(s).

2.2
Server Side DRM Interface


The interface between the middleware of the network operator’s Subscriber/Service/Asset Management System (middleware) and the DRM System will be a good candidate for specification. This will achieve the interoperability, interconnection and implementation required on the server/head-end side.  


The network operators will have a choice of interoperable middleware and DRM systems when the Server Side DRM Interface is adopted and implemented by the various vendors involved in the IPTV Interoperability Forum. 


The proposed interfaces will update and query the DRM System concerning: 


1. IPTV Receiving Devices


2. Subscribers


3. Entitlements/Rights


4. Services/Assets


2.3
IPTV Receiving Device DRM Interface


The interface specification for the DRM Component on the IPTV Receiving Device will be a good candidate for specification. This will achieve the interoperability, interconnection, and implementation required on the IPTV Receiving Device side. The network operator will get maximum choice in supported receiver devices with the adoption and implementation of this specification.


The definition of a simple interface between the IPTV Receiving Device and the DRM Component will simplify the interconnection and integration effort of the DRM Component on the IPTV Receiving Device. This will enable the network operator to confidently select an IPTV Receiving Device that will be able to host the component of any DRM vendor complying with the specification.

Aspects of the IPTV Receiving Device DRM Component may be downloadable from the DRM System Management server. In some instances, “smartcard” technology may be used as part of the IPTV Receiving Device DRM Component. If a smartcard is part of a deployed IPTV Receiving Device DRM Component, it may be removable.  In either case, aspects of the IPTV Receiving Device DRM Component may be tightly coupled to other aspects of the IPTV Receiving Device (for example, hardware or the presence of other software).


2.4
Detail Block Diagram
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The above detail block diagram uses certain conventions:

· The term element refers to a specific function that is required to be achieved. An element may be either hardware or software or some combination of hardware and software. An element may be comprised of other sub-elements, but these sub-elements are not necessarily shown in the figure (e.g., one function may be implemented using three chassis that are somehow connected to each other, but connect to the rest of the diagram through just one interface).


· The term port refers to a physical means by which data may be transported either into or out of an element. 


· The term interface is used to indicate that two ports of different elements are directly connected. 


· The term stream is used to indicate that two elements are connected, but not directly. 


· A port or stream may be uni-directional or bi-directional, but it does not by implication mean that in the case of bi-directional that the data communicated is of a similar nature.


Based on the above figure the following elements are now defined:

· Real-Time Encryption: The purpose of this element is to ingest what could be a multitude of content, to encrypt that content in real time using keys that are provided by the Key Management element, and to output a stream of that encrypted real-time content. Hence there are: 

1. A stream from this element to the IPTV Receiving Device;

2. Interfaces from the content servers to this element; and 

3. An interface amongst the elements that comprise the Server Side DRM System.

· Offline Encryption: The purpose of this element is to receive content that is destined to be stored on the VOD Server for some period of time and to encrypt and process the content accordingly. Hence there are three interfaces on this element: 


1. To the sources of the content to this element;

2. From this element to the input port of the VOD server; and


3. An interface amongst the elements that comprise the Server Side DRM System.

· Key Management: The purpose of this element is to provide suitable encryption keys to: 

1. The Real-Time Encryption element;

2. The Offline Encryption element; and 


3. The IPTV Receiving Device. 

Hence there are: 

1. A stream from this element to the IPTV Receiving Device; and 


2. An interface amongst the elements that comprise the Server Side DRM System.

· DRM System Management Server: This element is to act as the central core of the DRM solution and to properly instruct the DRM System sub-elements: 

1. Real-Time Encryption;

2. Key Management; and

3. Offline Encryption. 

The DRM System Management server gets told which subscriber can see what content and when, via instructions from the Middleware Server; hence, there is an interface between these two elements in addition to the interface amongst the elements that comprise the Server Side DRM system. The second function of the DRM Server Management System is to provide security services to the various elements of the Server Side DRM System and the IPTV Receiving Device DRM Component, such as authentication.

· VOD Server: The purpose of this element is to store encrypted content and to play out the requested encrypted content when the Server Middleware so instructs the VOD server, hence there are: 

1. An interface to the Server Middleware;

2. A stream from the VOD Server to the IPTV Receiving Device when the subscriber requests and is granted access to the stored content; and


3. An interface from the VOD Server to the DRM System Offline Encryption element.

· IPTV Distribution Network: The purpose of this element is to route the various packet streams properly according to their IP addresses. Typically, this IPTV Distribution Network will have multicast streaming capabilities. Security precautions may also require that this IPTV Distribution Network protects some of the ports of the Server Side DRM System from various threats.

· IPTV Receiving Device: This is the element the subscriber has that enables the subscriber to see the content he has paid for and/or is entitled, on his Viewing Device. The IPTV Receiving Device has several sub-elements. There is a port to the IP network, a port to connect the subscriber’s Viewing Device, and several other interfaces internal to the receiving port that the subscriber does not have access to. The IPTV Receiving Device is often thought of as implemented in what is called a Set Top Box (STB), but it is not restricted to just STB physical implementation.

· Viewing Device: This is the element subscribers use to see the content they have paid for and/or are entitled to watch. A TV is an example of a viewing device.

Based on the above figure, the following interfaces are now identified:


· Interface 1a: Comprised of a connection from the Broadcast Content Server element to the DRM Server element’s Real-Time Encryption input port.

· Interface 1b: Comprised of a connection from the Broadcast Content Server element to the DRM Server element’s Offline encryption input port.

· Interface 2a: Comprised of a connection from the VOD Content element to the DRM Server element’s Offline Encryption input port.

· Interface 2b: Comprised of a connection from the VOD Content element to the DRM Server element’s Real-Time Encryption input port.

· Interface 3: Comprised of a connection from the DRM Server element’s Offline Encryption output port to the VOD Server element’s Input port.

· Interface 4: Comprised of a connection from the DRM System Management Server element to the Middleware Server element.

· Interface 5: Comprised of a connection from the Server Middleware element’s Control I/O to the IPTV Network element.

· Interface 6: Comprised of a connection from the VOD Server element to the Middleware Server element.

· Interface 7:  Comprised of a connection from the IPTV Receiving Device element to the IPTV Receiving Device Middleware element.

· Interface 8: Comprised of a connection from IPTV Receiving Device Middleware element to the IPTV Receiving Device DRM Component.  This interface is called the IPTV Receiving Device  DRM interface.

· Interface 9: Comprised of a connection from the IPTV Receiving Device element to the Viewing Device element.

· Interface 10:  Comprised of a connection from the IPTV Receiving Device DRM Component to the IPTV Receiving Device element.

· Interface 11: Comprised of a connection from the DRM System Management Server element to the Offline Encryption element, the Key Management element, and the Real-Time Encryption element.


Based on the above figure the following streams are now identified:

· Stream 1:  The Encrypted Real-Time Stream from the Real-Time Encryption element to the IPTV Receiving Device element. This stream is comprised of encrypted content. 


· Stream 2:  A stream between the DRM Component in the IPTV Receiving Device and the Server Side DRM System Control I/O. This stream is typically protected by encryption.


· Stream 3: A stream between the Server Middleware and the IPTV Receiving Device Middleware element in the IPTV Receiving Device.


· Stream 4: A stream from the VOD Server to the IPTV Receiving Device. This stream is comprised of encrypted content.

· Stream 5: A stream comprised of key material from which it is possible to generate the decryption keys required by the IPTV Receiving Device to decrypt the content the subscriber has paid for and/or is entitled to.


3
Security Needs

This chapter describes the need for a security solution for IPTV. It enumerates the security risks and threats that exist for an IPTV service.


3.1
Key Drivers for Content Protection Systems

· Requirements of the content providers: The content providers demand proper content protection mechanisms in order to release their valuable contents. However, currently there are no formal certification processes, requirements, or standards for DRM specified by content providers for IPTV applications.


· Technology improvements: Enable new environments where previously impractical attacks on digital content rights become feasible (for example, pirated/captured video content has been distributed on the public Internet already). These technology improvements include:


· Improvements in coding efficiency that result in smaller size/volume of video content.

· Evolution of the hi-speed always-on broadband access networks.

· Growth in magnetic and optical storage capacity that enable users to store more video content.

· Evolution of multimedia capable PCs and (PC based) DVRs that allow users to easily record, playback, and share content with others.


· Consumers’ confusion around: 


· Copyright law; and

· What is legal in this environment.

3.2
Assets to be Protected


1. Content: Video content is a key part of the service proposition. It is valuable to its owners and providers. There is a potentially large impact if content is “stolen.” 


· On-demand video content: Content delivered “on-demand” over an IP network to specific IPTV Receiving Devices;

· Multicast video content; and

· Local PVR content: Content stored and replayed from local disk, which is normally protected with measures similar to those used to protect its delivery to the IPTV Receiving Device.

2. Subscribers and Users Information:

· Subscription information, including channel lineup and VOD titles; 


· Billing information; and

· Identity information.

3. Service Delivery Network and Infrastructure - Core to Service Provider:

· Bandwidth;

· Network elements; and

· Server farm.

3.3
IPTV Security Challenges

· An IP network, a well understood and widespread technology using open protocols, provides fertile ground for average hackers using off-the-shelf tools to engage their pastime. 


· It is desired to have an end-to-end IPTV security where very strict IPTV security (cryptographic) mechanisms are applied at the consumption points. In this context, traversal of firewalls and political barriers (e.g., international borders) is a challenge.

4
The IPTV Security Objectives

The IPTV security objectives are as follows:


1. Major and immediate objectives:


a. Access Control

i. Authentication


1. Device authentication.

2. Balanced viewer authentication versus viewer privacy.

3. Identification of trusted viewers.

4. Assuring viewer anonymity including viewer transactions and viewership habits.

ii. Authorization: Service authorization, (e.g., subscription authorization, on-demand authorizations, and impulse purchase authorizations).

b. Content Control


i. Authentication of the content source.

ii. Content confidentiality.

1. Protection of content while in transit.

2. Protection of content while in storage.

iii. Content integrity


1. Ensure integrity of content while in transit.

2. Ensure integrity of content while in storage.

iv. Management of content usage rights (e.g., replay rights).

v. Copy Control - protect content from (simple) unauthorized replication.

2. Additional objectives:

a. Availability/Serviceability.

b. Non-repudiation.

c. Tamper detection.

d. Scalability.

5
DRM System Interoperability Requirements


This section describes the DRM System Interoperability Requirements in terms of two major requirements areas: Core Requirements and Supporting Requirements. The distinction is as follows: 


· Core Requirements are intended to provide the primary DRM requirements that will drive the IPTV DRM Interoperability Specification/Standard.


· Supporting Requirements are intended to provide the secondary DRM requirements that may drive some aspects of the IPTV DRM Interoperability Specification/Standard. In addition, these requirements provide a more complete picture of DRM related functions, and these requirements could be the basis for other specification/standards work.

The word shall will be understood as denoting a mandatory requirement.  "Shall" will be used wherever the criterion for conformance with the specific recommendation requires that there be no deviation.  


The word should will denote a recommendation.  "Should" shall be used wherever noncompliance with the specific recommendation is permissible.  


The words conditional mandatory will denote a requirement the implementation of which is optional, but which if it is implemented shall be implemented in the exact manner specified. Conditional Mandatory statement will be bold in the document.


The word may will denote an optional capability that may augment the standard. The standard is fully functional without the incorporation of this optional capability.


5.1
Core Requirements

Interoperability is a very basic requirement of DRM for allowing free choice of services, devices, and DRM elements.

5.1.1
General DRM Requirements

· IIF.DRM.GENERAL.100 – The IPTV security solution shall be scalable to support protection of content that is distributed simultaneously to a very high number of subscribers.

· IIF.DRM.GENERAL.200 – The IPTV security solution shall support protection of content that is transferred over multicast channels and/or over unicast streams.


· IIF.DRM.GENERAL.0300 – The IPTV security solution shall make possible rights specifications and protect content for multiple common existing content formats (e.g., MP-3, MPEG-4, etc.) and/or common computing platforms.


· IIF.DRM. GENERAL.0400 – For certain content types (such as movies that are stored on a PVR) the IPTV security solution may provide stronger cryptographic measures to protect against theft.


· IIF.DRM. GENERAL.0500 – As rights allow, the IPTV security solution should allow the end user to change an IPTV Receiving Device without inherently affecting his/her rights to consume content.


· IIF.DRM. GENERAL.0600 – The IPTV security solution shall support multiple DRM systems.


· IIF.DRM.GENERAL.0600-0100 – The IPTV security solution shall support at least one standardized scrambling algorithm (hereafter referred to as “IPTV Common Scrambling Algorithm”) to protect video transport stream packets.

· IIF.DRM.GENERAL.0600-0200 – The specification of an IPTV scrambling algorithm shall not preclude activation of the scrambling algorithm in the field.


· IIF.DRM.GENERAL.0600-0300 – The IPTV security solution shall provide a mechanism to signal the IPTV Receiving Device to utilize a specified scrambling algorithm based on a standardized framework.

· IIF.DRM.General.0600-0400 – The IPTV security solution shall have the ability to use standard key management systems (e.g., MIKE, EMM/ECM), to the extent that this is required for interoperability.  


· IIF.DRM.General.0700 – The IPTV security solution shall support a server side DRM interface between the middleware of the network operator’s Subscriber/Service/Asset Management System (middleware) and the DRM System.

· IIF.DRM.General.0700-0100 - The server side DRM interfaces shall provide the capability to update and query the DRM System concerning IPTV Receiving Devices.


· IIF.DRM.General.0700-0200 - The server side DRM interfaces shall provide the capability to update and query the DRM System concerning subscribers.


· IIF.DRM.General.0700-0300 - The server side DRM interfaces shall provide the capability to update and query the DRM System concerning entitlements and rights.


· IIF.DRM.General.0700-0400 - The server side DRM interfaces shall provide the capability to update and query the DRM System concerning broadcast services.


· IIF.DRM.General.0700-0500 - The server side DRM interfaces shall provide the capability to update and query the DRM System concerning VOD assets.

· IIF.DRM.General.0700-0600 - The server side DRM interfaces shall provide the capability to update and query the DRM System concerning the IPTV Scrambling Algorithm and any other operator-selected scrambling algorithms.

· IIF.DRM.General.0800 – The IPTV security solution shall support an IPTV Receiving Device DRM interface between the middleware running on the IPTV Receiving Device and the IPTV Receiving Device DRM Component. 

· IIF.DRM.General.0800-0100 - The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to be able to access encrypted content and to decrypt the content in an environment where the decryption is done by the IPTV Receiving Device DRM Component itself.

· IIF.DRM.General.0800-0200 - The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to exchange keys securely with other trusted hardware within the IPTV Receiving Device when the decryption is done by hardware other than what the IPTV Receiving Device DRM runs on.


· IIF.DRM.General.0800-0300 - The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to configure the reception and filtering of DRM messages from the received content by an external component.

· IIF.DRM.General.0800-0400 - The IPTV Receiving Device DRM interface shall provide the capability to the IPTV Receiving Device DRM Component to receive filtered DRM messages from an external component.

· IIF.DRM.General.0900 - The IPTV Security Solution shall support protection from theft of content (confidentiality), i.e. while in transmission (e.g., from broadcast/VOD servers in TV operator’s headend office to IPTV Receiving Devices in customers’ premises), in storage, etc.

· IIF.DRM.General.1000 - The IPTV Security Solution shall support a method to authenticate IPTV Receiving Devices.

· IIF.DRM.General.1100 - The IPTV Security Solution shall support a method to robustly authenticate subscribers.

· IIF.DRM.General.1200 - The IPTV Security Solution shall support a method to authenticate users to differentiate these users inside a single subscriber account.  Given the assumption of strong subscriber authentication, user authentication may not require a highly robust authentication method. 

· IIF.DRM.General.1300 - The IPTV Security Solution shall ensure the privacy of Subscriber entitlements, rights, transactions, and content viewing history.

· IIF.DRM.General.1400 - The IPTV Security Solution shall support rights management that is independent of specific content formats or standards.

· IIF.DRM.General.1400-0100 - The IPTV solution shall provide a mechanism for secure delivery of entitlements to the IPTV Receiving Devices.


· IIF.DRM.General.1500 - The IPTV Security Solution shall support non-repudiation of subscriber ordering transactions. 

· IIF.DRM.General.1600 - The IPTV Security Solution shall support the securing of DVR content.


· IIF.DRM.General.1700 - The IPTV Security Solution shall support content usage control (e.g., re-play entitlements).

· IIF.DRM.General.1700-0100 - The IPTV Security Solution shall support different modes of re-play entitlements, e.g., limit on number of plays, time limit on plays, restriction of Fast Forward or Rewind, etc.

· IIF.DRM.General.1700-0200 - The IPTV Security Solution shall support impulse transactions.


· IIF.DRM.General.1800 - The IPTV Security Solution shall support physical tamper-resistance.

· IIF.DRM.General.1900 - The IPTV Security Solution shall support physical tamper detection.

· IIF.DRM.General.2000 - The IPTV security solution shall support a mechanism to allow an IPTV Receiving Device DRM Component to authenticate the DRM Servers.

· IIF.DRM.General.2100 - The IPTV security solution shall support a mechanism for transmitting signaling messages between the DRM Server and the IPTV Receiving Device DRM Component.  

· IIF.DRM.General.2100-0100 - The IPTV security solution shall support a mechanism to allow for the confidentiality of signaling messages.

· IIF.DRM.General.2100-0200 - The IPTV security solution shall support a mechanism to allow for the authenticity of signaling messages.

· IIF.DRM.General.2100-0300 - The IPTV security solution shall support a mechanism to allow for the integrity of signaling messages.

· IIF.DRM.General.2200 - The IPTV security solution shall provide a secure execution environment in the IPTV Receiving Device by supporting secure boot-loading and secure installs and updates of middleware and applications for the IPTV Receiving Device DRM Component.

· IIF.DRM.General.2300 - The IPTV Security Solution shall support secure download and install of the DRM operating code to IPTV Receiving Devices.

· IIF.DRM.General.2400 -The IPTV security solution shall provide mechanisms to support secure accurate time on the IPTV Receiving Device (for example via synchronization with authenticated NTP servers). This is because several processes such as time-based viewing controls, billing transactions, non-repudiation, QoS measurements, etc. rely on the time being accurate in the IPTV Receiving Device.

· IIF.DRM.General.2500 - The failure of any IPTV port or stream or element shall result in error event notifications that would allow an operation support system to provide a defined list of possible failure modes and the probability of the failure modes occurring shall be defined in terms of an occurrence rate and the impact to the operator and to the subscriber.


· IIF.DRM.General.2600 - The attributes of an IPTV Interface or a stream shall be defined in terms of relevant parameters for that stream. Some examples include physical interface requirements, electrical/optical interface requirements, supported protocols and signaling schemes, the possible manipulation of the content stream (for example, trick modes) by either end of the interface or a stream, basic feature definition, a consistent API interface, and other aspects that will impact interoperability between suppliers to the operator.

· IIF.DRM.General.2700 - The IPTV security solution should not significantly degrade the performance of the IPTV services.


· IIF.DRM.General.2800 - The IPTV security solution shall work well, even in the presence of the following: 


· NAT/NAPT 


· Firewalls

· DHCP

5.1.2
Scrambling Algorithm Requirements


The IPTV security solution will support a single mandatory “Common Scrambling Algorithm” as well as permit additional optional scrambling algorithms.  The selection of a scrambling algorithm shall be governed by the needs of the IPTV distributor, as well as by the needs of the applications utilizing the content (e.g., network limitations, processor limitations, portability requirements). 


All scrambling algorithms will utilize cryptographic measures to ensure content is protected against theft and misuse. Some scrambling algorithms may also rely upon legal and commercial measures to protect against content theft (for example, through the use of a licensing regime which is outside the scope of this standards body).


The following subsections follow:


· IPTV Common Scrambling Algorithm


· Software and Hardware Implementable Algorithm Option


· Licensable Scrambling Algorithm Option


· Hardware Only Implementable Algorithm Option

The IPTV Common Scrambling Algorithm subsection contains requirements, whereas the subsection for Software and Hardware Implementable Algorithm Option, Licensable Scrambling Algorithm Option, and Hardware Dependent Algorithm Option contain Conditional Mandatory Requirements per selection/use of these respective options. 


5.1.2.1
IPTV Common Scrambling Algorithm

The following requirements are applicable to the IPTV Common Scrambling Algorithm:

· IIF.DRM.Scrambling.0100-0100 - The IPTV security solution shall support, at a minimum, a single standardized scrambling algorithm (hereafter referred to as IPTV Common Scrambling Algorithm) to scramble and descramble the content in order to protect the media transport stream packets and content files in storage.

· IIF.DRM.Scrambling.0100-0200 - The IPTV security solution shall support a mechanism to allow IPTV operators to select alternative scrambling algorithms other than the IPTV Common Scrambling Algorithm. This may be achieved by a pre-defined scrambling/descrambling algorithm identifier communicated between DRM Servers and DRM clients.

· IIF.DRM.Scrambling.0100-0300 - When an MPEG 2 transport stream structure is present, the IPTV Common Scrambling Algorithm shall be applied to elementary streams in the transport level, not to packetized elementary streams. 

NOTE - When an MPEG 2 transport stream structure is present, only the payload of the media transport stream packets are scrambled; headers and adaptation fields are never scrambled.

· IIF.DRM.Scrambling.0100-0400 - The entropy of the key used with the IPTV common scrambling algorithm shall be sufficiently large to protect the content fully from plausible threats (e.g., at least 128 bits for the AES symmetric algorithms).

· IIF.DRM.Scrambling.0100-0500 - The IPTV common scrambling algorithm shall be built using publicly-available cryptographic algorithms that have been standardized by other appropriate organizations and that have been openly vetted by competent cryptographic experts e.g., the Advanced Encryption Standard (AES).

· IIF.DRM.Scrambling.0100-0600 - The specification of the IPTV common scrambling algorithm shall be publicly available.

· IIF.DRM.Scrambling.0100-0700 - The IPTV scrambling algorithm shall not preclude support for either Simulcrypt or Multicrypt approaches. The purpose is to enable multiple DRM vendors within a single network platform when required by the content distributor.

5.1.2.2
Software and Hardware Implementable Algorithm Option


The scrambling algorithm selected by the content distributor shall have additional Conditional Mandatory Requirements if the scrambling algorithm is software implementable as follows: 


· IIF.DRM.Scrambling.0200-0100 - The IPTV scrambling algorithm shall be efficiently implementable for both hardware and software implementations.


5.1.2.3
Licensable Scrambling Algorithm Option

The scrambling algorithm selected by the content distributor shall have additional Conditional Mandatory Requirements if the scrambling algorithm is licensable as follows: 

· IIF.DRM.Scrambling.0300-0100 – Essential elements of the scrambling algorithm, as well as its use, shall be legally protected by patents, copyrights, and other forms of IPR protection and shall be subject to licensing, though the terms of the license are not within the scope of the IPTV security solution. The purpose of the licensing is to enable IPR hooks which serve as a barrier to rogue implementations of the scrambling algorithm.

· IIF.DRM.Scrambling.0300-0200 - In addition to the public aspects of the scrambling algorithm, the scrambling algorithm shall be kept at least partially confidential, but shall not rely on this confidentiality for its robustness. The published parts will allow the standard to achieve public acceptability, and the confidential parts will ensure the robustness. Enough of the algorithm should be published so that the community will be convinced of its security, but elements should be kept private to limit the number of unlicensed implementations that would need to be prosecuted. The public portion should not be weakened by the private portion.

· IIF.DRM.Scrambling.0300-0300 - The use of the scrambling algorithm for both scrambling and descrambling shall be subject to licensing to:


1) Chipset manufacturers;

2) Equipment manufacturers making use of chipsets that implement the scrambling algorithm; 

3) Software implementers of the scrambling algorithm;

4) Software providers that make use of a component which include the scrambling algorithm not covered by the above; and


5) CA/DRM providers. 

Only a licensed chip/module containing the scrambling algorithm capability shall be permitted to descramble content utilizing the scrambling algorithm, and shall be subject to licensing only when activated.

· IIF.DRM.Scrambling.0300-0400 - Requirements detailing implementation compliance and robustness guidelines of the scrambling algorithm (e.g., protection against side channel attacks) shall be published and enforced by the license. There shall be a secure and robust mechanism to ensure compliance. The purpose is to ensure that the actual implementation of the scrambling algorithm conforms to the compliance and robustness rules that apply to the scrambling algorithm and to the environment (e.g., chip/module) within which it is implemented.

5.1.2.4
Hardware Only Implementable Algorithm Option 

The scrambling algorithm selected by the content distributor shall have additional Conditional Mandatory Requirements if the scrambling algorithm is both licensable and is difficult to emulate in software (hence, practically hardware only implementable), as follows: 

· IIF.DRM.Scrambling.0400-0100 - The descrambling method shall be hardware-friendly and software-unfriendly. In other words, a hardware implementation shall be easy and efficient. Inversely, software emulation will be difficult and costly. The purpose is to minimize the possibility of unlicensed (rogue) software implementations, which would be difficult to prosecute, as they can easily proliferate across the Internet, and are difficult to detect on a general purpose IPTV Receiving Device.

· IIF.DRM.Scrambling.0400-0200 - The scrambling algorithm shall be designed to last a minimum of 10 years with suitable, variable key lengths defined by the appropriate experts. The technical solution shall allow configurable, variable parameters (such as key length, crypto periods, etc.) allowing for scalable and future proof levels of security in the same stream. Given the current rate of technology advances in processor, storage, etc., the designers of a secure scrambling algorithm must consider the capabilities of offline descramblers to eventually decrypt the content within a reasonable amount of time, using “brute force” attacks. The rationale for the scrambling algorithm designers must be a cost/benefit analysis of the cost of implementing a solution for today that will still be valid at least 10 years out in time.

5.1.3
Content Tracing


Existing Pay TV business models are predicated on the simple concept that certain types of TV content are neither freely available nor freely distributable. There currently exist several mechanisms to ensure that commercial content is protected from theft. Some of these mechanisms are based on technology; others are based on business practices (which are out of the scope of this standards body).


Among the current technological solutions, the most basic is to utilize a scrambling algorithm to secure the content. For a subscriber’s receiving device to unscramble and view the content, the subscriber must first receive an entitlement and technology to utilize descrambling keys. However, this scrambling technology provides no mechanism to determine where in the content distribution path the content was actually descrambled. As such, it is difficult to trace the source of content that is being illegally distributed. And even though a receiving device’s entitlement may be revoked after the fact, the content has already been distributed.


To enable content tracing, additional technologies have been developed. These technologies have been called various names. Two of the most common methods are fingerprinting and watermarking. These methods enable the embedding of content tracing information within the content itself. This information may be hidden or visible to the content viewer. This information may include details about the content creator, the content distributor, as well as the last device entitled to receive the content. Furthermore, if the content tracing is hidden, then these technologies must provide a means of uncovering the hidden information. 


Several technical mechanisms may be utilized to embed content tracing information. For example, these could include the insertion of identification information into content headers, to the visual display of subscriber or platform information on the screen. The use of each mechanism is governed by the security requirements of the content distribution platform.


The ideal content tracing technology should be robust enough to survive standard transformations (such as lossy compression, scaling, geometric transformations, warping, digital to analog and back to digital conversions, etc.), and malicious transformations intended to destroy content tracing information up to, and including the condition in which the transformed original content is of no or little value (economic or otherwise). 


The content tracing technology has to deal with other types of attacks as well. For instance, several end-users might collude by merging copies of the same content in such a way as to impersonate another end-user. Embedding or detecting imperceptible traces that are sufficiently robust against malicious attacks may not always be feasible within the constraints of a particular system. 


Thus each platform operator may choose to use a combination of technologies to address each type of attack. For instance, the operator may insert network specific identifiers within their headend as well as end-device identification on the subscriber’s device.


The IPTV Security solution shall adhere to the following content tracing requirements.

If a Content Tracing technology is utilized, then to ensure interoperability, Content Tracing shall have the following Conditional Mandatory requirements:


· IIF.DRM.Tracing.0100 - The IPTV security solution shall pass through and not interfere with the distribution of any content tracing technology encoded within the content. Such content tracing technology may be designed to uniquely identify the supplier of content. 


· IIF.DRM.Tracing.0200 - The IPTV security solution shall enable the application of content tracing technology within the output of an IPTV Receiving Device for the purpose of uniquely identifying a session (e.g., channel, time/date), IPTV Receiving Device and/or network operator. Examples of such content tracing technology may include visible and invisible information. 


· IIF.DRM.Tracing.0300 - The content tracing technology shall ensure that the content tracing information should not be removed by normal network functions (e.g., through compression or error-correction technologies), or that any malicious attempt to remove the content tracing information from the content stream shall result in visible harm to the content.

· IIF.DRM.Tracing.0400 - The IPTV security solution shall allow the retrieval of all the content tracing information from the content. 

· IIF.DRM.Tracing.0500 - The content tracing information shall contain enough information for forensic purposes.

· IIF.DRM.Tracing.0500-0100 - The content tracing information may contain the operator ID, content owner ID, IPTV Receiving Device ID, and other information.

5.2
Supporting Requirements


5.2.1
IPTV Operator-Controlled Functions


IPTV operator-controlled functions include the following: 


· IIF.DRM.Operator.0100 – In order to provide content confidentiality, the headend may support multiple scrambling algorithms; in that case, the IPTV operator shall be able to select and/or enable/disable any of the supported scrambling algorithms at the headend.


· IIF.DRM.Operator.0200 – The IPTV security solution should provide a “blackout mechanism”: a mechanism for limiting viewing-rights of certain programs to certain groups of subscribers e.g., block viewing by residents of a specific area (for example, this may be useful for sporting events).


· IIF.DRM.Operator.0300 - The IPTV security solution shall provide a mechanism to allow the TV operator to identify an IPTV Receiving Device DRM Component and its associated IPTV Receiving Devices.

· IIF.DRM.Operator.0300-0100 - In case smartcards are used by the IPTV security solution, a corresponding mechanism should be provided to allow IPTV operators to uniquely associate each viewing card (smartcard) with a specific IPTV Receiving Device.

· IIF.DRM.Operator.0400 - The IPTV security solution shall provide a mechanism to allow the TV operator to initiate the activation/deactivation of IPTV Receiving Device DRM Components in a subscriber’s IPTV Receiving Device.

· IIF.DRM.Operator.0500 - The IPTV security solution shall provide a mechanism to allow the IPTV operator to securely retrieve the parameters (e.g., configuration, status) of an IPTV Receiving Device DRM Component.


· IIF.DRM.Operator.0600 - The IPTV security solution shall provide a mechanism to allow IPTV operator to securely update the parameters (e.g., configuration) of IPTV Receiving Device DRM Components.

· IIF.DRM.Operator.0700 - The IPTV security solution shall provide a mechanism to allow the IPTV operator to securely load the IPTV Receiving Device DRM Component to the IPTV Receiving Devices.

· IIF.DRM.Operator.0800 - The IPTV security solution in conjunction with the subscriber management system shall provide interfaces to a billing system.

If the operator chooses to implement Content Tracing, then Content Tracing shall have additional conditional mandatory requirements as follows:


· IIF.DRM.Operator.0900 - The IPTV security solution shall enable the operator to turn on and off content tracing function with flexibility (e.g., based on time, an Event, Asset, or Channel).


· IIF.DRM.Operator.1000 - The IPTV security solution shall enable the operator to apply robust content tracing to content in real-time (e.g., broadcast content). 


· IIF.DRM.Operator.1100 - The IPTV security solution shall enable the operator to apply robust content tracing to content in an offline manner (e.g., VOD Content).  

5.2.2
IPTV Subscriber-Controlled Features


Subscriber controlled features include the following:


· IIF.DRM.Subscriber.0100 – The IPTV security solution shall provide a mechanism for restricting access to programs/system by allowing the subscriber to set an access code (password). 


· IIF.DRM.Subscriber.0200 – The IPTV security solution shall provide a mechanism for parental rating i.e., facilities for rating programs according to content.

· IIF.DRM.Subscriber.0300 – The IPTV security solution shall provide subscribers flexible usage controls to limit access to content by content type (such as VOD, TV, WWW, etc.).

· IIF.DRM.Subscriber.0300-0100 - The IPTV security solution shall provide a mechanism for blocking the viewing based on content rating.

· IIF.DRM.Subscriber.0300-0200 - The IPTV security solution shall provide a mechanism to limit access to IPTV for a given time period (for example, between 5:00 PM – 7:00 PM daily) or to certain channels or to certain programs or a combination thereof, for certain users of the household (subscriber).

· IIF.DRM.Subscriber.0300-0300 - The IPTV security solution shall provide a mechanism to control access to web sites.


· IIF.DRM.Subscriber.0400 – The IPTV security solution shall allow for a mechanism for setting and enforcing spending limit, requiring an access code (e.g., a password) to purchase events that cost more than the specified limit.


· IIF.DRM.Subscriber.0400-0100 - The spending limit may be set/enforced per-event.

· IIF.DRM.Subscriber.0400-0200 - The spending limit may set/enforce a total currency limit for all purchases.

· IIF.DRM.Subscriber.0500 - The IPTV security solution shall provide a mechanism for usage metering and control of the copy operation e.g., a limit on the number of copies or an enforceable copy time window.

· IIF.DRM.Subscriber.0600 - The IPTV security solution shall provide a mechanism for a Subscriber to view all digital rights information associated with specific content instances on the IPTV Receiving Device.


· IIF.DRM.Subscriber.0700 - The IPTV security solution shall be capable of indicating why access to content has been denied to the user.


· IIF.DRM.Subscriber.0800 – The IPTV security solution shall allow for a mechanism for a Subscriber to obtain extensions (e.g., more plays, more play-time) to digital rights associated with specific content instances.

Annex A


(informative)


A    Requirements Labeling Guideline

The requirements will be labeled with textual tags of the following format: 

CC[.TF].AAA.XXXXXX[-YYYYYY][-ZZZZZZ][-…..


· CC.[TF]is the top level notation that denotes the Committee (or Forum) and the TF (or Subcommittee) where standard was formulated. It may be an abbreviation or other semantics that are carried across the document. For this standard: IIF.DRM is used.


· AAA is a label identifying the requirement area. Usage of these mnemonic labels is determined on the project level. If the labels are used, they may have the format as suggested below. Other labels may be created as needed.


· Operator 


· Subscriber

· Interoperability

· Scrambling

· etc.


· XXXXXX is the parent numerical requirement tag. These numerical strings identifying individual requirements should not form a sequence of consecutive numbers. Adequate gaps should be left between individual requirement numbers to allow insertion of additional requirements in the future, if needed, without re-sequencing of the existing numbers.


· YYYYYY is the low level requirements numerical tag used to show that YYYYYY is a functional requirement that is a decomposition (or child) of DD.AAA.XXXXXX requirement.  This parent child relationship can be extended to any level (e.g., ZZZZZZ). The “-“delimiting character in the label string indicates the parent-child relationship of the two requirements.


For example: IIF.DRM.Operator.0100 is a requirement for operator functionality. IIF-DRM. Operator.0100-0100 would be a requirement that further defines (and is the child of) IIF-DRM. Operator.0100. IIF-DRM.Operator.0100-0200 would be an additional requirement that further defines (and is the child of) IIF-DRM.Operator.0100.  


Requirements tags will be in bold text.
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January 22, 2007 
 
Via E-mail 
Reinhard Scholl 
Deputy to the Director of TSB 
Focus Group on IPTV 
International Telecommunication Union  
  Telecommunications Standardization Section (ITU-T) 
 
  Re:  Request to Use ATIS IIF Documents 
 
Dear Mr. Scholl: 
 
The Alliance for Telecommunications Industry Solutions’ (ATIS) IPTV 
Interoperability Forum (IIF) has received your request, on behalf of the ITU-T Focus 
Group on IPTV, to use text from the ATIS IPTV DRM Interoperability Requirements 
(ATIS-0800001) document. 
 
ATIS hereby grants the ITU-T Focus Group on IPTV the right to use text from the 
IPTV DRM Interoperability Requirements document for the purposes of developing 
IPTV standards and requirements. Any other use is not permitted without the prior 
written consent of ATIS. While ATIS grants the ITU-T the right to use this 
document, ATIS requests that any such use include an appropriate citation to the 
IPTV DRM Interoperability Requirements document. 
 
If you have any questions regarding this matter, you may contact the undersigned or 
Dan O’Callaghan, ATIS IIF Chairman. 
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Thomas Goode 
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cc: Dan O’Callaghan, Chairman, ATIS IIF 
  Ghassem Koleyni, Chairman of the ITU-T Focus Group on IPTV  
  Xiaoya Yang 
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