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Q.1/2 would like to thank Study Group 17 (SG17) for the Liaison Statement COM 17 – LS 86 (see TD 96 (WP 1/2)) on new Question text on Countering spam by technical means.
As you may recall we have sent a liaison to you in TD Gen 59 February 2005 on this topic.
SG2 is the lead study group on service definitions. Although spam is not a service SG2 offers the following information regarding the characteristics of spam for the benefit of SG17.

Note for TSB: this document should be posted in the publicly accessible area of the SG2 web site.

Introduction

1. As you are aware, the topic of spam has been discussed in ITU in several occasions, in particular: the WSIS Thematic Meeting on Countering Spam (7-9 July 2004), the World Telecommunications Standardization Assembly (5-14 October 2004; see Resolutions 50, 51, and 52), the Global Symposium for Regulators (several meetings), the WSIS Thematic Meeting on Cybersecurity (28 June-1July 2005), the World Telecommunications Development Conference (5-7 March 2006, see Resolution 45), Council and its WG-WSIS (several meetings), SG2 (several meetings) and SG17 (several meetings). In addition, spam is also covered in the outputs of the World Summit on the Information Society, in particular in action line C5 of the Tunis Agenda.

2. The meaning of the word “spam” very much depends on each national perception of privacy and what constitutes spam, from the national technological, economic, social and practical perspective. In particular, its meaning evolves and broadens as technologies develop, providing novel opportunities for misuse of electronic communications. 

3. As has been recognised by a number of previous studies, we would therefore suggest that it may not be adequate or feasible at this stage to impose at an international level a specific definition of spam.

4. However in the context of ITU’s work, Study Group 2 highlights below characteristics of spam, based on previous work within ITU, together with further material from others such as OECD, which would enable the Union to proceed with its work on this issue.

Specific considerations

5. There is no consistent use of the term “spam”. The EU’s current legislation for instance, uses the phrase “unsolicited commercial electronic communications” when referring to what is familiarly termed “spam” across that region. Other jurisdictions have chosen to apply the term to unsolicited communications in general. The effects of spam are manifold, and were summarised for ITU purposes in WTSA (2004) Resolution 52 as “at times used for criminal, fraudulent or deceptive activities”.

Characterisations of spam

6. The ITU’s WSIS Thematic Meeting on Countering Spam, held 7-9 July 2004 in Geneva (http://www.itu.int/osg/spu/spam/chairman-report.pdf), looked at the issue of defining spam. As reported in the Chairman’s Conclusions of that meeting, the description of what the term is commonly used for is as follows:

12. Although there is no universally agreed definition of spam, the term is commonly used to describe unsolicited electronic bulk communications over e-mail or mobile messaging (SMS, MMS), usually with the objective of marketing commercial products or services. While this description covers most kinds of spam, a recent and growing phenomenon is the use of spam to support fraudulent and criminal activities—including attempts to capture financial information (e.g. account numbers and passwords) by masquerading messages as originating from trusted companies (“brand-spoofing” or “phishing”) – and as a vehicle to spread viruses and worms. On mobile networks, a particular problem is the sending of bulk unsolicited text messages with the aim of generating traffic to premium-rate numbers. 

7. Further material has been developed elsewhere, which is useful in scoping what spam commonly refers to. The OECD Task Force on Spam also addressed the question of defining spam in its Anti-Spam Toolkit launched publicly in April 2006, where the Task Force noted that: 

SPAM can be considered as the slang term for the reception of unsolicited messages, usually of commercial nature, and sent to multiple destinations. Anyone can send SPAM, it is easy to do and costs very little, and can be done through a variety of media, from email to fax and mobile phones. 
However, there is no commonly held definition of the term. Although broadly referring to the same phenomena, different countries define spam in a manner that is most relevant to their local environment. […] The simplest view of spam is that it is any received message that is unwanted by the recipient. In terms of developing a policy response to spam, or anti-spam legislation, this definition is too broad and simplistic. […] Definitions will generally be the accretion of additional technical, economic, social and practical aspects of spam.

This quote can be found in the OECD Task Force on Spam report Anti Spam Regulation released in November 2005 can be found at http://www.oecd.org/dataoecd/29/12/35670414.pdf. The entire OECD toolkit on spam can be found online at http://www.oecd-antispam.org - downloadable as a pdf from http://www.oecd.org/dataoecd/63/28/36494147.pdf.
8. A definition was also elaborated for the tripartite Memorandum of Understanding on spam enforcement signed in July 2004 by the relevant regulatory authorities of Australia, the United States and the United Kingdom. Spam was defined there in relation to the particular spam enforcement objectives of this MoU, as follows: 

For the purposes of this Memorandum, […]
“Spam Violations” means conduct prohibited by a country’s Commercial Email Laws that is substantially similar to conduct prohibited by the Commercial Email Laws of the other countries, including, but not necessarily limited to:

1. sending commercial email containing deceptive content;

2. sending commercial email without providing the recipient with a means, such as a valid email address or an Internet based mechanism, to request that such communications cease;

3. sending commercial email that contains misleading information about the message initiator, or fails to disclose the sender’s address; or

4. sending commercial email, when the recipient has specifically requested the sender not to do so. 
9. Other characteristics of spam may include, for example mobile spam, voice over IP spam (SPIT), spam over instant messaging (SPIM),etc., given the evolution of this phenomenon.
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