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SG17 has the following lead roles:

· Lead study group on security
· Lead study group on identity management (IdM)
· Lead study group on languages and description techniques
Please find attached three reports from SG17 on each of these roles since last SG17 report to TSAG (LS158), i.e. between 1 December 2018 and 10 September 2019. 
Attachments (3):
Attachment 1. Report on SG17 as the lead study group on security

Attachment 2. Report on SG17 as the lead study group on identity management (IdM)

Attachment 3. Report on SG17 as the lead study group on languages and description techniques
Attachment 1
Report on SG17 as the lead study group on security (Ref.: SG17-TD2038)

ITU-T Study Group 17 is very active in fulfilling its lead role in security. In particular, Questions 1/17 through 14/17, as well as certain security activities within Questions of other study groups work to shape the ICT security landscape and interact with a wide range of related standards bodies. SG17 is the parent group of JCA-COP (which is dormant since March 2017).

For additional information, please see the Lead Study Group on security web page at: http://www.itu.int/ITU-T/studygroups/com17/tel-security.html
1
Achievements

Annex 1 provides a set of tables that list the results, between 1 December 2018 and 10 September 2019, of ITU-T SGs concerning their work on security Recommendations:

SG17 took action on a number of security Recommendations in its Jan 2019 meeting: approved five new Recommendations, one Technical Corrigendum and one new Supplement.

SG17 took action on a number of security Recommendations in its Aug/Sept 2019 meeting: agreed one revised Amendment, one new Supplement and one revised Implementer’s Guide; determined eight draft new Recommendations, and gave consent to eight draft new Recommendations, 23 draft revised Recommendation, two new Technical Corrigenda and three revised Annex to Recommendations for AAP Last Call.

2
Ongoing work

Recommendations and other texts on security currently under development in ITU-T SGs are listed in Annex 2.

3
SG17 as Lead Study Group on Security

SG17 work on security considers:

· Implementation of WTSA-16 Resolutions 7, 11, 18, 32, 40, 44, 50, 52, 54, 58, 64, 65, 67, 70, 73, 75, 76 77, 78, 84, 86, 89, 90, 92, 93, 94, 96 and 97;

· Implementation of PP-14 Resolutions 101, 123, 130, 136, 174, 177, 178, 179, 181, 188, 189, 197, 199, 200, and 201.
· Implementation of WTDC-14 Resolutions 23, 30, 34, 45, 47, 54, 63, 67, 69, and 80.
SG17 promotes the work on security and has many considerable efforts on this regard, including:

a) Engagement of developing countries

SG17 Regional Group for Arab Region (SG17RG-ARB) held three meetings since its creation in March 2017:

· 1st meeting: 10 Dec 2017, Muscat, Oman. Structure, leadership and work items were established for this group. 

· 2nd meeting: 25 Oct 2018, Kuwait.  

· 3rd meeting, 2-3 April 2019, Tunis, Tunisia. It was held jointly with the 1st SG17 Regional Group for Africa (SG17RG-AFR) meeting in this study period. 

Informal gatherings of delegates from Africa and Arab Regions respectively were held during the Jan and Aug/Sept 2019 SG17 meetings to discuss on planning of SG17 Regional Group for Africa Region (SG17RG-AFR) and SG17 Regional Group for Arab Region (SG17RG-ARB).

Both SG17 Jan and Aug/Sept 2019 meetings had a training session “SG17 Orientation session for newcomers & Newcomer’s discussion with SG17 management”. 

b) ITU Workshop on Artificial Intelligence/Machine Learning Security 
SG17 organized a one-day ITU workshop on AI/Machine Learning Security on 21 Jan 2019. The workshop outcome report suggested SG17 to consider standardize security metrics on AI/ML based security situation awareness and operation automation, and collaborate with ISO/IEC JTC 1/SC 42 on trustworthiness of AI.  In consequence, SG17 Jan 2019 meeting revised Q2/17 scope to include AI/ML.  

c) ITU Workshop on Fintech Security 
1. SG17 organized a one-day ITU workshop on Fintech Security on 26 August 2019.  The workshop outcome report gave a set of suggestions from each of the four workshop sessions to SG17 as well as its Questions to take follow-up activities.  It also identified other Fintech security related SDOs, i.e., FG-DLT, FG-DFC, ISO TC 307, W3C on DLT, with whom SG17 need to enhance on Fintech security collaboration.
d) Mini workshop on Cybersecurity challenges in automated driving was held 26 August 2019. This workshop was organized by SG17 in cooperation with ITU CITS and UNECE WP29. The results (TD2312R2) were considered by SG17 in its Q13/17.

e) Security Manual
SG17 agreed to revise the latest 6th edition of the Security Manual. Ms Kyeong Hee Oh was selected by SG17 as the master editor and all study groups are invited to provide her with updated information on their security work. The objective is to approve the new edition by SG17 agreement in March 2020 meeting.

f) ICT Security Standards Roadmap
SG17 actively maintains the ICT security standards database (i.e., Part 2 of the ICT Security Standards Roadmap) of approved standards, which is an important tool for standard developers in respect of avoiding duplication. 

At Jan 2019 SG17 meeting, 155 new security standards found in eight SDOs were added into the databases. At Aug/Sept. 2019 SG17 meeting, 80 new security standards found in eight SDOs were added into the databases.

g) Security Compendium
SG17 also continues updating the Security Compendium that provides information on ITU security standardization activities, including the catalogue of ITU-T Recommendations dealing with security and the catalogue of ITU-T approved security definitions. 

At Jan 2019 SG17 meeting, 272 definitions and 15 Recommendations were added to the Compendium. At Aug/Sept. 2019 SG17 meeting, 46 definitions and 4 Recommendations were added to the Compendium.

4
Collaboration with other SGs and other Sectors

a) No new update to security contacts (see Annex 3) for this study period since SG17 March 2018 meeting.

b) In this reporting period, SG17 received and treated liaison statements on security matters coming from: ITU-D SG2; ITU-T CITS, FIGI, FG-DFC, FG-DLT, FG-DPM, FG-ML5G, FG-VM, JCA-IMT2020, SCV, SG2, SG5, SG9, SG11, SG13, SG15, SG16, SG20 and TSAG.

c) In this reporting period, SG17 sent liaison statements to: ITU-D SG2; ITU-T CITS, FIGI, FG-VM, FG-AI4EE, JCA-IMT2020, SG2, SG5, SG9, SG11, SG13, SG16, SG20 and TSAG.

5
Collaboration with other organizations

SG17 collaborates with a broad array of standardization bodies and forums on telecommunication security.

a) In this reporting period, concerning telecommunication security matters, liaison statements were received and treated from: ETSI TC Cyber, TC MTS; FIDO Alliance; IETF WG TLS, ISO/IEC JTC 1/SC 27 (and SC 27/WG1, WG2, WG3, WG5).

b) In this reporting period, SG17 sent liaisons to 3GPP SA3; ETSI ISG QKD, TC MTS, TC Cyber WG QSC; IEEE Blockchain Initiative; IETF; ISO/IEC JTC 1/WG11, SC 27 (and SC27/WG1, WG2, WG5); ISO TC 307; OMA; OASIS CTI TC, OpenC2 TC; UPU; UNECE GRVA DSSAD EDR and W3C Verifiable claims WG.

Annex 1 to Attachment 1
Achievements of ITU-T Study Groups on Security 
(1 December 2018 – 10 September 2019)
a)
Recommendations approved

	SG
	No.
	Title

	SG13
	Y.3053 Amd.1
	Framework of trustworthy networking with trust-centric network domains Amendment 1 - Trustworthy networking deployment architecture and procedures

	SG13
	Y.3514 Cor.1
(Y.CCTIC)
	Cloud computing - Trusted inter-cloud computing framework and requirements

	SG13
	Y.3517 
(Y.CCICTM)
	Cloud computing - Overview of inter-cloud trust management

	SG17
	X.1215 
(X.ucstix)
	Use cases for structured threat information expression

	SG17
	X.1042 
(X. sdnsec-1)
	Security services using software-defined networking

	SG17
	X.1043 
(X.sdnsec-3)
	Security framework and requirements for service function chaining based on software-defined networking

	SG17
	X.1197 Amd.1
	Amendment 1 of ITU-T Recommendation X.1197, Guidelines on criteria for selecting cryptographic algorithms for IPTV service and content protection


b)
Supplements, Appendices, and Technical Report agreed

	SG
	No.
	Title

	SG17
	X.Sup34 (X.sup-myuc)
	Code of practice for information security control base on ITU-T X.1051 for Malaysian telecommunications organizations information and network security management


c)
Draft Recommendations determined 
	SG
	No.
	Title

	SG17
	X.1332 (X.sgsec-3)
	Security guidelines for smart metering service in smart grids

	SG17
	X.1363 (X.iotsec-3)
	Technical framework of personally identifiable information (PII) handling system in IoT environment

	SG17
	X.1364 
(X.nb-iot)
	Security requirements and framework for narrow band internet of things

	SG17
	X.1365 
(X.ibc-iot)
	Security framework for use of identity-based cryptography in support of IoT services over telecom networks

	SG17
	X.1604
(X.SRNaaS)
	Security requirements of network as a service (NaaS) in cloud computing

	SG17
	X.1605 (X.SRIaaS)
	Security requirements of public infrastructure as a service (IaaS) in cloud computing

	SG17
	X.1371
(X.stcv)
	Security threats in connected vehicles

	SG17
	X.1372
(X.itssec-2)
	Security guidelines for V2X communication systems


d)
Draft Recommendations consented 
	SG
	No.
	Title

	SG17
	X.1044 
(X.srnv)
	Security requirements of network virtualization

	SG17
	X.1045 
(X.ssc)
	Security service chain architecture and its application

	SG17
	X.1052 (revised)
	Organization information security management guideline

	SG17
	X.1059 
(X.grm)
	Risk management implementation guidance on the assets of telecommunication organizations accessible by global IP-based networks

	SG17
	X.1232 (X.tfcas)
	Technical framework for countering advertising spam in user generated information 

	SG17
	X.1401 
(X.sct-dlt)
	Security threats to Distributed Ledger Technology

	SG17
	X.1702 (X.qrng-a)
	Quantum noise random number generator architecture  


Annex 2 to Attachment 1
Current work plan of ITU-T Study Groups on Security
(status 10 September 2019)
	SG
	Q
	No.
	Title

	SG9
	5
	J.stvos-sec
	The security of smart TV operating system

	SG13
	2
	Y.DNI-fr
	Framework and Requirements of Decentralized Trustworthy Network Infrastructure

	SG13
	16
	Y.energ-brokerage
	Framework of trusted electricity brokerage for distributed energy resources

	SG13
	16
	Y.SNS-trust
	Framework for Evaluation of Trust and Quality of Media in Social Networking Services

	SG13
	16
	Y.trust-arch
	Functional architecture for trust enabled service provisioning

	SG13
	16
	Y.trust-index
	Trust index for ICT infrastructures and services

	SG13
	16
	Y.trust-pdm
	Framework for Trust based Personal Data Management Platform

	SG13
	16
	Y.PII-Did
	Prioritization based De-Identification Methods for Personally Identifiable Information

	SG13
	17
	Y.sup.ccsr**
	Supplement on Cloud Computing Standardization Roadmap

	SG13
	19
	Y.ccrm
	Cloud computing - Framework of risk management

	SG13
	23
	Y.SBN-TR
	Service brokering network framework for Trusted Reality

	SG15
	11
	G.Sup.otnsec
	OTN Security

	SG16
	11
	H.235.10
	H.323 security: Support of DTLS for media streams

	SG17
	2
	TP.sec-arch**
	Implications and further considerations of security architecture patterns

	SG17
	2
	X.arch-design
	Design principles and best practices for security architectures

	SG17
	2
	X.nsom-sec
	Security requirements and architecture for network slice orchestration and management

	SG17
	2
	X.rf-csap
	Reference framework for continuous protection of service access process

	SG17
	2
	X.SDsec
	Guideline on software-defined security in SDN (Software-Defined Networking)/NFV (Network Function Virtualization) network

	SG17
	3
	X.1054rev*
	Information technology - Security techniques - Governance of information security

	SG17
	3
	X.ciag
	Cyber insurance acquisition guideline for ICT service provider

	SG17
	3
	X.fram-cdc
	Framework for the creation and operation of a cyber defence center

	SG17
	3
	X.sup-csc**
	ITU-T X.1051 - Supplement on critical security controls for telecommunication organizations

	SG17
	4
	TP.usm**
	Technical Paper: Unified Security Model (USM) - An integrated system 

approach to Cybersecurity

	SG17
	4
	TR.sec-qkd**
	Technical Report: Security framework for quantum key distribution in telecom network

	SG17
	4
	X.arc-ev
	Security architecture for evaluation of technical vulnerabilities

	SG17
	4
	X.cf-QKDN
	Use of cryptographic functions on a key generated in quantum key distribution networks

	SG17
	4
	X.fgati*
	Framework and guidelines for applying threat intelligence in telecom network operation

	SG17
	4
	X.gcpie*
	Guidelines for collection and preservation of cyber security incident evidence

	SG17
	4
	X.ics-schema
	Security data schemas for integrated cyber defence solutions

	SG17
	4
	X.rdmase
	Requirements and guidelines for dynamic malware analysis in a sandbox environment

	SG17
	4
	X.sec-QKDN-km
	Security requirements for quantum key distribution networks - key management

	SG17
	4
	X.sec-QKDN-ov
	Security requirements for quantum key distribution networks - overview

	SG17
	4
	X.sec-QKDN-tn
	Security requirements for quantum key distribution networks – trusted node

	SG17
	4
	X.tf-mpc
	Technical framework and application for secure multi-party computation

	SG17
	5
	TR.cs-ml**
	Technical Report: Countering spam based on AI

	SG17
	5
	X.1246rev*
	Technologies involved in countering voice spam in telecommunication organizations

	SG17
	5
	X.1247rev*
	Technical framework for countering mobile messaging spam

	SG17
	5
	X.gcims*
	Guidelines for countering instant messaging spam

	SG17
	5
	X.tecwes*
	Technologies in countering website spoofing for telecommunication organizations

	SG17
	5
	X.tfcmms*
	Technical framework for countering multimedia messaging service spam

	SG17
	5
	X.tsfpp*
	Technical security framework for protection of users' personal information while countering mobile messaging spam

	SG17
	6
	X.5Gsec-ecs
	Security framework for 5G edge computing services

	SG17
	6
	X.5Gsec-guide
	Security guideline for 5G communication system based on ITU-T X.805

	SG17
	6
	X.5Gsec-netec*
	Security capabilities of network layer for 5G edge computing

	SG17
	6
	X.5Gsec-q
	Security guidelines for applying quantum-safe algorithms in 5G systems

	SG17
	6
	X.5Gsec-t
	Security framework based on trust relationship in 5G ecosystem

	SG17
	6
	X.amas-iot
	Aggregate message authentication scheme with group authentication capability for IoT environment

	SG17
	6
	X.elf-iot
	Standard format of IoT error logs for security incident operations

	SG17
	6
	X.iotsec-4
	Security requirements for IoT devices and gateway

	SG17
	6
	X.sc-iot
	Security controls for Internet of Things (IoT) systems

	SG17
	6
	X.secup-iot
	Secure software update for IoT devices

	SG17
	6
	X.sg-rat*
	Security guidelines for use of remote access tools in Internet-connected control system

	SG17
	6
	X.ssp-iot
	Security requirements and framework for IoT service platform

	SG17
	6
	X.strvms
	Security threats and requirements for video management system

	SG17
	7
	X.fdip*
	Framework of de-identification processing service for telecommunication service providers

	SG17
	7
	X.rdda*
	Requirements for data de-identification assurance

	SG17
	7
	X.scpa
	Security measures for countering password related online attacks

	SG17
	7
	X.sfop
	Security framework of open platform for FinTech services

	SG17
	7
	X.sgos
	Security guidelines of web-based online customer service

	SG17
	7
	X.sles*
	Security measures for location enabled smart office services

	SG17
	7
	X.tfrca
	Technical framework of risk control to support authentication

	SG17
	7
	X.tfss
	Technical framework for security services provided by operators

	SG17
	7
	X.websec-7
	Reference monitor for online analytics services

	SG17
	8
	TR.BaaS-sec**
	Technical Report: Guideline on blockchain as a service (BaaS) security

	SG17
	8
	X.GSBDaaS*
	Guidelines on security of big data as a service (BDaaS)

	SG17
	8
	X.nssa-cc*
	Requirements of network security situational awareness platform for cloud computing

	SG17
	8
	X.sgBDIP*
	Security guidelines for big data infrastructure and platform

	SG17
	8
	X.sgcc*
	Security guidelines for container in cloud computing environment

	SG17
	8
	X.sgdc*
	Security guidelines for distributed cloud

	SG17
	8
	X.sgmc*
	Security guidelines for multi-cloud

	SG17
	8
	X.sgtBD*
	Security guidelines of lifecycle management for telecom big data

	SG17
	8
	X.SRCaaS*
	Security requirements for communication as a service (CaaS) application environments

	SG17
	8
	X.sr-cphr
	Security requirements of cloud-based platform under low latency and high reliability application scenarios

	SG17
	9
	X.tas
	Telebiometric authentication using speaker recognition

	SG17
	9
	X.b2m
	Biology to machine protocol

	SG17
	10
	X.1254rev*
	Entity authentication assurance framework

	SG17
	10
	X.eaasd*
	Framework of enhanced authentication in telebiometric environments using anti-spoofing detection mechanisms

	SG17
	11
	X.pki-em
	Information technology – Public-Key Infrastructure: Establishment and maintenance

	SG17
	13
	X.1373rev*
	Secure software update capability for intelligent transportation system communication devices

	SG17
	13
	X.edrsec*
	Security guidelines for cloud-based event data recorders in automotive environment

	SG17
	13
	X.eivnsec*
	Security guidelines for the Ethernet-based in-vehicle networks

	SG17
	13
	X.fstiscv*
	Framework of security threat information sharing for connected vehicles

	SG17
	13
	X.ipscv
	Methodologies for intrusion prevention systems for connected vehicles

	SG17
	13
	X.itssec-3
	Security requirements for vehicle accessible external devices

	SG17
	13
	X.itssec-4
	Methodologies for intrusion detection system on in-vehicle systems

	SG17
	13
	X.itssec-5*
	Security guidelines for vehicular edge computing

	SG17
	13
	X.mdcv*
	Security-related misbehaviour detection mechanism based on big data analysis for connected vehicles

	SG17
	13
	X.rsu-sec
	Security guidelines for vehicular edge computing

	SG17
	13
	X.srcd*
	Security requirements for categorized data in V2X communication

	SG17
	14
	TR.dlt-td**
	Technical Report: Terms and definitions for distributed ledger technology

	SG17
	14
	X.das-mgt
	Security framework for data access and sharing management system based on distributed ledger technology

	SG17
	14
	X.dlt-sec*
	Privacy and security considerations for using DLT data in Identity Management

	SG17
	14
	X.sa-dlt
	Security assurance for Distributed Ledger Technology

	SG17
	14
	X.sc-dlt
	Security controls for distributed ledger technology

	SG17
	14
	X.sra-dlt
	Security architecture for Distributed Ledger Technology

	SG17
	14
	X.srip-dlt*
	Security requirements for intellectual property management based on distributed ledger technology

	SG17
	14
	X.ss-dlt
	Security Services based on Distributed Ledger Technology

	SG17
	14
	X.stov
	Security threats to online voting using distributed ledger technology

	SG17
	14
	X.str-dlt
	Security threats and requirements for digital payment services based on distributed ledger technology

	SG17
	14
	X.tf-spd-dlt
	Technical framework for secure software programme distribution mechanism based on distributed ledger technology

	SG20
	2
	Y.IoT-ITS-framework
	Framework of Cooperative Intelligent Transport Systems based on the Internet of Things

	SG20
	6
	Y.IoT-Agility
	Agility by design for Telecommunications/ICT Systems Security used in the Internet of Things

	SG20
	6
	Y.IoT-Ath-SC
	Framework of IoT-devices authentication in smart city

	SG20
	6
	Y.IoT-DA-Counterfeit
	Information Management Digital Architecture to combat counterfeiting in IoT

	SG20
	6
	Y.IoT-interop
	An Interoperability framework for IoT

	SG20
	6
	Y.oneM2M.SEC.SOL
	oneM2M Security Solutions


Notes:
*
Marked draft Recommendations are for determination; all non-marked are for consent.

**
Texts for approval by agreement (AAP/TAP not applicable)

Annex 3 to Attachment 1
Security Contacts List [unchanged since SG17 March 2018 meeting]
	Study Group
	Contact
	E-mail

	ITU-T SG2
	- Yanchuan Wang
China Telecom (P.R. China)

- Ping Zhao
China Telecom (P.R.China)
	wangych@chinatelecom.cn

zhaop@gsta.com

	ITU-T SG3
	- Linjuan Huang
MIIT (P.R. China)
	huanglinjuan@catr.cn

	ITU-T SG5
	- Yuichiro Okugawa
NTT (Japan)
	[No email was provided].

	ITU-T SG9
	- Han-Seung Koo 
Korea
	koohs@etri.re.kr

	ITU-T SG11
	- Andrey Kucheryavy
Chairman SG11
	akouch@mail.ru

	ITU-T SG12
	- Al Morton
	acmorton@att.com

	ITU-T SG13
	- Leo Lehmann
Chairman SG13
	Leo.Lehmann@bakom.admin.ch

	ITU-T SG15
	- Tomer Cohen
	tomer.cohen72@gmail.com

	ITU-T SG16
	- Paul Jones
Chairman WP1/16
	paulej@packetizer.com

	ITU-T SG17
	- Heung Youl Youm
SG17 Chairman

- Wala Turki Latrous
Rapporteur, ITU-T Q.1/17

- Xiaoya Yang
Counsellor, ITU/TSB
- ITU-T SG17 Secretariat
	hyyoum@sch.ac.kr


wala.latrous@cert.mincom.tn

xiaoya.yang@itu.int

tsbsg17@itu.int

	ITU-T SG20
	- Giampiero Nanni
liaison officer from SG20 to SG17
	Giampiero_Nanni@symantec.com

	TSAG
	- Bruce Gracie
Chairman TSAG
	bruce.gracie@ericsson.com

	ITU-D SG 2
	- Marco Obiso, BDT
Focal Point for Q.3/2, Cybersecurity and ICT Applications Division
- Miho Naganuma 
NEC (Japan)
	marco.obiso@itu.int



m-naganuma@bx.jp.nec.com

	ITU-R SG 4
	- Chris Hofer
Chairman ITU-R SG 4
	chris.hofer@viasat.com

	ITU-R SG 5
	- Martin Fenton
Chairman ITU-R SG 5
	martin.fenton@ofcom.org.uk


Attachment 2
Report on SG17 as the lead study group on identity management (ref. SG17-TD2039)
ITU-T Study Group 17 continues to be very active in fulfilling its lead role in identity management (IdM). In particular, elements within SG17 responsibility (i.e., Questions 10, 11/17, and JCA-IdM) played an active role in shaping the IdM landscape and interacting with a wide range of standards bodies that are addressing IdM. Other ITU-T study groups (SG2, SG3, SG11, and SG20) also have IdM related activities.

For additional information, please see the lead study group on identity management web page at: http://www.itu.int/en/ITU-T/studygroups/com17/Pages/idm.aspx and the JCA-IdM web page at  http://www.itu.int/en/ITU-T/jca/idm/Pages/default.aspx.

(Note –SG17 LSG reports on Security and on languages and description techniques are reported in separate liaisons.)
1
Achievements

Since Dec 2018, ITU-T SGs achieved the results listed in Annex 1 concerning their work on IdM Recommendations (Status: 10 Sept. 2019):

2
Ongoing work

Recommendations and other texts concerning IdM that are currently under development in ITU-T SGs are listed in Annex 2.

3
Collaboration and outreach

SG17 is the parent group of JCA-IdM. The purpose of the JCA-IdM is coordination of the ITU-T identity management (IdM) work, and to ensure that the ITU-T IdM work is progressed in a well-coordinated way between study groups, in particular with SG2, SG3, SG11, and SG20, and to act as a point of contact within ITU-T and with other SDOs/Fora on IdM in order to avoid duplication of work and assist in implementing the IdM tasks assigned by WTSA-16 Resolution 2 and in implementing GSC-16 Resolution 4 on identity management.

A JCA-IdM meeting was held on 30 August 2019. FIDO Alliance, Mobile Driving License, ISO/IEC JTC 1/SC 27/WG 5, Sovrin Foundation and Universal Postal Union (UPU) shared information. The meeting result is reported in SG17 TD2095.

Q10/17 also held four joint sessions with Q3/17, Q7/17, Q9/17 and Q14/17 respectively on issues of current work items and a new work item. These session results are reported in SG17 TD2304 (Joint with Q3/17), SG17 TD2298 (Joint with Q7/17), SG17 TD2306 (Joint with Q9/17) and SG17 TD2343 (Joint with Q14/17).

SG17 adopted X.1277 Universal Authentication Framework (UAF) and X.1278 Client To Authenticator Protocol/Universal 2-factor framework from FIDO.

SG17 is revising X.1252 ‘Baseline identity management terms and definitions’ and X.1254 ‘Entity authentication assurance framework’ in conjunction with ISO/IEC JTC 1/SC 27 work for revision of ISO/IEC 29115.

In this reporting period, SG17 received and treated liaison statements on identity management matters coming from ITU-T SG11, SG20, FG-DPM, FIDO Alliance, FIGI, NIST, ISO/IEC JTC 1/SC 27/WG 1 and ISO/IEC JTC 1/SC 27/WG 5.

In this reporting period, SG17 sent liaison statements to ISO/IEC JTC 1/SC 27/WG 5 and Kantara Initiative.

Annex 1 to Attachment 2
Achievements of ITU-T Study Groups on Identity Management
(1 December 2018 -10 September 2019)

a) Approved Recommendations
	SG
	No
	Title

	SG2
	E.217rev
	Maritime communications - Ship Station identity


b) Approved Supplements

	SG
	No
	Title

	SG17
	X.Sup35
(X.sup-1254rev)
	ITU-T X.1254 - Supplement on use cases and high level abstract implementations


c) Determined/consented Recommendations

	SG
	No
	Title

	SG17
	X.1365 (X.ibc-iot)*
	Security framework for use of identity-based cryptography in support of IoT services over telecom networks

	SG17
	X.509 
(ninth edition)
	Information technology – Open Systems Interconnection – The Directory – Public-key and attribute certificate frameworks

	SG17 
	X.677 (X.uav-oid)
	Identification mechanism for unmanned aerial vehicles using object identifiers


*
Marked draft Recommendations are for determination; all non-marked are for consent.

Annex 2 to Attachment 2
Current work plan of ITU-T Study Groups on Identity Management
(status 10 September 2019)
	SG
	No
	Title

	SG2
	TR.OTTnum**
	Current use of E.164 numbers as identifiers for OTTs

	SG2
	E.sup.OTTnum
	Guidance on the use of E.164 numbers as identifiers for OTTs

	SG2
	E.IoT-NNAI*
	Internet of Things Naming Numbering Addressing and Identifiers

	SG3
	D.DigID*
	Guidelines for digital identity

	SG11
	TR-RLB-IMEI**
	Reliability of IMEI identifier

	SG11
	Q.39_FW_Test_ID_IoT
	The framework of testing of identification systems used in IoT

	SG17
	X.1252rev*
	Baseline identity management terms and definitions

	SG17
	X.1254rev*
	Entity authentication assurance framework

	SG17
	X.dlt-sec*
	Security considerations for using DLT data in identity management

	SG17
	X.eaasd*
	Framework of enhanced authentication in telebiometric environments using anti-spoofing detection mechanisms

	SG17
	X.pki-em
	Information technology – Public-Key Infrastructure: Establishment and maintenance

	SG17
	X.upu*
	Postal identity management framework

	SG20
	Y.FW.IC.MDSC
	Framework of identification and connectivity of moving devices in smart city

	SG20
	Y.IoT-IoD-PT
	Identity of IoT devices based on secure procedures and ensures privacy and trust of IoT systems

	SG20
	Y.IoT-ITS-ID
	IoT Identifiers for Intelligent Transport Systems

	SG20
	Y.UIIS
	Unified identity/identifier/locator split (UIIS) services and architecture in IoT environment

	SG20
	Y.IoT-ics
	Requirements and functional architecture of Open IoT identity correlation service

	SG20
	Y.IoT-BIS-fw
	Service framework of blockchain-based verifiable identification and authentication for IoT devices


Notes:
*
Marked draft Recommendations are for determination; all non-marked are for consent.

**
Texts for approval by agreement (AAP/TAP not applicable)

Attachment 3
Report on SG17 as the lead study group on languages and description techniques
(ref. SG17-TD2040)
ITU-T Study Group 17 is active in fulfilling its lead study group role in languages and description techniques. In particular elements within SG17 responsibility (i.e., Questions 11/17 and 12/17) play an active role in shaping the landscape and interacting with other bodies.

For additional information, please see the Lead Study Group on Languages and description techniques web page at: http://www.itu.int/en/ITU-T/studygroups/com17/Pages/ldt.aspx
(Note – SG17 LSG reports on Security and on Identity Management (IdM) are reported in separate liaisons.)

1
Achievements

Annex 1 provides a set of tables that list the results, since Dec 2018, of ITU-T SGs concerning their work on languages and description techniques Recommendations (status: 10 September 2019).

2
Plan of work for this study period

Recommendations and other texts on languages and description techniques currently under development in ITU-T SGs are listed in Annex 2.

3
SG17 as Lead Study Group on Languages and description techniques

Languages include Abstract Syntax Notation One (ASN.1), Message Sequence Chart (MSC), User Requirements Notation (URN), Specification and Description Language (SDL-2010), and Testing and Test Control Notation (TTCN-3). Q11/17 covers Abstract Syntax Notation One (ASN.1) in collaboration with ISO/IEC, while the other languages are covered by Question 12/17. 

a)
Abstract Syntax Notation One (ASN.1, ITU-T X.680, X.690 and X.890 series)

ASN.1 provides a widely-used notation for the definition of protocols and file formats, supported by both compact binary and XML encodings for the messages and file formats. Question 11/17 develops all ASN.1 Recommendations as common texts with ISO/IEC JTC 1/SC6. 

The ASN.1 project provides assistance to users of ASN.1 within and outside the ITU-T (e.g., ITU-T SG16, ISO/IEC JTC 1/SC 27, ISO/TC 215, ETSI TC LI, 3GPP, etc.) and helps the TSB in the maintenance of an up-to-date database of error-free ASN.1 modules. The ASN.1 module database continues to have new additions, enabling implementers to obtain syntax-checked, machine-readable, published ASN.1 specifications. This database contains about 900 modules of more than 200 ITU-T Recommendations and the modules of other SDOs referenced by them.

b)
ITU-T Specification and Description Language (Z.100-series)

The Specification and Description Language (SDL‑2010) is used to define systems both as reference models in Recommendations and as implementations.  SDL‑2010 grammar is defined in Z.101 to Z.107 and there is a formal definition in Annex F of Z.100. The formal definition is being updated, because it was out of alignment. The benefit of this study has been to detect and resolve ambiguities, errors and inconsistencies in the Z.101 to Z.107 texts. A formal definition completely aligned with SDL‑2010 was consented for approval in on 5 September 2019. At the same time updated Z.100 to Z.107 texts were consented for AAP approval to remove the ambiguities, errors and inconsistencies. A revised Z.Imp100 was agreed on 5 September 2019 with an empty list changes to Z.100 to Z.107 texts consented for AAP approval and listing the previous texts in force. The net result is a better-defined SDL‑2010 with a consistent formal definition. No further work is currently planned.

c)
User Requirements Notation (URN, Z.150-series)

URN has remained stable since the revision of Z.151 approved in October 2018. No further work is currently planned.

d)
Testing and Test Control Notation (TTCN-3, Z.160/170-series)

Test specification languages can be used in testing ITU-T Recommendations developed by the relevant ITU-T SGs and especially SG11, as the lead group on test specifications, conformance and interoperability testing. Question 12/17 continues its close relationship with ETSI TC MTS on revisions of the ITU-T Z.160/Z.170 series Recommendations on TTCN-3. Six revised TTCN-3 Recommendations were consented for approval on 5 September 2019.

4
Collaboration with other SGs and external organizations

Question 11/17 develops all ASN.1 Recommendations collaboratively with ISO/IEC JTC 1/SC 6 as common texts.
Question 12/17 has a close relationship with the SDL Forum Society, which focuses on the ITU-T System Design Languages. Society members are involved in ongoing Q12/17 work.

Question 12/17 also has a close relationship with ETSI TC MTS on TTCN-3.

Annex 1 to Attachment 3
Achievements of ITU-T Study Groups on languages and description techniques 
(1 December 2017 – 30 November 2018)

a) Recommendations approved

	SG
	No
	Title

	SG17
	X.894 Cor.1 
	Generic applications of ASN.1 Cryptographic Message Syntax


b) Supplements agreed
	SG
	No
	Title

	
	None
	


c) Implementer's guide approved
	SG
	No
	Title

	SG17
	Z.Imp100 (revised)
	Specification and Description Language implementer's guide – Version 4.0.0


d) Recommendations consented

	SG
	No
	Title

	SG17
	Z.100 (revised)
	Specification and Description Language - Overview of SDL-2010

	SG17
	Z.100 Annex F1
(revised)
	Specification and Description Language - Overview of SDL-2010 - SDL formal definition: General overview

	SG17
	Z.100 Annex F2
(revised)
	Specification and Description Language - Overview of SDL-2010 - SDL formal definition: Static semantics

	SG17
	Z.100 Annex F3
(revised)
	Specification and Description Language - Overview of SDL-2010 - SDL formal definition: Dynamic semantics

	SG17
	Z.101 (revised)
	Specification and Description Language - Basic SDL-2010

	SG17
	Z.102 (revised)
	Specification and Description Language - Comprehensive SDL-2010

	SG17
	Z.103 (revised)
	Specification and Description Language - Shorthand notation and annotation in SDL-2010

	SG17
	Z.104 (revised)
	Specification and Description Language - Data and action language in SDL-2010

	SG17
	Z.105 (revised)
	Specification and Description Language - SDL-2010 combined with ASN.1 modules

	SG17
	Z.106 (revised)
	Specification and Description Language - Common interchange format for SDL-2010

	SG17
	Z.107 (revised)
	Specification and Description Language - Object-oriented data in SDL-2010

	SG17
	Z.161 (revised)
	Testing and Test Control Notation version 3: TTCN-3 core language

	SG17
	Z.161.2 (revised)
	Testing and Test Control Notation version 3: TTCN-3 language extensions: Configuration and deployment support

	SG17
	Z.161.6 (revised)
	Testing and Test Control Notation version 3: TTCN-3 Language extensions: Advanced Matching

	SG17
	Z.161.7 (new)
	Testing and Test Control Notation version 3: TTCN-3 Language extensions: Object-Oriented Features

	SG17
	Z.166 (revised)
	Testing and Test Control Notation version 3: TTCN-3 control interface (TCI)

	SG17
	Z.169 (revised)
	Testing and Test Control Notation version 3: Using XML schema with TTCN-3


Annex 2 to Attachment 3
Current work plan of ITU-T Study Groups on languages and description techniques 
(status 10 September 2019)

a)
Abstract Syntax Notation One (ASN.1)
	SG
	No
	Title

	SG17
	X.680-X.683
	ASN.1 new Edition 

	SG17
	X.690-X.697
	ASN.1 encoding rules new Edition


Note: All texts are for consent.

b)
TTCN-3

	SG
	No
	Title

	SG17
	Z.161.1
 (revised)
	Testing and Test Control Notation version 3: TTCN-3 language extensions: Support of interfaces with continuous signals

	SG17
	Z.161.3
(revised)
	Testing and Test Control Notation version 3: TTCN-3 language extensions: Advanced parameterization

	SG17
	Z.161.4
(revised)
	Testing and Test Control Notation version 3: TTCN-3 language extensions: Behaviour types

	SG17
	Z.161.5
(revised)
	Testing and Test Control Notation version 3: TTCN-3 Language extensions: Performance and real time testing

	SG17
	Z.164 (revised)
	Testing and Test Control Notation version 3: TTCN-3 operational semantics

	SG17
	Z.165 (revised)
	Testing and Test Control Notation version 3: TTCN-3 runtime interface (TRI)

	SG17
	Z.165.1
 (revised)
	Testing and Test Control Notation version 3: TTCN-3 extension package: Extended TRI

	SG17
	Z.167 (revised)
	Testing and Test Control Notation version 3: Using ASN.1 with TTCN-3

	SG17
	Z.168 (revised)
	Testing and Test Control Notation version 3: The IDL to TTCN-3 mapping

	SG17
	Z.170
 (revised)
	Testing and Test Control Notation version 3: TTCN-3 documentation comment specification

	SG17
	Z.171 (revised)
	Testing and Test Control Notation version 3: Using JSON with TTCN-3


Note: All texts are for consent.
__________________

