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	Abstract:
	This report contains the report of the ITU-T SG20 on lead study group activities (December 2018-July 2019).


ITU-T Study Group 20 is actively fulfilling its mandate as the lead study group on Internet of things (IoT) and its applications; smart cities and communities, including its e-services and smart services; and for Internet of things identification. 
For additional information on ITU-T SG20, please see https://www.itu.int/en/ITU-T/studygroups/2017-2020/20/Pages/mandate.aspx  
1
ITU-T SG20 as:

Lead Study Group on  Internet of things (IoT) and its applications

Lead Study Group on smart cities and communities, including its e services and smart services

Lead Study Group for Internet of things identification.
1.1 Achievements

The list of results pertaining to the ITU-T SGs Recommendations on Internet of Things (IoT) and its applications since December 2018 are provided in Annex 1 (status: 30 July 2019). 
1.2 Plan of work for this study period 

Draft Recommendations and other texts on Internet of Things (IoT) and smart cities and communities (SC&C) currently under development in ITU-T SG20 are listed in Annex 2.
2 Working Party 1/20
2.1 Main achievements

Since the last TSAG meeting, WP1/20 approved eight Recommendations, agreed one Supplement. Additionally, sixteen New Work Items were agreed and nineteen outgoing Liaison Statements were prepared within WP1/20.
2.2 Ongoing work in Working Party 1/20

a) Question 1/20 - End to end connectivity, networks, interoperability, infrastructures and Big Data aspects related to IoT and SC&C 
Q1/20 studies the use of ICT infrastructure and relevant models such as implementation and deployment models, to ensure end to end connectivity and service management. These studies include but are not limited to: access and core telecom networks and platforms, pipelines, intelligent building systems, information and traffic systems, as well as Big Data systems and facilities. This Question includes interoperability studies of IoT devices, networks and verticals for reliable IoT communications and services, which operate through horizontal platforms, regardless of manufacturer or industry.

Q1/20 considers developing measures to effectively tackle Big Data challenges in IoT and smart cities and communities. This also includes developing standardized efficient systems for data analytics, data dimensionality reduction, pattern reduction, features selection, distributed data computation, real time Big Data encryption, and more.
Q1/20 is currently working on five work items including: Y.SC-OpenData “Framework of open data in smart cities”; Y.infra “Overview of city infrastructure”; Y.isms (ex. Y.ism-scc) “Technical framework of integrated sensing and management system”; Y.nmm-isms (ex. Y.isw-scc) “The node metadata model for integrated sensing and management system” and Y.rrm-data “Requirements and reference model of IoT related data from city infrastructure”.
b) Question 2/20 - Requirements, capabilities, and use cases across verticals 
Question 2/20 is responsible for developing Recommendations for the support of emerging services and applications for IoT, covering: use cases; ecosystem aspects taking into account business models and use cases; requirements for IoT services and applications (including for the different service interfaces that will be required). One essential objective is the maximization of common requirements in order to provide support to a broad range of IoT services and applications in different vertical markets, in cost efficient, multi-vendor and easily deployable ways over converged infrastructures. Consideration is also given to applications and services based on the integration of the IoT services and applications with advanced information and communication technologies (ICTs).
Question 2/20 is also responsible for providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and other relevant SDOs, consortia and fora.

Question 2/20 is currently working on twenty work items including: Y.IoT-ITS-framework “Framework of cooperative intelligent transport systems based on the Internet of things”; Y.SRC “Requirements for deployment of smart services in rural communities”; Y.smartport “Requirements for a Smart Port as a city element and its interoperation with the Smart City”; Y.IoT‑NCM‑Reqts “Requirements and capabilities of network connectivity management in the Internet of things”; Y.IoT-UAS-Reqts “Use cases, requirements and capabilities of unmanned aircraft systems for Internet of things”; Y.SCC-Reqts “Common requirements and capabilities of smart cities and communities from IoT and ICT perspectives”; Y.IoT-BPM-reqts-caps “Specific requirements and capabilities of the Internet of things for business process management”; Y.Sup.SCC-Use-Cases  “Use cases of smart cities and communities”; Y.IoT-EC-reqts “IoT requirements for edge computing”; Y.IoT-UM-reqts “Requirements and use cases for universal communication module of mobile IoT devices”; Y.Sup.IoT Scenarios for Developing Countries “Scenarios of implementing Internet of things in networks of developing countries”; Y.ACC-PTS “Accessibility requirements for smart public transportation services”; Y.IoT-EC-GW “Capabilities and framework of edge computing-enabled gateway in the IoT”; Y.IoT-SLF ” Framework and capabilities for smart livestock farming based on Internet of things”; Y.SmartAirport “Services and high-level requirements of smart airports for interaction with external platforms”; Y.Sup-IoT-Eco-Plan “Framework for Internet of things ecosystem master plan”; Y.AM-SC-reqts “IoT technical requirements and framework for monitoring physical city assets”; Y.IoT-AV-Reqts “Requirements and capability framework of IoT infrastructure to support network-assisted autonomous vehicles”; Y.IoT-SmartBuild “Common requirements and capabilities of smart buildings from the IoT perspective” and Y.SmartRailwayStation “High-level requirements and capabilities of smart railway station platform”.
c) Question 3/20 - Architectures, management, protocols and Quality of Service
Question 3/20 is responsible for developing Recommendations on IoT functional architecture, protocols, management mechanisms, and QoS (including performance) of IoT and Smart Sustainable Cities and Communities (SC&C). One essential objective is to address the requirements of IoT devices, networks, and applications, analyse related architectures and frameworks, in order to provide a common IoT functional architecture, which could be widely applied for different IoT applications, platforms, and systems. Question 3/20 is also responsible for developing Recommendations on other aspects based on this architecture, including but not limited to protocols, APIs, identification and management mechanism.  

Question 3/20 is also responsible for providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and other relevant SDOs, consortia and fora.

Question 3/20 is currently working on fifteen work items including: Y.Sup.IPv6-IoT “IPv6 potential for the Internet of things and smart cities”; Y.AERS-msd “Minimum set of data structure for automotive emergency response system”; Y.AERS-mtp “Minimum set of data transfer protocol for automotive emergency response system”; Y.cnce-IoT-arch “Functional architecture of cellular-radio network capability exposure for smart hospital based on Internet of things”; Y.dec‑IoT-arch “Decentralized IoT communication architecture based on information centric networking and blockchain”; Y.IoT-ics “Requirements and functional architecture of open IoT identity correlation service”; Y.IoT-rmc “Reference architecture of accessing IoT resources for management and control”; Y.IoT-sd-arch “Framework of service interworking with device discovery and management in heterogeneous IoT environments”; Y.NDA-arch “Functional architecture of network-based driving assistance for autonomous vehicles”; Y.SCCE‑arch “Reference architecture of spare computational capability exposure of IoT devices for smart home”; Y.SSC-AISE-arc “Reference architecture of artificial intelligence service exposure for smart sustainable cities”; Y.UAV.arch “Functional architecture for unmanned aerial vehicles and unmanned aerial vehicle controllers using IMT-2020 networks”; Y.UIIS “Unified identity/identifier/locator split (UIIS) services and architecture in IoT environment”; Y.IoT-AOS-prot “Protocols of supporting autonomic operations in the Internet of things” and Y.IoT-rf-dlt “OID-based Resolution framework for transaction of distributed ledger assigned to IoT resources”.
d) Question 4/20 - e/Smart services, applications and supporting platforms 
Question 4/20 is responsible for developing Recommendations on e/Smart services and applications platforms for IoT and SC&C, taking into consideration the whole process of communications and middleware and application interfaces for service supporting such as configuration of resources, provision of capabilities and management with application profiles, whilst maintaining the required privacy and security. Question 4/20 is also responsible for developing Recommendations on context/event management and reasoning standard, autonomic service management with machine learning mechanisms for intelligent aspects as well as service management standards and business support capabilities.
Question 4/20 is currently working on twenty work items including: Y.del-fw “Framework of delegation service for the IoT devices”; Y.disaster-notification “Framework of the disaster notification of the population in smart cities and communities”; Y.energy-mMG “Application model for energy services on multiple microgrids”; Y.IoT-BoT-fw “Framework of blockchain of things as decentralized service platform”; Y.IoT-LISF “Lightweight intelligent software framework for IoT devices”; Y.ISG-fr “Framework of smart greenhouse service”; Y.smart-evacuation “Framework of smart evacuation during emergencies in smart cities and communities”; Y.social-device “Framework of the social device networking”; Y.STD “Functional architecture for management to smart tourist destinations”; Y.STIS-fm, “Function and metadata of spatiotemporal information service for SSC”; Y.BC-SON “Framework of blockchain-based self-organization networking in IoT based environments”; Y.IoT-AR “Framework for AR and VR based control in IoT”; Y.IoT-Lift “Framework of IoT based monitoring and management for Lift”; Y.IoT-SCS “Requirements and functional architecture for smart construction site services”; Y.IoT-VLC “Framework of IoT Services based on Visible Light Communication; Y.smart-education “Requirements and Reference Architecture of Smart Education”; Y.smoke-detection “Requirements and functional architecture of smart fire smoke detection service”; Y.UAV-BSI “Requirements and functional architecture of base station inspection services using unmanned aerial vehicles” and Y.Sup.4409 “Implementation Guidelines to ITU-T Y.4409”. Draft Recommendation ITU-T Y.4556 (ex.Y.SC-Residential) “Requirements and functional architecture of smart residential community” was determined during the SG20 meeting held in April 2019.
3 Working Party 2/20
3.1 Main achievements

Since the last TSAG meeting WP2/20 has approved four new Recommendations and agreed two Supplements. WP2/20 has also agreed five New Work Items and seventeen outgoing Liaison Statements were prepared.
3.2
Ongoing work in Working Party 2/20
a) Question 5/20 - Research and emerging technologies, terminology and definitions
This Question is tasked to capture and develop definitions, to contribute to a common terminology for IoT and SC&C. This Question is also contributing to the research on solutions for interoperability across different technologies (including identification) and takes into account both end-user and market needs. Considering the rapid evolution of the IoT domain, Q5/20 is also contributing to the identification and discussion of relevant research and technological developments in this area, to bring the most relevant topics to the attention of the ITU-T Study Group 20 (SG20) and/or to the corresponding Questions. 
Q5/20 is developing the following work items: 

· Unlocking Internet of things with artificial intelligence: Where we are and where we could be (Y.Sup.AI4IoT)
As the IoT system seeks to spread within the urban realm in keeping with smart and sustainable city aspirations, the need to manage the burgeoning big data and establishing a self-sustaining urban ecosystem is at the fore-front. Accordingly, this draft Supplement will examine how artificial intelligence could step in as the saviour and bolster the intent of urban stakeholders to deploy IoT technologies and eventually transition to smart cities.

The main elements examined in this draft Supplement are:

–
The various technologies from AI which will help cater to urbanization and facilitate smart city transformations;

–
The role played by AI in managing the data generated within the IoT realm;

–
The main benefits of adopting AI and delving into how this technology could be leveraged to attain the targets stipulated in the recently established Sustainable Development Goals (SDGs).
· Interaction between physical and digital cities for building smart sustainable city (Y.Sup.Interact-P-D-cities) 
The purpose of this draft Supplement is to collect information on how to build a new smart city and/or expand an existing city, identifying the existing standards of various SDOs, and proposing the possibility of future standardization for building smart cities. An interaction between physical and digital cities for building smart sustainable city is one of the topics under consideration. It is intended to explore the digital modelling of buildings in cities, and to annotate the location of IoT sensor devices in buildings and the relationship between different sensors and urban GIS locations. Therefore, the collected data is processed, to accurately position the spatial position corresponding to the IoT device, and the data and spatial relationship and time relationship are combined to perform a big data analysis and processing to provide services for the city.
b) Question 6/20 - Security, privacy, trust and identification for IoT and SC&C 
Q6/20 is developing Recommendations, Supplements, Guidelines and Technical Reports on topics such as: authenticity, confidentiality, integrity, non‑repudiation and availability of IoT devices, systems, applications, protocols, platforms, and services; Security and trust provisioning in IoT both at the ICT infrastructure and future heterogeneous converged service environments; security and trust provisioning in IoT services and applications for converged environments among stakeholders of different industries; requirements to mitigate the risks and threats identified in IoT and SC&C systems and services; utilizing security constructs in IoT systems to protect identity, privacy, and security of the system; technical measures to prevent compromise, and protect the integrity and privacy of IoT systems, applications, platforms, and services; technical measures needed to support the protection of privacy in SC&C applications, services, and platforms; identifying the potential risks associated with the different management, administration, maintenance, and service provisioning in SC&C; how to mitigate risks associated with the different management, administration, maintenance, and service provisioning in SC&C; supporting availability and portability of the data in IoT and SC&C platforms, systems, and services; the use of naming, addressing, and identification in IoT and SC&C deployments; and identity discovery and identity management in IoT and SC&C.
Q6/20 is developing the following work items: 

· Open data application programming interface (API) for IoT data in smart cities and communities (Y.API4IoT)

A growing number of smart cities and Administrations are inclined to collaborate and mutualize their efforts and resources for IoT deployments and open data sharing. This Recommendation will study the concept and potential of developing a secured open and interoperable API in the context of IoT deployment and open data management in smart cities. It will analyse current solutions implemented by Administrations around the world, where applicable, including those adopted by smart cities, to share their data through open and interoperable interfaces. It will subsequently specify an open and interoperable API for secured Open Data architecture as well as to support IoT data interoperability for smart cities. The work will be concluded by mapping the specified API with relevant work performed by other international SDOs and alliances, which help consolidate the standards developed on the topic.
· Framework of identification and connectivity of moving devices in smart city (Y.FW.IC.MDSC)
Smart cities contain a large number of moving devices, which serve many purposes, for example the use of small unmanned aircraft systems (UASs) for various applications. A survey of existing methods of identifying these systems and verifying their identifiers has brought to light a real problem regarding the remote verification of identifiers at long distances (e.g. more than 300 meters). It is important to investigate a standard approach for the identification of these systems and for the transmission of information over a radio network to the monitoring and control centers of Smart Cities. In recent years, Low Power Wide Area (LPWA) systems have been developed. Technologies such as Ultra Narrow Band, Spread Spectrum, NB-IoT, LTE-eMTC, etc. have features such as long operating battery life. With developed base station infrastructure, connection with Moving Devices in Smart Cities (MDSC) will be possible over greater distances, including in built up urban areas. Thus, MDSC could be considered as IoT devices that interact with the whole smart city ecosystem via wireless communications. This Recommendation will develop a methodology and a structure for MDSC identification when using wireless technologies such as LPWA systems for connectivity.
· Information management digital architecture to combat counterfeiting in IoT (Y.IoT‑DA-Counterfeit)

There is a variety of systems/technical solutions which can be applied to combat counterfeiting in IoT, including those which are based on the ITU-T Recommendations such as: ITU-T X.1255 “Framework for discovery of identity management information”; Draft Recommendation ITU-T Y.IoT-IoD-PT “Identity of IoT devices based on secure procedures and ensures privacy and trust of IoT systems” (ITU-T SG20); Q.39_FW_Test_ID_IoT “The framework of testing of identification systems used in IoT” (ITU-T SG11). Moreover, the referred to technical report indicates that RFID tags are among technologies, which are used for combating counterfeiting. In the meantime, RFID and other types of tags become part of IoT systems/solutions to be used for different applications. Systems based on Digital Object Architecture (DOA) may be considered as one category of candidate tools which allow vendors/industries (not only ICT industry) to store their products' profile in repositories. These repositories contain all information about the products. Therefore, this Recommendation can be efficiently used in different industries such as ICT, pharmaceutical, automotive, avionic, etc.
· An architecture for IoT interoperability (Y.4459 (ex.Y.IoT-Interop))
This Recommendation introduces the Digital Object Architecture (DOA) and its prospective in addressing security and interoperability among IoT applications.

DOA defines a framework for information-oriented services that makes use of existing infrastructures including Internet infrastructure to enhance secure and managed information sharing over a distributed networking environment. It defines framework for information management based on the use of digital object, and a common set of secure services that will help the registration, discovery, resolution, and dissemination of such digital objects. The set of DOA services is designed to facilitate sharing across any storage boundaries, any heterogeneous application boundaries, and any organization boundaries.

DOA defines a minimum set of needed architectural components, protocols, and services to provide a generic information and service interoperability. It will facilitate the interoperability of identification, description, representation, access, storage and security of IoT devices. DOA encourages a common security and management interface across different IoT applications.

This draft Recommendation is currently under AAP.
· Identity of IoT devices based on secure procedures to enhance trust of IoT systems (Y.IoT-IoD-PT)
The concept of the Internet of Things, defined in Recommendation ITU-T Y.4000/Y.2060, nowadays plays an important role for telecommunication and information technologies. According to different forecasts, the number of Internet of Things in the foreseeable future will be hundreds of billions pieces, and further it will grow up to trillions. It is essential that most of customers of telecommunication networks will be IoT-based devices in the near future. IoT, in accordance with Recommendation ITU-T Y.4050/Y.2069, are things, which have a network address and have an ability to integrate it. The penetration of IoT devices is going very fast and, therefore, requires the standardization of identification procedures and relevant testing methods.

Due to the large number of IoT devices, the identification methods for the IoT could be considered as a very important issue as it allows customer to ensure the authenticity of the IoT. 
· Agility by design for Telecommunications/ICT Systems Security used in the Internet of Things (Y.IoT-Agility)
This Recommendation addresses possible improvement of security and stability of the Internet of Things by ensuring the supporting Telecommunications/ICT systems and related infrastructure - protocols, standards, etc. - have the flexibility to keep up with advances in Telecommunica-tions/ICT security and cryptography This Recommendation intentionally will not provide guidance on specific cryptosystems, standards or algorithms.
· Framework of IoT-devices authentication in smart city (Y.IoT-Ath-SC)
This Recommendation will describe a general methodology for the authentication of IoT devices in WiFi network and monitoring its state. This methodology allows to perform the authentication process of IoT devices without the traditional web authentication process. Also, this Recommendation will describe the approach to the implementation of the handover function within one local wireless network.
· IoT Identifiers for Intelligent Transport Systems (Y.IoT-ITS-ID)
This Recommendation will define field formats for identifying road signs/signals and identifies specific values for identifiers of such signs/signals.
· oneM2M Security Solutions (Y.oneM2M.SEC.SOL)
This Recommendation will provide normative and informative specifications for M2M Security and Privacy protection.
c) Question 7/20 - Evaluation and assessment of Smart Sustainable Cities and Communities
Q7/20 is developing Recommendations, Supplements and Reports on topics such as: methodologies for assessment of city SDGs, considering general principles, criteria for evaluating ICT impact; collecting and calculating reliable data to feed into the assessment model; developing methodologies for measuring and evaluating a city's specific performance and e/smart services with respect to defined sector indicators; reporting on the Global Smart Sustainable Cities Index and reporting a city's performance to help cities to reach SDGs.
Q7/20 is developing the following work items:

· Performance evaluation frameworks of e-health systems in the IoT (Y.IoT-EH-PFE)
To meet market requirements, governments want to purchase e-health systems to raise health service efficiency, improve service quality and better people's quality of experience. But ICTs evolve rapidly, new concepts and technologies emerging every day. What kinds of e-health systems can meet what needs of e-health services? How evaluate e-health services' quality? What's the judging basis? Can e-health systems be upgraded to adapt to future technologies and compatible with other systems (e.g. smart city information system)? This Recommendation intends to answers to the above mentioned questions. This Recommendation will include: classification of e-health services; performance evaluation factors applicable for e-health systems in the IoT; and key performance frameworks.
· Smart sustainable cities maturity model (Y.4904 (ex. Y.SSC-MM))
This Recommendation contains a maturity model for smart sustainable cities. This maturity model helps identify the goals, levels and key measures that are recommended for cities to effectively examine their current situation and determine critical capabilities needed to progress toward the long-term goal of becoming SSCs. The Recommendation includes: - Smart Sustainable City Maturity Model (SSC-MM), - maturity dimensions in smart sustainable cities, - maturity levels for smart sustainable cities, and - mapping of key performance indicators in smart sustainable cities.
This draft Recommendation is currently under AAP.

· Reference architecture of blockchain-based unified KPI data management for smart sustainable cities (Y.SSC-BKDMS-arc)
This Recommendation specifies blockchain-based KPI management for SSC (BKDMS) supporting functions for smart sustainable cities (SSC), with which the KPI data can be managed in a reliable and trusted way. It provides a trusted foundation to help cities as well as their stakeholders to assess what extent they may be perceived as smart and sustainable. BKDMS defines a blockchain-based management architecture in the process of KPI data as collection, transmission, storage, retrieval and application. Taking the benefits of blockchain, BKDMS keeps the KPI data of SSC tamper-proof and traceable. A unified data structure of KPI data by normalizing related data collected, can help to treat KPI data by digital means. Blockchain with the distributed database technology, consensus mechanism and encryption technologies ensure the KPI data tamper-proof in transportation and physical communication network independence, thus ensure the authenticity of KPI data. Meanwhile, in the storage of data, unified data structure and Blockchain characteristics can ensure the KPI data reliable and traceable.
· Standards mapping assessment for smart sustainable city (SSC) strategy (Y.Stra-SSC)
Based on the city's current situation, City Managers have the role of defining a vision of the SSC and creating a pathway for becoming a smart and innovative city. Although it is not the role of a city manager to be a technical expert, there is a need for the city manager to be able to identify the technological possibilities, to understand the situation of relevant standards allowing him/her to implement this strategy and to measure whether these technical developments help him/her to reach the objectives of the strategy. By looking at standards produced by the SDOs in the field of smart cities, the city manager may have difficulties to understand whether his strategy to drive his/her city to the status of a smart sustainable city is the most effective one or even if it is simply likely to succeed. To further develop such approach, this Recommendation will focus on a set of critical vertical and horizontal areas for the city, namely: mobility (traffic management, multi-transport planning...), governance (digital citizenship…), living (urban planning, smart infrastructure…), environment (waste, energy…), people (digital inclusion…) among others. It is expected that this Recommendation will allow the city manager, but also other industrial (private sector) stakeholders to choose the standards giving the opportunities to optimize efforts during the implementation phase. This Recommendation is not intended either to describe or to propose any commercial solutions to the city managers.
· Guidelines for digital inclusion in the development of digital urban technology and smart cities (Y.Sup.digi-inc)
In line with the Sustainable Development Goals (SDGs), the New Urban Agenda "promotes equitable and affordable access to sustainable basic physical and social infrastructure for all, without discrimination, including, among other, information and communications technologies. We further commit ourselves to ensure that these services are responsive to the rights and needs of women, children and youth, older persons and persons with disabilities, migrants, indigenous peoples and local communities, as appropriate, and to those of others in vulnerable situations. In this regard, we encourage the elimination of legal, institutional, socioeconomic and physical barriers". In the work of designing and building smart sustainable cities, "digital inclusion" means that urban and city infrastructure managers ought to consider activities and guidelines necessary to ensure that all individuals and communities, including the most disadvantaged, have access to smart city technologies in their communities and settlements, of adequate quality and also is well-placed to benefit from the deployments of emerging technologies (including IoT, Artificially Intelligent infrastructure, and big data) within their cities and settlements. The guidelines in this Supplement are intended to be applicable to all aspiring smart sustainable cities. The Supplement will develop guidelines to promote digital inclusion.
· Key performance indicators for smart sustainable cities to assess the achievement of sustainable development goals (Y.4903rev)

Rapid urbanization is driving cities around the globe to become smarter and more sustainable. At the same time, the increasing awareness of meeting the United Nations' Sustainable Development Goals (SDGs) have compelled city stakeholders to look for ways to evaluate their smart strategies/projects and the city's progress in reaching the SDGs. The U4SSC is a UN initiative supported by 16 UN agencies and programmes, including ITU, UN-Habitat and UNECE dedicated to help cities to reach SDG 11: "Make cities and human settlements inclusive, safe, resilient and sustainable". The United for Smart Sustainable Cities (U4SSC) initiative has developed a document "Collection methodology for the Key Performance Indicators for Smart Sustainable Cities" which contains a set of Key Performance Indicators for Smart Sustainable Cities (SSC) based on Recommendation ITU-T Y.4903/L.1603. Over 50 cities around the world have piloted these KPIs in the past 3 years including Dubai, Moscow and Singapore. Their experiences and feedback have shaped the KPIs into becoming the most comprehensive set of indicators to support and guide cities in their smart journey and reaching the SDGs.
4. Collaboration with other SGs and external organizations

ITU-T SG20 received and responded to many liaison statements including from: TSAG, ITU-T SG2, ITU-T SG3, ITU-T SG5, ITU-T SG9, ITU-T SG11, ITU-T SG12, ITU-T SG13, ITU-T SG15, ITU-T SG16, ITU-T SG17, FG-DPM, FG-DLT, FG-VM, Standardization Committee for Vocabulary (SCV), JCA-IMT2020, JCA-AHF, CITS, ITU-R, ITU-D, ISO/IEC JTC1, ISO TC 204, ISO TC 184, IEC TC 65, Internet Engineering Task Force (IETF), OMA, ETSI ISG CDP,ISCG, ICAO, W3C and oneM2M, among others.

In addition, JCA-IoT/SC&C seeks coordination with other SDOs and other forums. 

4.1
Collaboration with ISO and IEC

ITU-T SG20 is closely collaborating with ISO and IEC. An ISO-IEC-ITU Working team on Smart City Terminology was created in July 2017 and ITU hosted its first meeting. 
Since 2016, ITU together with ISO and IEC has been organizing an annual World Smart City Forum (Singapore, 13 July 2016, Barcelona, 15 November 2017 and Santa Fe, 29 November 2018). 
Additionally, during the Joint Coordination Activity on Internet of Things and Smart Cities and Communities (JCA-IoT and SC&C) meeting held on 10 April 2019, the Telecommunication Standardization Bureau (TSB) presented information on a Joint IEC-ISO-ITU Smart Cities Task Force, including its draft Terms of Reference. SG20 revised the proposed ToR of the Joint IEC-ISO-ITU Smart Cities Task Force (J-SCTF) and agreed to submit the final version to the TSB Director for action and to TSAG for information. Please see TSAG-TD549.
5. ITU-T Study Group 20 Meetings

ITU-T SG20 held a meeting in Wuxi, China from 3 to13 December 2018 and a meeting in Geneva, from 9 to 18 April 2019. 

The next ITU-T SG20 meeting will be held from 25 November to 6 December 2019 in Geneva, Switzerland.
6. JCA IoT and Smart Cities & Communities 
The scope of the JCA-IoT and SC&C is to coordinate the ITU-T work on the “Internet of Things and Smart Cities and Communities” and provide a visible contact point for IoT and its applications including smart cities and communities (SC&C) activities within ITU-T. This would also help to coordinate with external bodies working in the field of IoT and SC&C and enable effective two‑way communication with these bodies. External bodies include representatives from relevant SDOs such as IEC, ISO or relevant academia, consortia or fora.
The JCA-IoT and SC&C maintains an IoT and SC&C standards roadmap which documents complete as well as ongoing work on IoT and SC&C carried out by ITU-T as well as by other SDOs and Forums. The IoT and SC&C standards roadmap is available online. 

Since December 2018, the JCA IoT and SC&C has held the following meetings:
· Twentieth meeting, Wuxi, China, 6 December 2018.
· Twenty-first meeting, Geneva, Switzerland, 10 April 2019.
The twenty-second meeting of the JCA IoT and SC&C will be held on 28 November 2019 in Geneva, Switzerland, in conjunction with the SG20 meeting.
7. Focus Group on Data Processing and Management to support IoT and Smart Cities & Communities
The Focus Group on Data Processing and Management (FG-DPM) to support IoT and Smart Cities & Communities was established by ITU-T Study Group 20 in March 2017 to provide a platform to share views, to develop a series of deliverables, and showcasing initiatives, projects, and standards activities linked to data processing and management and establishment of IoT ecosystem solutions for data focused cities.
The work of the FG-DPM was carried out in five Working Groups, namely:

· WG1 - Use Cases, Requirements and Applications/Services;

· WG2 - DPM Framework, Architectures and Core Components;

· WG3 - Data sharing, Interoperability and Blockchain;

· WG4 - Security, Privacy and Trust including Governance; and

· WG5 - Data Economy, commercialization, and monetization.
From December 2018, the FG-DPM has held the following meetings:
· Sixth FG-DPM meeting, 14-18 January 2019, Bundang, Seoul, Korea (Rep. of). The meeting was preceded by the Third ITU Workshop on Data Processing and Management for IoT and Smart Cities & Communities on 14 January 2019.
· Seventh FG-DPM meeting, 3-7 April 2019, Geneva, Switzerland.
· The eighth and final meeting of the FG-DPM took place from 15 to 19 July 2019 in Geneva, Switzerland. It was followed by the Fourth ITU Workshop on Data Processing and Management for IoT and Smart Cities & Communities, on 19 July 2019. 

The FG-DPM concluded with the following15 deliverables (9 Technical Specifications and 6 Technical Reports):
- Technical Specification on “Data Processing and Management for IoT and Smart Cities and Communities: Vocabulary”;

- Technical Report on “Data Processing and management for IoT and smart cities and communities: methodology for data processing and management concept building”;

- Technical Specification on “Use case analysis and requirements for data processing and management to support IoT and smart cities and communities”
- Technical Specification on “Data processing and management framework for IoT and smart Cities and communities"
- Technical Report on “Web based data model for IoT and smart city”;

- Technical Specification on “SensorThings API – Sensing”;

- Technical Specification on “Framework to support data interoperability in IoT environments”;

- Technical Report on “Overview of blockchain for supporting IoT and SC&C in DPM aspects”;
- Technical Specification on “Blockchain-based data exchange and sharing for supporting IoT and SC&C”;

- Technical Specification on “Blockchain-based data management for supporting IoT and SC&C”;

- Technical Specification on “Identity framework in blockchain to support DPM for IoT and SC&C”;

- Technical Report on “Framework for security, privacy, risk and governance in data processing and management”;

- Technical Report on “Overview of technical enablers for trusted data”;

- Technical Report on “Framework to support data quality management in IoT”;

- Technical Specification on “Data economy: commercialization, ecosystem and impact assessment”.

More information on the FG-DPM can be found at: https://www.itu.int/en/ITU-T/focusgroups/dpm/Pages/default.aspx. 

8. ITU-T Study Group 20 Regional Groups

ITU-T SG20 has created the following Regional Groups: 

· SG20 Regional Group for the Africa Region held its first meeting in Zanzibar, Tanzania on 10 and 11 April 2018 (afternoon only) during the 8th Green Standards Week. The second meeting of the SG20RG-AFR will be held from 27-29 August 2019 in Abuja, Nigeria during the 1st Digital African Week. 
· SG20 Regional Group for the Arab Region held its first meeting in Cairo, Egypt on 9-10 August 2017 and its second meeting in Riyadh, Saudi Arabia on 19-20 November 2017.
· SG20 Regional Group for the Latin America Region held its first meeting in Cartagena de Indias, Colombia on 20 April 2018. The second meeting will be held from 11-12 September 2019 in San Salvador, El Salvador. A Bridging the Standardization Gap hands on training session will be held on 12 September 2019.
· SG20 Regional Group for Eastern Europe, Central Asia and Transcaucasia held its first meeting in Saint Petersburg, Russian Federation on 20-21 June 2018. Its second meeting took place on 4-5 June 2018 in Saint Petersburg, Russian Federation in conjunction with the ITU Regional Forum on “Internet of Things, Telecommunication Networks and Big Data as Basic Infrastructure for Digital Economy” on 4, 5 and 6 June 2018 (morning only). The third meeting took place from 26-28 February 2019 in Minsk, Belarus. It was held in conjunction with the ITU-UN-Habitat-UNDP Forum on Smart sustainable cities: technological trends, success stories and future prospects which was held from 26-27 February and the ITU Training on Key performance indicators for smart sustainable cities to achieve the SDGs on 27 February 2019 in Minsk, Belarus.
9. Other activities 
Since December 2018, a series of events on IoT and SSC have been organized:
· The ITU Forum on Artificial Intelligence, Internet of Things and Smart Cities was held on 3 December 2018 in Wuxi, China. This Forum was collocated with the ITU-T Study Group 20: Internet of things (IoT) and smart cities and communities (SC&C) meeting which took place from 3-13 December 2019 in Wuxi, China. 
· The 20th meeting of Joint Coordination Activity on Internet of Things and Smart Cities and Communities was held on 6 December 2018 in Wuxi, China.
· The Sixth meeting of the Focus Group on Data Processing and Management to support IoT and Smart Cities & Communities (FG-DPM) took place from 14 to 18 January 2019, Bundang, Seoul, Korea (Rep.of). The meeting was preceded by the Third ITU Workshop on Data Processing and Management for IoT and Smart Cities and Communities on 14 January 2019. Both events were hosted by the National Radio Research Agency, Rep. of Korea (RRA).
· The ITU-UN-Habitat-UNDP Forum on Smart sustainable cities: technological trends, success stories and future prospects was held from 26-27 February 2019, Minsk, Belarus and the ITU Training on Key performance indicators for smart sustainable cities to achieve the SDGs on 27 February 2019, Minsk, Belarus
· TSB in collaboration with Regional Office for Europe organized a session on Connecting Smart Sustainable Cities with the Sustainable Development Goals (ITU) as part of the Vienna Cybersecurity Week 2019 that took place on 12 March 2019 in Vienna, Austria.
· The seventh meeting of the ITU-T FG-DPM took place from 3-7 April 2019 in Geneva, Switzerland.
· During the WSIS 2019 Forum, ITU, UNU-EGOV, UN-habitat and U4SSC organized the Thematic Workshop on United for Smart Sustainable Cities: Blockchain for Cities, which was held on 11 April 2019 in Geneva, Switzerland.
· During the WSIS 2019 Forum, ITU and Women@thetable organized the Thematic Workshop on En-gendering the smart city, which was held on 11 April 2019 in Geneva, Switzerland. 
· The 21st meeting of Joint Coordination Activity on Internet of Things and Smart Cities and Communities was held on 10 April 2019 in Geneva, Switzerland.
· The IoT Week 2019 took place from 17 to 21 June 2019 in Aarhus, Denmark.
· The eighth and final meeting of the ITU-T FG-DPM took place from 15-19 July 2019 in Geneva, Switzerland. It was followed by the Fourth ITU Workshop on Data Processing and Management for IoT and Smart Cities & Communities on 19 July 2019.
The following events are being organized:

· At the kind invitation of the Nigerian Communications Commission, the 1st Digital African Week will take place from 27 to 30 August 2019 in Abuja, Nigeria. The 1st Digital African Weeks is structured as follows:
· Bridging the Standardization Gap Training on “How to draft international standards" to be held on Tuesday, 27 August 2019 (morning only);
· ITU-T Study Group 20 Regional Group for Africa (ITU-T SG20RG-AFR) meeting, 27-29 August 2019;

· Training on "Smart Sustainable Cities, Products and Services" to be held on Tuesday, 27 August 2019 (afternoon only);
· ITU Forum on "Smart Sustainable Africa" to be held on Wednesday, 28 August 2019;
· TSB in collaboration with the African regional office, is organizing a Session on “Smart Sustainable Cities & Communities", which will take place during the 14th Global Forum on Human Settlements (GFHS 2019) on 5-6 September 2019 in the United Nations Conference Center in Addis Ababa (UNCC-AA), Ethiopia. The session will be held on 5 September 2019.
· TSB together with more than 20 Organizations (including 8 UN agencies) is organizing the 9th Green Standards Week from 1 to 4 October 2019. The 9th GSW will be dedicated to the theme “Connecting Smart Sustainable Cities with the Sustainable Development Goals" and is kindly hosted by the city of Valencia. The GSW is structured as follows:

· Day 1 - Tuesday, 1 October 2019
· Leadership Panel on "Connecting Smart Sustainable Cities with the Sustainable Development Goals"
· U4SSC Award Ceremony & Photo Session
· Day 2 - Wednesday, 2 October 2019
· Forum on "Smart Governance in Cities
· Valencia: Smart City
· Day 3 - Thursday, 3 October 2019
· 4th meeting of the United for Smart Sustainable Cities Initiative (U4SSC)
· Day 4 - Friday, 4 October 2019
· Training on Building Smarter and More Sustainable Cities
· The 22ndJCA-IoT and SC&C meeting will take place on 28 November 2019 in Geneva, Switzerland. 
United for Smart Sustainable Cities (U4SSC) initiative

The United for Smart Sustainable Cities (U4SSC) initiative is a United Nations initiative coordinated by the International Telecommunication Union (ITU) , the United Nations Economic Commission for Europe (UNECE) and the United Nations Human Settlements Programme (UN-Habitat) and supported by 13 other United Nations Agencies and Programmes (CBD, ECLAC, FAO, UNESCO, UNDP, UNECA, UN-Women, UN Environment, UNEP-FI, UNFCCC, UNIDO, UNU-EGOV and WMO) to achieve Sustainable Development Goal 11: “Make cities and human settlements inclusive, safe, resilient and sustainable”. 

U4SSC is the global platform to advocate for public policies to encourage the use of ICTs to facilitate and ease the transition to smart sustainable cities.
As part of its work and commitment to shape smarter and more sustainable cities, the U4SSC has developed the following deliverables, namely:

· Flipbook on "Connecting cities and communities with the SDGs"
· Flipbook on "Enhancing innovation and participation in smart sustainable cities"
· Flipbook on "Implementing SDG11 by connecting sustainability policies and urban planning practices through ICTs"
See Press release: United Nations collaboration delivers new expert guidance to stimulate transition to Smart Sustainable Cities.
As part of the United for Smart Sustainable Cities (U4SSC) Initiative, the International Telecommunication Union (ITU) is organizing the Fourth Meeting of the U4SSC Initiative on 3 October 2019 in Valencia, Spain. In addition, the U4SSC Award Ceremony will be held on 1 October 2019. This meeting and the award ceremony will be held during the 9th Green Standards Week which will take place from 1-4 October in Valencia, Spain.
The U4SSC is currently working on the following deliverables: 

· Thematic Group on “Guidelines on tools and mechanisms to finance SSC projects”; 

· Thematic Group on “Guidelines on strategies for circular cities”;
· Thematic Group on “City science application framework”;
· Thematic Group on “Guiding principles for artificial intelligence in cities”;
· Thematic Group on “Blockchain 4 cities”;
· Thematic Group on “The impact of frontier technologies in cities”:

· The impact of sensing technologies and IoT in cities;

· The impact of artificial intelligence and cognitive computing in cities; and
· The impact of data processing and computation in cities. 

Key performance indicators for smart sustainable cities project

The U4SSC developed a set of international key performance indicators (KPIs) for Smart Sustainable Cities (SSC) to establish the criteria to evaluate ICT´s contributions in making cities smarter and more sustainable, and to provide cities with the means for self-assessments in order to achieve the sustainable development goals (SDGs). 

Over 100 cities worldwide are already implementing these KPIs.

The list of all the KPIs for SSC along with its collection methodology are contained in the:
Flipbook on "Collection Methodology for Key Performance Indicators for Smart Sustainable Cities".   
In November 2018, ITU published the case study on “Implementing ITU-T International Standards to Shape Smart Sustainable Cities: The Case of Moscow” which offers practical insights in the experiences of Moscow in transforming into a smart sustainable city using the KPIs developed by the U4SSC and based on ITU-T KPIs for SSC standards. The case study measures Moscow’s progress in reaching the objectives of its smart strategies and meeting the Sustainable Development Goals. The results of this case study provide valuable lessons to other aspiring smart sustainable cities. 
The report is available in English and Russian as flipbook [EN] [RU] and PDF version [EN] [RU].
See: Press release: New ITU case study maps the Moscow "smart city" journey. Moscow reports experience with Key Performance Indicators for Smart Sustainable Cities.
See previous case studies:
· Implementing ITU-T International Standards to Shape Smart Sustainable Cities: The Case of Singapore – Press release: New ITU case study shares insight into Singapore’s ‘Smart Nation’ strategy.;

· Implementing ITU-T International Standards to Shape Smart Sustainable Cities: The Case of Dubai – Press release: Dubai Reports Results from Implementing ITU’s Key Performance Indicators for Smart Sustainable Cities.
In addition, U4SSC is also developing several factsheets to highlight the performance of cities in the implementation of KPIs. The following city factsheets are expected to be launched during the 9th Green Standards Week in October 2019:

· Ålesund, Norway

· Bizerte, Tunisia 

· Pully, Switzerland 

· Riyadh, Saudi Arabia 

· Manizales, Colombia 

· Valencia, Spain

The U4SSC has also created the U4SSC Implementation Programme (U4SSC-IP), which is coordinated by the Organization for International Economic Relations (OiER), to support prospective cities in implementing the KPIs for SSC. The U4SSC IP supports the implementation of the U4SSC KPIs in cities, carries out projects and builds partnerships, which aim to build smarter and more sustainable cities worldwide.
Annex 1
Achievements of ITU-T Study Group 20 on Internet of Things (IoT) and smart cities and communities (SC&C)
(status 31 July 2019)

a) Recommendations approved

	SG
	No
	Title

	20
	Y.4202 
	Framework of wireless power transmission application service

	20
	Y.4203 
	Requirements of things description in the Internet of things

	20
	Y.4204 
	Accessibility requirements for the Internet of things applications and services

	20
	Y.4206
	Requirements and capabilities of user-centric work space service

	20
	Y.4207 
	Requirements and capability framework of smart environmental monitoring

	20
	Y.4460 
	Architectural reference models of devices for IoT applications

	20
	Y.4458 
	Requirements and functional architecture of smart street light service

	20
	Y.4555 
	Service functionalities of self-quantification over Internet of things

	20
	Y.4051 
	Vocabulary for smart cities and communities

	20
	Y.4205 
	Requirements and reference model of IoT-related crowdsourced systems

	20
	Y.4905 
	Smart sustainable city impact assessment

	20
	Y.4906 
	Assessment framework for digital transformation of sectors in smart cities


b) Implementer's guide approved
None.

c) Deleted Recommendations

None.

d) Agreed informative texts
	SG
	No
	Title

	20
	Y.Sup.53 to ITU-T Y.4000 series 
	IoT use cases

	20
	Y.Sup.52 to ITU-T Y.4000-series 
	Methodology for building digital capabilities during enterprises' digital transformation

	20
	Y.Sup.54 to ITU-T Y.4000-series 
	Framework for home environment profiles and levels of IoT systems


Annex 2
Current work programme of ITU-T Study Group 20 on Internet of Things (IoT) and smart cities and communities (SC&C) 
(status 30 July 2019)

Working Party 1/20
a) Q1/20 - End to end connectivity, networks, interoperability, infrastructures and Big Data aspects related to IoT and SC&C 
	SG
	No
	Title

	20
	Y.infra
	Overview of city infrastructure

	20
	Y.isms 
	Technical framework of integrated sensing and management system

	20
	Y.nmm-isms 
	The node metadata model for integrated sensing and management system

	20
	Y.rrm-data
	Requirements and reference model of IoT related data from city infrastructure

	20
	Y.SC-OpenData
	Framework of open data in smart cities


b)
Q2/20 - Requirements, capabilities, and use cases across verticals
	SG
	No
	Title

	20
	Y.ACC-PTS
	Accessibility requirements for smart public transportation services

	20
	Y.AM-SC-reqts
	IoT technical requirements and framework for monitoring physical city assets

	20
	Y.IoT-AV-Reqts
	Requirements and capability framework of IoT infrastructure to support network-assisted autonomous vehicles

	20
	Y.IoT-BPM-reqts-caps
	Specific requirements and capabilities of the Internet of things for business process management

	20
	Y.IoT-EC-GW
	Capabilities and framework of edge computing-enabled gateway in the IoT

	20
	Y.IoT-EC-reqts
	IoT requirements for edge computing

	20
	Y.IoT-ITS-framework
	Framework of cooperative intelligent transport systems based on the Internet of things

	20
	Y.IoT-NCM-reqts
	Requirements and capabilities of network connectivity management in the Internet of things

	20
	Y.IoT-SLF
	Framework and capabilities for smart livestock farming based on Internet of things

	20
	Y.IoT-SmartBuild
	Common requirements and capabilities of smart buildings from the IoT perspective

	20
	Y.IoT-UAS-Reqts
	Use cases, requirements and capabilities of unmanned aircraft systems for Internet of things

	20
	Y.IoT-UM-reqts
	Requirements and use cases for universal communication module of mobile IoT devices

	20
	Y.SCC-Reqts
	Common requirements and capabilities of smart cities and communities from IoT and ICT perspectives

	20
	Y.SmartAirport
	Services and high-level requirements of smart airports for interaction with external platforms

	20
	Y.smartport
	Requirements for a Smart Port as a city element and its interoperation with the Smart City

	20
	Y.SmartRailwayStation
	High-level requirements and capabilities of smart railway station platform

	20
	Y.SRC
	Requirements for deployment of smart services in rural communities

	20
	Y.Sup.IoT Scenarios for Developing Countries
	Scenarios of implementing Internet of things in networks of developing countries

	20
	Y.Sup.SCC-Use-Cases
	Use cases of smart cities and communities

	20
	Y.Sup-IoT-Eco-Plan
	Framework for Internet of things ecosystem master plan


c)
Q3/20 - Architectures, management, protocols and Quality of Service
	SG
	No
	Title

	20
	Y.AERS-msd
	Minimum set of data structure for automotive emergency response system

	20
	Y.AERS-mtp
	Minimum set of data transfer protocol for automotive emergency response system

	20
	Y.cnce-IoT-arch
	Functional architecture of cellular-radio network capability exposure for smart hospital based on Internet of things

	20
	Y.dec-IoT-arch
	Decentralized IoT communication architecture based on information centric networking and blockchain

	20
	Y.IoT-AOS-prot
	Protocols of supporting autonomic operations in the Internet of things

	20
	Y.IoT-ics
	Requirements and functional architecture of open IoT identity correlation service

	20
	Y.IoT-rf-dlt
	OID-based Resolution framework for transaction of distributed ledger assigned to IoT resources

	20
	Y.IoT-rmc
	Reference architecture of accessing IoT resources for management and control

	20
	Y.IoT-sd-arch
	Framework of service interworking with device discovery and management in heterogeneous IoT environments

	20
	Y.NDA-arch
	Functional architecture of network-based driving assistance for autonomous vehicles

	20
	Y.SCCE-arch
	Reference architecture of spare computational capability exposure of IoT devices for smart home

	20
	Y.SSC-AISE-arc
	Reference architecture of artificial intelligence service exposure for smart sustainable cities

	20
	Y.Sup.IPv6-IoT
	IPv6 Potential for the Internet of things and smart cities

	20
	Y.UAV.arch
	Functional architecture for unmanned aerial vehicles and unmanned aerial vehicle controllers using IMT-2020 networks

	20
	Y.UIIS
	Unified identity/identifier/locator split (UIIS) services and architecture in IoT environment


d)
Q4/20 - e/Smart services, applications and supporting platforms 
	SG
	No
	Title

	20
	Y.4556 (determined)
	Requirements and functional architecture of smart residential community

	20
	Y.BC-SON
	Framework of blockchain-based self-organization networking in IoT based environments

	20
	Y.del-fw
	Framework of delegation service for the IoT devices

	20
	Y.disaster_notification
	Framework of the disaster notification of the population in smart cities and communities

	20
	Y.energy-mMG
	Application model for energy services on multiple microgrids

	20
	Y.IoT-AR
	Framework for AR and VR based control in IoT

	20
	Y.IoT-BoT-fw
	Framework of blockchain of things as decentralized service platform

	20
	Y.IoT-Lift
	Framework of IoT based monitoring and management for Lift

	20
	Y.IoT-LISF
	Lightweight intelligent software framework for IoT devices

	20
	Y.IoT-SCS
	Requirements and functional architecture for smart construction site services

	20
	Y.IoT-VLC
	Framework of IoT Services based on Visible Light Communication

	20
	Y.ISG-fr
	Framework of smart greenhouse service

	20
	Y.smart-education
	Requirements and Reference Architecture of Smart Education

	20
	Y.smart-evacuation
	Framework of smart evacuation during emergencies in smart cities and communities

	20
	Y.smoke-detection
	Requirements and functional architecture of smart fire smoke detection service

	20
	Y.social-device
	Framework of the social device networking

	20
	Y.STD
	Functional architecture for management to smart tourist destinations

	20
	Y.STIS-fm 
	Function and metadata of Spatiotemporal Information Service for SSC

	20
	Y.Sup.4409
	Implementation Guidelines to ITU-T Y.4409

	20
	Y.UAV-BSI
	Requirements and functional architecture of base station inspection services using unmanned aerial vehicles


Working Party 2/20
a)
Q5/20 - Research and emerging technologies, terminology and definitions
	SG
	No
	Title

	20
	Y.Sup.AI4IoT 
	Unlocking Internet of things with artificial intelligence: Where we are and where we could be

	20
	Y.Sup.Interact-P-D-cities
	Interaction between physical and digital cities for building smart sustainable city


b)
Q6/20 - Security, privacy, trust and identification for IoT and SC&C
	SG
	No
	Title

	20
	Y.4459 (consented)
	An architecture for IoT interoperability

	20
	Y.API4IOT
	Open data application programming interface (API) for IoT data in smart cities and communities

	20
	Y.FW.IC.MDSC
	Framework of identification and connectivity of moving devices in smart city

	20
	Y.IoT-Agility
	Agility by design for Telecommunications/ICT Systems Security used in the Internet of Things

	20
	Y.IoT-Ath-SC
	Framework of IoT-devices authentication in smart city

	20
	Y.IoT-DA-Counterfeit
	Information management digital architecture to combat counterfeiting in IoT

	20
	Y.IoT-IoD-PT
	Identity of IoT devices based on secure procedures to enhance trust of IoT systems

	20
	Y.IoT-ITS-ID
	IoT Identifiers for Intelligent Transport Systems

	20
	Y.oneM2M.SEC.SOL
	oneM2M Security Solutions


c)
Q7/20 - Evaluation and assessment of Smart Sustainable Cities and Communities 
	SG
	No
	Title

	20
	Y.4903rev
	Key performance indicators for smart sustainable cities to assess the achievement of sustainable development goals

	20
	Y.4904 (consented)
	Smart sustainable cities maturity model

	20
	Y.IoT-EH-PFE
	Performance evaluation frameworks of e-health systems in the IoT

	20
	Y.SSC-BKDMS-arc
	Reference architecture of blockchain-based unified KPI data management for smart sustainable cities

	20
	Y.Stra-SSC
	Standards mapping assessment for smart sustainable city (SSC) strategy"

	20
	Y.Sup.digi-inc
	Guidelines for digital inclusion in the development of digital urban technology and smart cities


_________________

