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	Abstract:
	Discussion for proposal of a new work item "Service framework of blockchain-based verifiable identification and authentication for IoT devices". 


The document is for discussion on proposal for establishing a new work item "Service framework of blockchain-based verifiable identification and authentication for IoT devices".
This document reflected the discussion on contribution SG20-C546-R1 at Q3 meeting session (April 10, 2019), and the contributors provided some more clarifications for the comments and suggestions collected at that Q3 meeting session.
The contributors request to establish a new work item for the proposed study.

R1 provided more clarification from the proponents for the benefits which could be made by this proposed solution, and as well updated the Summary part of A.1 which reflected the discussion at Q3/20 meeting session.

R2 updates Summary part in A.1 justification reflected the discussion at Q3/20 meeting (April 16, 2019).



1.	Background
Traditional identity managements (idM) [1] (including federated identity managements (FidM) [2]) are based on centralized/federated authorities such as corporate directory services, certificate authorities, or domain name registries. Traditional idMs and FidMs may support different types of identities, such as, E.164/E.212, DoA, OID, EPC, IPv4/IPv6 etc. From the standpoint of cryptographic trust verification, each of these centralized/federated authorities serves as their own roots of trust. In traditional idM and FidM, the entities (e.g., IoT devices) should trust the trust points which provide the trust verification services, . In practice,and the trust verification services  some of trust points may be become bottle-necks, and some of trust points or may become source of matters, such as single point of failure.
For example, as showed in Figure 1, when huge amounts of cars move together in one special area at a same time (e.g. near the edge resolution node, ID parser A), if the ID parser A cannot provide enough capability for resolution services, it will  may become a bottle-neck for those cars to getfor identification service. And similarly, And more, if ID parser B does not work, it will may makebe a single point failure for those IoT devices which rely on its service for the cars if it is not work.


Figure 1 – Illustration of bottle-neck and single point failure 
in traditional layered idM and FidM solutions
In current communication networks, identification service and authentication service for IoT devices are separated. As illustrated in Figure 2, when an IoT device (such as Car A showed in Figure 2) leaves off its home network and roams into other communication networks (such as mobile networks B and C), the serving networks (mobile network B or C) should interact with the home network (mobile network A) to resolute the identity and authenticate the IoT device. In some cases, especially for automatic driving, it is needed of real-time service, current roaming solutions are difficult to meet the needs.


Figure 2 – Illustration of traditional identification and authentication services for IoT devices
when roaming in current communication networks
Typically, identification service and authentication service for IoT devices are performed by separate service systems. The separated service mode is difficult to adapt to some kinds of conditions for IoT devices, such as, working in un-trust environments, frequently roaming in multiple networks, accessing to multiple services at same time, transferring and managing by different stakeholders, huge amounts of IoT devices interacting with each other, etc.
Blockchain technologies (or distributed ledger technologies, DLT) [3][4][5] provide opportunities for fully decentralized identification and authentication services (DIAS). Blockchain platforms are not layered, and part or whole of the participants (entities) have same rights to provide and/or access the services in them according to their policies. Identification and authentication services can be established on blockchain platforms. In those types of services,In DIAS, entities (e.g., IoT devices and IoT services) can act as root of trust points for other entities, and are free to use any the shared root of trusts, and can create and manage their own identifiers and relevant information on any number of distributed and independent roots of trust;, therefore, moreover, there are not either centralized/federated authoritiesbottle-necks or a single point of failure won’t be big issues for those types of services.. 
This contribution, based on the analysis in the followed discussion part, proposes to establish a new work item to study the standard for blockchain-based verifiable identification and authentication service for IoT devices.
2.	Discussion
[bookmark: dnume2]2.1	What is blockchain-based identification service
The proposed blockchain-based verifiable identification and authentication service (BIASBIS) is one type of identification and authentication services which based on decentralized system (such as blockchain).
In traditional identification solutions (idM and FidM), the users and IoT devices have to trust one centralized trust point or federated multiple trust points. But in BIASBIS, special trust points aren’t needed and part or whole of the participants (IoT devices or relevant entities) could be the trust points, and the participants have full control of their own data in un-trust environment.
BIASBIS is compatible with different identity and authentication solutions. BIASBIS is established on decentralized systems, such as blockchain-based, DLT-based or P2P-based. And the BIASBIS should be system-independent, not be limited in any special decentralized platform.
2.2	Why it’s needed of the BIASBIS for IoT devices
The idM, FidM, and proposed BIASBIS meet their marketing demands respectively, and can work together (through interoperability mechanisms) to provide more valuable identification and authentication services. 
In the era of internet of anything, huge amounts of IoT devices could be deployed and operated by different vendors or operators who may belongs to variety stakeholders and may not trust each other. It’s needed that the various IoT devices and IoT services could work together sometime in the un-trust environment. The BIASBIS could meet those market demands. Therefore, it is worthy to study relevant requirements and functional architecture of BIASBIS for IoT devices.
2.3 	How the BIASBIS to work for IoT devices
The proposed BIASBIS utilizes blockchain platform to store identification and authentication related information of IoT devices and IoT services (such as IoT service S1 and IoT service Sn). And the BIASBIS performs identification service and supports mutual authentication functions to the IoT devices and IoT services. 
For instance, illustrated in Figure 3, when an IoT device tries to access an IoT service (such as service S1), it can identify and authenticate the IoT service via BIASBIS, and the IoT service can also identify and authenticate the IoT device via the BIASBIS. The IoT devices and IoT services make trusts via the BIASBIS.


Figure 3 – Overview of BIASBIS
2.4	What’s the benefits of BIASBIS for IoT devices
1) BIASBIS makes benefits to users and their IoT devices:
· The users can create and maintain their identifiers and relevant information for IoT devices and are on full control of their own IoT data.
· The users and their IoT devices are no longer bound to one centralized or federated multiple trust point(s), and can get enhanced identification and authentication services trust protection when they access for their IoT devicesservices.
· The IoT devices can get cross-platform access capabilities to access various different types of IoT services which provided by different service operators.
2) BIASBIS make benefits to operators and vendors to their IoT devices:
· BIASBIS can bridge the gap between real and digital identities for IoT devices. 
· With BIASBIS the operators and vendors, especially mobile network operators (MNOs), can advance their identification/authentication services (at least for themselves) as open services, identity as a service, for IoT devices.
· The BIS can facilitate the IoT devices and IoT services to identify and authenticate each other, although the IoT devices and IoT services can be deployed and operated by different vendors and operators who may belongs to variety stakeholders and may not trust each other. The combined services can help the operators jointly improve their service performances and speed up the service responses. 
· In addition, through the BIS, the IoT services as provided by same or different service providers can share identification and authentication services to their IoT devices, which improves the performance of services and enhances the user experience because the IoT devices need not register/login to those IoT services one by one.
2.5 Gap analysis on this study
There are not any standards or relevant under-developing projects to study BIASBIS at ITU-T and other SDOs (including GSMA, W3C, ISO, IEC, etc.), and there is no any overlap on the study scopes between this proposal and other published standards and ongoing work items.  More detailed gap analysis on this proposal is provided in the contribution SG20-C0545-R1.

Bibliography:
· [1] Identity management: https://en.wikipedia.org/wiki/Identity_management
· [2] Federated identity: https://en.wikipedia.org/wiki/Federated_identity
· [3] Bitcoin: https://www.bitcoin.com
· [4] Ethereum: http://www.ethereum.org
· [5] Hyperledger: http://www.hyperledger.org

3.	Conclusion and proposals
This proposed BIASBIS won’t bring new decentralized identifiers or new blockchain systems, and also won’t specify new authentication technologies, but will provide one type of decentralized identification and authentication services which utilizing the technologies of identity, blockchain and authentication for IoT devices. In addition, this proposed BIASBIS is decentralized and platform-independent, which won’t be limited in any special decentralized platform, and not be limited in any special identity and authentication solutions.
Proposal 1 - Based on the reasons foresaid in the discussion part, it is proposed that Q3/20 starts a new work item on “Service framework of blockchain-based verifiable identification and authentication for IoT devices” with the followed scope, but not limited to:
The scope of this Recommendation includes:
· concept, common characteristics and high-level requirements of the BIASBIS, 
· functional architecture of BIASBIS and relevant main procedures.
Proposal 2 - And it is proposed to use the following text as the baseline document for the proposed new work item:
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Draft new Recommendation Y.IoT-BIASBIS-fw
Service framework of blockchain-based verifiable identification and authentication for IoT devices

AAP Summary
[To be provided before Consent]
Summary
This draft Recommendation introduces a blockchain-based verifiable identification and authentication service (BIASBIS) and specifies its common characteristics, high-level requirements, functional architecture and relevant main procedures. The BIASBIS can facilitate the IoT devices and IoT services to identify and authenticate each other, although the IoT devices and IoT services can be deployed and operated by different vendors and operators who may belongs to variety stakeholders and may not trust each other. 
[TBD]
Keyword
Authentication; blockchain; device; identification service; smart contract
[bookmark: _Toc357028581][bookmark: _Toc360060900][bookmark: _Toc6264254]1	Scope
This draft Recommendation introduces a blockchain-based verifiable identification and authentication service (BIASBIS) for IoT devices, analyses its common characteristics and high-level requirements, and brings a functional architecture of BIASBIS and relevant main procedures.
The scope of this draft Recommendation includes:
· concept, common characteristics and high-level requirements of the BIASBIS, 
· functional architecture of BIASBIS and relevant main procedures.
[bookmark: _Toc6264255]2	References
The following ITU-T recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this recommendation. At the time of publication, the editions indicated were valid. All recommendations and other references are subject to revision; all users of this recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the recommendations and other references listed below.
[ITU-T Y.2091] 	Recommendation ITU-T Y.2091 (2011), Terms and definitions for next generation networks.
[ITU-T Y.4000]	Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of Internet of Things.
 [TBD]
[bookmark: _Toc360038570][bookmark: _Toc360060403][bookmark: _Toc360060818][bookmark: _Toc360060902][bookmark: _Toc50523978][bookmark: _Toc56411850][bookmark: _Toc56413397][bookmark: _Toc56486217][bookmark: _Toc56487266][bookmark: _Toc56919015][bookmark: _Toc57026044][bookmark: _Toc66163910][bookmark: _Toc67394155][bookmark: _Toc97618505][bookmark: _Toc98656948][bookmark: _Toc99442123][bookmark: _Toc111628413][bookmark: _Toc117393959][bookmark: _Toc129486773][bookmark: _Toc136240803][bookmark: _Toc137355955][bookmark: _Toc137528776][bookmark: _Toc138652960][bookmark: _Toc188641735][bookmark: _Toc199772124][bookmark: _Toc208564417][bookmark: _Toc238617651][bookmark: _Toc244748736][bookmark: _Toc306700858][bookmark: _Toc357028583][bookmark: _Toc360060903][bookmark: _Toc6264256]3	Definitions
[bookmark: _Toc238617652][bookmark: _Toc244748737][bookmark: _Toc306700859][bookmark: _Toc357028584][bookmark: _Toc360060904][bookmark: _Toc6264257][bookmark: _Toc203559043][bookmark: _Toc208564418]3.1	Terms defined elsewhere
[bookmark: _Toc185909354][bookmark: _Toc208564419][bookmark: _Toc238617660][bookmark: _Toc244748738]This document uses the following terms defined elsewhere:
3.1.1	application [ITU-T Y.2091]: A structured set of capabilities, which provide value-added functionality supported by one or more services, which may be supported by an API interface.
3.1.2	device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment with the mandatory capabilities of communication and the optional capabilities of sensing, actuation, date capture, data storage and data processing.
3.1.3	Internet of Things [ITU-T Y.4000]: A global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things based on, existing and evolving, interoperable information and communication technologies
NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and privacy requirements are fulfilled.
NOTE 2 – In a broad perspective, the IoT can be perceived as a vision with technological and societal implications.
3.1.4	thing [ITU-T Y.4000]: In the Internet of Things, object of the physical world (physical things) or of the information world (virtual things), which is capable of being identified and integrated into the communication networks.
[bookmark: _Toc306700860][bookmark: _Toc357028585][bookmark: _Toc360060905][bookmark: _Toc6264258]3.2	Terms defined in this Recommendation
This document defines the following terms:
 [TBD]
[bookmark: _Toc50523979][bookmark: _Toc56411851][bookmark: _Toc56413398][bookmark: _Toc56486218][bookmark: _Toc56487267][bookmark: _Toc56919016][bookmark: _Toc57026045][bookmark: _Toc66163911][bookmark: _Toc67394156][bookmark: _Toc97618506][bookmark: _Toc98656949][bookmark: _Toc99442124][bookmark: _Toc111628414][bookmark: _Toc117393960][bookmark: _Toc129486774][bookmark: _Toc136240804][bookmark: _Toc137355956][bookmark: _Toc137528777][bookmark: _Toc138652961][bookmark: _Toc188641736][bookmark: _Toc199772125][bookmark: _Toc208564420][bookmark: _Toc238617662][bookmark: _Toc244748739][bookmark: _Toc306700861][bookmark: _Toc357028586][bookmark: _Toc360060906][bookmark: _Toc6264259]4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
	BIASBIS
	blockchain-based verifiable identification and authentication service

	FidM
	federated identification management

	idM
	identification management

	[TBD]
	


[bookmark: _Toc238617663][bookmark: _Toc244748740][bookmark: _Toc306700862][bookmark: _Toc357028587][bookmark: _Toc360060907][bookmark: _Toc6264260]5	Conventions
The following conventions are used in this Recommendation:
· The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.
· The keywords "is recommended" indicate a requirement which is recommended but which is not absolutely required. Thus, this requirement need not be present to claim conformance.
[bookmark: _Toc6264261]6	Introduction of BIASBIS
Editor’s Note: This clause introduces the concept of BIASBIS, and provides brief descriptions its functions. 
Blockchain-based verifiable identification and authentication service (BIASBIS) provides verifiable decentralized identification service and authentication service to IoT devices at same time. Through the BIASBIS, the IoT devices and IoT services can identify and authenticate each other, although they may be deployed and operated by different vendors and operators who may belong to variety stakeholders and may not trust each other.
In traditional identification solutions (including idM and FidM), the IoT devices have to trust one centralized or federated multiple trust points, but in BIASBIS, those types of trust points aren’t needed. In BIASBIS, part or whole of the participants (IoT devices, IoT devices, IoT gateways and relevant entities) can act as trust points.
BIASBIS, based on blockchain platform, established one types of decentralized cooperation modes between the IoT services and IoT devices. As illustrated in Figure 6-1, IoT devices (full-fledged and constrained) and IoT services (S1 thru Sn) register their identifiers and relevant information in BIASBIS. Those registered data can be validated by their providers (or operators) respectively. After then the IoT devices and IoT services can identify and authenticate each other through the BIASBIS, without the participations of their providers (or operators).
The BIASBIS is compatible to different types of identity and authentication solutions. The BIASBIS is established on blockchain platform, but it is platform-independent and is not limited in any special blockchain platform.


Figure 6-1 – Overview of BIASBIS

 [TBD]
7	BIAS using smart contracts
Editor’s Note: This clause provides the integration of smart contracts with the BIAS, to create a distributed blockchain-based identification and authentication services for IoT devices, which uses smart contracts technologies based on digital ledger technologies to provide automated and pre-set protocols and agreements between different parties engaged in a particular transaction. Examples include conditional service authentication (an IoT device can access a service if a condition is satisfied in addition to the authentication of the IoT device itself on the BIAS). 
[TBD]
[bookmark: _Toc6264262]87	Common characteristics and high-level requirements of the BIASBIS
[bookmark: _Toc6264263]87.1	Common characteristics
Editor’s Note: This clause brings the common characteristic of BIASBIS. 
 Automatic processes using smart contracts: The BIS uses smart contracts on blockchain platform to support automatic processes for identification and authentication, without human’s interventions.
Identification and authentication are combined and trusted.
[TBD]
[bookmark: _Toc6264264]87.2	high-level requirements
Editor’s Note: This clause brings the high-level requirements of BIASBIS. The potential high-level requirements may include:
Verifiable identification and authentication: Eliminating the requirement for centralized authorities or single points of failure in idM, and supporting the registration of globally unique identifiers, public verification keys, service endpoints, and other metadata.  
Privacy: Enabling entities to control the privacy of their information, including minimal, selective, and progressive disclosure of attributes or other data.  
Security: Enabling sufficient security for relying parties to depend on verifiable identifiers for their required level of assurance.  
Proof-based: Enabling an entity to provide cryptographic proof of authentication and proof of authorization rights.  
Interoperability: Supporting existing or new interoperable standards to interoperate with other idMs and FidMs.
Editor’s Note: Scalabilities related requirements should be considered in the future.
The BIS should support privacy and security protection to identifier and related information, but this work item won’t bring new specifications or standards about privacy and security protection.
……
 [TBD]
[bookmark: _Toc6264265]98	Functional architecture of BIASBIS
Editor’s Note: This clause provides functional architecture of BIASBIS. 
Editor’s Note: The followed figure provides a sample of a potential functional architecture of BIASBIS to illustrate the concept and logical of BIASBIS. Functional architecture of BIASBIS will be recognized according to the concept and the requirements of the BIASBIS in the future.
The BIASBIS may support various kinds of blockchain platform(s). BIASBIS exposes a group of uniform open interfaces to facilitate the identification and authentication service between the IoT services and IoT devices.
The uniform open interfaces include:
Interface I1: The IoT services and IoT devices register their identification and authentication related information to blockchain platform(s). 
Interface I2: The service providers, who offer the IoT services and IoT devices, verify the registration. 
Interface I3: The IoT devices and IoT services identify and authenticate each other via the BIASBIS. 
Interface I4: The BIASBIS exchange information for identification and authentication with underlying blockchain platforms to support the IoT services and IoT devices to identify and authenticate each other.
Those interfaces are logic and exposed by the participants (including IoT devices, IoT service, and service providers, etc.). Those participants interact with each other through the smart contracts as deployed on the blockchain platforms. The participants can deploy smart contracts (such as related to registration, identification and authentication, etc.) on the blockchain platform. 


 [TBD]
[bookmark: _Toc6264266]109	Main procedures of BIASBIS
Editor’s Note: This clause provides main procedures of BIASBIS, based on the requirements and functional architecture of the BIASBIS.
[bookmark: _Toc6264267]109.1	Registration and re-registration
Editor’s Note: This clause provides the registration procedures. The followed procedure for registration is a brief example. It should be revised in the future.
The followed procedure shows the participants (IoT devices and IoT services)  registers themselves to the BIASBIS.
Step 1: Service providers deploy smart contracts on the BIASBIS for verifying registration information of their IoT services and/or IoT devices. 
Step 2: The IoT services and IoT devices of the service providers request identifiers and relevant information (such as for authentication) from their service providers individually. The required information can be encrypted by the service providers.
Step 3: The IoT services and IoT devices find and call the corresponding pre-deployed smart contracts to register their identifiers and relevant information to the BIASBIS. The registered information is verified automatically through the pre-deployed smart contracts on the BIASBIS by the whole or part of the participants.
After registration and verification, the verified registration information is decentralized and stored in the BIASBIS (really in whole or part of the participants), and then can be used to identify and authenticate the IoT devices and IoT services automatically.
If the identifier and/or related information of an IoT device or an IoT service is changed by itself or by its service provider, it can register again and update relevant information to the BIS. The BIS uses the blockchain platform to keep the registered information up-to-date.
In any case, when the IoT devices and IoT services register their identifiers and relevant information to BIS, their service providers should verify the registered information.
If the identifier and/or related information of an IoT device or an IoT service is compromised, it can be checked out and rejected to be verified by its service provider.
[TBD]
[bookmark: _Toc6264268]910.2	Identification and authentication
Editor’s Note: This clause provides the procedures of identification and authentication. The followed procedure is a brief example. It should be revised in the future.
The followed procedure shows an IoT device and an IoT service to identify and authenticate each other on the BIASBIS when the IoT device to access the IoT service.
Before this activity, the IoT device and the IoT service should be register to the BIASBIS, and their service providers should deploy smart contracts to identify and authenticate the IoT device and the IoT service. In addition, a service provider can deploy smart contracts with which to identify and authenticate its IoT devices and IoT services, and to notify it the result of the identification and authentication.
Step 1: The IoT device requests to access the IoT service.
Step 2: The IoT device and the IoT service find and call the pre-deployed smart contracts to identify and authenticate each other automatically. Because the registered information of the IoT device and the IoT service are verified and endeavored by their service providers respectively, they can trust the results of identification and authentication by the smart contracts. 
Step 3: After the identification and authentication, the IoT service can serve the IoT device.
 [TBD]
[bookmark: _Toc6264269]910.3	XXX
[TBD]
[bookmark: _Toc6264270]101	Security consideration 
Editor’s Note: This clause analyses the security issues of BIASBIS. 
[TBD]

[bookmark: _Toc6264271]Appendix I

Use cases of BIASBIS for IoT devices
(Note: This appendix does not form an integral part of this Recommendation.)
This appendix provides some use cases to illustrate the concept of the BIASBIS.
Editor’s Note: Contributions are invited to update and propose new use cases in the future.
[bookmark: _Toc501014398][bookmark: _Toc499650915][bookmark: _Toc497493241][bookmark: _Toc457738151][bookmark: _Toc450701532][bookmark: _Toc503214257][bookmark: _Toc6264272]I.1	Use case: promoting multiple services sharing identification and authentication to IoT devices
This use case shows a network operator (Operator A) opens its capabilities of identification and authentication services to multiple IoT services through BIASBIS (see Figure I-1). Operator A has a user (User A) and the User A has an IoT device (Camera A).
Operator A deployed three smart contracts on the BIASBIS, including smart contract for registration, smart contract for image printing service, and smart contract for image sharing service, with which Operator A could open its capabilities of identification service and authentication service to multiple IoT services (such as IoT services Printer S1 and Sharing S2), and those IoT services can be provided by other operators.
Camera A, Printer S1 and Sharing S2 register themselves to BIASBIS through smart contract for registration respectively, and then the Operator A validates the registrations. After those registrations are validated, the Printer S1 and the Sharing S2 can share identification and authentication to the Camera A through the pre-deployed smart contracts.


[bookmark: _Toc450701537][bookmark: _Toc457738152][bookmark: _Toc457738750][bookmark: _Toc457738997][bookmark: _Toc457739649][bookmark: _Toc457975469][bookmark: _Toc488455502][bookmark: _Toc488465048][bookmark: _Toc488465102]Figure I-1 – Promoting multiple services sharing same identification and authentication to IoT devices
Through the BIS, the IoT services provided by same or different service providers can share identification and authentication services to their IoT devices, which improves the user experience for the IoT devices of the users don’t need to register/login to those IoT services one by one.
[TBD]

[bookmark: _Toc6264273]I.2	Use case: promoting edge computation and cooperation across networks to IoT devices
This use case shows mobile network operators open their capabilities of mobile edge computation (MEC) services across networks for IoT devices through BIASBIS.
The mobile networks (A, B and C) are operated by three different operators (A, B and C) (see Figure I-2). Those operators deployed their smart contracts respectively (smart contract for MEC A, MEC B and MEC C) on BIASBIS to open their MEC capabilities.
User A is one of the users of Operator A, and User A has one IoT device (Car A). User A and Car A register their identification and authentication related information to BIASBIS and the registered information are validated by Operator A. The pre-deployed smart contracts for MECs (A, B and C) can use the validated registration information on the BIASBIS.
When Car A is moving on the road from Area 1 thru Area 4. The MEC nodes of those mobile networks (A, B and C) can use the pre-deployed smart contracts to identify and authenticate the Car A and after then to provide MEC services to Car A. 


Figure I-2 – Promoting edge computation and cooperation across networks to IoT devices
In this use case, if the operators jointly deploy the BIS, they need not to deploy their MEC nodes of MEC services in any area. It could help the operators to cut costs to establish and maintain the MEC services. 
In addition, the MEC nodes in BIS can soon identify and authenticate the IoT devices and multiple roaming steps for identification and authentication can be reduced to one. It can improve the response speed of the services.

 [TBD] 


[bookmark: _Toc6264274]Appendix II

Comparative analysis and investigation
(Note: This appendix does not form an integral part of this Recommendation.)
This appendix provides comparative analysis and investigation on how blockchain compares with alternative approaches to the improvement of IoT services and IoT devices.

[bookmark: _Toc6264275]Bibliography
[b-ITU-T M.1224-1]	ITU-T Recommendation M.1224-1 (2012), Vocabulary of terms for International Mobile Telecommunications (IMT).
[TBD]
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Annex XXX
A.1 justification for proposed draft new Recommendation Y.IoT-BIASBIS-fw
	[bookmark: OLE_LINK4][bookmark: OLE_LINK5]Question:
	3/20
	Proposed new ITU-T Recommendation
	Geneva, 9-18 April 2019

	Reference and title:
	ITU-T Y.IoT-BIASBIS-fw "Service framework of blockchain-based verifiable identification and authentication for IoT devices"

	Base text:
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	Timing:
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	Editor(s):
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Zheng Huang, ZTE Corporation, huang.zheng2@zte.com.cn
Younghwan Choi, ETRI, yhc@etri.re.kr

	Approval process:
	AAP

	Scope (defines the intent or object of the Recommendation and the aspects covered, thereby indicating the limits of its applicability):
This draft new Recommendation describes blockchain-based verifiable identification and authentication service (BIASBIS) for IoT devices, analyses its common characteristics and high-level requirements, and brings a functional architecture of BIASBIS and relevant main procedures.
The scope of this draft new Recommendation includes:
· concept, common characteristics and high-level requirements of the BIASBIS, 
· functional architecture of BIASBIS and relevant main procedures.

	

	Summary (provides a brief overview of the purpose and contents of the Recommendation, thus permitting readers to judge its usefulness for their work):

	Traditional identification services are usually hierarchical (layered), and identification and authentication services are usually provided by centralized systems. When providing services to billions of IoT devices, the layered and separated service solutions for identification and authentication will be facing key challenges of service performance and response speed. In addition, currently IoT devices are identified and authenticated by different identifiers and passwords variedly, it is costly and not efficient to configure and manage those huge of IoT devices in this situation.
This draft new Recommendation introduces a blockchain-based verifiable identification and authentication service (BIASBIS), which takes advantages of blockchain-based technologies. The BIASBIS can facilitate the IoT devices and IoT services to identify and authenticate each other, although the IoT devices and IoT services can be deployed and operated by different vendors and operators who may belongs to variety stakeholders and may not trust each other. The combined services can help the operators jointly improve their service performances and speed up the service responses. 
In addition, through the BIS, the IoT services as provided by same or different service providers can share identification and authentication services to their IoT devices, which improves the performance of services and enhances the user experience because the IoT devices need not register/login to those IoT services one by one.
This draft new Recommendation analyzes the characteristics and high-level requirements of the BIAS and provides relevant functional architecture and main procedures. The BIAS takes advantages of blockchain-related technologies, but blockchain itself is out of scope.

Note: Comparative and quantitative analysis and investigation on how blockchain compares with alternative approaches to the improvement of IoT services and IoT devices will be provided by future contributions.


	Relations to ITU-T Recommendations or to other standards (approved or under development):
None.


	Liaisons with other study groups or with other standards bodies:

	ITU-T SG2, SG13, SG16, SG17; ITU-T FG DLT, FG DPM; ISO/TC 307; GSMA; W3C; IEEE;

	Supporting members that are committing to contributing actively to the work item:

	China Unicom; ZTE Corporation; China Information Communication Technologies Group; ETRI, Korea (Rep. of); MIIT, China; Alibaba (China) Co., Ltd.; China Mobile
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