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	Abstract:
	The blockchain technology is developing rapidly, while the research on standards related to blockchain, especially the management technology of blockchain system, is still in its infancy. This recommendation attempts to propose requirements for management of blockchain system. The main contents of this recommendation include configuration management, performance management, fault management, log management and blockchain service management which includes ledger management, consensus management, contract management and cross-chain management.



1. [bookmark: _Toc470701171][bookmark: _Toc470704813][bookmark: _Toc514774126][bookmark: _Toc516064194][bookmark: _Toc23153838][bookmark: _Toc23156132][bookmark: _Toc23171490][bookmark: _Toc23171527][bookmark: _Toc24738175][bookmark: _Toc24738209]
Overview
[bookmark: OLE_LINK2]This contribution is aiming to initiate a new work item on requirements for management of blockchain system. The proposed requirements are described in terms of configuration management, performance management, fault management, log management, ledger management, consensus management, contract management and cross-chain management. The purpose is to propose a series of blockchain system management technical standards to ensure the stable operation of the blockchain platform and its applications.
The proposed requirements applies to management of the private distributed ledger technology system, and also to the management of nodes in public distributed ledger technology system if it is permitted.
1. [bookmark: _Toc470701172][bookmark: _Toc470704814][bookmark: _Toc514774127][bookmark: _Toc516064195][bookmark: _Toc514750899][bookmark: _Toc514750920][bookmark: _Toc514751164][bookmark: _Toc514774128][bookmark: _Toc516064196][bookmark: _Toc514750900][bookmark: _Toc514750921][bookmark: _Toc514751165][bookmark: _Toc514774129][bookmark: _Toc516064197][bookmark: _Toc23153839][bookmark: _Toc23156133][bookmark: _Toc23171491][bookmark: _Toc23171528][bookmark: _Toc24738176][bookmark: _Toc24738210][bookmark: _Toc26645942]Discussion
2. [bookmark: _Toc514774130][bookmark: _Toc516064198][bookmark: _Toc23153840][bookmark: _Toc23156134][bookmark: _Toc23171492][bookmark: _Toc23171529][bookmark: _Toc24738177][bookmark: _Toc24738211][bookmark: _Toc26645943]Background of blockchain maintenance and management
Blockchain technology, products and applications have been rapidly developed, and a complete industrial chain has been established. With the advantage of decentralization, openness, autonomy, and anonymity, especially the non-tamperable of information, blockchain can be applied not only to cryptocurrencies, but also to identification, data sharing, and Internet of Things. 
However, with the rapid development of blockchain technology, some problems in the blockchain system have also exposed, such as data in nodes out of sync, contract disputes, consensus node anomalies, cross-chain, etc. At the same time, the lack of security awareness, management measures and technical support of information service providers based on blockchain technology brings new challenges to information security, including requirements of tracking and visualization blockchain nodes.
Although the blockchain is a decentralized architecture, it is essential to provide management for blockchain system (also called distributed ledger technology system). As a kind of software system, the management of blockchain system is not weakened because status of the nodes in blockchain system need to be monitored and there is data inconsistency in the actual blockchain system.
According to ISO/DIS 22739, there are private distributed ledger technology system and public distributed ledger technology system. Consortium distributed ledger technology system that used in some regions is also a special kind of private distributed ledger technology system. The proposed requirements applies to the maintenance and management of the private distributed ledger technology system, and also to the maintenance of nodes in public distributed ledger technology system if it is permitted. 
The DLT platform evaluation criteria proposed by the ITU/FG DLT raises the basic need for the management of the blockchain platform, but does not give a detailed description. The research on blockchain standards, especially management technology of blockchain system, is still in its infancy and need to give a detailed description.
3. [bookmark: _Toc514774132][bookmark: _Toc516064200][bookmark: _Toc23153841][bookmark: _Toc23156135][bookmark: _Toc23171493][bookmark: _Toc23171530][bookmark: _Toc24738178][bookmark: _Toc24738212][bookmark: _Toc26645944]Proposed requirements for management of blockchain system
According to the urgent requirements for management of blockchain system, this proposal proposes “Requirements for management of blockchain system”, which are suitable for the design, development and application of blockchain management systems.
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: _Toc470701173][bookmark: _Toc470704815][bookmark: _Toc514774133][bookmark: _Toc516064201]The requirements presented in this proposal include configuration management, performance management, fault management, log management, ledger management, consensus management, contract management and cross-chain management that lays the foundation for the blockchain management technical standards and provides the necessary guidance for the application of blockchain management system.
4. [bookmark: _Toc23153842][bookmark: _Toc23156136][bookmark: _Toc23171494][bookmark: _Toc23171531][bookmark: _Toc24738179][bookmark: _Toc24738213][bookmark: _Toc26645945]Proposal
From the discussion above, this contribution proposes to initiate a new work item on network- propose requirements for management of blockchain system, including configuration management, performance management, fault management, log management, ledger management, consensus management, contract management and cross-chain management. Some of the proposed requirements applies to the maintenance and management of the private distributed ledger technology system, Some of the proposed requirements applies to the maintenance of nodes in public distributed ledger technology system if it is permitted. It is suggested that Q5 could take the Requirements for management function of blockchain system into further study and discussion.
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[bookmark: _Hlk515963654][bookmark: _Toc441767174][bookmark: _Toc516064232]Gap Analysis
The following table briefly shows the gap analysis for the proposed new work item.
	SDOs
	Title
	Analysis result

	ISO/TC 307
	ISO/TC 307- “Blockchain and electronic distributed ledger technologies”, the scope is: “Standardization of blockchain technologies and distributed ledger technologies (DLT)”.
	Now, there is a publish standard in ISO/TC 307, and it is:
· ISO/TR 23455:2019 Blockchain and distributed ledger technologies — Overview of and interactions between smart contracts in blockchain and distributed ledger technology systems
And there are 10 DLT related standards were studied in ISO/TC 307, and they are:
· ISO/NP TS 23635 Blockchain and distributed ledger technologies — Guidelines for governance
· ISO/CD TR 23576 Blockchain and distributed ledger technologies — Security management of digital asset custodians
· ISO/AWI TS 23259 Blockchain and distributed ledger technologies — Legally binding smart contracts
· ISO/WD TS 23258 Blockchain and distributed ledger technologies — Taxonomy and Ontology
· ISO/CD 23257.2 Blockchain and distributed ledger technologies — Reference architecture
· ISO/NP TR 23246 Blockchain and distributed ledger technologies — Overview of identity management using blockchain and distributed ledger technologies
· ISO/CD TR 23245 Blockchain and distributed ledger technologies — Security risks, threats and vulnerabilities
· ISO/DTR 23244 Blockchain and distributed ledger technologies — Privacy and personally identifiable information protection considerations
· ISO/DIS 22739 Blockchain and distributed ledger technologies — Terminology
· ISO/CD TR 3242 Blockchain and distributed ledger technologies – Use cases
ISO/CD 23257.2 proposes a reference architecture based on Distributed Ledger Technology (DLT), which plans the DLT management functions and emphasizes the importance of blockchain management but does not give a detailed definition. 
This proposed new work item is about detailed specification of requirements for management of blockchain system, and its proposed scopes won’t be overlapping with that of ISO/TC 307.

	ITU-T FG-DLT
	The targets of this focus group as following:
·  to identify and analyses DLT-based applications and services;
· to draw up best practices and guidance which support the implementation of those applications and services on a global scale; and
· to propose a way forward for related standardization work in ITU-T Study Groups.
FG-DLT will develop a standardization roadmap for interoperable DLT-based services, taking into consideration the activities underway in ITU, other standards developing organizations, forums and groups.
	FG DLT concluded on 1 August 2019 and submitted the following Deliverables to its parent group:
· FG DLT D1.1 DLT terms and definitions
· FG DLT D1.2 DLT overview, concepts, ecosystem
· FG DLT D1.3 DLT standardization landscape
· FG DLT D2.1 DLT use cases
· FG DLT D3.1 DLT reference architecture
· FG DLT D3.3 Assessment criteria for DLT platforms
· FG DLT D4.1 DLT regulatory framework
· FG DLT D5.1 Outlook on DLTs
Current FG-DLT D3.1 proposes the DLT platform evaluation standard. The operational function layer mentions that the DLT platform needs to support system management, but does not perform detailed functions. 
This proposed new work item is about detailed specification of requirements for management of blockchain system. 
The outcomes and deliverables of DLT will be important inputs for this proposed new work item.

	IEEE SA
	IEEE SA has been actively pursuing blockchain standardization efforts through various activities in multiple industry sectors.
Following IEEE SA working groups with an interest in DLT:
· Blockchain working group (BOG/CAG/blockchain_wg)
· Data Format for Blockchain Systems (C/SAB/DBC)
· Distributed Ledger Technology in Agriculture(C/SAB/DTLA)
· DLT in Connected and Autonomous Vehicles(VT/ITS/DLTCAV)
· BSCF_WG - Blockchain in Supply Chain Finance_Working Group
· BGAWG - Blockchain for Government Affairs Working Group
· TIDMWG - Trusted IoT Data Management Working Group
	The active standards projects of IEEE SA include:
· P2418.1 - Standard for the Framework of Blockchain Use in Internet of Things (IoT)
· P2418.2 - Standard Data Format for Blockchain Systems
· P2418.3 - Standard for the Framework of Distributed Ledger Technology (DLT) Use in Agriculture
· P2418.4 - Standard for the Framework of Distributed Ledger Technology (DLT) Use in Connected and Autonomous Vehicles (CAVs)
· P2418.5 - Standard for Blockchain in Energy
· P2418.6 - Standard for the Framework of Distributed Ledger Technology (DLT) Use in Healthcare and the Life and Social Sciences
· P2418.7 - Standard for the Use of Blockchain in Supply Chain Finance
· P2418.8 - Standard for Blockchain Applications in Governments
· P2418.9 - Standard for Cryptocurrency Based Security Tokens
· P2418.10 - Standard for Blockchain-based Digital Asset Management
· P2144.1 - Standard for Framework of Blockchain-based Internet of Things (IoT) Data Management
· P2144.2 - Standard for Functional Requirements in Blockchain-based Internet of Things (IoT) Data Management
· P2144.3 - Standard for Assessment of Blockchain-based Internet of Things (IoT) Data Management
Current work of IEEE SA is mainly about usage of DLT in IoT and other scenarios, and they have not study management of blockchain system. This proposed new work items is focus on the management of blockchain system and its proposed scopes won’t be overlapping with that of IEEE SA.




Table of Contents
1	Scope	8
2	References	8
3	Definitions	8
3.1	Terms defined elsewhere	8
3.2	Terms defined in this Recommendation	8
4	Abbreviations and acronyms	9
5	Convention	9
6	Overview	9
7	Function framework for management of blockchain system	9
8	Requirements for management of blockchain system	9
8.1 Requirements for management of nodes in blockchain system	9
8.1.1 Requirements for configuration management	9
8.1.2 Requirements for performance management	9
8.1.3 Requirements for fault management	10
8.1.4 Requirements for log management	10
8.2 Requirements for management of service in blockchain system	10
8.2.1 Requirements for ledger management	10
8.2.2 Requirements for consensus management	10
8.2.3 Requirements for contract management	10
8.2.4 Requirements for cross-chain management	10
A.1 justification for proposed draft new Recommendation x.xxx	11


Draft ITU-T Recommendation M.rmbs
Requirements for management of blockchain system
1 [bookmark: _Toc26645946]Scope
This recommendation attempts to propose requirements for management of blockchain system. The main contents of this recommendation include management of nodes in blockchain system and management of blockchain service. The management of nodes in blockchain system includes configuration management, performance management, fault management and log management. The management of blockchain service includes ledger management, consensus management, contract management and cross-chain management.
2 [bookmark: _Toc26645947]References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T DLT D1.1]	Technical Specification FG DLT D1.1, Distributed ledger technology terms and definitions
[ITU-T DLT D3.1]	Technical Specification FG DLT D3.1, Distributed ledger technology reference architecture

3 [bookmark: _Toc26645948] Definitions
3.1 [bookmark: _Toc26645949]Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1 blockchain[ITU-T DLT D1.1]: a type of distributed ledger which is composed of digitally recorded data arranged as a successively growing chain of blocks with each block cryptographically linked and hardened against tampering and revision.
3.1.2 ledger[ITU-T DLT D1.1]: information store that keeps final and definitive (immutable) records of transactions. 
3.1.3 node[ITU-T DLT D1.1]: device or process that participates in a distributed ledger network. 
NOTE – Nodes can store a complete or partial replica of the distributed ledger.
3.1.4 public distributed ledger system[ITU-T DLT D1.1]: distributed ledger system which is accessible to the public for use.
3.1.5 private distributed ledger system[ITU-T DLT D1.1]: distributed ledger system which is accessible for use only to a limited group of DLT users.
3.1.6 smart contract[ITU-T DLT D1.1]: program written on the distributed ledger system which encodes the rules for specific types of distributed ledger system transactions in a way that can be validated, and triggered by specific conditions.
Editor’s note: to be added.
3.2 [bookmark: _Toc292879058][bookmark: _Toc326325067][bookmark: _Toc339965770][bookmark: _Toc340564579][bookmark: _Toc341261702][bookmark: _Toc344420860][bookmark: _Toc441637059][bookmark: _Toc441682270][bookmark: _Toc26645950]Terms defined in this Recommendation
This Recommendation does not define any new terms.
Editor’s note: to be added.
4 [bookmark: _Toc26645951]Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
Editor’s note: to be added.
5 [bookmark: _Toc26645952]Convention
This Recommendation does not use any particular notational or other conventions.
6 [bookmark: _Toc26645953]Overview
Blockchain is one the most hyped innovations these days, and it has been gaining a lot of traction as a horizontal technology to be widely adopted in various fields. While blockchain system, also called  distributed ledger system, may have problems such as node data out of sync, contract disputes, consensus node anomalies, cross-chain, etc. 
The proposed requirements are described in terms of configuration management, performance management, fault management, log management, ledger management, consensus management, contract management and cross-chain management. The proposed requirements can be referred when manage the private distributed ledger technology system. Some of the proposed requirements also can be referred when manage nodes in public distributed ledger technology system if it is permitted. 
The purpose is to ensure the stable operation of the blockchain system and its applications.
7 [bookmark: _Toc26645954]Framework of management function for blockchain system
Framework of management function for blockchain system should provide the following functions: configuration management, performance management, fault management and log management for infrastructure of blockchain system, and also ledger management, consensus management, contract management and cross-chain management for service of blockchain system.
Editor’s note: Specific functions will be given later.
8 [bookmark: _Toc26645955]Requirements for management of blockchain system
[bookmark: _Toc26645956]8.1 Requirements for management of nodes in blockchain system
The proposed requirements are described in terms of resource management, performance supervision, alarm management, log management. 
These proposed requirements can be referred when manage nodes in private distributed ledger technology system, and also can be referred when manage nodes in public distributed ledger technology system if it is permitted.
[bookmark: _Toc26645957]8.1.1 Requirements for configuration management
The requirements of configuration management include managing the information about hardware and software of nodes in blockchain system, and communication links between the nodes in blockchain system.
Editor’s note: Specific functions will be given later.
[bookmark: _Toc26645958]8.1.2 Requirements for performance management
The performance management shall acquire status of CPU, memory and communication links between nodes in real time.
Editor’s note: Specific functions will be given later.
[bookmark: _Toc26645959]8.1.3 Requirements for fault management
The requirements for fault management mainly include fault alarm, fault location, fault analysis, and fault recovery.
Editor’s note: Specific functions will be given later.
[bookmark: _Toc26645960]8.1.4 Requirements for log management
The requirements for log management include managing different types of logs and supporting the deletion, modification, query and backup of log information.
Editor’s note: Specific functions will be given later.
[bookmark: _Toc26645961]8.2 Requirements for management of service in blockchain system
The proposed requirements are described in terms of ledger management, consensus management, contract management, cross-chain management.
These proposed requirements can be referred when manage service in private distributed ledger technology system. 
[bookmark: _Toc26645962]8.2.1 Requirements for ledger management
The requirements for ledger management mainly include the management and configuration of block information and chain information, while monitoring the entry and withdrawal of ledger members.
Editor’s note: Specific functions will be given later.
[bookmark: _Toc26645963]8.2.2 Requirements for consensus management
The requirements for consensus management mainly include analysis consistency of data and configuration of consensus algorithms.
Editor’s note: Specific functions will be given later.
[bookmark: _Toc26645964]8.2.3 Requirements for contract management
The requirements for contract management include achieving signatory of the contract and the specific records of the contract, and  monitoring the execution process of the contract.
Editor’s note: Specific functions will be given later.
[bookmark: _Toc26645965]8.2.4 Requirements for cross-chain management
The requirements for cross-chain management mainly include the setting of cross-chain parameters and the supervision of cross-chain interactions.
Editor’s note: Specific functions will be given later.
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A.1 justification for proposed draft new Recommendation M.rmbs
	Question:
	5
	/2
	Proposed new ITU-T Recommendation
	Dec., 2019

	Reference and title:
	Requirements for management of blockchain system

	Base text:
	TD 902R2
	Timing:
	2022

	Editor(s):
	Lanlan Rui
	Approval process:
	AAP

	Scope (defines the intent or object of the Recommendation and the aspects covered, thereby indicating the limits of its applicability):

	The proposed requirements are described in terms of configuration management, performance management, fault management, log management, ledger management, consensus management, contract management, cross-chain management. The proposed requirements can be referred when manage the private distributed ledger technology system. Some of the proposed requirements also can be referred when manage nodes in public distributed ledger technology system if it is permitted.
This document can be referred when design, development and application of management of blockchain system.

	[bookmark: OLE_LINK1]Summary (provides a brief overview of the purpose and contents of the Recommendation, thus permitting readers to judge its usefulness for their work):
Blockchain is one the most hyped innovations these days, and it has been gaining a lot of attraction as a horizontal technology to be widely adopted in various fields. While blockchain platform may have problems such as node data out of sync, contract disputes, consensus node anomalies, cross-chain, etc. Therefore, it is urgent to propose "Requirements for management of blockchain system" which lays the foundation for the blockchain management technical standards and provides the necessary guidance for the management of blockchain system.

	This document proposed the requirements for management of blockchain system to promote standardization in the field of blockchain management. The purpose is to establish a blockchain operation management technical standard to ensure the stable of the blockchain platform and its application.
The proposed requirements are described in terms of configuration management, performance management, fault management, log management, ledger management, consensus management, contract management and cross-chain management.

	Relations to ITU-T Recommendations or to other standards (approved or under development):

	ITU-T FG DLT D1.1  DLT terms and definitions
ITU-T FG DLT D3.1  DLT reference architecture

	Liaisons with other study groups or with other standards bodies:

	TSAG, ITU-T SG 20, ITU-T SG 13, ISO/TC 307, IEEE Standards Association

	Supporting members that are committing to contributing actively to the work item:

	BUPT, China Telecom, China Unicom and DaTang Software
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