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[bookmark: _Toc57812316]A 	Question 1/20 -– End to end connectivity, networks, iInteroperability and interworking of , infrastructures and Big Data aspects related to IoT and SC&C applications and services
(Continuation of part of Questions Q1/20 and part of Q2/20, Q3/20, and 4/20 and 6/20)
[bookmark: _Toc57812317]A.1 	Motivation
The population lives in urban areas of the world has grown rapidly and 68% of the world’s population is expected to live in urban area by 2050. This rapid urbanization brings risks of social instability, failure of critical infrastructure, water crises and the spread of infectious disease.
Cities and communities (including villages and towns) need to increase the efficiency in which they operate and use their resources to response to the challenges posed by this rapid urbanization.
The efficiency improvements can be achieved by interconnecting individual systems within cities and communities such as water, electricity, waste management and transportation and sharing the data from various silos within cities.
Due to many citizens moving to other cities frequently, the interoperability between cities are also important.
Comprehensive strategies to implement Internet of Things networks and smart cities infrastructure are emerging around the globe as a response to the challenges posed by the rapid urbanization. This involves the required infrastructure software and hardware to connect end users devices with their applications and services including relevant Big Data infrastructure.
IoT networks will leverage on the widely deployed fixed and mobile networks as well as new reliable and secured networks to ensure the smart connectivity of people with everything around them.
Connecting huge number of physical and virtual objects is a core feature in IoT and smart cities and communities. Exploring hidden patterns of data, uncovering correlations and developing new insights, decisions, and conclusions are some of the crucial benefits that Big Data and Big Data analytics can bring to IoT and smart cities management and development.
 Big Data is arriving from multiple sources at varying high levels of velocity, volume and variety. Big Data is closely related to the infrastructure and its capability to gather, store, search, share, analyze, and visualize the data at a relatively low cost. As Big Data technologies become mature, society will increasingly rely on data-driven sciences that will lead to new discoveries and data-driven decision making as the basis of confident action. One of the challenges associated with enabling Big Data in the IoT and smart cities is interoperability. Big Data will encourage data sharing including sharing of sources' details, improving the accessibility and value of existing data, interfaces, metadata, standards and the interoperability of the associated infrastructure, enhancing the ability to analyze combined datasets.
The lack of IoT interoperability results in a number of obstacles including complex integration with silos of isolated data, costly deployments and long time-to-market. Instead of providing application specific analytics, IoT and smart city applications may need a common or standardized set of Big Data analytics platforms which can be delivered as a service to IoT applications and smart city services. However, the critical nature of such applications and services, however entails that extreme measures are developed to store, process, and analyze the data in real time and in a secured fashion. This could be a rather conflicting set of requirements since ensuring that privacy and security measures are effectively applied in general needs processing time and power.
Open standard platforms can play a major role in the systems interoperability and the integration of information communication technologies (ICTs) into all aspects of city planning and operations requires ensuring interoperability of the various systems and verticals. The Internet of Things (IoT) can improve the efficiency of a city's functions by enabling the gathering and analyzing of pertinent information from all connected verticals, enterprises and consumers.
[bookmark: _Toc57812318]A.2 	Questions
This Question addresses use cases, requirements, architectures and data sets and format to support interworking and provide interoperability between IoT and SC&C applications and services not only within but also between cities and communities.intends to study the use of ICT infrastructure and relevant models such as implementation and deployment models, to ensure end to end connectivity and service management. These studies include but are not limited to: access and core telecom networks and platforms, pipelines, intelligent building systems, information and traffic systems, as well as Big Data systems and facilities.

This Question includes interoperability studies of IoT devices, networks and verticals for reliable IoT communications and services which operate through horizontal platforms, regardless of manufacturer or industry.
This Question considers developing measures to effectively tackle Big Data challenges in IoT and smart cities and communities. This also includes developing standardized efficient systems for data analytics, data dimensionality reduction, pattern reduction, features selection, distributed data computation, real time Big Data encryption, and more.
Study items to be considered include, but are not limited to:
–	What are the use cases for interworking between IoT and SC&C applications and services?
–	What are the requirements and architectures to support interworking and provide interoperability of IoT and SC&C applications and services?
–	How to provide data interoperability and semantic interoperability?
· What are the relevant models to the use of ICT infrastructure for IoT and SC&C implementation and deployment?
Which ICT and physical infrastructures are key for building IoT and SC&C, including but not limited to, mobile and fixed telecom networks, pipelines, intelligent building system, information and traffic systems, big data systems and other facilities?
What are the methodologies and best practices to deploy efficient and cost-effective ICT infrastructure for enabling  IoT and SC&C verticals, applications and services taking into account existing physical infrastructure (e.g., ducts, poles, wired and wireless networks…etc.) and future networks?
What are the guidelines, methodologies and best practices required to ensure reliable connectivity and interoperability of IoT systems and devices for enabling smart cities and communities to deliver efficient and cost-effective IoT and SC&C e/Smart services?
Data sets and formats that will enable data interoperability among various verticals, including smart cities, e/smart agriculture, etc.
Middleware for interoperability between IoT and SC&C applications for different verticals.
Technical, syntax and semantic aspects of IoT interoperability.
IoT and SC&C Big Data overview, requirements and ecosystems, including developing standardized efficient systems for data analytics, distributed data computation, real time Big Data encryption, and more.
Collaboration with which standards development organizations (SDOs) would be necessary to maximize synergies and harmonize existing standards?
[bookmark: _Toc57812319]A.3 	Tasks
Tasks include, but are not limited to:
–	Developing Recommendations, Supplements, Reports, Handbooks, Guidelines, etc. as appropriate on:
•	use cases for interworking of IoT and SC&C applications and services in different verticals;
•	interworking and interoperability requirements and architectures;
•	middleware and platforms for interworking and interoperability;
•	ICT and physical infrastructures to deliver IoT and SC&C e/Smart services including, but not limited to, mobile and fixed telecom networks, pipelines, intelligent building system, information and traffic systems, Big Data systems and other facilities;
Models for use and implementation of ICT infrastructure for IoT and SC&C;
Best practices for efficient and cost-effective deployment of ICT networks and infrastructure for IoT & SC&C;
Interoperability and integration across IoT and SC&C verticals and technologies;
End to end connectivity and interoperability of IoT systems and devices for enabling delivery of IoT and SC&C e/Smart services;
Technical, syntax and semantic aspects of IoT interoperability as well as middleware and platforms for interoperability of IoT applications and services;
dData sets and formats to enable data interoperability and semantic interoperability among various verticals; and
•	implementation, deployment, operation and maintenance with respect to the above tasks.IoT and SC&C Big Data overview, requirements and ecosystems, including developing standardized efficient systems for data analytics, distributed data computation, real time Big Data encryption;
–	Providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and other relevant SDOs, consortia and forumsa.
An up-to-date status of work under this Question is contained in the SG20 work programme
(https://www.itu.int/ITU-T/workprog/wp_search.aspx?q=1/20).
[bookmark: _Toc57812320]A.4 	Relationships
WSIS Action Lines:
–	C2, C3, C5, C6, C7, C8, C10
Sustainable Development Goals:
–	11
Recommendations:
[bookmark: _GoBack]–	Y.4000-series including Y.2066/Y.4100/Y.2066, Y.4111/Y.2076, Y.4113, Y.4114, Y.4200, Y.4201, Y.2068/Y.4401/Y.2068, Y.4461, Y.2076/Y.4111, Y.2078/Y.4552/Y.2078, Y.4113
Questions:
–	All ITU-T SG20 Questions
Study groups:
–	ITU-T (e.g. considering their lead study group role), ITU-D and ITU-R Study Groups as appropriate
–	This Question will coordinate with ITU-T SG13 on bBig dData relevant aspects.
Other bodies
–	3GPP RAN and SA on M2M standards
–	
ETSI
–	IEC/SyC smart cities
–	IETF
–	ISO/IEC JTC 1/SC 41, ISO/IEC JTC 1/WG 11
–	ISO/TC 268
–	Joint IEC-ISO-ITU Smart Cities Task Force
–	, oneM2M
–	ISO/IEC JTC 1
W3C


[bookmark: _Toc57812321]B 	Question 2/20 - Requirements, capabilities and architectural frameworks use cases across verticals enhanced by emerging digital technologies
[bookmark: _Toc57812322](Continuation of part of Question 2/20 and part of Q4/20)
[bookmark: _Toc57812323][bookmark: _Toc57309808][bookmark: _Toc57131769][bookmark: _Toc57131677][bookmark: _Toc45640211]B.1	Motivation
With the ever increasingever-increasing number of Internet of Things (IoT) services and applications, it is needed to study the requirements, capabilities and architectural frameworks for IoT and Smart Cities and Communities (SC&C). services and applications, demand for studying the requirements and use cases for IoT and SC&C has been steadily increasing. Emerging IoT and SC&C services and applications are placing more and more requirements on networks and the provisioning of new services, resulting in the need to make networks more and more intelligent with the provisioning of new capabilities. 
One essential objective is the maximization of the usage of common capabilities and architectural frameworks in order to provide support to a broad range of IoT and SC&C services and applications in different verticals, in cost efficient, multi-vendor and easily deployable ways over converged infrastructures.

In the IoT there is an On the other hand, the increasing integration and convergence of advanced iInformation and Ccommunication Ttechnologies (ICTs) and emerging digital technologies, including but not limited to, edge (e.g., distributed computing, artificial intelligence/machine learning (AI/ML), blockchain, digital twin, data processing and analytics, orchestration and automation technologies, emerging networking technologies, with advanced sensing and actuation technologies. These technologies autonomic networking, software based network functions) with advanced sensing and actuation technologies, are making available a large set of advanced capabilities for the support of new promising IoT and SC&C services and applications, which need to be integrated in terms of architectural frameworks, from both common (not vertical dependent) and in different vertical specific viewpointss.
It is also needed to make the effective linkage between the IoT and SC&C standards and the practical aspects of implementation, deployment, operation and maintenance, in order to assess the opportunities and benefits of using these standards in concrete application scenarios.
Emerging services and applications to be considered include:
Internet of Things (IoT) and Smart Cities & Communities (SC&C) services and applications in different verticals (key identified verticals including, but not being limited to, smart home, smart water, smart energy, smart agriculture, smart manufacturing, smart retail, intelligent transportation, smart cities, wearables, emergency management, etc.).
​Consideration will also be given to applications and services based on the integration of the aforementioned services and applications with advanced information and communication technologies.
[bookmark: _Toc57309809][bookmark: _Toc57131770][bookmark: _Toc57131678][bookmark: _Toc45640212][bookmark: _Toc57812324]B.2 	Questions
This Question addresses the common and specific requirements, capabilities and architectural frameworks enhanced by emerging technologies across verticals. support of emerging services and applications for IoT and SC&C, with consideration of the different verticals. 
On the basis of use cases and related ecosystem aspects, the requirements,  and capabilities and architectural frameworks enhanced by emerging technologies for the support of IoT and SC&C services and applications will be specified from both common (not vertical dependent) and vertical specific viewpoints.  imposed on IoT will be specified.

Study items include, but are not limited to:
–	What are the use cases for IoT and SC&C applications and services across different verticals?
–	What are the requirements, and capabilities and architectural frameworks needed for the support of emerging services and applications for IoT and SC&C in across different verticals?
–	What are the use cases for IoT and SC&C applications and services in different verticals?
Collaboration wWith which standards development organizations (SDOs) collaboration would be necessary to maximize synergies and harmonize existing standards?
​Capabilities subject to specification include, but are not limited to:
advanced capabilities for the support of IoT and SC&C services and applications;
advanced capabilities for an enhanced service environment (service delivery platform for IoT), including vertical specific capabilities and capabilities which are common to applications in different verticals.
[bookmark: _Toc57309810][bookmark: _Toc57131771][bookmark: _Toc45640213][bookmark: _Toc57131679][bookmark: _Toc57812325]B.3 	Tasks
Tasks include, but are not limited to:
–	Developing Recommendations, Reports, HandbooksRoadmaps, Guidelines etc. as appropriate for the support of emerging services and applications for IoT and SC&C, covering:
•	use cases of IoT and SC&C services and applications across different verticals;
•	use cases of IoT and SC&C services and applications;
ecosystem aspects taking into account business models and use cases;
•	common and specific requirements, capabilities and architectural frameworks enhanced by emerging technologies across different verticals; and for IoT and SC&C services and applications (including for the different service interfaces that will be required);​
•	capabilities imposed on the IoT (including capability frameworks and capabilities for both network and user domains);related implementation, deployment, operation and maintenance, as well as Proof of Concepts, for IoT and SC&C with respect to the above tasks.
–	Providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and other relevant SDOs, consortia and forrumsa.
An up-to-date status of work under this Question is contained in the SG20 work programme
 (https://www.itu.int/ITU-T/workprog/wp_search.aspx?q=2/20).
[bookmark: _Toc57309811][bookmark: _Toc57131772][bookmark: _Toc57131680][bookmark: _Toc45640214][bookmark: _Toc57812326]B.4	Relationships
WSIS Action Lines:
–	C2, C3, C5, C6, C7, C8, C10
Sustainable Development Goals: 
–	9, 10 and 11
Recommendations:
–	Y.4000-series including Y.2060/Y.4000/Y.2060, Y.4003, Y.4100/Y.2066, Y.4101/Y.2067, Y.4102/Y.2074, Y.4103/F.748.0, Y.4105/Y.2221, Y.2213/Y.4108/Y.2213, Y.4109/Y.2061, Y.4110/Y.2065, Y.4111/Y.2076, Y.4112/Y.2077, Y.4113, Y.4116, Y.4117, Y.4118, Y.4119, Y.4120, Y.4121, Y.4201, Y.4203, Y.4204, Y.4207, Y.4208, Y.2221/Y.4105, Y.2222/Y.4250/Y.2222, Y.2061/Y.4109, Y.2065/Y.4110, Y.2066/Y.4100, Y.2067/Y.4101, Y.2068/Y.4401/Y.2068, Y.2074/Y.4102, Y.2075/Y.4408/Y.2075, Y.4457, Y.4464, Y.2076/Y.4111, Y.2077/Y.4112, Y.2078/Y.4552/Y.2078, Y.4702, Y.4702, Y.4113Y.Suppl.53, Y.Suppl.56 to Y-series
Questions:
–	All Questions of ITU-T SG20
Study Groups:
–	ITU-T (e.g. considering their lead study group role), ITU-D and ITU-R Study Groups as appropriate
Other bodies:
–	IETF
–	Open Mobile Alliance (OMA)
–	Open Geospatial Consortium (OGC)
–	IEEE
–	ATIS
–	ETSI TC Smart M2M
–	CCSA TC10
–	oneM2M
–	ISO/IEC JTC 1/SC41, and ISO/IEC JTC 1/WG119
–	Joint IEC-ISO-ITU Smart Cities Task Force
–	GSMA
–	3GPP/3GPP2
–	W3C
–	Organization for the Advancement of Structured Information Standards (OASIS)
–	Object Management Group (OMG)
–	Industrial Internet Consortium (IIC)
–	Alliance of Industrial Internet (AII)
–	Alliance for IoT Innovation (AIOTI)
–	Open Connectivity Foundation (OCF)
–	5G Alliances (e.g., 5G AA, 5G ACIA, etc.)


[bookmark: _Toc57812327]C 	Question 3/20 - IoT and SC&C Aarchitectures, management, protocols and QoS/QoE Quality of Service
(Continuation of part of Q3/20)
[bookmark: _Toc57812328]C.1 	Motivation
As the Internet of Things (IoT) establishes its position as an underlying mechanism for various applications, special attention is being paid to how advanced information and communication technology (ICT) systems are designed based on IoT and related conceptual architectures including network requirements and protocols. Given the rich features of IoT, highly capable ICT systems meeting vertical industry demands can be realized by supplementary development based on IoT architectures. This is a promising way in terms of efficiency and time to market.
To support this approach, the IoT and SC&C architectures, their functionalities, interfaces, protocols, data models, intelligent management mechanisms, control mechanisms, connectivity technologies, APIs, and Quality of Experience/Service (QoE/protocols, and Quality of Service (QoS) have to be studied, also building on existing Recommendations, including ITU-T Y.4000Y.2060/Y.2060ITU-T Y.4000.
[bookmark: _Toc57812329]C.2 	Questions
This Question addresses IoT functional architectures, including their functionalities, interfaces, protocols, data models, intelligent management mechanisms, control mechanisms, connectivity technologies, APIs, and Quality of Experience/Service (QoE/and QoS) (including performance) of IoT and Smart Sustainable Cities and Communities (SSC&C), which needed to construct architectural frameworks for the following reasons:
to control network attachment procedures (including mobility management);
to control session establishment and release, to control network resources (including QoS control);
to interact with services and applications, as well as and to interact with legacydifferent networks and systems, etc.
Study items to be considered include, but are not limited to:
–	What new and revised architectural framework Recommendations are required to realize IoT and SC&C architectures?
–	What technologies including networks, interfaces, functions, management mechanisms, as well as protocols are required for the architecture of IoT and SC&C?
–	What functionalities of the ICT technologies, signalling and control architectures are required to support services and/or applications of IoT and SC&C?
–	What enhancements to existing connectivityies, interfaces, functions, management mechanisms and protocols are required to support machine-to-machine (M2M) communication services and/or applications of IoT and SC&C?
–	What performance requirements of connectivity technologies are required to support services and/or applications of IoT and SC&C?
–	What are the mechanisms for achieving QoS/QoE and its measurement principles required for IoT and SC&C?
–	Collaboration with which standards development organizations (SDOs) would be necessary to maximize synergies and harmonize existing standards?
[bookmark: _Toc57812330]C.3 	Tasks
Tasks include, but are not limited to:
–	Developing Recommendations, Reports, Handbooks, Guidelines, etc. as appropriate on:
•	cConducting studies on general reference models on IoT and vertical industry needs
•	dDeveloping frameworks to identify the basic architectural compositions and views on IoT and SC&C. These will be based on the identification of architectural requirements derived from the industry needs;
•	Iidentifying entities, their functions, and reference points required to provide support to IoT applications and services;
•	dDetermining the requirements that the connectivityies and protocols are intended to support. It is anticipated that these requirements will need to be periodically refined to reflect the evolution of IoT related technologies taking into consideration the connectivityies, management mechanisms (including device management) and protocols available from ITU-T and other SDOs;
•	dDeveloping modifications and enhancements to the signalling requirements, connectivity technologies, management mechanisms (including device management) and protocols that will enable them to meet the IoT requirements and architecture of IoT and SC&C;
•	iIdentifying performance requirements of connectivity technologies that will enable them to meet the IoT and SC&C requirements;
•	Identifying developing mechanisms for achieving QoS and its measurement principles required for IoT and SC&C;
•	iIdentifying interfaces for which interoperability between different IoT network elements is desirable and for which detailed requirements need to be studied and control protocols need to be standardized;
•	Ddefining interworking with legacy systems;
•	Studying specific IoT signalling requirements and protocols such as peer-to-peer and mesh architectures;
dDeveloping intelligence control related technologies that will provide support to IoT applications and services for various verticals and systems;
•	iIdentifying mechanisms for achieving architectural interoperability for IoT and SC&C.;
–	Providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and SDOs, consortia and forum.
An up-to-date status of work under this Question is contained in the SG20 work programme
 (https://www.itu.int/ITU-T/workprog/wp_search.aspx?q=3/20).
[bookmark: _Toc57812331]C.4 	Relationships
WSIS Action Lines:
–	C2, C3, C5, C6, C7, C8, C10
Sustainable Development Goals: 
–	9 and 11
Recommendations:
–	Y.4000-series
Questions:
–	All ITU-T SG20 Questions
Study Groups:
–	ITU-T (e.g. considering their lead study group role), ITU-D and ITU-R Study Groups as appropriate
–	Q4/20 will collaborate on its IoT studies related to network infrastructural architecture with ITU-T SG13. 
IoT signalling and protocols will be developed in collaboration with ITU-T SG11.
Other bodies:
–	ATIS
–	IETF
–	ETSI 
–	Smart M2M, oneM2M
–	ISO/IEC JTC 1/ WG10
–	Joint IEC-ISO-ITU Smart Cities Task Force
–	3GPP/3GPP2
–	IEEE
–	W3C
–	OCF


[bookmark: _Toc57812332]D 	Question 4/20 - Data analytics, sharing, processing and management, including big data aspects, of IoT and SC&Ce/Smart services, applications and supporting platforms
(Continuation of part of Questions 1/20, part of 4/20, New and 5/20)
[bookmark: _Toc57812333]D.1 	Motivation		
There is an increasing demand for connected cities with pervasive embedded devices to improve quality of Internet of Things (IoT) and Smart Cities and Communities (SC&C) services. The evolution of IoT technology with interconnected things conceives a “smart environment” with an autonomous information infrastructure, diverse data sources and more than 50 billion devices within the IoT and SC&C ecosystem.
While traditional information databases and analytics architectures and infrastructures remain essential, with the growing data management demands, specific capabilities and capacities are required to be able to handle diverse and complex data streams from different sources. This data needs to be processed and managed properly to maximize its value in a secure and policy compliant manner, while complementing it with other information sources.
It is important to note that any imperfections within the Data Processing and Management (DPM) framework can adversely affect the quality of services, pose risks associated with security and could hinder the overall urban planning and decision-making process.
In light of the above, IoT and SC&C environments increasingly require defined and comprehensive DPM frameworks and guidelines which incorporate reasonable measures to achieve a layered, data-centric paradigm. Data driven services and applications will be enabled by data analytics incorporated into the data ecosystem using emerging technologies (e.g., blockchain, artificial intelligence, digital twin, etc.) to support IoT and SC&C. Therefore, the Question will identify and study characteristics of emerging DPM systems considering big data aspects of IoT and SC&C. 
Implementing feasible DPM guidelines and standards can make the collection, storage and retrieval of large amounts of data fast and cost-effective while addressing data complexities and governance. 
Taking into account the data ecosystem that affects various stakeholders, this Question will develop a series of Recommendations on effective DPM, data analytics and sharing for IoT and SC&C. 
Implementing Smart Cities and Communities (SC&C) involves the integration of information communication technologies (ICTs) into all aspects of city planning and operation. Acting as a platform, ICTs improve the efficiency of a city's functions by enabling gathering of pertinent information and interconnecting the multitude of different domains. This would allow the concerned municipalities, the communities and the citizens to make better informed decisions, thereby facilitating the integration of city services and cooperation across different sectors.
Developments in Internet of Things (IoT) technologies have wide impacts, especially in enhancing the end user experience by advanced networking and services, which will form part of smart user environments through the collaboration among humans and things. IoT applications and services receive more importance in the whole process of communications and computing such as configuration of resources, provision of capabilities and management. IoT provides context-aware information and knowledge services, which are developed by using context awareness, reasoning, abstraction, knowledge representation and informational models among others to mimic smart decision making as a services and application layer. It can deliver such information and knowledge services to anyone, anywhere and at anytime.
Situational and context-aware information and knowledge produced by IoT will add value and enable business opportunities to sensor-integrated e/smart services and applications such as manufacturing and industrial fields, military, health care, environmental control and utility management, civil engineering, agriculture, transportation, finance, and so on. IoT services include identity related, collaborative aware and ubiquitous services. While considered as the most basic and important services that typically most other types of services rely on, identity related services (identity and device management) lie at the core of service management platforms. Collaborative aware and ubiquitous services use information models to make informed smart decisions, while aiming to provide services to its beneficiaries any time, and anywhere.
[bookmark: _Toc57812334]D.2 	Questions
This Question is tasked to focuses on eDPM, data analytics and sharing including big data aspects for /smart services and applications aspects related to the verticals, to facilitate seamless e/smart services among heterogeneous IoT and SC&C. environments.


Study items to be considered include, but are not limited to:
–	aAnalysis of existing technologies, platforms, guidelines and standards for DPM in support of the mandate of SG20;service functional requirements: Requirements analysis is a starting point to extract service features, required functions, relevant attributes and also to attribute values from various e/smart services and applications including SC&C;

–	architectural frameworks for the future of data driven ecosystems and their applications with DPM and big data;
–	data analytics and data sharing issues with the development of efficient and scalable DPM approaches;
–	the role of emerging technologies (e.g., blockchain, artificial intelligence and digital twin, etc.) to support DPM;
–	governance, security and privacy concerns within DPM frameworks;
–	trusted data and data quality in DPM frameworks including digital identification and certification; and 
–	e/Smart services and applications platforms for IoT and  SC&C;
Middleware and application interfaces (e.g., APIs, Web interfaces) for e/smart services and applications;
Specification of application profiles: e/smart applications and services have vertical characteristics and each one may have unique requirements. Each type of e/smart service and application needs an application profile to define service features, processing functions, operation attributes, attribute values, etc.;
Identification and usage of Sensor information description language to support information models development for the IoT and e/smart services and applications;
Context/event management and reasoning standards including context modelling language and context-awareness processing;
Machine learning mechanisms for intelligence aspects;
Service management standards: A set of relevant standards need to be developed for service management mechanisms for e/smart services and applications including SC&C; 
Business support capabilities with workflow management for e/smart services and applications including SC&C;
cCollaboration with  which standards development organizations (SDOs) would be necessary to maximize synergies and harmonize existing standards related to this field work.?
[bookmark: _Toc57812335]D.3 	Tasks
Tasks include, but are not limited to:
–	Developing Recommendations, Supplements, Reports, Handbooks, Guidelines, etc. as appropriate for DPM for IoT and SC&C, coveringon:
•	methodology for DPM concept building based on use cases, requirements analysis;
•	data value chain, data lifecycle, capabilities and functional architectures to support DPM including big data aspects e/Smart services and applications platforms for IoT and SC&C;
•	data analytics and data sharing to support data-driven intelligent services and applications for IoT and SC&C;
•	tools, mechanisms and standardized interfaces for data analytics and data sharing;
•	DPM, data analytics and sharing with support of emerging technologies (e.g., blockchain, artificial intelligence and digital twin, etc.) in IoT and SC&C;
•	governance, security, privacy protection and risk management for IoT and SC&C;
•	trusted data and data quality management for IoT and SC&C.
–	SC&C applications and services including, inter alia, smart grid, water, mobility, logistic, waste, healthcare, e-government, emergency telecommunications, education, transport, utilities, finance, etc.;
Functionality profiles of e/smart applications and services;
Information modelling relevant to e/smart services and applications;
Middleware for e/smart services and applications including SC&C;
APIs, Web interfaces among IoT middleware entities;
Context modelling languages for context awareness of IoT middleware;
Context/event management and reasoning for cognitive action to facilitate context aware and cognitive services considering social relationships among human and things;
Autonomic service management for e/smart services and applications including SC&C;
Business support capabilities like service activation, enrolment, contract management, billing and troubleshooting for e/smart services and applications including SC&C;
Providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and other relevant SDOs, consortia and forumsa.
An up-to-date status of work under this Question is contained in the SG20 work programme
(https://www.itu.int/ITU-T/workprog/wp_search.aspx?q=4/20).
[bookmark: _Toc57812336]D.4 	Relationships
WSIS Action Lines:
–	C2, C3, C5, C6, C7, C8, C10, C11, C12 
Sustainable Development Goals: 
–	9, 10 and 11
Recommendations:
–	Y.4000-series on IoT and smart cities & communities 
–	Y.4000-series on Data Processing and Management (including ITU-T FG-DPM deliverables)
· including Y.4001/F.748.2, Y.4002/F.748.3, Y.4111/Y.2076, Y.4252/Y.2064, Y.4400/Y.2063, Y.4407/Y.2281, Y.4408/Y.2075, Y.4409/Y.2070, Y.4452, Y.4453, Y.4552/Y.2078, Y.4700/F.747.2, Y.4701/H.641, Y.4553.
Questions:
–	All ITU-T Questions of SG20 Questions
Study Groups:
–	ITU-T (e.g., considering their lead study group role), ITU-D and ITU-R Study Groups as appropriate
–	This Question will coordinate with ITU-T SG13 on big data relevant aspects.collaborate with ITU-T SG3 namely on tariff and economic issues relating to IoT and its applications.
This Question will collaborate with ITU-T SG16 on multimedia and applications.

Other bodies:
–	3GPP 
–	5G Alliances (e.g., 5G AA, 5G ACIA, etc.)
–	BDVA 
–	BSI 
–	SA2 on M2M standards
ETSI, oneM2M
–	GSMA
–	IEEE
–	IETF
–	ISO/IEC JTC 1
–	Joint IEC-ISO-ITU Smart Cities Task Force
–	OASC
–	ZigBee Alliance on low-power sensor networking and application issues over IEEE 802.15.4 (Low Rate WPAN)
HGI (Home Gateway Initiative)
IPSO Alliance
OMA (Open Mobile Alliance)
OCF (Open Connectivity Foundation)
–	OMA
–	OGC (Open Geospatial Consortium)
AIOTI (Alliance for Internet of Things Innovation)oneM2M
–	OSG
–	W3C (World Wide Web Consortium)


[bookmark: _Toc57812337]E 	Question 5/20 -– Research andStudy of emerging digital technologies, terminology and definitions
(Continuation of part of Question 51/20)
[bookmark: _Toc57812338]E.1 	Motivation
The Internet of Things (IoT) has the potential to change the lifestyle of the people and the way they interact with the surroundings, especially in smart cities and communities (SC&C). In this regard, it is important to explore the emerging technologies and trends that will contribute to that change. It is expected that IoT will have a significant impact on key infrastructural elements pertaining to cities, including the transportation, health and energy sectors, quality of life (QoL) and environment, as well as on society and the economy as a whole. Due to its ubiquitous nature, the IoT is in direct interaction with all application domains and all countries, with a direct impact on the achievement of the Sustainable Development Goals. 

To facilitate discussions and to have a common background of relevant issues, the terminologies relating to IoT and SC&C need to be coordinated and unified.  It would also be appropriate to identify, research, and analyzeanalyse emerging digital technologies, applications and solutions that are relevant for IoT and/or SC&C standardization. This Question intends to serve as a bridge with the research community and where appropriate to facilitate and accelerate transfer of emerging technologies to standardization. This Question will focus on topics that are not yet addressed by the other Questions.
[bookmark: _Toc57812339]E.2 	Questions
This Question is tasked to capture and develop definitions, to contribute to a common terminology for IoT and SC&C. Tthis Question can also contribute to the research on solutions for interoperability across different technologies,  (including identification) and takinge into account both end-user, regulatory and market needs. Considering the rapid evolution of the IoT domain, this Question can also contribute to the identification and discussion of relevant research and technological developments in this area, to bring the most relevant topics to the attention of the ITU-T Study Group 20 (SG20) and/or to the corresponding Questions. Considering the fast evolution of IoT technologies and shorter time to market, this question is expected to serve as a facilitator with the research and innovation community in order to identify emerging technologies requiring standardization for the global market and the industry.


Study items to be considered include, but are not limited to:
–	What are the terms, definitions, abbreviations, letter symbols and schematic symbols used for IoT and SC&C research?
–	What are the emerging research and technologies related to IoT and/or SC&C that are and easing the standardization of relevant research resultsfor standardization?
–	How can IoT technologies contribute to implement the Sustainable Development Goals (SDGs)?
–	Which new Recommendations should be developed for IoT and SC&C, related terms and definitions?
Which new Recommendations should be developed for research and emerging technologies related to IoT and SC&C?
How and where could the use of IoT emerging technologies create value?
What are the impacts of introducing IoT on human activities and how can the corresponding constraints be addressed?
–	How can end- user adoption ofexperience with IoT be consideredenhanced?
–	How can IoT comply with regulatory requirements and how can IoT systems and components communicate information on their legal compliance with each other in a standardized manner?
–	How will IoT change the business models and the market environment?
–	What are the emerging technologies and research outcomes relevant for IoT and SC&C?
Collaboration with which standards development organizations (SDOs) would be necessary to maximize synergies and harmonize existing standards?
–	How to engage with the IoT community at large, including its various stakeholders for supporting global standardization and interoperability?

[bookmark: _Toc57812340]E.3 	Tasks
Tasks include, but are not limited to:
–	Developing Recommendations, Reports, Handbooks, Guidelines, etc. as appropriate on:
•	dDeveloping, maintaining and enhancing the Recommendations on terminology related to IoT and SC&C;
•	mMaintaining and enhancing the Study Group 20 Recommendations;
•	dDevelopment in collaboration with other SG20 Questions, of frameworks and roadmaps, for the harmonized and coordinated development of Internet of things (IoT), including M2M communications and ubiquitous sensor networks in ITU-T;
•	Development in close cooperationng with ITU-D and ITU-R Study Groups and other regional and international standards development organizations (SDOs), academia and industry forumsa;
•	dDeveloping guidelines, methodologies and best practices related to IoT and SC&C to support the achievement of the Sustainable Development Goals (SDGs) and to prevent a help developing countries in bridging the digital gap with developing countriesin this field;
•	developing guidelines, methodologies and best practices related to IoT to support legal compliance of IoT systems and solutions in a standardized and interoperable manner;
•	Developing a global repository on IoT and SC&C to promote SG20 work results and activities, as well as listing reports and links of external organizations involved in this area;
Conducting research and developing reports related to strategic verticals including new concepts and mechanisms;
Harmonizing the terminology within ITU and relevant SDOs;
Iidentifying emerging technologies and relevant research work on IoT and SC&C that are relevant for standardization;
•	lLiaising and fostering cooperation with academia, research and innovation community, as well as with other SDOs and industry forums including small and medium enterprises (SMEs) on IoT and SC&C;
•	Liaising and fostering cooperation with other SDOs and industry fora including small and medium enterprises (SMEs) on IoT and SC&C;
Iidentifying in coordination with other SG20 Questions, new work areas linked to IoT and SC&C, and collaborating with relevant ITU-T SGs and other SDOs and forumsa, to initiate studies on those identified work areas.
–	Providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and other relevant SDOs, consortia and foraforums.
An up-to-date status of work under this Question is contained in the SG20 work programme
 (https://www.itu.int/ITU-T/workprog/wp_search.aspx?q=5/20).  
[bookmark: _Toc57812341]E.4 	Relationships
WSIS Action Lines:
–	C1, C6, C11 
Sustainable Development Goals: 
–	1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16 and 17
Recommendations:
–	Y.4050/Y.2069
Questions:
–	All ITU-T SG20 Questions
Study Groups:
–	ITU-T (e.g. considering their lead study group role), ITU-D and ITU-R Study Groups as appropriate
–	TSAG Rapporteur Group on Standardization Strategy (RG-SS)
–	ITU Standardization Committee for Vocabulary
OtherStandardization bodies:
–	IEC
–	, ISO 
–	Joint IEC-ISO-ITU Smart Cities Task Force
–	and other relevant standardization bodies, and specialized industry fora, including but not limited to IEEE
–	, IETF
–	, IPv6 Forum
–	, IoT Forum
–	, and IoT Lab.


[bookmark: _Toc57812342]F 	Question 6/20 - Security, privacy, trust, and identification for IoT and SC&C
(Continuation of Question 6/20, part of part of Questions 1/20 and, Q4/20 and 5/20)
[bookmark: _Toc57812343]F.1 	Motivation
Towards the information society, there are increases in cyber-attacks, cybercrime, and loss of credit or trust. The ICT infrastructure will evolve to provide converged services and applications by accommodating many Internet of Things (IoT) sensors and IoT-related systems. Additionally, the world is experiencing an evolution of Smart Cities. Many stakeholders from various industries are involved in future converged and intelligent services to be deployed using ICT infrastructure. This heterogeneous environment, while it promises great advances in the way the services and applications are provisioned, and in the way systems are managed, administered, and maintained, yet comes with a very wide range of sector-specific risks and threat vectors. Implications for security, privacy[footnoteRef:1][11] and the overall trust of use, adoption, and proliferation of IoT, and smart city devices, systems, services, applications, and platforms could hinder its overall market development. Therefore, it is important that security and privacy concerns are taken into account throughout the design process of products and systems to be used in IoT implementations commonly known as privacy by design and security by design, which emphasize that protections be built into information technologies, business practices, systems, processes, physical design, and networked infrastructure.  [1:  Consistent with WTSA Resolution 2 (Hammamet, 2016)] 

The satisfaction of security and privacy requirements plays a fundamental role in the IoT environment and SC&C. Such requirements include data confidentiality and authentication, access control within the IoT network, availability, data integrity, privacy and trust among users and things, and non-repudiation.
Some security measures may not always be directly applied to IoT technologies. Moreover, the high number of interconnected devices raises scalability issues when applying security techniques; therefore, flexible infrastructures are needed, to deal with security threats in such environments. ICT infrastructures should be reliable, safe, confidential, and trustworthy. Therefore, security, privacy and trust provisioning for IoT is one of the outstanding standardization issues of the ITU-T SG20.
On the other hand, various identification technologies have always been regarded as an important enabling technology for IoT implementation. Both physical devices (such as tagged items and products, sensing devices) and virtual entities (such as computational processes, software) could be, or already are, assigned identifiers, in order to be identified and distinguished. It is important for each thing to be addressable, and identifiable in order to tackle, inter alia, privacy, security, trust, and network reachability issues in IoT deployments.
Taking into account the variety of devices, systems, services and applications within IoT and SC&C domains, it is essential to develop trustworthiness models that ensure all physical and virtual things involved are trusted enough to be part of IoT and SC&C environment. Such models should be integrated within IoT and SC&C architectures while defining the set of rules to ensure implementation of trusted IoT systems. The security and trustworthiness architectures should be substantial part of any E2E architectures developed for IoT and SC&C verticals and use-case.
In addition, the adoption of new technologies such as block-chain, big data, quantum computing, machine learning and artificial intelligence (AI) can play important role in developing advanced cost-effective measures and mechanisms to create such trustworthy environment within IoT and SC&C domains.
All above requirement need to be carefully analysed for various IoT verticals and use-cases that may require specific additional demands due to its nature and underlying standards used for IoT and SC&C devices, systems, applications, protocols, platforms, and services.
[bookmark: _Toc57812344]F.2 	Questions
Study items to be considered include, but are not limited to:
–	What are the possible threats against the compromise of authenticity, confidentiality, integrity, non-repudiation, and availability of IoT and SC&C devices, systems, applications, protocols, platforms, and services?
–	What is needed to mitigate and counteract the risks and threats identified in IoT and SC&C systems, and services?
–	What are the identification systems capable of fulfilling the requirements of IoT and SC&C including security, privacy and trust?
–	What are the requirements and mechanisms for protecting, and preventing disclosure of things' information?
–	How can authentication technologies work with identification systems?
–	How can security measures be applied in IoT devices to protect identity, privacy, and security of the system, given that the device's environment and resources may be constrained?
–	What technical measures are needed to support the protection of privacy in SC&C applications, services, and platforms? How can trust be maintained and supported for the use of such systems?

–	What measures can be taken to prevent compromise and protect the integrity and privacy of IoT systems, applications, platforms, and services?
–	How to create trustworthiness in IoT & SC&C devices, systems, applications, protocols, platforms, and services?
–	How to ensure security, privacy and trustworthiness in data related to IoT & SC&C as well as the relevant data planforms?
–	How can block-chain based technologies and mechanisms support security and trustworthiness in IoT & SC&C?
–	How to use machine learning and artificial intelligence (AI) technologies for supporting secured interoperability and trustworthiness in IoT & SC&C?
–	How can quantum technologies support security and trustworthiness in IoT & SC&C?
–	How to apply big data techniques for enhancing security and trustworthiness in IoT & SC&C?
–	How Public Key Infrastructure can enhance authentication mechanisms and communication trustworthiness in IoT and SC&C
–	
What measures can be developed or used to assist with availability and portability of the data in IoT and SC&C platforms, systems, and services?
–	What options or measures are available for identification of IoT objects, in particularcluding non- IP based and non- web-based objects in a heterogeneous IoT system, in particular for smart citiesfor SC&C?
–	What are identification systems and mechanisms that can be used to support IoT and SC&C?
–	
How can identification mechanisms support interoperability in IoT and SC&C and mitigate risks?
–	How to ensure security and trustworthiness in the interactions through Application Programming Interfaces (API)?
–	What options and mechanisms may be used for registering and managing IoT identifiers when appropriate?
–	What are the appropriate technical measures needed for identity discovery?
–	Which standards development organizations (SDOs), consortia and forumsa would it be necessary to collaborate with to maximize synergies and harmonize existing standards?
[bookmark: _Toc57812345]F.3 	Tasks
Tasks include, but are not limited to:
–	Developing Recommendations, Reports, Handbooks, Guidelines, etc. as appropriate on:
•	aAuthenticity, confidentiality, integrity, non‑repudiation, and availability of IoT devices, systems, applications, protocols, platforms, and services;
•	sSecurity and trust provisioning in IoT both at the ICT infrastructure and future heterogeneous converged service environments;
•	sSecurity and trust provisioning in IoT services and applications for converged environments among stakeholders of different industries;
•	rRequirements to mitigate the risks and threats identified in IoT and SC&C systems and services;
•	uUtilizing security constructs in IoT systems to protect identity, privacy, and security of the system;
•	tTechnical measures to prevent compromise, and protect the integrity and privacy of IoT systems, applications, platforms, and services;
•	tTechnical measures needed to support the protection of privacy in SC&C applications, services, and platforms;
•	iIdentifying the potential risks associated with the different management, administration, maintenance, and service provisioning in SC&C;
•	hHow to mitigate risks associated with the different management, administration, maintenance, and service provisioning in SC&C;
•	sSupporting availability and portability of the data in IoT and SC&C platforms, systems, and services;
•	tThe use of naming, addressing, and identification in IoT and SC&C deployments;
•	iIdentity discovery and identity management in IoT and SC&C;
•	methodologies to create trustworthiness in IoT & SC&C devices, systems, applications, protocols, platforms, and services;
•	security and trustworthiness in using Application Programming Interfaces (API);
•	block-chain based technologies and mechanisms to support security and trustworthiness in IoT & SC&C;
•	machine learning and artificial intelligence (AI) technologies for supporting secured interoperability and trustworthiness in IoT & SC&C;
•	quantum computing mechanisms to support security and trustworthiness in IoT & SC&C;
•	big data techniques for enhancing security and trustworthiness in IoT & SC&C;
•	security architectures for IoT and SC&C;
•	security, privacy and trustworthiness of Data and relevant platforms in IoT and SC&C.
–	Providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and SDOs, consortia and foraums.
An up-to-date status of work under this Question is contained in the SG20 work programme
 (https://www.itu.int/ITU-T/workprog/wp_search.aspx?q=6/20).
[bookmark: _Toc57812346]F.4 	Relationships
WSIS Action Lines:
–	C5
Sustainable Development Goals: 
–	11 and 17
Recommendations:
–	Y.4000-series and other Recommendations related to security, privacy, trust and identification.
Questions:
–	All Questions of ITU-T SG20
Study Groups:
–	ITU-T (e.g., considering their lead study group role), ITU-D and ITU-R Study Groups as appropriate
–	This Question will collaborate with ITU-T SG2 and ITU-T SG17 on identification aspects of IoT as per the mandate of each study group.
–	This Question will collaborate with ITU-T SG17 on security, privacy and trust issues relating to IoT and SC&C as per the mandate of each study group.
Other bodies:
–	ETSI
–	ENISA
–	AIOTI
–	IEEE
–	3GPP
–	W3C
–	ISO/IEC JCT 1
–	Joint IEC-ISO-ITU Smart Cities Task Force
–	IETF
–	OASIS
–	oneM2M
[1]  consistent with wtsa resolution 2 (hammamet, 2016)



[bookmark: _Toc57812347]G 	Question 7/20 - Evaluation and assessment of Smart Sustainable Cities and Communities
(Continuation of part ofQuestion Q67/20)
[bookmark: _Toc57812348]G.1 	Motivation
Comprehensive strategies to implement sSmart sustainable Ccities and cCommunities (SSC&C) are emerging around the globe integrating information and communication technologies (ICTs) into all aspects of city planning and operation. In this processcontext, ICTs, especially the Internet of Things (IoT) and other emerging technologies improve the efficiency of a city's functions by making use of pertinent information from different domains through appropriate data analytics. This allows municipalities, communities and citizens to make better-informed decisions, and to more effectively integrate city services and cooperation across different sectors.


At this stage, it is important to be able to assess the impact and measure the performance of various SC&C ventures. One such approach for measurement is provided by key performance indicators (KPIs) that facilitate the monitoring of the progress achieved in support of SC&C transitions, including IoT implementation in  specific sectors such as environment, safety, transportation, health, education, and utilities.

It is desirable that cities can quantify and also qualitatively assess their achievement according to their goals. Therefore, by utilizing these indicators, cities as well as their stakeholders can also objectively assess the extent to which they may be perceived as smarter and more sustainable cities.
[bookmark: _Toc57812349]G.2 	Questions
Study items to be considered include, but are not limited to:
–	General principles that could be used to establish  methodologies to assess the use of ICT as well as the impact of ICT on city smartness and sustainability.
–	Smart Sustainable Cities Index for worldwide use across countries and regions.
–	Usefulness of different methodologies (measurement, statistics sampling, case studies, best practices, etc.) with respect to different countries and regions.
–	Best methods for collecting reliable data, accounting for the evolution of that data over time.
–	How to assess the achievement of the sustainable development goals (SDGs) in a smart city?
–	How to measure and evaluate a city's specific performance and e/smart services with respect to defined sector (or vertical) indicators such as open data indicators, e-health indicators, utilities indicators, etc.
–	How to assess city resilience and robustness?
–	Collaboration with which standards development organizations (SDOs) would be necessary to maximize synergies and harmonize existing standards?
[bookmark: _Toc57812350]G.3 	Tasks
Tasks include, but are not limited to:
–	Developing Recommendations, Reports, Handbooks, Guidelines, etc. as appropriate on:
•	providing guidance and structured methods to cities for helping prioritize initiatives and also for assessing the maturity of smart and sustainable cities;
•	developing Mmethodologies for assessment of city SDGs, considering general principles and , criteria for evaluating ICT impact;
•	identifying methods for Ccollecting and calculating reliable data to feed into the assessment model;
•	developing methodologies and frameworks for measuring and evaluating a city's specific performance and e/smart services with respect to defined sector indicators;
•	developing methodologies and frameworks for assessing smart and sustainable city resilience and robustness;
•	reporting on the Global Smart Sustainable Cities Index;
•	reporting a city's performance to help cities to reach SDGs.
–	Providing the necessary collaboration for joint activities in this field within ITU and between ITU-T and SDOs, UN agencies, consortia and forumsa.
An up-to-date status of work under this Question is contained in the SG20 work programme
 (https://www.itu.int/ITU-T/workprog/wp_search.aspx?q=7/20).
[bookmark: _Toc57812351]G.4 	Relationships
WSIS Action Lines:
–	C2, C3, C6, C7, C8, C10, C11, C14
Sustainable Development Goals: 
–	3, 6, 7, 9, 11 and 13 
Recommendations:
–	Y.4000 series including Y.4900/L.1600, Y.4901/L.1601, Y.4902/L.1602, and Y.4903/L.1603All the pertinent Y.4000 series Recommendations and Y supplements
Questions:
–	All Questions of ITU-T SG20
Study Groups:
–	ITU-T (e.g. considering their lead study group role), ITU-D and ITU-R Study Groups as appropriate
Other bodies:
–	IETF
–	Open Mobile Alliance (OMA)
–	Open Geospatial Consortium (OGC)
–	IEEE
–	ATIS
–	ETSI TC Smart M2M
–	CCSA TC10
–	oneM2M
–	ISO/IEC JTC 1/SC41, ISO/IEC JTC 1/WG11
–	Joint IEC-ISO-ITU Smart Cities Task Force
–	GSMA
–	3GPP/3GPP2
–	W3C
–	Organization for the Advancement of Structured Information Standards (OASIS)
–	Object Management Group (OMG)
–	Industrial Internet Consortium (IIC)
–	Alliance of Industrial Internet (AII) 
–	Alliance for IoT Innovation (AIOTI)
–	Open Connectivity Foundation (OCF)
· _________CEN-CENELEC-ETSI Coordination Group 'Smart and Sustainable Cities and Communities' (SSCC-CG)
· ETSI TC EE
· 
· IEC SyC Smart Cities
· IEC TC 111
· 
· ISO/IEC JTC 1
· ISO /TC 268 (Sustainable Cities and Communities)
· ISO SAGIIC (Industrial Internet Consortium)
· OneM2M
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