- 1 -
SG17-TD927R3
	[bookmark: dnum][bookmark: dtableau][image: ]
	INTERNATIONAL TELECOMMUNICATION UNION
TELECOMMUNICATION
STANDARDIZATION SECTOR
[bookmark: dstudyperiod]STUDY PERIOD 2022-2024
	SG17-TD927R3

	[bookmark: dsg]
	
	STUDY GROUP 17

	
	
	Original: English

	[bookmark: dbluepink][bookmark: dmeeting]Question(s):
	10/17; 11/17
	Geneva, 21 February – 3 March 2023

	[bookmark: ddoctype]TD

	[bookmark: dsource]Source:
	Q10 co-Rapporteur, Q11 Rapporteur, Editor of LSG report

	[bookmark: dtitle1]Title:
	Study Group 17 report as the lead study group on identity management

	[bookmark: dcontact][bookmark: _Hlk98768222]Contact:
	Heung-Youl Youm
ITU-T SG17 chairman
Korea (Republic of)
	E-mail: hyyoum@sch.ac.kr

	Contact:
	Abbie Barbir
Co-Rapporteur of Q10/17
	E-mail: abarbir@live.ca

	Contact:
	Jean Paul Lemaire
Rapporteur of Q11/17
	E-mail:	jean-paul.lemaire@univ-paris-diderot.fr

	[bookmark: dcontact1][bookmark: dcontent]Contact:
	Georges Sebek
Editor
	E-mail:	bgsebek@gmail.com 



ITU-T Study Group 17 continues to be very active in fulfilling its lead role in identity management (IdM). In particular, elements within SG17 responsibility (i.e., Questions 10, 11/17, and JCA-IdM) played an active role in shaping the IdM landscape and interacting with a wide range of standards bodies that are addressing IdM as well as related biometrics applications. Other ITU-T study groups (SG2, SG3, SG11, SG13, SG 16 and SG20) also have IdM related activities.
For additional information, please see the lead study group on identity management web page at: http://www.itu.int/en/ITU-T/studygroups/com17/Pages/idm.aspx and the JCA-IdM web page at  http://www.itu.int/en/ITU-T/jca/idm/Pages/default.aspx.
1	Achievements
Since the 23 August -2 September 2022 SG17 meeting results sent to TSAG, ITU-T SGs achieved the results listed in Annex 1 concerning their work on IdM Recommendations (status: 3 March 2023).
2	Ongoing work
Recommendations and other texts concerning IdM that are currently under development in ITU-T SGs are listed in Annex 2.
3	Workshops
ITU-T SG17, with the support of ISO TC 307/JWG 4, organized a workshop on DLT security, identity management and privacy which took place on 20 February 2023, the day prior to the SG17 meeting. Were discussed ongoing and published work of Questions 10 and 14 of ITU-T Study Group 17 in the areas of DLT security, identity management and privacy, and for ISO TC307/JWG4 were presented their published work in these areas; also, were shared the recent progress made by the industry in the areas of DLT security, identity management and privacy. The workshop results are published as TD839.
As a follow-up of the first ITU-T X.509 Day, held 9 May 2022, SG17 agreed to organize a second ITU-T X.509 Day on 9 May 2023. The agenda is given in TD922.
4	ICT Security Standards Roadmap
SG 17 actively maintains the IdM roadmap (i.e., ICT Security Standards Roadmap - Part 6: Identity management landscape: IdM standards, organizations and gap analysis).
At this February-March 2023 SG17 meeting, updates were agreed as in TD916.
5	Collaboration and outreach
SG17 is the parent group of JCA-IdM. The purpose of the JCA-IdM is coordination of the ITU-T identity management (IdM) work, and to ensure that the ITU-T IdM work is progressed in a well-coordinated way between study groups, in particular with SG2, SG3, SG11, SG13, SG16 and SG20, and to act as a point of contact within ITU-T and with other SDOs/Fora on IdM in order to avoid duplication of work and assist in implementing the IdM tasks assigned by WTSA-20 Resolution 2 and in implementing GSC-16 Resolution 4 on identity management.
JCA-IdM met once during this reporting period. At the 24 February 2023 meeting, reports were shared from ITU-T SG3, Q10/17 and ISO/IEC JTC1/SC27/WG5. Report is in TD702.
In this reporting period, SG17 received and treated liaison statements on identity management matters coming from ITU-T SG5, SG11, WP1/13, SG16, SG20, TSAG; GSMA; SIA – Secure Identity Alliance; ISO/IEC JTC1/SC27/WG5; IEC TC57 WG15.
In this reporting period, SG17 sent liaison statements to: ITU-T SG2, SG3, SG5, SG9, SG11, SG12, SG13, SG15, SG16, SG20, TSAG; ITU-D Q3/2; SCV; OASIS ESAT TC; FIDO Alliance; W3C DID WG; OASIS; RAISE Forum; NIST; ISO/TC307/JWG4; ISO/TC68; ISO/IEC JTC1/SC27, ISO/IEC JTC1/SC27/WG2, ISO/IEC JTC1/SC27/WG5; ISO/TC 307/JWG4; IEC TC57 WG15; IETF.




Annex 1 
Achievements of ITU-T Study Groups on Identity Management 
(3 September 2022 - 3 March 2023)
a) Approved Recommendations
	SG
	No
	Title

	SG11
	Q.3062
Q.Pro-Trust
	Signalling procedures and protocols for enabling interconnection between trustable network entities in support of existing and emerging networks (Approved 2022-09-29)

	SG11
	Q.3063
Q.CIDA
	Signalling procedures of calling line identification authentication (Approved 2022-09-29)

	SG13
	Y.3081
Y.SCid-fr
	Self-controlled identity based on blockchain – Requirements and framework (Approved 2022-09-29)


b) Approved Supplements, Technical Reports
	SG
	No
	Title

	
	
	


c) Consented/Determined Recommendations
	SG
	No
	Title

	
	
	

	SG17
	X.1277.2
X.uaf12
	Universal authentication framework (Consented) Note

	SG17
	X.1278.2
X.ctap21
	Client to authenticator protocol (Consented) Note

	
	
	


Notes:
Last call for these two texts is deferred pending additional information from FIDO Alliance.
*	Marked draft Recommendations were determined; all non-marked were consented. 


Annex 2 
Current work plan of ITU-T Study Groups on Identity Management 
(status 3 March 2023)

	SG
	No
	Title

	SG2
	TR.OTTnum**
	Current use of E.164 numbers as identifiers for OTTs

	SG2
	E.IoT-NNAI*
	Internet of Things Naming Numbering Addressing and Identifiers

	SG11
	Q.CCF-CCSD*
	Consumer centric framework for combating counterfeit and stolen ICT mobile devices (Ref. TD867)

	SG11
	Q.CPN-NC-SA
	Signalling architecture of network control functions for CPN (New work item, ref. TD864)

	SG11
	Q.cco-mec
	Signalling requirements for orchestration supporting confidential computing in multi-access edge computing (New work item, ref. TD863)

	SG13
	Y.trust-tla
	Framework of trust-level assessment for trustworthy networking

	SG17
Q10
	X.1250rev
	Baseline capabilities for enhanced global identity management and interoperability

	SG17
Q10
	X.1251rev
	A framework for user control of digital identity

	SG17
Q10
	X.bvm
	Requirements for biometric variability management (New work item)

	SG17
Q10
	X.gpwd
	Threat analysis and guidelines for securing password and password-less authentication solutions

	SG17
Q10
	X.oob-sa
	Framework for out-of-band server authentication using mobile devices

	SG17
Q10
	X.osia*
	Open Standards Identity APIs (OSIA) version 6.1.0 [from SIA] (New work item) 

	SG17
Q10
	X.pet_auth
	Entity authentication service for pet animals using telebiometrics

	SG17Q10
	X.srdidm
	Security requirements for decentralized identity management systems using distributed ledger technology

	SG17
Q10
	X.tas
	Telebiometric authentication using speaker recognition

	SG17
Q11
	X.508
X.pki-em
	Information technology – Public-Key Infrastructure: Establishment and maintenance

	SG17
Q11
	TR.x509ac4sc
	Technical Report: A use case of X.509 Attribute Certificate for Supply Chain

	SG17
Q11
	X.510Amd.1
	Information Technology – Open systems Interconnection - The Directory: Protocol specifications for secure operations

	SG17
Q11
	X.dpki
	Decentralized pki

	SG17
Q11
	X.jss
	JSON Signature Scheme (JSS) (New work item)

	SG20
	Y.FW.IC.MDSC
	Framework of identification and connectivity of moving devices in smart city

	SG20
	Y.IoT-acs-fra*
	Functional requirements and architecture of access control service of IoT platform enabled by zero trust technology in decentralized environments (New work item, ref. TD909, TD906)

	SG20
	Y.IoT-IoD-PT
	Identity of IoT devices based on secure procedures and ensures privacy and trust of IoT systems

	SG20
	YSTR.Feas-DID-IoT
	Feasibility of Decentralised Identifiers (DIDs) in IoT


Notes:
*	Marked draft Recommendations are for determination; all non-marked are for consent.
**	Texts for approval by agreement (AAP/TAP not applicable)
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