- 1 -
SG17-TD926R3
	[bookmark: dnum][bookmark: dtableau][image: ]
	INTERNATIONAL TELECOMMUNICATION UNION
TELECOMMUNICATION
STANDARDIZATION SECTOR
[bookmark: dstudyperiod]STUDY PERIOD 2022-2024
	SG17-TD926R3

	[bookmark: dsg]
	
	STUDY GROUP 17

	
	
	Original: English

	[bookmark: dbluepink][bookmark: dmeeting]Question(s):
	1/17
	Geneva, 21 February - 3 March 2023

	[bookmark: ddoctype]TD

	[bookmark: dsource]Source:
	Q1/17 Co-Rapporteurs, Editor of LSG report

	[bookmark: dtitle1]Title:
	Study Group 17 report as the lead study group on security

	Contact:
	Mohamed Elhaj
Co-Rapporteur of Q1/17
	E-mail: mohamedkhair@outlook.com 

	Contact:
	Juhee Ki
Co-Rapporteur of Q1/17
	E-mail: eye@iitp.kr 

	Contact:
	Georges Sebek
	E-mail: bgsebek@gmail.com 



ITU-T Study Group 17 is very active in fulfilling its lead role on security. Twelve Questions in SG17, as well as certain security activities within Questions of other study groups work to shape the ICT security landscape and interact with a wide range of related standards bodies. SG17 is the parent group of JCA-COP (which is dormant since March 2017).
For additional information, please see the Lead Study Group on security web page at: http://www.itu.int/ITU-T/studygroups/com17/tel-security.html
1	Achievements
Annex 1 provides a set of tables that list the results of ITU-T SGs concerning their work on security Recommendations since the 21 August – 2 September 2022 SG17 meeting.
Further to its 21 August – 2 September 2022 SG17 meeting: 1 AAP Recommendation was approved.
SG17 at its 21 February - 3 March 2023 meeting: approved 9 Recommendation, determined 5 Recommendations, consented 2 Recommendations and agreed 1 text. The meeting agreed to initiate working on 20 new work items.
2	Ongoing work
Annex 2 lists Recommendations and other texts on security currently under development in ITU-T SGs.
3	SG17 as Lead Study Group on Security
SG17 work on security considers:
· Implementation of WTSA-20 Resolutions 2, 7, 11, 18, 32, 40, 44, 50, 52, 54, 58, 64, 65, 67, 73, 75, 76, 77, 78, 80, 84, 86, 89, 90, 92, 93, 94, 96, 97, and 98.
· Implementation of PP-22 Resolutions 101, 123, 130, 136, 174, 177, 178, 179, 181, 188, 189, 197, 200, 201, 204, 205, 209, 214 and 215; and of PP-22 decision 14.
· Implementation of WTDC-21 Resolutions 30, 34, 45, 47, 63, 67, 69, 79, and 84.
SG17 promotes the work on security and has many considerable efforts on this regard, including:
1. Security Manual
SG17 agreed the 7th edition of the Security Manual in September 2020. It is now published as ITU-T Technical Report XSTR-SEC-MANUAL, Security in telecommunications and information technology – An overview of issues and the deployment of existing ITU-T Recommendations for secure telecommunications. 
The Security Manual is a major ITU-T promotion tool that highlights in an easy-to-understand fashion the important security work of ITU-T.
b)	Successful use of security standards
SG17 agreed the 2nd edition to XSTR-SUSS, Technical Report on successful use of security standards in September 2020.  The 2nd edition presents further examples of how ITU-T Recommendations are used today in the marketplace to help protect networks, people, data and critical infrastructure. It is intended to help users, especially those from developing countries, to gain a better understanding of the value of using security-related ITU-T Recommendations in a variety of contexts (e.g., business, commerce, government, industry). A further update to XSTR-SUSS in C215 has been discussed. It was agreed to work on a new edition to be ready at the end of the study period.
c)	ICT Security Standards Roadmap
SG17 actively maintains the ICT security standards database (i.e., Part 2 of the ICT Security Standards Roadmap) of approved standards, which is an important tool for standard developers in respect of avoiding duplication. 
At the 21 February – 3 March 2023 SG17 meeting, 64 standards were added to the database.
	d)	Security Compendium
SG17 also continues updating the Security Compendium that provides information on ITU security standardization activities, including the catalogue of ITU-T Recommendations dealing with security and the catalogue of ITU-T approved security definitions.
At the 21 February – 3 March 2023 SG17 meeting, 69 definitions, 100 abbreviations and 8 Recommendations were added to the Compendium.
e)	Workshop
ITU-T SG17, with the support of ISO TC 307/JWG 4, organized a workshop on DLT security, identity management and privacy which took place on 20 February 2023, the day prior to the SG17 meeting. Were discussed ongoing and published work of Questions 10 and 14 of ITU-T Study Group 17 in the areas of DLT security, identity management and privacy, and for ISO TC307/JWG4 were presented their published work in these areas; also, were shared the recent progress made by the industry in the areas of DLT security, identity management and privacy. The workshop results are published as TD839.
4	Collaboration with other SGs and other Sectors
1. See Annex 3 for updates to security contacts.
1. In this reporting period, SG17 received and treated liaison statements on security matters coming from: ITU-R WP 5D; ITU-T SG5, SG11, SG13, WP1/13, WP2/13, WP3/13, SG15, SG16, SG20, TSAG; ITU-D Q1/2, Q2/2, Q3/2; FG-AI4EE; FG-AN, FG-VM; JCA-ML; JCA-IMT2020; JCA-DCC; SCV.
1. In this reporting period, SG17 sent liaison statements to: ITU-T SG2, SG11, SG13, WP2/13, SG16, SG20, TSAG; ITU-D Q3/2; JCA-IMT 2020; JCA-QKDN; FG-AI4EE; CITS; SCV.
5	Collaboration with other organizations
SG17 collaborates with a broad array of standardization bodies and forums on telecommunication security.

a)	In this reporting period, SG17 received and treated liaison statements on security matters coming from ETSI ISG QKD, ISG IPE; IEC TC57 WG15; ISO/IEC JTC1/SC27/WG5; OASIS; GSMA.
b)	In this reporting period, SG17 sent liaison statements to:ISO/TC307/JWG4; ISO/TC68; ISO/IEC JTC1/SC27; ISO/IEC JTC1 SC27 WG1; ISO/IEC JTC1 SC27 WG2; ISO/IEC JTC1/SC27 WG3; ETSI ISG-QKD, ETSI ISG IPE; GSMA FASG; GSMA DSG; ETSI TC CYBER; CEN/CENELEC.


Annex 1 
Achievements of ITU-T Study Groups on Security 
(21 February 2023 – 3 March 2023)
a) Recommendations approved
TAP Recommendations
	SG
	No.
	Title

	SG
	
	

	SG17
Q2
	X.1815
X.5Gsec-ecs
	Security guidelines and requirements for IMT-2020 edge computing services

	SG17
Q2
	X.1816
X.5Gsec-ssl
	Guidelines and requirements for classifying security capabilities in IMT-2020 network slice

	SG17
Q8
	X.1411
X.BaaS-sec
	Guideline on blockchain as a service (BaaS) security

	SG17
Q8
	X.1644   
X.sgdc
	Security guidelines for distributed cloud

	SG17
Q13
	X.1380
X.edr-sec
	Security guidelines for cloud-based data recorders in automotive environment

	SG17
Q13
	X.1381
X.eivn-sec
	Security guideline for Ethernet-based In-Vehicle networks

	SG17
Q13
	X.1382
X.fstiscv
	Guidelines for sharing security threat information on connected vehicles

	SG17
Q13
	X.1383
X.srcd
	Security requirements for categorized data in vehicle-to-everything (V2X) communication

	SG17
Q14
	X.1410
X.sa-dsm
	Security architecture of data sharing management based on the distributed ledger technology

	SG20
	Y.4500.3
Y.oneM2M.SEC.SOL
	oneM2M – Security solutions (Approved 2023-01-30)


AAP Recommendations
	SG
	No.
	Title

	SG13
	Y.2247
Y.frd
	Framework and Requirements of Network-oriented Data Integrity Verification Service based on Blockchain in Future Network (Approved 2023-01-13)

	SG13
	Y.3182
Y.ML-IMT2020-E2E-MGMT
	Machine learning based end-to-end multi-domain network slice management and orchestration (Approved 2022-09-29)

	SG13
	Y.3810 Y.QKDN-iwfr
	Quantum key distribution network interworking – framework (Approved 2022-09-29)

	SG13
	Y.3181
Y.ML-IMT2020-sandbox
	Architectural framework for machine learning sandbox in future networks including IMT-2020 (Approved 2022-09-29)

	SG13
	Y.3537
Y.mc-reqts
	Cloud computing – Functional requirements of cloud service partner for multi-cloud (Approved 2022-09-29)

	SG13
	Y.3539
Y.ccrm
	Cloud computing - Framework of risk management (Approved 2023-01-13)

	SG13
	Y.3813
Y.QKDN-iwrq
	Quantum key distribution networks interworking – functional requirements (Approved 2023-01-13)

	SG13
	Y.3814
Y.QKDN-ml-fra
	Quantum key distribution networks - functional requirements and architecture to enable machine learning enablement (Approved 2023-01-13)

	SG16
	F.751.7
H.DLT-FAM
	Functional assessment methods for distributed ledger technology platforms (Approved 2022-12-14, ref. TD803)

	SG16
	F.751.6
H.DLT-PAM
	Performance assessment methods for distributed ledger technology platforms (Approved 2022-12-14, ref, TD803)

	SG16
	F.751.5 
F.DLT-DMPG
	Requirements for DLT-based power grid data management (Approved 2022-12-14, ref, TD803)

	SG17
Q13
	X.1377
X.ipscv
	Guidelines for an intrusion prevention system for connected vehicles (Approved 2022-10-14)



b)	Supplements, Appendices, Technical Papers and Technical Report agreed
	SG
	No.
	Title

	SG13
	Supplement 72 Y.3000-series
Y.sup.aisr
	Artificial Intelligence standardization roadmap (Agreed 2022-11-25)

	SG17
Q6
	TR.ibc-cd
	Technical report: Guideline for identity-based cryptosystems used for cross-domain secure communications


c)	Draft Recommendations Determined or redetermined
	SG
	No.
	Title

	SG16
	F.751.8
H.DLT-TFR
	Technical framework for DLT to cope with regulation (Determination 2022-10-28)

	SG17
Q2
	X.1817
X.5Gsec-message
	Security requirements for IMT-2020 message services

	SG17
Q6
	X.1333 Cor1
	Corrigendum to ITU-T Recommendation X.1333

	SG17
Q6
	X.1353
X.ztd-iot
	Security methodology for zero-touch deployment in massive IoT based on blockchain (Determined 2022-09-02, redetermined 2023-03-03)

	SG17
Q7
	X.1454  
X.sles
	Security measures for location enabled smart office services (See NOTE)

	SG17
Q7
	X.1771
X.rdda
	Requirements for data de-identification assurance

	SG17
Q8
	X.1645
X.nssa-cc
	Requirements of network security situational awareness platform for cloud computing


NOTE: Comments received during the Member States Consultation are still discussed, Approval is postponed to Aug/Sep 2023 SG17 meeting.
d) Draft Recommendations consented 
	SG
	No.
	Title

	SG17
Q4
	X.1219
X.arc-ev
	Security architecture for evaluation of technical vulnerabilities

	SG17
Q14
	X.1412
X.srcsm-dlt
	Security requirements for smart contract management based on distributed ledger technology



Annex 2 
Current work plan of ITU-T Study Groups on Security
(status 3 March 2023)
a)	Recommendations planned for TAP determination 
	SG
	Q
	No.
	Title

	SG11
	4/11
	Q.cco-mec
	Signalling requirements for orchestration supporting confidential computing in multi-access edge computing (New work item, ref. TD863)

	SG17
	2/17
	X.5Gsec-netec
	Security capabilities of network layer for 5G edge computing

	SG17
	2/17
	X.5Gsec-srocvs
	Security Requirements for the Operation of 5G Core Network to Support Vertical Services

	SG17
	2/17
	X.5Gsec-ctrl
	Security controls for operation and maintenance of 5G network systems

	SG17
	4/17
	X.stie
	Structured threat information expression (To be considered at Aug/Sep 2023 SG17 meeting)

	SG17
	4/17
	X.taeii
	Trusted automated exchange of intelligence information (To be considered at Aug/Sep 2023 SG17 meeting)

	SG17
	4/17
	X.sgc_rcs
	Guidelines for countering spam over rich communication service (RCS) messaging

	SG17
	4/17
	X.tsfpp
	Technical security framework for protection of users' personal information while countering mobile messaging spam

	SG17
	4/17
	X.st-ssc
	[bookmark: _Hlk124435100]Security threats of software supply chain (New work item)

	SG17
	6/17
	X.ra-iot
	Security risk analysis framework for IoT devices

	SG17
	6/17
	X.mt-feature
	Security features to assess mobile terminal security (New work item)

	SG17
	6/17
	X.sc-iot
	Security controls for Internet of Things (IoT) systems

	SG17
	7/17
	X.sec-grp-mov
	Security guideline for group movement service platform

	SG17
	7/17
	X.tc-ifd
	Technical capabilities of interactive fraud detection

	SG17
	7/17
	X.srgsc
	Security requirements and guidelines of application and service for smart city platform (New work item)

	SG17
	8/17
	X.gecds
	Guideline on edge computing data security

	SG17
	8/17
	X.sgcnp
	Security guidelines for cloud native PaaS

	SG17
	8/17
	X.sgmc
	Security guidelines for multi-cloud

	SG17
	8/17
	X.soar-cc
	Framework of security orchestration, automation and response for cloud computing

	SG17
	8/17
	X.gdsml
	Guidelines for data security using machine learning in big data infrastructure

	SG17
	8/17
	X.sfrms
	Security framework and requirements of microservice for cloud computing using container technology (New work item)

	SG17
	8/17
	X.asm-cc
	Requirements of attack surface management for cloud computing (New work item)

	SG17
	13/17
	X.1373rev
	Secure software update capability for intelligent transportation system communication devices

	SG17
	13/17
	X.evtol-sec
	Security guidelines for electric vertical take-off and landing (eVTOL) vehicle in an urban air mobility environment

	SG17
	13/17
	X.itssec-5
	Security guidelines for vehicular edge computing

	SG17
	13/17
	X.evpnc-sec
	Security guidelines for electric vehicle plug and charge (PnC) service using vehicle identity (VID)

	SG17
	15/17
	X.gcspcc
	Guidelines of developing of cybersecurity simulation platform based on cloud computing (New work item)

	SG20
	3/20
	Y.arc-psfws
	 A functional architecture of power supply facilities warning system (New work item, ref. TD910)

	SG20
	6/20
	Y.IoT-acs-fra
	Functional requirements and architecture of access control service of IoT platform enabled by zero trust technology in decentralized environments (New work item, ref. TD909, TD906)


b)	Recommendations planned for AAP consent
	SG
	Q
	No.
	Title

	SG11
	1/11
	Q.CPN-NC-SA
	Signalling architecture of network control functions for CPN (New work item, ref. TD864)

	SG11
	2/11
	Q.QKDN_profr
	Quantum key distribution networks - Protocol framework

	SG11
	2/11
	Q.QKDN_Kx
	Protocols for Kx interface for QKDN

	SG11
	2/11
	Q.QKDN_Ck
	Protocols for Ck interface for QKDN

	SG11
	2/11
	Q.QKDN_Ak
	Protocols for Ak interface for QKDN

	SG11
	2/11
	Q.QKDN_Kq-1
	Protocols for Kq-1 interface for QKDN

	SG11
	7/11
	Q.UAMS-SRA
	Signalling requirements and architecture for urban air mobility (UAM) service environment (New work item, ref. TD862)

	SG13
	1/13
	Y.sfm
	Service model for network based fine dust risk measurement and analysis (New work item, ref. TD872)

	SG13
	2/13
	Y.MDRM-DLT-reqts
	Requirements and framework of multi-dimensional resource matching of NGNe based on DLT

	SG13
	2/13
	Y.SNICE-DLT-reqts
	Requirements and framework of distributed S-NICE based on DLT

	SG13
	16/13
	Y.trust-arch
	Functional architecture for trust enabled service provisioning

	SG13
	16/13
	Y.QKDN-rsfr
	Framework of quantum key distribution network resilience

	SG13
	16/13
	Y.QKDN-iwac
	Quantum key distribution networks interworking – architecture

	SG13
	16/13
	Y.QKDNi_SDNC
	Quantum Key Distribution Network Interworking – Software Defined Networking Control

	SG13
	16/13
	Y.QKDNf -fr
	Framework of Quantum Key Distribution Network Federation

	SG13
	16/13
	Y.QKDN-amc
	Quantum key distribution networks - Requirements and architectural model for autonomic management and control (New work item, ref. TD881)

	SG13
	16/13
	Y.QKDN_SSNreq
	Functional requirements for integration of quantum key distribution network and secure storage network (New work item, ref. TD881)

	SG13
	16/13
	Y.QKDN_SSNarch
	Functional architecture for integration of quantum key distribution network and secure storage network (New work item, ref. TD881)

	SG13
	17/13
	Y.cra-reqts
	Cloud computing - Functional requirements of computing resource abstraction  

	SG13
	18/13
	Y.mc-arch
	Cloud computing - Functional architecture for multi-cloud (New work item, ref. TD876)

	SG13
	21/13
	Y.CCO-req
	Requirements of orchestration supporting confidential computing for network slices in IMT-2020 networks and beyond (New work item, ref, TD817)

	SG13
	22/13
	Y.ICN-DLT
	Requirements and Functional Framework of Information Centric Networking to support Distributed Ledger Technology in networks beyond IMT-2020

	SG13
	23/13
	Y.SBN-TR
	Service brokering network framework for trusted reality

	SG16
	22/16
	F.DLT-RECT
	Reference architecture for information tracing of renewable energy consumption based on distributed ledger technology (New work item, ref. TD803)

	SG16
	22/16
	H.DLT-ESSS
	Framework of distributed ledger technology-based energy storage sharing systems (New work item, ref. TD803)

	SG16
	22/16
	H.DLT-SCLMR
	Smart contract lifecycle management requirements for distributed ledger technology systems (New work item, ref. TD803)

	SG16
	22/16
	H.DLT-PTS
	Performance test suite for distributed ledger technology system (New work item, ref. TD803)

	SG16
	22/16
	H.DLT-MMPA
	Maturity model of permissioned distributed ledger technology application (New work item, ref. TD803)

	SG16
	22/16
	F.DLT-SGDRF
	Framework of distributed ledger technology-based smart grid demand response (New work item, ref. TD803)

	SG16
	22/16
	H.DLT-DAS
	Technical framework for distributed ledger technology based multi-media data asset service (New work item, ref. TD803)

	SG16
	22/16
	H.DLT-DST
	Technical framework for permissioned distributed ledger technology based on sharding technology (New work item, ref. TD803)

	SG16
	22/16
	F.DLT-TRICI
	Technical requirements on inter-chain interoperability for permissioned distributed ledger technologies (New work item, ref. TD803)

	SG16
	22/16
	H.DLT-AGFAS
	Application guideline for authorization services based on distributed ledger technology (New work item, ref. TD803)

	SG16
	27/16
	H.ADSDP-spec
	Automated driving safety data protocol: Specification (New work item, ref. TD804)

	SG16
	27/16
	F.VSAI-ARCH
	Functional architecture of multimedia communication enabled vehicle systems using artificial intelligence (New work item, ref. TD802, TD804)

	SG17
	1/17
	X.arch-design
	Design principles and best practices for security architectures

	SG17
	3/17
	X.1051rev2
	Code of practice for information security controls based on ISO/IEC 27002 for telecommunications organizations

	SG17
	4/17
	X.spmoh
	Security framework for storage protection against malware attacks on hosts

	SG17
	4/17
	X.sr-ctea
	Security requirements and countermeasures for targeted email attacks

	SG17
	6/17
	X.mt-integrity
	Security capabilities supporting mobile terminal integrity protection (New work item)

	SG17
	7/17
	X.1144rev
	eXtensible Access Control Markup Language (XACML) 3.0

	SG17
	7/17
	X.guide-cdd
	Security guidelines for combining de-identified data using trusted third party

	SG17
	7/17
	X.scpa
	Security measures for countering password related online attacks

	SG17
	7/17
	X.sg-dtn
	Security guidelines for digital twin network

	SG17
	7/17
	X.smdtf
	Security measures for digital twin federation in smart cities and communities

	SG17
	7/17
	X.smdtsc
	Security measures for digital twin system of smart cities

	SG17
	7/17
	X.smmpc
	Security measures for monitoring physical city assets

	SG17
	7/17
	X.smsrc
	Security measures for smart residential community services

	SG17
	7/17
	X.vide
	Guideline of visual feature protection and secure sharing mechanisms for de-identification

	SG17
	7/17
	X.saf-dsf
	Security assurance framework for digital financial services

	SG17
	8/17
	X.sa-ec
	Security architecture of edge cloud

	SG17
	8/17
	X.scm-oc
	Security guidelines for selecting computing methods and resources from Cloud Service Providers

	SG17
	15/17
	X.SecaaS
	Security requirements for security as a service (New work item)

	SG17
	13/17
	X.idse
	Evaluation methodology for in-vehicle intrusion detection systems

	SG17
	13/17
	X.eou-sec
	Security guidelines for an ECU with OTA update capability (New work item)

	SG17
	14/17
	X.sc-dlt
	Security controls for distributed ledger technology

	SG17
	14/17
	X.dlt-ccs-fr
	Security requirements and framework of cross-chain service for DLT systems (New work item)

	SG17
	15/17
	X.dtns
	Guidelines of using digital twin of network for network security (New work item)

	SG17
	15/17
	X.so-sap 
	Guidelines for security orchestration of service access process (New work item)

	SG17
	15/17
	X.icd-schemas
	Security data schemas for integrated cyber defence solutions

	SG17
	15/17
	X.sec_QKDN_AA
	Authentication and authorization in QKDN using quantum safe cryptography 

	SG17
	15/17
	X.sec_QKDN_CM
	Security requirements and measures for quantum key distribution networks - control and management

	SG17
	15/17
	X.sec_QKDN_tn
	Security requirements and designs for quantum key distribution networks - trusted node

	SG17
	15/17
	X.secadef
	Security capabilities definitions

	SG17
	15/17
	X.sec_QKDNi
	Security requirements for Quantum Key Distribution Network interworking (QKDNi)

	SG17
	15/17
	X.sec_QKD_profr
	Framework of quantum key distribution (QKD) protocols in QKD network (New work item)

	SG20
	1/20
	Y.dtf-reqts
	Requirements for digital twin federation in smart cities and communities

	SG20
	4/20
	Y.energy-data
	Framework of city-level energy data sharing and analytics among buildings

	SG20
	4/20
	Y.CL-EDM
	Energy data model for city-level energy management platform (New Work Item)

	SG20
	6/20
	YSTR.IoT-IMS
	Requirements and capability framework for identification management service of IoT device

	SG20
	6/20
	Y.IoT-Smartcity-Risk
	Reference framework of cybersecurity risk management of IoT ecosystems on smart cities (Ref. TD909)

	SG20
	1/20
	Y.dtf-rach
	Reference architecture of digital twin federation in smart cities and communities

	SG20
	1/20
	Y.dtf-infoex
	Information exchange model for digital twin federation in smart cities and communities



c)	Supplements, Technical Reports and Technical Papers planned for agreement
	SG
	Q
	No.
	Title

	SG13
	16/13
	Y.supp.trust-roadmap
	Standardization roadmap on Trustworthy Networking and Services

	SG13
	16/13
	Y.supp.QKDN-roadmap
	Standardization roadmap on Quantum Key Distribution Networks

	SG13
	16/13
	TR.QEFN
	ITU-T's Views for Quantum-Enabled Future Networks

	SG13
	16/13
	TR-QN-UC
	Use cases of quantum networks beyond QKDN (New work item, ref. TD881)

	SG13
	16/13
	Y.Supp.QKDN-UC
	Use cases of quantum key distribution networks (New work item, ref. TD881)

	SG17
	1/17
	XSTR-SUSS
	Revised Technical Report on successful use of security standards (New work item)

	SG17
	2/17
	X.TR.zt-acp
	Technical Report: Guideline for zero trust-based access control platform in telecommunication network

	SG17
	2/17
	TR.cpn-col-sec
	Technical Report: Security considerations of collaboration of multiple computing power networks

	SG17
	2/17
	TR.5Gsec-bsf
	Technical Report: Guidelines of built-in security framework for telecommunications network

	SG17
	3/17
	X.sup-cdc
	Supplement to X.1600: X.1060 tutorial material (New work item)

	SG17
	4/17
	X.sr-ctea
	Security requirements and countermeasures for targeted email attacks

	SG17
	4/17
	TR.verm
	Technical Report: Framework for verification of messages (New work item)

	SG17
	6/17
	TR.ba-iot
	Technical Report: Broadcast authentication scheme for IoT system

	SG17
	6/17
	X.suppl.tig-iotsec
	Supplement to X.1352: Technical Implementation guidelines for IoT devices and gateway (New work item)

	SG17
	7/17
	X.suppl.uc-dcc
	Supplement to X.1152 on use cases for digital COVID-19 certificates

	SG17
	13/17
	X.sup-cv2x-sec
	Supplement to X.1813: Security deployment scenarios for cellular vehicle-to-everything(C-V2X) services supporting ultra-reliable and low latency communication (URLLC)

	SG17
	14/17
	TR.qs-dlt
	Technical Report: Guidelines for quantum safe DLT system

	SG17
	15/17
	TR.sgfdm
TR.sgfdcml
	Technical Report: FHE-based data collaboration in machine learning

	SG17
	15/17
	TP.inno-2.0
	Description of the incubation mechanism and ways to improve it (New work item)

	SG17
	15/17
	TR.hyb-qsafe
	Technical Report: Overview of hybrid approaches for Quantum-safe communications (New work item)

	SG17
	15/17
	TR.srsec
	Technical Report: Security aspects of SRv6 for the convergence of computing and network for telecommunication operators (New work item)

	SG17
	15/17
	TR.smpa
	Technical Report: Security middle platform architecture

	SG20
	6/20
	YSTR-IADIoT
	Technical Report: Intelligent Anomaly Detection System for IoT

	SG20
	6/20
	YSTR.IoT-IMS
	Technical Report: Requirements and capability framework for identification management service of IoT device





Annex 3 
Security Contacts List
	Study Group
	Contact
	E-mail

	ITU-T SG2
	- Yanchuan Wang
China Telecom (P.R. China)
- Ping Zhao
China Telecom (P.R. China)
	wangych@chinatelecom.cn

zhaop@gsta.com

	ITU-T SG3
	- Linjuan Huang
MIIT (P.R. China)
	huanglinjuan@catr.cn

	ITU-T SG5
	- Yuichiro Okugawa
NTT (Japan)
- Leandro Navarro
UPC (Spain)
	okugawa.yuichiro@lab.ntt.co.jp

leandro.navarro@upc.edu 

	ITU-T SG9
	- Han-Seung Koo 
Korea
	koohs@etri.re.kr

	ITU-T SG11
	- Ritu Ranjan Mittar
Chairman SG11
	rr.mittar@gov.in 

	ITU-T SG12
	- Al Morton
WP3/12 Chairman
	acm@research.att.com

	ITU-T SG13
	- Kaoru Kenyoshi
NICT, Japan
	kaoruk@nict.go.jp

	ITU-T SG15
	- Tomer Cohen
	tomer.cohen72@gmail.com

	ITU-T WP1/15
(Ref TD784)
	Frank Effenberger, Futurewei Technologies, USA - Rapporteur Q2/15
	frank.effenberger@futurewei.com
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