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	Abstract:
	This document contains a progress report of SG17 activities in implementation of WTSA-20 Resolutions.


Action for all SG17 Questions
A draft updated report of SG17 results relevant to the WTSA-20 Action Plan is prepared by Editor in Annex. This TD is a document for further development until next WTSA-24. 
All SG17 Questions are invited to:
· identify their possible contribution to any of them; and
· review the status of implementation of those items pertaining to their Question; 
Rapporteurs are expected to provide such updates to Q1/17 (i.e. fill-in text in the status/result column; please use revision marking).
Introduction
SG17 continues this ongoing reporting activity to contribute to the implementation of WTSA-20 Resolutions.
The following WTSA-20 Resolutions are considered as with action items pertinent to SG17:
· Resolution 2 – ITU Telecommunication Standardization Sector study group responsibility and mandates 
· Resolution 7 – Collaboration with the International Organization for Standardization and the International Electrotechnical Commission
· Resolution 11 – Collaboration with the Postal Operations Council of the Universal Postal Union in the study of services concerning both the postal and the telecommunication sectors
· Resolution 18 – Principles and procedures for the allocation of work to, and strengthening coordination and cooperation among, the ITU Radiocommunication, ITU Telecommunication Standardization and ITU Telecommunication Development Sectors
· Resolution 32 – Strengthening electronic working methods for the work of the ITU Telecommunication Standardization Sector
· Resolution 40 – Regulatory and policy aspects of the work of the ITU Telecommunication Standardization Sector
· Resolution 44 – Bridging the standardization gap between developing and developed countries
· Resolution 50 – Cybersecurity
· Resolution 52 – Countering and combating spam
· Resolution 54 – Regional groups of study groups of the ITU Telecommunication Standardization Sector
· Resolution 58 – Encourage the creation of national computer incident response teams, particularly for developing countries
· Resolution 64 – Internet protocol address allocation and facilitating the transition to and deployment of IPv6
· Resolution 65 – Calling party number delivery, calling line identification and origin identification information
· Resolution 67 – Use in the ITU Telecommunication Standardization Sector of the languages of the Union on an equal footing, and the Standardization Committee for Vocabulary
· Resolution 73 – Information and communications technologies, environment, climate change and circular economy
· Resolution 75 – The ITU Telecommunication Standardization Sector’s contribution in implementing the outcomes of the World Summit on the Information Society, taking into account the 2030 Agenda for Sustainable Development
· Resolution 76 – Studies related to conformance and interoperability testing, assistance to developing countries, and a possible future ITU Mark programme
· Resolution 77 – Enhancing the standardization work in the ITU Telecommunication Standardization Sector for software-defined networking
· Resolution 78 – Information and communication technology applications and standards for improved access to e-health services
· Resolution 80 – Acknowledging the active involvement of the membership in the development of ITU telecommunication Standardization Sector deliverables 
· Resolution 84 – Studies concerning the protection of users of telecommunication/information and communication technology services
· Resolution 86 – Facilitating the implementation of the Smart Africa Manifesto
· Resolution 89 – Promoting the use of information and communication technologies to bridge the financial inclusion gap
· Resolution 90 – Open source in the ITU Telecommunication Standardization Sector
· Resolution 92 – Enhancing the standardization activities in the ITU Telecommunication Standardization Sector related to non-radio aspects of international mobile telecommunications
· Resolution 93 – Interconnection of 4G, IMT-2020 networks and beyond
· Resolution 94 – Standardization work in the ITU Telecommunication Standardization Sector for cloud-based event data technology
· Resolution 96 – ITU Telecommunication Standardization Sector studies for combating counterfeit telecommunication/information and communication technology devices
· Resolution 97 – Combating mobile telecommunication device theft
· Resolution 98 – Enhancing the standardization of Internet of things and smart cities and communities for global development
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Annex
WTSA-20 Action Items pertaining to SG17
	Res # [-Action item #]
	Title
	Action
	Milestone
	Action By
	Collaborate with
	Report To
	Status
	SG17 lead 

	02-01
	Resolution 2 - ITU Telecommunication Standardization Sector Study Group responsibility and mandates
	SGs to consider collocation (e.g. of study group plenaries, working parties or rapporteur meetings) as a means to improve cooperation in some areas of work; the study groups involved will need to identify the areas in which they need to cooperate, based on their mandates, and keep TSAG and TSB informed (resolves 2)
	On-going
	SGs
	
	TSAG
	Q15/17 held collocated RG meetings on Quantum based security with Q16/13.
	Plenary

	07-01
	Resolution 7 – Collaboration with the International Organization for Standardization and the International Electrotechnical Commission
	TSB Director, after consultation with the study group management team 
concerned, to reply, and to furnish any additional information requested by ISO and IEC, as it becomes available; (resolves 3)
	On-going
	TSB,
SG management
	
	
	SG17 continues to work jointly with several ISO TCs, IEC TCs and ISO/IEC JTC 1/SCs on work items of common interest.
SG17 appointed liaison rapporteurs to IEC TCs 25 and 57; ISO TCs 12, 204, 215, 292 and 307; ISO/IEC JTC 1/SCs 6, 7, 17, 25, 27, 31, 37, 38, 41 and 42.
	Q1/17

	07-02
	Resolution 7 – Collaboration with the International Organization for Standardization and the International Electrotechnical Commission
	TSB Director, the study groups and TSAG, as appropriate, to consider and propose further improvements to the procedures for cooperation between ITU T and ISO and IEC (resolves 6)
	On-going
	TSB,
SGs, TSAG
	
	
	Annex A to Recommendation A.23 is implemented by SG17. SG17 expects its work on registration authorities will be useful to TSAG in updating Annex A of A.23.
	Q1/17

	07-03
	Resolution 7 – Collaboration with the International Organization for Standardization and the International Electrotechnical Commission
	The chairmen of study groups to take into account the related work programmes and the progress of projects in ISO, IEC and ISO/IEC JTC 1; further, to cooperate with these organizations as widely as possible and by appropriate and balanced means, in order to: 
• ensure that the specifications which have been jointly drawn up remain aligned;
• collaborate in drawing up other specifications in fields of shared interest (resolves 8)
	On-going
	Chairmen of SGs
	
	
	SG17 liaises with many groups in ISO, IEC and JTC 1.  SG17 chairman and other leaders participate in JTC 1/SC27 and other groups.
SG17 has many approved common text Recommendations with ISO/IEC. 
	Q1/17

	07-04
	Resolution 7 – Collaboration with the International Organization for Standardization and the International Electrotechnical Commission
	SGs, for reasons of economy, any necessary collaborative meetings to take place to the extent possible in association with other relevant meetings (resolves 9)
	On-going
	SGs
	
	
	Q11/17 meets collaboratively with ISO/IEC JTC 1/SC 6/WG10.
	Q1/17

	11-01
(unchanged)
	Resolution 11 - Collaboration with the Postal Operations Council of the Universal Postal Union in the study of services concerning both the postal and the telecommunication sectors
	ITU-T SGs to collaborate with the UPU POC committees on issues of common interest (resolves)
	On-going
	SGs
	
	
	
	Q10/17,
Q11/17

	18-01
	[bookmark: _Toc304236417][bookmark: _Toc471715357][bookmark: _Toc476939267]Resolution 18 - Principles and procedures for the allocation of work to, and strengthening coordination and cooperation among, the ITU Radiocommunication, ITU Telecommunication Standardization and ITU Telecommunication Development Sectors
	SGs to continue cooperation with the study groups of the other two Sectors so as to avoid duplication of effort and proactively make use of the results of work done by the study groups of those two Sectors. (i. 1)
	On-going
	SGs
	
	
	SG17 liaises with ITU-R SGs and ITU-D SGs as appropriate.
	Q1/17

	32-01
(unchanged)
	Resolution 32 - Strengthening electronic working methods for the work of the ITU Telecommunication Standardization Sector
	ITU-T study groups to post all activities, procedures, studies and ITU-T SG reports on the ITU-T website so as to facilitate navigation to find all relevant information (resolves 1)
	On-going
	SGs
	
	
	SG17 webpage contains a wealth of easily accessible information on its work available to the public. 
	Q1/17

	40-01
	Resolution 40 –  Regulatory and policy aspects of the work of the ITU Telecommunication Standardization Sector
	 
SGs, when determining whether all New Work Items, Questions or Recommendations have 
policy or regulatory implications, study groups shall more generally consider possible topics such 
as:
• the right of the public to correspond;
• protection of telecommunication channels and installations;
• use of the limited numbering and addressing resources;
• naming and identification;
• secrecy and authenticity of telecommunications;
safety of life;
• practices applicable to competitive markets; 
• misuse of numbering resources; and
• any other relevant matters, including those identified by a decision of Member States, or 
recommended by TSAG, or Questions or Recommendations where there is any doubt about 
their scope; (resolves 1)
	On-going
	SGs
	
	
	SG17 at its first meeting of 2022-2024 study period reviewed and assigned a default approval process for each Question. In addition, the approval process of each Recommendation is assigned when each new work item is established.
	Plenary

	44-01
	Resolution 44 – Bridging the standardization gap between developing and developed countries
	SGs to take account of the specific characteristics of telecommunication/ICT environment in developing countries in the fields of planning, services, systems, operation, tariffs and maintenance, and to provide solutions relevant to developing countries wherever possible. (f.i. SGs 1)
	On-going
	SGs
	
	
	SG17 created the SG17 RG-AFR on 17 April 2015 in 2013-2016 study period and created the SG17 RG-ARB on 30 March 2017 in 2017-2020 study period. A gathering of delegates from Africa was organized by SG17 RG-AFR Chairman during SG17 virtual meeting from 10-20 May 2022, during SG17 meeting from 23 August to 2 September 2022, and during SG17 meeting from 21 February to 3 March 2023. A gathering of delegates SG17 RG-ARB was organized by SG17RG-ARB Acting Chairman during SG17 meeting from 21 February to 3 March 2023. Additionally, there was a joint meeting of Q3/17 and SG17 RG-AFR during SG17 meeting from 21 February to 3 March 2023.
	Q1/17

	44-02
	Resolution 44 – Bridging the standardization gap between developing and developed countries
	SGs to continue liaise with ITU-D SGs, to assist developing countries with their priority questions for studies, such as identified by WTDC. (f.i. SGs 2)
	On-going
	SGs
	
	
	
	Q1/17

	44-03
	Resolution 44 – Bridging the standardization gap between developing and developed countries
	SGs and TSAG to consider including implementation guidelines for ITU‑T Recommendations where these could provide advice to assist developing countries in adopting them, with emphasis on Recommendations having regulatory and policy implications. (i. SGs + TSAG 2)
	On-going
	SGs, TSAG
	
	
	SG17 has agreed Supplements to its Recommendations on implementation guidelines. 
	Q1/17

	44-04
	Resolution 44 – Bridging the standardization gap between developing and developed countries
	SGs and TSAG to coordinate joint meetings of regional groups of ITU-T study groups. (i. SGs + TSAG 3)
	On-going
	SGs, TSAG
	
	
	SG17 has a regional group for Africa and a regional group for Arab Region. 
	Q1/17

	44-05
	Resolution 44 – Bridging the standardization gap between developing and developed countries
	TSB to consider, whenever possible, holding meetings of ITU-T study groups in developing 
countries (i. TSBDir 4)
	On-going
	TSB
	
	
	
	Q1/17

	44-06
	Resolution 44 – Bridging the standardization gap between developing and developed countries
	ITU-T study groups to identify the challenges that developing countries are facing with a view to bridging the standardization gap among Member States. (f.i. SGs 4)
	On-going
	SGs
	
	
	 SG17 created the SG17 RG-AFR on 17 April 2015 in 2013-2016 study period and created the SG17 RG-ARB on 30 March 2017 in 2017-2020 study period. A gathering of delegates from Africa was organized by SG17RG-AFR Chairman during SG17 virtual meeting from 10-20 May 2022, during SG17 meeting from 23 August to 2 September 2022, and during SG17 meeting from 21 February to 3 March 2023. A gathering of delegates SG17 RG-ARB was organized by SG17RG-ARB Acting Chairman during SG17 meeting from 21 February to 3 March 2023. Additionally, there was a joint meeting of Q3/17 and SG17 RG-AFR during SG17 meeting from 21 February to 3 March 2023.
	Q1/17

	44-07
	Resolution 44 – Bridging the standardization gap between developing and developed countries
	Organizing in-depth tutorials on implementation of ITU-T Recommendations. (Annex, Programme3)
	On-going
	SGs
	
	
	SG17 maintains Technical Report XSTR-SUSS on the successful use of security standards.
SG17 organizes a set of tutorials at each of its meetings with a variety of presenters both inside and outside the ITU.
SG17 organized a series of ITU workshops on security aspects of new emerging technologies and applications, such as 1st X.509 day event (May 2022), Security for 5G and beyond (Aug 2022).
SG17 held an ITU workshop on “DLT security, identity management and privacy” on 20 February 2023.
	Q1/17

	50-01
	Resolution 50 – Cybersecurity
	All SGs to continue to evaluate existing and evolving new Recommendations, with respect to their robustness of design and potential for exploitation by malicious parties, and take into account new services and emerging applications to be supported by 
the global telecommunication/ICT infrastructure (e.g. including, but not limited to, cloud computing 
and IoT, which are based on telecommunication/ICT networks), according to their mandates in 
Resolution 2 (Rev. Geneva, 2022) (resolves 2)
	On-going
	SGs
	
	
	SG17 has ongoing work to develop security standards for SDN, big data analytics, mobile communication, cloud computing, IoT.
SG17 approved 
- ITU-T X.1246 Amd. 1 (5/2022), Technologies involved in countering voice spam in telecommunication organizations,
- ITU-T X.1247 Amd. 1 (5/2022), Technical framework for countering mobile messaging spam, and 
- X.Suppl.37 (9/2022), Supplement to X.1231 : Countering spam based on machine learning developed by Q4/17. 
SG17 approved 
- ITU-T X.1379 (7/2022), Security requirements for road-side unit in intelligent transportation system, and
- X.1377 (10/2022), Guidelines for an intrusion prevention system for connected vehicles developed by Q13/17. 
SG17 approved 
- ITU-T X.1409 (7/2022), Security services based on distributed ledger technology developed by Q14/17.
Q4/17 is working on draft new Recommendations
- X.stie, OASIS STIX Version 2.1 and 
- X.taeii, OASIS TAXII Version 2.1.
Q13/17 is working on draft new Recommendations 
- X.sup.cv2x-sec, Supplement to X.1813: Security deployment models and requirements for the operation of C-V2X services supporting ultra-reliable and low latency communication (URLLC) and 
- X.evpnc-sec, Security guidelines for electric vehicle plug and charge (PnC) service using vehicle identity (VID).
	Q2/17,
Q3/17,
(Q13/17, Q14/17) 

	50-02
	Resolution 50 – Cybersecurity
	SGs to keep pace with the development of the new and 
emerging technologies, according to their mandates, to develop Recommendations, Supplements and technical reports that help to overcome challenges related to security (resolves 6)
	On-going
	SGs
	
	
	To be provided
	Qall/17

	50-03
	Resolution 50 – Cybersecurity
	SGs to continue to liaise with standards organizations and other bodies active in this field and encourage the engagement of experts in the ITU's activities in the area of building confidence and security in the use of ICTs (resolves 9)
	On-going
	SGs
	
	
	To be provided
	Qall/17

	50-04
	Resolution 50 – Cybersecurity
	SG17 to need to develop cooperative security analysis and incident management framework (resolves 12)
	On-going
	SG17
	
	
	To be provided
	Q3/17

	50-05
	Resolution 50 – Cybersecurity
	SG17 to promote the studies on cybersecurity including security for new services and emerging 
applications to be supported by the global telecommunication/ICT infrastructure (i. SG17 1)
	On-going
	SG17
	
	
	To be provided
	Qall/17

	50-06
	Resolution 50 – Cybersecurity
	SG17 to support the Director of the Telecommunication Standardization Bureau to maintain the "ICT Security Standards Roadmap", which should include work items to progress standardization 
work related to security, and share this with relevant groups of ITU-R and ITU-D as the mission of the lead group for security (i. SG17 2)
	On-going
	SG17
	
	
	SG17 maintains at every SG17 meeting ICT Security Standards Roadmap, which includes work items to progress standardization work related to security, and share this with relevant groups of ITU-R and ITU-D as the mission of the lead group for security. 
	Q1/17

	50-07
	Resolution 50 – Cybersecurity
	SG17 to promote joint coordination activities on security among all relevant study groups and 
focus groups in ITU and other SDOs (i. SG17 3)
	On-going
	SG17
	
	
	SG17 has security contacts for coordinating activities on security with other study groups..
	Q1/17

	50-08
	Resolution 50 – Cybersecurity
	SG17 to collaborate closely with all other ITU T study groups, to establish an action plan to assess existing, evolving and new ITU T Recommendations to counter security vulnerabilities, and 
continue to provide regular reports on security of telecommunications/ICT to the 
Telecommunication Standardization Advisory Group (TSAG) (i. S17 4)
	On-going
	SG17
	
	TSAG
	To be provided
	Qall/17

	50-09
	Resolution 50 – Cybersecurity
	SG17 to define a general/common set of security capabilities for each phase of information systems/networks/applications lifecycle, so that consequently security by design (security 
capabilities and features available by design) could be achieved for systems/networks/applications 
from day one (i. S17 5)
	On-going
	SG17
	
	
	SG17 established at its May 2020 meeting a correspondence group on security capability and architecture, CG-secapa, to define a general/common set of security capabilities for each phase of information systems/networks/applications lifecycle, so that consequently security by design (security capabilities and features available by design) could be achieved for systems/networks/applications from day one.
	Q15/17

	50-10
	Resolution 50 – Cybersecurity
	SG17 to design security architecture reference framework(s) with security functional components which could be considered as the basis of security architecture design for various systems/networks/applications in order to improve the quality of recommendations on security (i. S17 6)
	On-going
	SG17
	
	
	SG17 has a work item on security architecture reference framework(s) in Q1/17.
	Q1/17

	50-11
	Resolution 50 – Cybersecurity
	TSB Director to continue to recognize the role played by other organizations with experience and expertise in the area of security standards, and coordinate with those organizations as appropriate (i. TSBDir 4)
	On-going
	TSB,
SG17
	
	
	SG17 maintains and keeps updating an ICT security standards roadmap since 2006 which refers to 2000+ existing and ongoing ICT security standards from major SDOs.
	Q1/17

	52-01
(unchanged)
	Resolution 52 – Countering and combating spam
	SGs, particular SG17, to accelerate their work on spam (resolves 1)
	On-going
	SG17 and other SGs
	
	
	The structure of countering spam by technical measures has been established, including 5 levels: technical strategy level, guideline level, framework level, technology level and supplement level. In this structure, branches of this structure are mainly based on the type of spam: e-mail spam, IP-based multimedia spam, mobile messaging spam, instant messaging spam, etc.
	Q4/17

	
	
	
	
	
	
	
	SG17 has approved for countering spam by technical means: 
- ITU-T X1246 Amd. 1 (5/2022), Technologies involved in countering voice spam in telecommunication organizations,
- ITU-T X1247 Amd. 1 (5/2022), Technical framework for countering mobile messaging spam, and 
- X.Suppl.37, Supplement to X.1231: Countering spam based on machine learning. 
Work is progressing on new work items
- X.tfcmms, Technical framework for countering Multimedia Messaging Service spam,
- X.tsfpp, Technical security framework for the protection of users' personal information while countering mobile messaging spam,
- X.sr-ctea, Security requirements and countermeasures for targeted email attacks, and
- X.sgc_rcs, Guidelines for countering spam over rich communication service (RCS) messaging. 
Collaboration continues with the relevant organizations: 3GPP, IETF, GSMA, M3AAWG, e.g., in order to find effective and efficient measures for countering potential spam.
	

	52-02
(unchanged)
	Resolution 52 – Countering and combating spam
	SGs to collaborate with ITU-D and with the relevant organizations, including other relevant organizations (i.e. IETF) to develop Recommendations with a view to exchanging best practices; participate in workshops, training sessions, etc. (resolves 2)
	On-going
	SGs
	
	
	
	Q4/17

	52-03
(unchanged)
	Resolution 52 – Countering and combating spam
	SG17 to report on progress of Resolution 52 to each meeting of TSAG (f.i. SG17 1)
	On-going
	SG17
	
	TSAG
	SG17 submits a lead study group report on security to each TSAG meeting, including countering spam work in Q4/17.
	Q4/17

	52-04
(unchanged)
	Resolution 52 – Countering and combating spam
	SG17 to initiate a study on spam indicating the volume, types (e.g. e-mail spam, SMS spam, spam in IP-based multimedia applications) and features (e.g. different major routes and sources) of spam traffic, in order to help Member States and relevant operating agencies identify such routes, sources and volumes and estimate the amount of investment in facilities and other technical means to counter and combat such spam, taking into account work that has already been carried out (i. TSB Dir 2)
	On-going
	SG17
	
	
	SG17 plans to launch and evaluated the responses to two survey questionnaires (2022) to all member states, sector members and other relevant organizations for gathering information, future standardization and best practices. 
	Q4/17

	52-05
(unchanged)
	Resolution 52 – Countering and combating spam
	SG17 to support ITU‑D Study Group 2 on countering and combating spam in its work providing technical training sessions and workshop activities in different regions related to spam policy, regulatory and economic issues and their impact. (f.i. SG17 2)
	On-going
	SG17
	
	
	To be provided
	Q4/17

	52-06
(unchanged)
	Resolution 52 – Countering and combating spam
	SG17 to continue its work on developing Recommendations, technical papers, and other related publications (f.i. SG17 3)
	On-going
	SG17
	
	
	SG17 has produced important publications on security work including:
· Security Manual
· Successful use of security standards
	Q1/17, (Q4/17)

	54-01
	Resolution 54 - Regional groups of study groups of the ITU Telecommunication Standardization Sector
	TSB to support, on a case-by-case basis, to the extent practicable, the coordinated creation of regional groups of ITU-T study groups, with at least two supporting members from the region 
concerned that are committed to contributing actively on the topics assigned to the regional groups (resolves 1)
	On-going
	TSB
	
	
	SG17 created the SG17 RG-ARF on 17 April 2015 in 2013-2016 study period and created the SG17 RG-ARB on 30 March 2017 in 2017-2020 study period. A gathering of delegates from Africa was organized by SG17RG-AFR Chairman during SG17 virtual meeting from 10-20 May 2022, during SG17 meeting from 23 August to 2 September 2022, and during SG17 meeting from 21 February to 3 March 2023. A gathering of delegates SG17 RG-ARB was organized by SG17RG-ARB Acting Chairman during SG17 meeting from 21 February to 3 March 2023. Additionally, there was a joint meeting of Q3/17 and SG17 RG-AFR during SG17 meeting from 21 February to 3 March 2023.
	Q1/17

	54-02
	Resolution 54 - Regional groups of study groups of the ITU Telecommunication Standardization Sector
	SGs and TSAG to coordinate joint meetings of regional groups of ITU-T study groups (i. SGs + TSAG 3)
	On-going
	SGs, TSB
	
	
	
	Q1/17

	54-03
	Resolution 54 - Regional groups of study groups of the ITU Telecommunication Standardization Sector
	Regional groups to disseminate information about telecommunication standardization and encourage the involvement of developing countries in standardization activities in their regions, and to submit written contributions to the parent study group in which they work in accordance with approved terms of reference reflecting the priorities of their respective regions (invites RG thus created 1)
	On-going
	RGs
	
	
	To be provided
	Q1/17

	54-04
	Resolution 54 - Regional groups of study groups of the ITU Telecommunication Standardization Sector
	Regional groups to cooperate closely with the relevant respective regional telecommunication organizations, standardization bodies and ITU regional offices, to create possible synergiers and and to report on their work in their regions to the relevant parent ITU-T study groups (invites RG thus created 2).
	On-going
	RGs
	
	
	To be provided
	Q1/17

	58-01
	Resolution 58 – Encourage the creation of national computer incident response teams, particularly for developing countries
	TSB Director, in collaboration with BDT Director and SG17, to identify best practices to establish CIRTs in line with the ITU toolkit (i. TSBdir 1)
	On-going
	TSB
	
	
	Q3/17 and Q4/17 prepared a global directory of cybersecurity organizations, including CIRTs, which is currently hosted and maintained by the TSB on the SG17 website at: http://www.itu.int/ITU-T/studygroups/com17/nfvo/index.html. 
This fosters global collaboration among organizations.
Q3/17 developed X.1060 which provides a framework for organizations to build and manage a Cyber Defence Centre (CDC) and indicates CDC security services for those who are responsible for security at the top management level of an organization, such as Chief Security Officer (CSO) and/or Chief Information Security Officer (CISO), and security supervisors who assist the CSO and/or CISO. Q3 conducted cyber defence centre framework survey to Africa with RG-AFR and TSB until the end of March 2022, which was issued in December 2021 as a Circular 365 (Questionnaire on Assessment of Cyber Defence Centres in Africa Using Recommendation ITU-T X.1060: Framework for Creation and Operation of a Cyber Defence Centre).
Q3/17 established new work item X.sup-cdc, Supplement to X.1060: X.1060 Tutorial material at its September 2022 SG17 meeting.
Q4/17 is processing on new work item X.icd-schemas, Security data schemas for integrated cyber defence solutions.
	Q3/17,
Q4/17

	58-02
	Resolution 58 – Encourage the creation of national computer incident response teams, particularly for developing countries
	TSB Director, in collaboration with BDT Director, to facilitate collaboration between national CIRTs such as capacity building and exchange of information, within an appropriate framework (i. TSBdir 5)
	On-going
	TSB
	
	
	
	Q3/17,
Q4/17

	64-01
	Resolution 64 – Internet protocol address allocation and facilitating the transition to and deployment of IPv6
	SG17 to continue study security aspects of IPv6 deployment
	On-going
	SG17
	
	
	To be provided
	Q2/17

	65-01
	Resolution 65 - Calling party number delivery, calling line identification and origin identification information
	SG2, SG3, SG11 and SG17 to further study emerging issues of CPN delivery, CLI and OI information, in particular for a heterogeneous networking environment, including security methods and possible validation techniques (instructs 1)
	On-going
	SG2, SG3, SG11, SG17
	
	
	To be provided
	Q1/17

	65-02
	Resolution 65 - Calling party number delivery, calling line identification and origin identification information
	SGs to expedite work on Recommendations that would provide additional detail and guidance for the implementation of this resolution (resolves 3)
	On-going
	SGs
	
	
	To be provided
	Q1/17

	67-01
	Resolution 67 – Use in the ITU Telecommunication Standardization Sector of the languages of the Union on an equal footing, and the Standardization Committee for Vacabulary
	SGs to follow the guidelines on the use of language and coordination on terms and definitions in this Resolution (resolves 1, 2, 3, 4, 5)
	On-going
	SGs
	
	
	To be provided
	Q1/17

	73-01
	Resolution 73 – Information and communications technologies, environment, climate change and circular economy
	Study Groups, esp. SG5, to develop Recommendations on ICTs, environment and climate change
	On-going
	SGs
	
	
	To be provided
	Q1/17

	75-01
	Resolution 75 – the ITU Telecommunication Standardization Sector’s contribution in implementing the outcomes of the World Summit on the Information Society, taking into account the 2030 Agenda for Sustainable Development
	SGs to consider in their studies the output of CWG-WSIS&SDG and CWG-Internet (resolves 4)
	On-going
	SGs
	
	
	To be provided
	Q1/17

	75-02
	Resolution 75 – the ITU Telecommunication Standardization Sector’s contribution in implementing the outcomes of the World Summit on the Information Society, taking into account the 2030 Agenda for Sustainable Development
	ITU-T study groups to contribute to achievement of the objectives of the 2030 Agenda for Sustainable Development, through and in harmony with the WSIS framework (resolves 2)
	On-going
	SGs
	
	
	To be provided
	Q1/17

	76-01
	Resolution 76 – Studies related to conformance and interoperability testing, assistance to developing countries, and a possible future ITU Mark programme
	ITU-T SGs to continue working on the pilot projects that encourage conformity to ITU‑T Recommendations to gain experience and identity requirements and methodology in the development of test suites (resolves 1)
	On-going
	SGs
	
	
	
	 Q11/17,
(Q1/17)

	76-02
	Resolution 76 – Studies related to conformance and interoperability testing, assistance to developing countries, and a possible future ITU Mark programme
	ITU-T Study groups accelerate accomplishing the pilot projects started by ITU‑T study groups and continue to identify existing  ITU-T Recommendations that are candidates for C&I testing , taking into account the needs of the membership, and that are capable of providing end-to-end interoperable services on a global scale, adding to their content, if necessary, specific requirements within their scope (i. SGs 1)
	On-going
	SGs
	
	
	To be provided
	Q1/17, Q11/17

	76-03
	Resolution 76 – Studies related to conformance and interoperability testing, assistance to developing countries, and a possible future ITU Mark programme
	ITU-T Study groups, in continued and enhanced cooperation with other entities as appropriate, to prepare test specifications for those key technologies identified by 76-02 (i. SGs 2)
	On-going
	SGs
	
	
	To be provided
	Q1/17, Q11/17

	76-04
	Resolution 76 – Studies related to conformance and interoperability testing, assistance to developing countries, and a possible future ITU Mark programme
	ITU-T Study groups to submit to CASC a list of ITU‑T Recommendations which could be candidates for the certification scheme, taking into account market needs (i. SGs 4)
	On-going
	SGs
	
	
	To be provided
	Q1/17, Q11/17

	77-01
(unchanged)
	Enhancing the standardization work in the ITU Telecommunication Standardization Sector for software-defined networking
	SGs to continue to expand and accelerate work on SDN standardization, especially carrier SDN (resolves SG 2)
	On-going
	SGs
	
	
	SG17 collaborates with SG13 on SDN security.
	Q2/17, Q6/17

	77-02
(unchanged)
	Enhancing the standardization work in the ITU Telecommunication Standardization Sector for software-defined networking
	Study groups to continue and enhance collaboration and cooperation with different standards development organizations (SDOs), industry forums, and open-source software projects on SDN, as appropriate, taking into account the outcome of TSAG work on open source (resolves SGs 1)
	On-going
	SGs
	
	
	SG17 collaborates with SG13 on SDN security.
	Q2/17, Q6/17

	77-03
(unchanged)
	Enhancing the standardization work in the ITU Telecommunication Standardization Sector for software-defined networking
	Study groups to research the advancement of emerging technology such as NFV container/docker to evolve the SDN technology (resolves SGs 3)
	On-going
	SGs
	
	
	See 77-01 above
	Q2/17, Q6/17

	77-04
(unchanged)
	Enhancing the standardization work in the ITU Telecommunication Standardization Sector for software-defined networking
	Study groups to continue to develop the ITU‑T SDN standards to enhance interoperability between the controller products (resolves SG 4)
	On-going
	SGs
	
	
	See 77-01 above
	Q2/17, Q6/17

	77-05
(unchanged)
	Enhancing the standardization work in the ITU Telecommunication Standardization Sector for software-defined networking
	Study groups to consider the potential implications of the SDN orchestrator layer for ITU‑T operation supporting system (OSS) related work (resolves SG 5)
	On-going
	SGs
	
	
	See 77-01 above
	Q2/17, Q6/17

	78-01
	Resolution 78 – Information and communication technology applications and standards for improved access to e-health services
	SG16 and SG20, in collaboration with relevant SGs, particular SG11 and SG17, to identify, document examples of best practice for e-health in the field of telecommunications/ICT, for dissemination  among ITU Member States and Sector Members (i. SGs16+20 1)
	On-going
	SG16,  SG20, (SG11, SG17)
	SG16, ITU-D, ISO TC 12/IEC TC 25 and WHO
	SG16
	Q10/17 works in collaboration with SG16, ITU-D, ISO TC 12, IEC TC 25 and WHO to identify and document examples of best practice for e-health in the field of telecommunication/ICT.
Q10/17 collaborates with relevant study groups, focus groups and other relevant groups in ITU-T, the ITU-R and ITU-D, in order to foster awareness of telecommunication/ICT standards pertaining to e-health.
	Q10/17

	78-02
	Resolution 78 – Information and communication technology applications and standards for improved access to e-health services
	SG16 and SG20, in collaboration with relevant SGs, particular SG11 and SG17, for ensuring the broad deployment of e-health services in diverse operating conditions, to study communication protocols relating to e-health, especially among heterogeneous networks (i. SGs 16+20 3)
	On-going
	SG16, SG20, (SG11, SG17)
	SG16, ITU-D, ISO TC 12/IEC TC 25 and WHO
	SG16
	Q10/17 collaborates with SG11 to study communication protocols relating to e-health, especially among heterogeneous networks, to ensure the broad deployment of e-health services in diverse operating conditions.
	Q10/17

	78-03
	Resolution 78 – Information and communication technology applications and standards for improved access to e-health services
	SG16 and SG20, in collaboration with relevant SGs, particular SG11 and SG17, to give priority to study of security standards relating to e-health (i. SGs 16+20 4)
	On-going
	SG16, SG20, (SG11, SG17)
	SG16, ITU-D, ISO TC 12/IEC TC 25 and WHO
	SG16
	Q10/17 develops Recommendations related to security of e-health services, (e.g., for communications, services, network aspects and service scenarios of databases and record handling, identification, integrity and authentication) relating to e-health, taking into account the importance of safeguarding patients’ rights and privacy.
	Q10/17

	78-04
	Resolution 78 – Information and communication technology applications and standards for improved access to e-health services
	SG16 and SG20, in collaboration with relevant SGs, particular SG11 and SG17, to coordinate activities and studies relating to e-health among the relevant study groups, focus groups and other relevant groups in ITU-T, the ITU Radiocommunication Sector (ITU-R) and ITU‑D, in order in particular to foster awareness of telecommunication/ICT standards pertaining to e-health (i. SGs 16+20 2)
	On-going
	SG16, SG20, (SG11, SG17)
	
	
	To be provided
	Q10/17

	80-01
(unchanged)
	Resolution 80 – Acknowledging the active involvement of the membership in the development of ITU Telecommunication Standardization Sector deliverables
	ITU-T study groups to acknowledge contributors to the development of study group deliverables, in particular those from academia, universities and associated research establishments, based on the criteria established by the TSAG (i. SGs)
	On-going
	SGs
	SG9
	TSAG
	SG17 considered TSAG TD 460 Rev.1 options to acknowledge contributors to the development of study group deliverables; a link was added to the SG17 web page to acknowledge the SG17 management team, SG17 Rapporteurs and Associate Rapporteurs, SG17 editors and contributors.
	Q1/17

	84-01
	Resolution 84 – Studies concerning the protection of users of telecommunication/information and communication technology services
	ITU-T Study Groups (SGs 3, 12, 17) to continue developing relevant ITU-T Recommendations in order to provide solutions ensuring and protecting the rights of users and consumers of telecommunication/ICT services, notably in the areas of quality, security and tariff mechanisms, and to expedite work on those Recommendations that would provide additional detail and guidance for the implementation of this resolution (resolves 1, 3)
	On-going
	SGs, (SG3, SG12, SG17)
	
	
	Q7/17 is working on X.rdda, Requirements for data de-identification assurance.
	Q1/17,
Q3/17,
Q6/17,
Q7/17,
Q14/17

	84-02
	Resolution 84 – Studies concerning the protection of users of telecommunication/information and communication technology services
	ITU-T SG3, where appropriate with ITU-T Study Groups 2, 11, 12, 17 and 20, within their mandates, should carry out studies, including on standards for the protection and user-centric consideration regarding users/consumers of telecommunication/ICT services (resolves 4)
	On-going
	SGs, (SG2, SG12, SG17)
	
	
	To be provided
	Q1/17

	86-01
(unchanged)
	Resolution 86 - Facilitating the implementation of the Smart Africa Manifesto
	All ITU-T Study Groups to develop ITU-T Recommendations aimed at implementing emerging technologies, with a special focus on developing countries (resolves 1)
	On-going
	SGs
	
	
	To be provided
	Q1/17

	86-02
(unchanged)
	Resolution 86 - Facilitating the implementation of the Smart Africa Manifesto
	All ITU-T Study Groups to collaborate with the Smart Africa office in regard to standards relating to emerging technologies, with more emphasis on use cases and scenarios for developing countries through regional meetings, forums, workshops, etc (resolves 2)
	On-going
	SGs
	
	
	To be provided
	Q1/17

	89-01
	Resolution 89 - Promoting the use of information and communication technologies to bridge the financial inclusion gap
	ITU-T Study Groups to continue and further develop the ITU-T work programme, including the ongoing work in Study Groups 2 and 3, in order to contribute to the wider global efforts to enhance financial inclusion, as part of the United Nations processes;
and to conduct studies and develop standards and guidelines in the areas of interoperability, digitization of payments, consumer protection, quality of service, big data and security of digital financial services transactions, where such studies, standards and guidelines do not duplicate efforts taking place in other institutions and relate to the mandate of the Union;
and to organize the necessary work and studies in order to expand and accelerate the work on digital financial services, starting with their first meeting in the next study period (resolves 1, 2, i. SGs 1)
	On-going
	SGs
	
	
	Q7/17 is working on X.saf-dfs, Security assurance framework for digital financial services.
	Q7/17 Q10/17,
Q14/17

	89-02
	Resolution 89 - Promoting the use of information and communication technologies to bridge the financial inclusion gap
	ITU-T Study Groups to encourage collaboration between telecommunication regulators and financial services authorities to develop and implement standards and guidelines, including consumer protection guidance;
and to coordinate and collaborate with other relevant SDOs and institutions with primary responsibility for financial services standards development, implementation and capacity-building, and with other groups within ITU (resolves 3, i. SGs 2)
	On-going
	SGs
	
	
	To be provided
	Q7/17

	89-03
	Resolution 89 - Promoting the use of information and communication technologies to bridge the financial inclusion gap
	ITU-T Study Groups to encourage the use of innovative digital tools and technologies, as appropriate, to advance financial inclusion (resolves 4)
	On-going
	SGs
	
	
	To be provided
	Q7/17

	90-01
(unchanged)
	Resolution 90 - Open source in the ITU Telecommunication Standardization Sector
	All ITU-T Study Groups to provide inputs to TSAG enquiries on open source as listed in TSAG Report 8, July 2016 (i. SGs 1)
	On-going
	SGs
	
	TSAG
	

	Q1/17, Q11/17

	90-02
(unchanged)
	Resolution 90 - Open source in the ITU Telecommunication Standardization Sector
	All ITU-T Study Groups to consider output from TSAG on open source, in order to study the value of using open source to develop reference implementations of ITU-T Recommendations, as appropriate;
and considering the output of the studies under instructs 2 above, to continue using open source as appropriate (i. SGs 2, 3)
	On-going
	SGs
	
	
	To be provided
	Q1/17, Q11/17

	90-03
(unchanged)
	Resolution 90 - Open source in the ITU Telecommunication Standardization Sector
	All ITU-T Study Groups to support the use of open-source projects in their work, as appropriate, taking into account the outcome of the TSAG study;
and to continue engaging with open-source projects (i. SGs 4, 5)
	On-going
	SGs
	
	
	To be provided
	Q1/17, Q11/17

	92-01
	Resolution 92 – Enhancing the standardization activities in the ITU Telecommunication Standardization Sector related to non-radio aspects of international mobile telecommunications
	All ITU-T study groups to strengthen the cooperation and coordination on IMT systems (including IMT-2020 and beyond) standardization activities with other relevant standards organization, in order to ensure a productive and practical standard solution for the global ICT industry;
and to promote efficiently the standardization research work on the non-radio aspects on IMT systems, including IMT-2020 and beyond, as well as applications of relevant network technologies;
and to promote ITU-T standardization work on the requirements of developing countries related 
to IMT in general and IMT-2020 in particular (i. SGs 1, 2, 3)
	On-going
	SGs
	
	
	  SG17 sent a Liaison statement to ITU-R WP5D in which SG17 asked WP5D to consider the security and PII protection aspects in the vision documents for IMT 2030 and beyond.
SG17 sent a Liaison Statement to JCA-IMT2020 in which SG17 asked them to consider the need for to security coordination in the ToR of this JCA at its September 2022 SG17 meeting.
SG17 sent a Liaison Statement to JCA-IMT2020 in which SG17 provided the information in the IMT-2020 and beyond roadmap at its September 2022 SG17 meeting.
	Q6/17

	92-02
	Resolution 92 – Enhancing the standardization activities in the ITU Telecommunication Standardization Sector related to non-radio aspects of international mobile telecommunications
	All ITU-T study groups to be responsible for the development and annual reporting of ITU-T's standards strategy on IMT (i. SGs 4)
	On-going
	SGs
	
	TSAG
	To be provided
	Q6/17

	92-03
	Resolution 92 – Enhancing the standardization activities in the ITU Telecommunication Standardization Sector related to non-radio aspects of international mobile telecommunications
	SG17 to continue promoting the studies on standardization activities related to network and applications security for IMT-2020 and beyond (i. SG17 1)
	On-going
	SG17
	
	
	SG17 approved
- ITU-T X.1812 (5/2022), Security framework based on trust relationship for IMT-2020 ecosystem,
[bookmark: _Hlk124681361]- XSTP-5Gsec-RM, Technical Report: 5G Security Standardization Roadmap, 
- ITU-T X.1813 (9/2022), Security and monitoring requirements for the operation of vertical services supporting ultra-reliable and low latency communication (URLLC) in the IMT-2020 private networks, and
- ITU-T X.1814 (9/2022), Security guidelines for the IMT-2020 communication system developed by Q2/17,
- X.1815 (3/2023), Guidelines for classifying security capabilities in 5G network slice, and
- X.1816 (3/2023), Security Framework for 5G Edge Computing Services.

Q2/17 is working on draft new Recommendations
- X.5Gsec-message, Security Requirements for 5G message service,
- X.5Gsec-srocvs, Security Requirements for the Operation of IMT-2020 Core Network to Support Vertical Services, and 
- X.5Gsec-ctrl, Security controls for operation and maintenance of 5G network systems.
Q2/17 is working on draft new Technical Reports
- TR.5Gsec-bsf, Guidelines of Built-in Security Framework for the telecommunications network,
- TR.zt-acp, Guidelines for zero trust based access control platform in telecommunication network, and
- TR.cpn-col-sec, Security considerations of collaboration of multiple computing power networks.
Q2/17 maintains 5G security standardization roadmap every SG17 meeting since March 2020 SG17 meeting.
	Q2/17,
(Q1/17)

	92-04
	Resolution 92 – Enhancing the standardization activities in the ITU Telecommunication Standardization Sector related to non-radio aspects of international mobile telecommunications
	SG17 to promote coordination and collaboration with ITU-R and other SDOs, such as 3GPP SA3, on security aspects of IMT-2020 and beyond in the course of development of the relevant specifications or ITU-T Recommendations (i. SG17 2)
	On-going
	SG17
	
	
	To be provided
	

	93-01
(unchanged)
	Resolution 93 – Interconnection of 4G, IMT-2020 networks and beyond
	All study groups (SGs 2, 3, 11, 13, 17) to progress as quickly as possible ITU-T Recommendations to address network architectures, roaming principles, numbering issues, charging and security mechanisms as well as interoperability and conformance testing for interconnection of 4G, IMT-2020 networks and beyond;
and to identify as soon as possible future ITU-T Recommendations that need to be developed associated with the interconnection of 4G, IMT-2020 networks and beyond;
and to cooperate, as appropriate, with interested stakeholders and alliances in order to optimize studies on this particular subject (resolves, i. SGs 1, 2)
	On-going
	SGs (SG2, SG3, SG11, SG13, SG17) 
	
	
	SG17 designated its Q2/17 to lead on 5G security standardization. SG17 held an ITU workshop on security for 5G and beyond on 22 August 2022. 
	Q6/17,
(Q2/17)

	94-01
(unchanged)
	Resolution 94 – Standardization work in the ITU Telecommunication Standardization Sector for cloud-based event data technology
	ITU-T Study Groups 13, 16, 17, 20 to evaluate existing, evolving and new Recommendations with respect to cloud-based event data technology (resolves 1)
	On-going
	SG13, SG16, SG17, SG20
	
	
	 Q8/17 is working on draft new Recommendation 
- X.sg-scmr, Security guidelines for selecting computing methods and resources from Cloud Service Providers.
SG17 approved
- X.1380(X.edrsec), Security guidelines for cloud-based data recorders in automotive environment.
 developed by Q13/17.
	Q8/17, Q4/17

	94-02
(unchanged)
	Resolution 94 – Standardization work in the ITU Telecommunication Standardization Sector for cloud-based event data technology
	ITU-T Study Groups 13, 16, 17, 20 to make recommendations to the Telecommunication Standardization Advisory Group on how to address the topics that are outside the mandate of the study groups (resolves 2)
	On-going
	SG13, SG16, SG17, SG20
	
	
	To be provided
	Q8/17, Q4/17

	96-01
(unchanged)
	Resolution 96 – ITU Telecommunication Standardization Sector studies for combating counterfeit telecommunication/information and communication technology devices
	All ITU-T study groups to explore ways and means to combat and deter telecommunication/ICT device counterfeiting and tampering in order to protect industry, governments and consumers from counterfeit and tempered telecommunication/ICT devices (resolves 1)
	On-going
	SGs
	
	
	To be provided
	Q6/17, Q11/17

	96-02
(unchanged)
	Resolution 96 – ITU Telecommunication Standardization Sector studies for combating counterfeit telecommunication/information and communication technology devices
	SG11 to study existing as well as new reliable, unique, persistent and secure identifiers, in collaboration with ITU-T Study Groups 2, 17 and 20, that have the potential to be used in combating counterfeit and tampered products and telecommunication/ICT devices, including their scope of application and level of security in the context of their possible duplication/cloning;
and to develop methods of assessing and verifying identifiers used for purposes of combating counterfeit production (i. SG11 3, 4)
	On-going
	SG11, (SG2, SG17, SG20)
	GSMA
	
	To be provided
	Q6/17, Q11/17

	97-01
	Resolution 97 – Combating mobile telecommunication device theft

	ITU-T study groups to explore all applicable solutions and develop ITU-T Recommendations to combat and deter mobile device theft and its negative effects, offering all interested parties a forum for encouraging discussion, member cooperation, the exchange of best practices and guidelines and the dissemination of information on combating mobile device theft (resolves 1)
	On-going
	SGs
	GSMA
	
	
	Q6/17

	97-02
	Resolution 97 – Combating mobile telecommunication device theft

	ITU-T study groups in collaboration with the relevant standards organizations, to develop solutions to address the problem of replication of unique identifiers (resolves 2)
	On-going
	SGs
	GSMA
	
	To be provided
	Q6/17, Q11/17

	97-03
	Resolution 97 – Combating mobile telecommunication device theft

	SGs 11 and 17 to develop Recommendations, technical reports and guidelines to address the problem of mobile telecommunication device theft and its negative effects (i. SGs11+17 1)
	On-going
	SG11, SG17
	GSMA
	
	See Action item 97-01 above.
	Q6/17

	97-04
	Resolution 97 – Combating mobile telecommunication device theft

	SGs 11 and 17 to study any possible solutions to combat the use of stolen mobile telecommunication devices with tampered (changed without authorization) identities and to prevent them from accessing the mobile network (i. SGs11+17 2)
	On-going
	SG11, SG17
	GSMA
	
	To be provided
	Q6/17

	97-05
	Resolution 97 – Combating mobile telecommunication device theft

	SGs 11 and 17 to study any technologies that can be used as a tool for combating mobile telecommunication device theft (i. SGs11+17 3)
	On-going
	SG11. SG17
	GSMA
	
	See Action item 97-03 above.
	Q6/17

	97-06
	Resolution 97 – Combating mobile telecommunication device theft

	SGs 11 and 17  to draw up a list of identifiers used in mobile telecommunication/ICT devices (i. SGs11+17 4)
	On-going
	SG11, SG17
	GSMA
	
	To be provided
	Q6/17, Q11/17

	98-01
	Resolution 98 – Enhancing the standardization of Internet of things and smart cities and communities for global development

	SG20 to develop ITU-T Recommendations aimed at implementing IoT and SC&C, including, but not limited to, on issues related to emerging technologies and vertical industries (resolves i. SG20 1)
	On-going
	SG20 (SG17)
	
	
	SG17 approved 
- X.1352 (9/2022), Security requirements for IoT device and gateway.
Q6/17 is working on 
- X.ra-iot, Security risk analysis framework for IoT devices,
- X.sc-iot, Security controls for Internet of Things (IoT) systems, 
- X.ztd-iot, Security methodology for zero-touch massive IoT deployment, and 
- TR.ba-iot, Technical Report: Broadcast authentication scheme for IoT system.
	Q6/17


_______________________
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