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	Abstract:
	This document contains the observations concerning future work of ITU-T SG11 for the upcoming study period 2025-2028 to be included in the SG11 Chair report to WTSA-24 (Part I).


The report of ITU-T Study Group 11 to WTSA-24 concerning its activities during the 2022-2024 study period (Part I) along with an overview of the SG11 outcomes, statistic and proposed updates to the Study Group 11 mandate and Lead Study Group roles will also include the observations concerning future work of ITU-T SG11 for the upcoming study period 2025-2028.
This document contains the draft text for such observations to be included in the SG11 Chair report to WTSA (Part I). The text highlighted in the Annex was discussed among the SG11 management team and Rapporteurs and it is proposed to be discussed over the upcoming SG11 NSP-WTSA sessions to be held during SG11 meeting (Geneva, 1-10 May 2024). Proposals and comments are welcome.
See the Annex below.
Annex
Observations concerning future work of SG11
Following the results achieved during the study period (2022-2024), in the next study period, SG11 activities will be focusing across all aspects defined in its mandate.
SG11 will keep developing standards which aim is to improve the security of signalling protocols in order to mitigate the attacks on different ICT applications including digital financial services (DFS) applications and platforms.
SG11 will advance its studies on developing standards related to implementation of digital signatures (certificates) in the signalling exchange to be used for combating spoofing numbers, robocalls, AI-based calls, etc. SG11 will continue its collaboration with SG2 and SG17 on this subject matter, especially on the aspects related to development requirements and procedures for issuing digital certificates to be used for improving signalling security.
SG11 will also continue its studies related to the development of signalling requirements and protocols for IMT-2030 networks, fixed, mobile and satellite convergence (FMSC), Computing Power Network (CPN), Network Functions Virtualization (NFV), Software-Defined Networking (SDN), Multi-access Edge Computing (MEC), Intent-Based Network, QKDN, Hybrid P2P communications, as well as protocols used on existing and future networks.
Additionally, future studies of SG11 will focus on signalling and testing aspects of networks using new and emerging Telecommunication/ICT technologies.
Building on its achievements in voice and video over Long-Term Evolution (VoLTE/ViLTE) interconnection and Resolution 93 (WTSA-20) from previous study periods, SG11 will maintain its studies on development of interconnection testing specifications for interworking and roaming scenarios for voice and video over New Radio (VoNR/ViNR) - based networks.
From testing perspective, SG11 will focus on remote testing platforms, particularly on federated testbeds, considering the outcomes of the ITU-T Focus Group on Testbeds Federations for IMT-2020 and beyond (FG-TBFxG) which completed its work at the study period (2022-2024). Among potential directions could be defining requirements for APIs to be used in federated testbeds.
According to the established ITU Testing Laboratory Recognition procedure, SG11 will continue its collaboration with ILAC and IAF on the implementation of Resolution 76 of WTSA particularly by populating the ITU Testing Laboratories Database.
In addition to this ongoing collaboration, SG11 will:
· Pursue its studies related to development of monitoring procedures and test specifications including those that might be used for remote testing.
· Consider the possibility to integrate the AI and machine learning-based algorithms into the testing specifications.
With regard to combating counterfeit telecommunication/ICT devices/software and mobile device theft, SG11 will continue its studies related to developing the requirements for Central Equipment Identity Register (CEIR) and Global International Mobile Equipment Identity Registry (GIR). It will also continue its studies on the combat of multimedia content misappropriation.
Finally, SG11 will continue to foster knowledge sharing and collaboration by arranging thematical Workshops, Brainstorming sessions, Forums and Webinars. These events will promote, support and facilitate ongoing SG11 activities and studies.
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