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Summary
This technical paper considers the key properties of distributed ledger technology (DLT) that are common among the diverse approaches. It brings into focus the topics that are of concern to regulators and supplies practical recommendations for users, regulators, and technologists, which are hoped to mitigate the risks of potential harms.
This technical paper was initially developed the following deliverable of the ITU-T Focus Group on Application of Distributed Ledger Technology (FG DLT):
· Technical Report FG DLT D4.1 "Distributed ledger technology regulatory framework"
https://www.itu.int/en/ITU-T/focusgroups/dlt/Documents/d41.pdf
Information for this technical paper has been gathered from a substantial number of sources, including in-person interviews and desktop research for many jurisdictions. While every reasonable effort has been made to verify the source and accuracy of the data collected, the research team cannot exclude potential errors and omissions. This document should not be considered to provide legal or investment advice. Opinions expressed in this document reflect those of the authors and not necessarily those of their respective institutions. Some contents of this deliverable may involve patents.
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Technical Paper HSTP.DLT-RF
Distributed ledger technology: Regulatory framework
[bookmark: _Toc16243478][bookmark: _Toc23447183][bookmark: _Toc14188458][bookmark: _Toc23767522]Scope
This technical paper discusses key features of distributed ledger technology (for the purposes of this document, the word "Blockchain" construes distributed ledger technology, or DLT) and its associated regulatory challenges. Examples of approaches that users, regulators and solution providers could use to address the regulatory challenges facing DLT are also discussed.
[bookmark: _Toc16243194][bookmark: _Toc16243480][bookmark: _Toc16243481][bookmark: _Toc23447184]NOTE – Information for this technical paper has been gathered from a substantial number of sources, including in-person interviews and desktop research for many jurisdictions. While every reasonable effort has been made to verify the source and accuracy of the data collected, the research team cannot exclude potential errors and omissions. This document should not be considered to provide legal or investment advice. Opinions expressed in this document reflect those of the authors and not necessarily those of their respective institutions. Some contents of this deliverable may involve patents.
[bookmark: _Toc23767523]References
[bookmark: _Hlk23763595]All references relevant to this publication are found in the Bibliography hereinafter.
[bookmark: _Toc23767524]Terms and definitions
This document uses DLT related terms defined in ITU-T Technical Specification FG DLT D1.1 [b‑DLT D1.1].
[bookmark: _Toc16243197][bookmark: _Toc16243483][bookmark: _Toc16243485][bookmark: _Toc23447185][bookmark: _Toc23767525]Abbreviations
	AI
	Artificial intelligence

	AML
	Anti-money laundering

	CA
	Certificate authority

	CADES
	CMS Advanced Electronic Signatures

	CRL
	Certificate revocation list

	DAO
	Decentralized autonomous organizations

	DPIA
	Data protection impact analysis

	ECC
	Excise control code

	EdDSA
	Edwards-curve digital signature algorithm

	eIDAS
	Electronic identification, authentication and trust services

	EIF
	European interoperability framework

	GDPR
	General data protection regulation 

	ICO
	Initial coin offering

	IETF
	Internet Engineering Task Force

	IoT
	Internet of Things

	IP
	Intellectual property

	IPO
	Initial public offering

	KYC
	Know your customer 

	P2P
	Peer-to-peer

	PII
	Personally identifiable information

	PKI
	Public key infrastructure

	PKIX
	Public key infrastructure (X.509)

	PoA
	Proof of authority

	SC
	Smart contract

	SDG
	Sustainable Development Goal 

	SEC
	Securities Exchange Commission

	SSI
	[bookmark: _GoBack]Self-sovereign identity 

	STO
	Security token offering

	TCP/IP
	Transmission control protocol/internet protocol

	TGE
	Token generation event

	TLS
	Transport layer security

	TTP
	Trusted third party

	ZKP
	Zero-knowledge proof


[bookmark: _Toc16243200][bookmark: _Toc16243486][bookmark: _Toc16243487][bookmark: _Toc23447186]
[bookmark: _Toc23767526]Introduction
This document considers key properties of DLT that are common amongst the diverse approaches to DLT. It aims to bring into focus the topics concerning DLT regulation. By supplying practical recommendations to users, regulators and technologists, this document seeks to aid in the mitigation of potential risks associated with DLT.
Clause 6 outlines DLT features and regulatory challenges. Each sub‑clause corresponds to an essential feature of DLT, describes specific problems and risks as well as recommendations on how stakeholders might address them
This document contains the DLT Regulatory Framework, the key properties of DLT and regulatory challenges (see Table 1) and recommendations for users and regulators.
This document is meant to indicate governance (strategic guidance) and regulatory (legal and compliance) issues that could arise in early adopted use-case implementations of DLT. The technical properties of digital entities/objects are crucial for enforcement of the rule of law (governance, liability, intent, attestation of accuracy and chain-of-custody).
[bookmark: _Toc14188459][bookmark: _Toc16243488][bookmark: _Toc23447187][bookmark: _Ref23760239][bookmark: _Toc23767527]DLT regulatory issues
In scope, are the concerns from the analysis of the properties of DLT indicated in Table 1.
[bookmark: _Toc23767551]Table 1 – DLT features and regulatory challenges
	Feature
	Examples of regulatory challenges

	Distribution, shared ledger (no central repository) [b‑Yaga]
	1) Applicable law with respect to nodes established in different states;
2) Legal subjects in multiple jurisdictions;
3) Distributed storage solutions to meet the requirements of production environments;
4) Interoperability requirements;
5) New civil or commercial-law forms, organizations and contracting;
6) Protection of secrecy in open environments.

	Autonomy and responsibility 
	1) Legal smart contract definition and enforceability (valid source code execution);
2) Boundaries of anonymity;
3) Applicable law;
4) Liability of smart contract managers (SC layer governance);
5) Intellectual property of code.

	Tamper evidence and resistance
	Regulation that requires the correction or removal of data in the ledger, for example:
1) data protection laws / right to be forgotten;
2) content that infringes on third parties' rights (e.g. copyright, trademark etc.);
3) illegal content.

	Incentive mechanism and digital assets [b‑FINRA, b‑Yaga]
	1) Coin, token, tokenization legal common (UNCITRAL) definition;
2) ICO definition and minimal requirements for investor protection;
3) Crypto asset/token financial system: legal concept and boundaries;
4) Supervisory policies and procedures in accordance with applicable rules [b‑FINRA]. 

	Openness and transparency/‌anonymity
	1) AML issues, secrecy leaks, personal security [b‑FINRA];
2) Anonymization (no name/encrypted users vs KYC) and pseudonymization [b‑EU‑a].


[bookmark: _Toc14188460]There are five categories of laws addressing DLT systems:
· Laws that address the DLT systems themselves, like intellectual property (IP) (patent, copyright) of software code, communications laws and laws that regulate the mining for a DLT system.
· Laws that address the governance of DLT systems. This includes, for example, the recognition of DLT governance, conflict of laws, liability and enforcement of decisions on a DLT system.
· Laws that affects some or many use-cases of DLT. This includes crypto regulation and token-economy laws, anti-money-laundering and privacy laws, consumer law protection regimes, and anti-fraud laws as well as laws allowing law enforcement to carry out certain measures or use certain tools in a digital environment.
· Laws affecting civil liability and the law form of consortia governing the DLT, which is essential for the optimal governance of permissioned systems
· Laws affecting the issues concerning different layers within the DLT structures, such as EU eIDAS Regulation and similar currently enforceable laws on electronic signatures worldwide; laws on software IP; laws on DLT-components technical specifications.
The correspondent challenges refer to matters such as:
1. Civil and criminal liability in the blockchain network control, and other sources of responsibility from a public-law perspective (e.g. administrative compliance taxation and even constitutional law related issues)
2. The control management supervision of the network participants s (human or not), including developers administrators, consortia/community managers and legal persons involved within.
3. Authoritative sources of records and data;
4. DLT-record legal proof;
5. Personal data protection compatible with existing regulations.
[bookmark: _Toc16243489][bookmark: _Toc23447188][bookmark: _Toc23767528]Property 1: Distribution and ledger sharing
Distribution is a network configuration where every participant can communicate with one another without going through a centralized point. Since there are multiple pathways for communication, the loss of any participant will not prevent communication. This is also known as peer-to-peer (P2P) distribution which implies operation without a central data repository. The characteristic of the term "distributed" in a DLT context is based on data sharing among multiple systems that are set in different locations. Distribution entails P2P interaction and its corresponding contractual or extra contractual liability
The anatomy of a DLT system could be described as a system of layers consisting of protocol, orchestration, business, data and network layers. Two global standards define orchestration among various elements in various layers.
A distributed process occurs across multiple nodes interacting in a P2P mode. In this context, decentralization means that there is no central responsible unit coordinating the inter-node action or contracting; thus, there is no central supervision or authority, though there may be several responsible units within a permissioned DLT context.
Decentralization can mean that different types of nodes with different powers and attributions may decide differently. All nodes share the same data and execute the same smart contracts but the instantiation and execution of P2P transactions comes from eventually responsible nodes or represented persons in enforceable contracts, thus generating contractual responsibility.
Ledger sharing implies a methodology for data storage and retrieval in a manner that protects the sequence and fidelity of the stored data from any alteration whatsoever prior to its retrieval. Data protection and constitutionally protected related rights (honour, association, privacy, asset property and intellectual property (IP)) are directly concerned.
Distributed ledger technology (to which blockchains belong) does not only combine "distribution" and "sharing" but also requires using public key asymmetric cryptography, distributed databases (large-scale data storage and processing), peer-to-peer communication (P2P network), consensus mechanisms and other technical innovations, which pose regulatory challenges, mainly company and contract law related, without prejudice to sectorial laws concerned (banking, insurance, capital markets, amongst others). Competition law and consumer law are also directly concerned by distribution and sharing, as vendors and other competitors work collaboratively to produce the infrastructure and devices within related layers, though they compete in the distributed application layer when introducing use cases for their industries.
Distributed ledger technology is designed to support tamper-resilient and close to immutable, decentralized, shared ledgers and is based on strong cryptography. Blockchain technology does this by combining data blocks in a chronological order into a specific data structure in the form of a cryptographically linked list. Blockchain technology is a tamper-resilient and immutable, decentralized, shared ledger using cryptographic functions that combine data blocks in a chronological order into a specific data structure in the form of a linked list. Shared ledgers do not solve the issue of data accuracy but can only prove who has written the data at what time.
When distributed consensus algorithms are used to add data that can subsequently trigger the execution of code retrieved from blockchains, such as smart contracts, the automatic execution of business logic is ensured. A blockchain or "shared ledger" is a decentralized (multi-centered) infrastructure that is a new distributed computing paradigm which has a mechanism of enforcement adhering to operating rules in a manner persistent and consistent in a variety of settings.
[bookmark: _Toc16243490][bookmark: _Toc23447189][bookmark: _Toc23767529]Introduction of the property
"Distributed fashion" permits associative models of auto-governing rules to facilitate the operation of a useful, trustless and efficient system. Trustless means that the technology does not require relying on trust of a single entity or participant. This "distributed fashion" property encompasses all matters of concern that might exist between liable entities and an allowance for the opportunity to change their governance protocol, under specific rules, which legitimizes this change of a protocol layer.
The scope of this property includes defining regulatory boundaries and gateway protocols to achieve liability isolation among participants. Such isolation is distinguished by the context of multi-lateral or bilateral data exchanges. Thanks to these properties (distributed fashion and shared ledger), interoperability with another DLT ecosystem can be proposed by either a participant network, a data owner or by both of the aforementioned – to change the protocol layer and adjust it in accordance with the prevailing rules.
The mapping in Table 2 shows a diverse array of governance models to DLT implementations which are a derivative update to that work.
[bookmark: _Toc23767552]Table 2 – Partial list of protocol governance models/governance decision-making process models
	Locus of control / Trust model
	Decision-making process
	Meaning
	Examples of projects' platforms

	Ranging from distributed among multiple governances to Negentropic
	Cooperative
	Protocol change proposals are provided and approved on a cooperative and voluntary basis due to absence of a central authority. Contentious proposals run the risk of fracturing the network resulting in a permanent split.
	Bitcoin

	Centralized, autocratic
	Autocratic, arbitrary
	Decisions over changes on protocol rules are taken by a single entity (e.g., a person, company, mining pool, etc.).
	Ripple, Project X, Hyperledger

	Centralized: With two or more governance tiers 
	Hierarchical
	Individuals have the ability to propose changes but recognized leadership (e.g., foundation or a committee in control of a key code repository) all but ensures protocol changes will rely on the consent of the leaders.
	Ethereum Foundation

	Centralized: With conditional governance tiers
	Plutocratic unequal horizontality
	Protocol change proposals are voted on where each vote is weighted by the importance of each proposer or voter. In the plutocratic case, substantial weight is given to a minority of voters (e.g. due to high ownership share of the weighting asset).
	Alastria

	Decentralized democratic autonomous agency
	Horizontal
	Protocol change proposals are voted on with each vote weighted by the importance of each proposer or voter. In the democratic case, a minority of voters do not have substantial weight in vote outcomes.
	Democracy.earth

	Futarchy
	Indirect consensus
	Decision-making operates through a metric pre-defined by its stakeholders. Prediction market models are used to determine which policies will have the most positive effect.
	Aragon, Tezos, Gnosis

	Federated
	Coalition/
collective partnerships 
	A group of agents vote on protocol alterations linked by a horizontal relationship scheme. Members of a federation need not have equal voice/power nor even necessarily known to each other.
	Verified.me


Distribution implies that solutions have an initial system design and a governance model to alter it. There is a conflict between:
· Having unfettered (unrestricted) freedom to deploy and use a DLT-based framework under a peaceful association as a constitutionally acknowledged human right; versus;
· Having limitations/boundaries of right(s), where some guidance (rules and policies) places restraints on DLT-based framework deployments and usage activities (e.g., priori functionality descriptions are associated with conditions for use by users, providers, participants, owners, etc.). When imposed by governance convention, the purpose of restraining actions is to ameliorate outcomes that may be harmful to groups or interests.
[b‑Rauchs] distinguishes three levels for altering the protocol governance layer which is, in functionality, a hierarchical critical configuration based on: proposal, funding approval and implementation. The different proposals entail governance alternatives of participation and authorization to restrict the exercise of individual participation (voting, property selling, voluntary contribution, debate on governance, etc.), as specified in network foundation documents.
The key regulatory challenges associated with this property are:
· Applicability of existing law with respect to nodes established in different states;
· Legal responsible subjects in multiple jurisdictions, competition and failure-handling issues are relevant within a DLT governance context. To this extent it is worth mentioning that there is a relevant distinction between the incident management model and the incident governance model;[footnoteRef:1] [1:  Generic standards for information sharing exist, such as ISO ISO/IEC 27010, 20614, 20247 and 19592. However, no incident management model or information standards yet exist for blockchain and DLT incident management, nor are there any standards on how blockchain and DLT could be used to support the incident management model.] 

· Distributed storage solutions to accomplish legal requirements of production environments;
· Legal accomplishment of interoperability requirements. The heterogeneity of DLT devices, operating systems, programming languages, node managers and networks pose a huge challenge within different legal areas;
· New digital civil or commercial laws form such as multilateral consortia agreements, organizations such as DAOs and decentralized e-contracting including financial system contracts for banking, stock markets and insurance purposes;
· Protection of secrecy in open environments in accordance with existing data protection regimes in force in different jurisdictions. Security related issues should be addressed as well as far as they concern integrity, confidentiality, enforceability, availability and usage of networks with variable scope in different jurisdictions. Some constraints may work at cross-purposes and require multiple protections to satisfy criteria drawn from different governance authorities;
· Cross-border transfer and data localization: collecting data, retaining data, analysing data, deleting data and sharing data. Data storage and privacy and personal data may fall under regulatory purview if derived from other non-protected data attributes: directives, regulations and jurisdictional impact on personal data protection;
· Perhaps, the main legal challenge associated with DLT addresses the identification of responsibility in distributed systems. Present legal systems often assume hierarchical control of systems in order to attribute responsibility accordingly;
· Multi-jurisdiction and arbitration: Conflicts to be resolved automatically, or autonomously, while maintaining the persistence of the framework and deciding which conflicts are destined for off-chain resolution or off-ledger resolution. Different territorially applicable laws can enter into conflict with these solutions. Court orders from one jurisdiction may supersede internal blockchain governance as well as other court orders. Possible solutions like setting up arbitration agreements or defining the applicable law in some kind of contract between the participants may not be recognized by all jurisdictions;
· Market Competition: Antitrust and anti-competition law.
[bookmark: _Toc16243491][bookmark: _Toc23447190][bookmark: _Toc23767530]Approaches and/or recommendations
It is recommended to efficiently combine the aforementioned approaches within the scope of future international working group legal prospection with regard to significant findings by specialized doctrine and jurisprudence and in accordance with governmental national or regional forthcoming sectorial approaches, in particular within these fields:
· Civil and criminal liability for blockchain distributed control;
· Decentralized controllers/managers (human or not);
· Authoritative sources of records and data;
· [bookmark: _Toc11405549][bookmark: _Toc535938805][bookmark: _Toc535939313][bookmark: _Toc11405553][bookmark: _Toc11405554][bookmark: _Toc11405555][bookmark: _Toc11405556][bookmark: _Toc11405557][bookmark: _Toc11405558][bookmark: _Toc11405559][bookmark: _Toc11405560][bookmark: _Toc11405561][bookmark: _Toc11405562][bookmark: _Toc535939310][bookmark: _Toc14188464]DLT-record and other related digital sources of legal proof.
[bookmark: _Toc16243492][bookmark: _Toc23447191][bookmark: _Toc23767531]Property 2: Autonomy and responsibility
Autonomy and responsibility imply having the right or power to choose how to act and may result in legal liability. Invoking this choice may be an essential consequence of having the capability to exist independently – an essential consequence of attributing, ascribing or assigning independent existence to machines [b‑Ibáñez-a].
[bookmark: _Toc14188465][bookmark: _Toc16243493][bookmark: _Toc23447192][bookmark: _Toc23767532]Introduction of the property
Transactions on DLTs can be executed autonomously. This means that these transactions only depend on the conditions set in the DLT. The code is protected against interferences. Smart contracts (SCs) can automate some of the processes typically associated with a legally binding contract [b‑Raskin].
SCs can be used to implement on-chain governance to human decisions in networks, organizations or entities within DLT systems. Any voting process can set the rules by SCs that can be traced uniquely.
The design of SCs allows for the definition and adoption of rules in order to perform transactions recorded in DLT. Decentralized autonomous organizations (DAOs) which are developed and upgraded by users can model autonomy for decentralized communities. The proliferation of DAOs and autonomous models of governing people, entities, things and processes demonstrates effective orchestration of other components.
With the rise of awareness for data privacy, SCs often only process validation metadata to prove the correctness or the valid exercise of rights to access privately stored data (e.g., in Self-Sovereign Identity (SSI) [b‑Bundes Block]).
[bookmark: _Toc14188466][bookmark: _Toc16243494][bookmark: _Toc23447193][bookmark: _Toc14188467][bookmark: _Toc23767533]Challenges associated with this property
Contract automation has possible legal effects. SC autonomous execution is limited to assets stored on-chain. All other enforcement of code agreements inside the SCs ("law" [b‑Lessig-b]) needs to take the traditional approach of enforcement.
An SC can also be a representation of a legally binding agreement executed on a blockchain wherein the code entails contract execution.
A smart contract with legally binding intention (also referred to as "legal SC") is a possible representation of a legally binding SC agreement executed on a blockchain.
The legal interpretation of the contract could differ from that brought by code execution; then, code can be legally binding, except when it isn't [b‑Peterson], in accordance with applicable law.
Code execution must not infringe mandatory laws. If that were the case, remedies should be pre-set on-chain (SC self-correction, integrated automated arbitration or dispute-resolution mechanisms) or off-chain (external compensation). The code of SCs often needs maintenance (e.g., special permissions to replace part or all the code with a new version). Governance must prevent the abuse of this power.
Dispute-resolution and compensation widgets can be implemented to avoid conflict with laws:
a) On-chain, as part of SCs;
b) Off-chain (private arbitration, which is still preferred by courts by virtue of being flexible).
Trust in DLT oracles: SCs can only securely access to information on-chain. Thus, external information should only be incorporated through trusted third parties or sources of data called DLT oracles.
Interoperability: Information from other DLT systems can be integrated through DLT oracles or through securely interconnected different blockchains.
[bookmark: _Toc16243495][bookmark: _Toc23447194][bookmark: _Toc23767534]Regulatory challenges
Legal smart contract definition and enforceability, and valid source code execution
Subsidiary off-chain enforcement of SC terms and conditions may be required in cases of breach of SCs with contract-law structure ("legal SCs") requiring restitution [b‑Ibáñez-a].
Boundaries of anonymity, to solve the conflict between privacy rights and public-law order. Anonymous and pseudonymous transactions: Smart contracts enable to conceal or hide the identity of the transacting entities. Even though this aspect is desirable from a privacy viewpoint, it might facilitate crime, or impede the application of transparency laws (namely AML). Ensuring privacy only to low-cost transactions might be a solution there. Another approach is controlled pseudonymization of data owners, thus keeping data traceable in a limited way.
Enforceability of legal SCs (SC with contract-law structure) [b‑Ibáñez-a].  While the SC code can self-enforce transactions on DLT-managed assets, other contract terms require traditional enforcement, in particular when its breach requires restitution. When SCs are used pseudonymously or in an international context, conventional enforcement might be difficult.
Applicable law: SCs should fix applicable laws and legal forum / arbitration though consumer or investor tutelary rules. International private law might still compel to apply local laws or forum. Current pseudonymity could be private enough to hinder conventional enforcement and at the same time not be private enough, and therefore break privacy laws.
Software developers of SCs, as parties in blockchain nodes, may incur Legal liability (criminal and civil) – this especially applies in Proof-of-Authority (PoA) governed networks [b‑Ibáñez-b].
Intellectual property (IP) rights on SC code. Such code is often open source, but it is possible to include a fee for using it. Thus, IP rights and anti-competition laws apply [b‑Alastria]. Special provisions can be set by combining SCs with IoT [b‑ISO/IEC 30141] or AI.
[bookmark: _Toc16243496]Automatic decision-making
SCs differ from automated decision-making (ADM) in AI. Whereas ADM in Deep Learning can be very complex, provide little transparency and includes random input in the training phase, SCs are simpler and provide high levels of transparency, at least to people skilled to read the code. Still, principles currently being discussed for ADM in AI may need to be applied to SCs [b‑Larus]. Article 22 of the GDPR might also be applicable [b‑Finck]. The GDPR requires at least the possibility of human intervention of the "controller" (see clause 6.3.2.1.3 for clarifications of this concept).
In case of SCs operating on a permissioned blockchain, validators or permissioned nodes with full autonomy will have duties of full performance of SCs.
[bookmark: _Toc16243497]Limitations of legal liability for actors who play the key role in information system operation
The legal problem here is a formulation of corpus delicti with regard to technological features of DLT based on information intermediary theory.
One of the main mechanisms for ensuring compliance with applicable laws in a digital environment is a regulation of information intermediaries and information service providers. In general terms, these rules indicate limitations of liability of information service providers in situations where they do not affect content of the network as well as take actions to prevent third parties from accessing information on legitimate requests from rights holders and state authorities. At the same time, the law enforcement practice in some states also consider other criteria for bringing information intermediaries to take responsibility such as receiving profits from information posted or a failure to take preventive measures to combat offenses [b‑Saveliev-a]. Moreover, researchers have noted a tendency towards expanding the limits of responsibility of intermediaries and moving towards mandatory monitoring of the network [b‑EDRi]. Such legislative changes are important not only for a direct consequence of their application but also for the political and legal component of their content; one of the most effective and popular ways to regulate information networks at the moment is shifting responsibility from end users of networks to administrators.
Thus, the main direction of regulation of information networks is based on establishing an administrator who creates an information ecosystem around them, setting the rules for its use, as well as features of identification and verification of its participants. In contrast, a key feature of peer-to-peer networks is interaction of users directly without contacting a certifying third party (the administrator-provider of information services) [b‑Raval]. As a result, relationships of users without intermediaries are becoming similar to traditional private law relationships. In theory, each member of the DLT network has equal legal rights and is guided by his own interests and is independently responsible for his actions.
However, unlike the real world civil legal relations, the standard of good faith and due diligence for DLT system users is much higher because features of the architecture of distributed networks predetermine some characteristics of transactions committed in it - for example, its abstractness, as well as the locality of the legal effect (only within the relevant DLT). These features require coordination with national legal systems, both in terms of understanding the nature of regulatory transactions, and the legal significance of making entries in public ledgers [b‑Russian Fed‑b]. If there are no such features, control of relations arising in a DLT network with instruments of contractual law, even if detailed, remain under threat of requalification of legal relations in the event of a dispute and applying different rules to them than the parties have foreseen, based on imperative nature of certain rules of the applicable law and order public policy expressions of the legal system (for disputes with a foreign element).
Additionally, this regulation raises the question of how and by whom the rules of user interaction between the DLT network nodes will be developed and established. In the practice of managing DLT projects, the regulation of related legal relations, cases of deviations from the principles of decentralization are observed. So, at least when it comes to making key decisions about existence of the system, for example, about its launch, scaling or radical change (implementing the so-called "hard fork"), a certain degree of centralization and formation of the will of the participants is required. It seems that special analysis of such centralizations makes it possible to detect "exit nodes" [b‑Sidorenko], by regulating activities of which, it is possible to ensure legal regulation of information system as a whole. Moreover, with the development of a DLT network and its increasing interaction with the surrounding reality, more and more nodes of this kind arise, and consequences of their decisions are becoming increasingly critical for the system as a whole.
Considering the above, it is necessary to determine a circle of persons ensuring the operability of DLT networks and that have a significant power to impact the procedure for their use. It seems that in most such systems the following play a key role:
· Agents that establish technological and organizational rules for a specific network (developers, administrators);
· Agents most actively involved in formation and validation of blocks (miners, minters and validators);
· Agents who, due to nature of a specific electronic platform, ensure its use (facilitators).
At the same time, the identification and description of a system nodes circle, which technologically ensures its functioning, directly depends on type of a deployed DLT. Due to the fact that in private DLT there appears a figure of the network owner who controls the formation of a register of blocks of transactions, it is logical to assume that the regulation of its activities will ensure compliance with applicable laws. A similar approach can be extended to validators of consortium DLT where they not only generate blocks but also check the validity of transactions included in blocks. It is necessary, however, to consider that initial rules of the DLT are normatively formulated and technologically implemented by developers and administrators of the relevant platform and therefore their participation in the network can also be used for state control.
Regulation of the activities of the above-mentioned persons is considered to be the most effective way to ensure the legitimate functioning of DLT networks. First of all, such regulation should be carried out by influencing the network administrator, who after the launch of the system retains ability to influence its content and development in one way or another. Special requirements may be imposed to persons administering DLT systems, such as localization within the country where a person performs such activities, similar to some information service providers [b‑Russian Fed‑a]. A more stringent regulatory option is licensing of activities and creation of a system to control its implementation, as is practiced in a number of countries in relation to administrators who intend to conduct an ICO (initial payment offering). If the DLT system is designed in such a way that administrative functions are actually autonomous, the development of mandatory technical activity standards seems to be a promising way.
Failure to comply with such standards may reasonably lead to the revocation of a previously issued license for bringing the administrator to responsibility (as an independent basis or element of the corpus delicti in case of illegal actions of users) or for shifting the burden of proof to the administrator in case of a dispute regarding the civil rights of the user or a third party.
Also, it should be noted that any system built on DLT includes not only, directly, a distributed ledger but also a "software shell" which is a software application that allows users to interact with each other and with the ledger. If a fundamental change in rules of forming a chain of blocks is a rather difficult task that requires a large level of interaction from ordinary users, then the application level software can be updated in ways that are slightly different from those used in classical information systems.
Consequently, in addition to ledger decentralization, centralization occurs in providing users with an interface for interacting with this ledger. In this regard, there are at least two conclusions. Firstly, in terms of providing the ability to use application software between administrators of the DLT network and its users, there are typical relationships for information networks that can be qualified as licensing services or as providing remote access services [b‑Saveliev-b].
Secondly, it appears that it is on the application software level that users can be identified and verified, which, given the basic distribution of responsibility arising from the peering nature of the network, will solve many problems of regulating relationships in the current information environment.
[bookmark: _Toc14188468][bookmark: _Toc16243498][bookmark: _Toc23447195][bookmark: _Toc23767535]Approaches and/or recommendations
Optimal third-party protection requires policies setting on-chain dispute resolution tools on a case-by-case basis prior to an off-chain solution. Associative initiatives within the scope of International Consumer Protection and similar regimes are recommended to complement the aforementioned policies.
Companies using SCs have to comply with the existing regulation. Consumers might be able to benefit from an increased level of trust that does not depend on the trust in the company.
In order to increase the trust when SCs are used, e.g., for managing tokens, a certification of smart contracts can be demanded by law.[footnoteRef:2] [2:  Malta currently requires the certification of smart contracts used for ICOs (ITAS).] 

[bookmark: _Toc16243499]DLT and corruption
Anonymity and pseudonymity in permissionless blockchains can facilitate criminal purposes like tax evasion, bribery, money laundering or terrorism financing. However, chain analytics can be used to follow transaction on pseudonymous blockchains like Bitcoin. Prosecution of crimes is easier where transactions require automated permission or participation requires identification. The same can be said about transparency.
Blockchain can also be a tool to increase transparency for public institutions. However, transparency is limited to the information stored on chain or validated by means of entries on the chain like hash-values.
Natural persons can be identified with transparent transactions; however, increased transparency can have a negative effect on privacy. When the transactions concern business transactions, increased transparency can impact business secrets.
Blockchain/DLT is promising in the context of inherently distributed business and governance activities where traditional means are not working.
· Anti-corruption and pro-transparency measures should be considered early at the design stage taking into account the intended application of the solution. At present, however, the focus of governmental actors is mostly on privacy (including transaction privacy) protection, which is quite beneficial for corruption-supporting applications of blockchain.
· The lack of a designated owner or responsible person in permissionless blockchains combined with trans-jurisdictional operations hinders public oversight and law enforcement.
· [bookmark: _Ref9745461][bookmark: _Toc14188469]Properly designed SCs may ensure fair access to goods or services with no interaction with potential criminals. But, they could also be used for collecting bribes. Then, authorized SC removal and vetting systems are needed in public permissioned chains.
[bookmark: _Toc16243500][bookmark: _Toc23447196][bookmark: _Toc23767536]Property 3: Tamper evidence and resistance
[bookmark: _Toc11405569][bookmark: _Toc14188470][bookmark: _Toc16243501][bookmark: _Toc23447197][bookmark: _Toc23767537]Introduction of the property
DLT provides a conceptual model for providing tamper resistance that is based on:
· Cryptographically signing the entries by the appropriate private keys;
· Chaining the data with cryptographic hashes so that a single data entry cannot be modified without modifying many subsequent entries;
· Sharing the data with multiple users where a consensus algorithm takes care of synchronizing the stored information.
There is no measure for ensuring that a single node contains a complete set of transactions. Complete tamper resistance can only be reached by having so many decentralized nodes that no one would be able to convince all of the nodes to tamper with their ledgers.
[bookmark: _Toc16243502]Technological basis: Asymmetric & symmetric cryptography
Digital signatures are created using the private key component of a public-private key pair. A digital certificate contains the public key component of an identified subject that is signed by a certificate Authority (CA) to issue a certificate. The CA-signed certificate binds a subject identity to a public-private key pair.
Trust in the identity of the subject whose signature can be verified using the certificate public key depends on the confidentiality of the associated private key. The certificate subject must maintain sole possession of the private key. If poor key management is practiced by the subject, it is possible for an attacker gaining possession of the private key to impersonate the subject and to forge their signature.
In a permissionless ledger, there may be no requirement for using PKI-associated certificates. It is possible to use only the public key to verify the validity of a signature created with the associated private key. When public-private key pairs are not associated with a PKI, signatures created with a private key can be verified using the associated public key to gain data integrity assurance but no origin authenticity or non-repudiation services are provided. These services require a PKI.
In permissioned ledger environments, PKI-based signatures may be required so that participants are able to comply with legal or regulatory requirements. These requirements may include "Know Your Customer" (KYC) and Anti-Money Laundering (AML) rules that are commonly applied to financial services organizations. In this context, PKI may be used both for digital signatures and for access control to a ledger platform with an authentication protocol such as Transport Layer Security (TLS).
Signature processing
Signature verification is used to determine if a signature on some data content is valid. Verification is performed by signing the content again and comparing that result to a presented signature. If the two signatures match, the signature is considered to be valid. Content is often hashed before it is signed and the signature is then applied to the hash. In this case, signature verification also requires recalculation of the hash of the content.
In clause 12.5.1 of Recommendation ITU-T X.509 [b‑ITU-T X.509], the basic public key certificate checks include verifying that the signature of the CA is valid. Other checks follow, including ensuring that dates in the certificate are valid, that the certificate has not been revoked and that the private key component is being used for a purpose authorized by the issuing CA such as for signing certificates, signing data or for data encryption. In the case of DLT, a relying party accepts all liability for trusting a certificate-based signature as is typical for other cases of PKI.
Some organizations that participate in a DLT system may require compliance to a security policy  requiring that whenever a certificate is used, its signature  must be verified and checked to see that it is fit for purpose (e.g., contains valid dates, uses approved algorithms, includes required extensions, that it not be revoked, etc.). The security policy may also require that the certificate path be validated back to an organization-trusted root. Certificate path validation must be used to provide assurance to the relying party that the identity of the signer can be trusted.
DLT systems may require that private extensions be included in certificates used to access their platforms and they may impose additional verification requirements. Vendors may offer a choice of signature algorithms and key lengths that can be used on their platforms. The available choice alternatives may conflict with those that comply with an organization's security policies. Vendors may impose certificate validity periods that conflict with the key management requirements of an organization for periodic key rotation. In order to participate in a given DLT, an organization may need to obtain and manage exceptions to its security policies. The validity period in an X.509 certificate allows a relying party to make decisions about trust in a signature. These 'not-before' and 'not-after' dates apply to the public key signed by the certificate issuer and to the associated private signing key. Once a certificate expires, the private key should no longer be used for signing. At any time, signatures created outside of the validity period using the private key should not be trusted.
The public key can be used to verify and validate signatures that were created during the certificate validity period. Verification and validation can be performed at any time, even outside the validity period, so long as the date and time of the signing is known. A DLT timestamp, although not proving a precise time, can provide this information.
[bookmark: _Toc16243503]Challenges associated with this property
· Technological challenges, i.e., managing technological change;
· Regulation that requires the correction or removal of data in the ledger;
· Electronic and digital signatures are regulated in some countries (e.g., by eIDAS in the EU). It is being discussed to extend this regulation from PKI to DLT. Some courts already recognize DLT-based proofs [b‑Zhao].
[bookmark: _Toc16243504][bookmark: _Toc14188471]Technological challenges
Cryptographic keys used in DLT are subject to change. This may be due to an organization's security policy or to its certificate or key management requirements. Approved signature algorithms may become deprecated and key length requirements may increase over time. As new algorithms become available, they may replace existing ones to achieve better performance or greater protection.
This has been the case for other systems and protocols such as TLS, which recently deprecated use of a widely used RSA key management technique and approved the use of EdDSA, a more recently developed family of digital signature algorithms. EdDSA is also used in crypto currency, blockchain and ledger systems. All cryptographic algorithms are subject to obsolescence. This has been the case for hash algorithms such as MD5 and SHA-1, which were once used for signatures in PKI but have since been replaced by algorithms such as SHA-2. As certificates expire, they must be renewed or replaced based on an organization's policies. As a rule, CA certificates must be updated well before they expire so that this process can be performed without disruption. These updates may cause transactions that span multiple blocks to rely on signatures that use different algorithms or key lengths. So, it is important that DLT applications are agile and that DLT platforms are designed to expect change. Moreover, from a general point of view, in blockchain, blocks are not required to be signed.
Also, the CAdES syntax is not the unique way; moreover, with eIDAS, the preservation of electronic signature is adjusted to the limitations of the use of the DLT. Finally, regarding Recommendation ITU.T X509, although it is correct, it is problematic for validation of passed signatures or applicable to certificate revocation [b‑Diaz]. ETSI EN 319 102.1 [b‑EN 319 102.1] extends the algorithm to give a clear response to that problematic, and it is relevant that this standard is adopted in the European Union as well.
Furthermore, the coming development of quantum computing is expected to be disruptive. According to Michele Mosca of the University of Waterloo, quantum computers "will break currently deployed public-key cryptography, which underpins the security of DLT systems that rely on PKI, and could become a threat in the next ten years knowing that commercial availability might be preceded by military availability". More significantly, the PKI systems fielded today are about to become obsolete, in particular, those based on RSA and those with keys smaller than 4096 (or their ECC equivalents), and even those are approaching their end, all due to the quantum attacks offered by Shor's algorithm [b‑Bäumer]. This will force adoption and deployment of new signature algorithms that have been designed to be 'quantum-safe', or, resistant to quantum attacks. Consensus on which new algorithms should be safe to use as replacements is still being reached by researchers, governments and standards bodies. However, the time to start planning for changing signature algorithms is now.
The DLT system-reliance on PKI issue posed by quantum computers also applies to symmetric cryptography whenever it is used to store encrypted data on the blockchain and thereby, ensure its confidentiality and integrity. In effect, whereas large enough quantum computers will disrupt most existing standardized asymmetric crypto (with the notable exception of the ANSI standard for financial services X9.98 and the two stateful hash-based signature standards at the IETF), quantum computers will also affect symmetric cryptography in that, they will halve the key space due to Grover's algorithm [b‑Grover]. As a direct consequence of that, current 128-bit algorithms will be rendered useless and there will be no standardized equivalent providing 256-bit level security in the post-quantum scenario, for that would require 512-bit keys. Hence, this area is a work in progress (notably at ISO). The intermediary recommendation holds that when symmetric encryption is mandated by the system's design to store data on the blockchain, which is one of the paths to GDPR-compliance, 256-bit keys are to be used as a minimum for systems that are meant to last for more than ten years.
[bookmark: _Toc16243505][bookmark: _Toc23447198][bookmark: _Toc23767538]Regulatory challenges
[bookmark: _Toc11405572][bookmark: _Toc14188472][bookmark: _Toc16243506]GDPR – Data protection
The European General Data Protection Regulation (GDPR) applies outside Europe in certain conditions e.g. when data subjects in Europe are addressed or monitored.
[bookmark: _Toc11405573][bookmark: _Toc14188473]GDPR – Challenges
The GDPR requires a justification for processing of personal data and provides the data subjects with the right to be forgotten (Art. 17), the right to rectification (Art. 16) and the right to restrict processing (Art. 18). This can create conflicts with the immutability of DLT systems. The oblivion and erasure, however, is not limitless, existing only if the justification to store the data ceases.
The GDPR requires controllers and processors to have a processing agreement. Controllers are limited to select processors that are providing sufficient guarantees to comply with the GDPR (Art. 28). It is yet unclear how this has to be interpreted in the context of public blockchains and whether the code of a blockchain can serve as some kind of smart contract for the processing agreement.
The GDPR limits the transfer to third countries. Having nodes in third countries might transfer personal data to those third countries. However, publication is not considered a transfer to a third country, even when the data can be freely accessed from a third country [b‑EU-c]. What does this mean for a blockchain with nodes in third countries? Does this privilege a public blockchain over a non-public blockchain?
[bookmark: _Toc11405574][bookmark: _Toc14188474]GDPR – Personal data
The GDPR does not apply to DLT when no personal data is processed. However, the definition of personal data goes far beyond what is considered PII. In other jurisdictions like the U.S., data that could be attributed to a natural person by the use of additional available information is already considered personal data.
A common way forward is to store the main data outside of a blockchain or on a sidechain and use the blockchain for verification, ordering and time-stamping. This is done by hashing the personal data. However, hashes of personal data may represent personal data themselves.
Typical pseudonymization scenarios, where only names or other identifiers are replaced by hashes (or even random numbers), are usually still considered personal data [b‑Art. 29 WP]. When there is a certain context or some metadata stored with the hash on a blockchain, this can also be used to derive personal data. People who have knowledge of the hashed information will be able to connect the metadata with the data they have. Therefore, no metadata should be stored along with the hash that is not included in the information hashed [b‑Erbguth-b].
Furthermore, hashes must have sufficient entropy, otherwise, the hashed data can be guessed. With Bitcoin mining, the calculation of hashes has become very fast. Added random data, also called salt, is often needed. When this random data is also used as a key to restrict access to the hash, then it is called pepper.
Zero-knowledge proofs (ZKPs) can be used to make sure that only non-personal data can be derived from an entry on a blockchain.
Encryption can be used to make it impossible to derive any personal data from a blockchain after the key has been deleted. However, storing encrypted personal data on a blockchain is like securing access to data by a non-changeable password which should be avoided [b‑Grassi].
Although data protection authorities agree that these techniques substantially reduce the risks for data subjects, the Commission Nationale de l'Informatique et des Libertés (France) still regards them as being personal data with the exception of certain zero-knowledge proofs [b‑CNIL]. The Austrian Datenschutzbehörde [b‑Austria], however, while considering a case not related to blockchain, held that an effective protection against identifying a person can render the data anonymous, and that this is equivalent to deletion.
In addition to this legal uncertainty, anonymous data might become personal data in case of technological developments or when newly available external data becomes available which enables the identification of individuals with information stored on a DLT.
[bookmark: _Ref9821232][bookmark: _Toc11405575][bookmark: _Toc14188475]GDPR – Control
The GDPR puts obligations on parties in control of data processing. The French Commission Nationale de l'Informatique et des Libertés holds that users signing a transaction with their private key for a public blockchain are in control. When users are effectively in control and companies solely provide tools for writing on a public blockchain, the companies might not be responsible for data processing [b‑Erbguth-a].
[bookmark: _Toc11405576][bookmark: _Toc14188476]GDPR – Justifications
When there is a permanent justification to write personal data on a DLT, it can be stored there permanently. Consent can always be withdrawn and is generally not suitable to serve as a permanent justification. Possible permanent justifications can be the performance of a contract with the data-subject, legal obligation or compelling legitimate interest. In most cases, however, it will not be possible to obtain a permanent justification.
[bookmark: _Toc11405577][bookmark: _Toc14188477]Modifiable DLT
DLT systems that allow modifications can be built. For example, the code of a blockchain used to store bookkeeping records could foresee that all entries will be purged after a certain period of time. Chameleon hashes are one tool for allowing the modification of individual entries without breaking the integrity of a blockchain. When creating the chameleon hash, a private key is set that will have the power to modify the entry without breaking the hash. The fact that an entry was modified can remain visible. It is also possible to set conditions under which a modification will be accepted. However, the possibility to remove data removes the protection against tampering. A possible example is a bookkeeping-blockchain that securely stores information for ten years and deletes it afterwards.
[bookmark: _Toc11405578][bookmark: _Toc14188478][bookmark: _Toc16243507]Other regulatory challenges
When information on a ledger infringes on personal or commercial rights or violates criminal laws, there may be laws that require the removal of personal and non-personal data from a ledger.
[bookmark: _Toc14188479][bookmark: _Toc16243508][bookmark: _Toc23447199][bookmark: _Toc23767539]Approaches and/or recommendations
[bookmark: _Toc16243509]Technical recommendations regarding standardization
Future PKI standardization
A DLT can be viewed as a new application of PKI, one that differs from PKI use in internet mail and browser applications, which relies on the IETF PKIX profile of X.509. There is an opportunity for useful ITU-T standardization that recognizes these differences. A standardized ITU-T X.509 DLT profile could normalize expected behaviour and processing of PKI-based DLT applications.
There are two specific areas of standardization needed to support interoperability and growth in DLT applications that use PKI. One area is the development of an X.509 certificate profile for DLT, a profile that specifies required cryptographic algorithms, choice alternatives for strings and time types and useful certificate extensions. A second area is the development of DLT-specific path validation processing that recognizes the proper role of expired certificates in long-lived signed and timestamped ledgers, and that result in tool behaviours that do not obstruct ledger processing.
A profile for ITU-T X.509 certificates used in a DLT context should be standardized by the ITU-T, whose I17 / Q11 received the mandate from ISO to do so. This would serve a similar purpose as the IETF PKIX profile for internet certificates and CRLs. A DLT profile could recognize the full sweep and global nature of DLTs. This profile could recognize the need to normalize national language support by the use of UTF8String (Unicode) choice alternatives in certificate distinguished names and other instances of ASN.1 type DirectoryString, replacing the common, historic use of PrintableString (US ASCII) types.
A framework standardization approach (for use of symmetric cryptography in DLT systems)
A cryptographic framework approach could, or, can set the standard or interchange and leave room for the accommodation of various algorithms and key lengths without altering the definitions.  This framework approach has already been codified in ANSI standards and by NIST as well.  In doing so, one can adjust the algorithm and key length used. This approach provides compartmentalization and attribute based access control to anything within an enterprise that is digital: physical (door locks), logical (network access), functional (.exe or .dll) and content (any embedded digital object/word, phrase, period, etc.) all enforced by quantum-resistant, tamper-evident, cryptographic processes.
[bookmark: _Toc16243510]Organizational and design recommendations
a) Avoid storing clear-text personal data on a blockchain, unless you have a justification for permanence;
b) Use sidechains or other private storage options for sensitive data;
c) Use Zero-knowledge proofs where possible. However, ZKPs are still under development, some demonstrate slow performance. Standards for ZKPs are being developed [b‑ZKP];
d) When storing hashes of personal data:
i. Make sure there is enough entropy in the data hashed;
ii. Avoid combining hashed data with other data on the blockchain;
iii. Avoid using hash-values as identifiers;
iv. Add secret passwords to the hashed data as an additional security measure, when this seems suitable for the application. As a sole measure, this is not sufficient, since passwords that cannot be changed do not offer advanced-level security.
e) Avoid solely relying on consent in the context of personal data and blockchains;
f) Perform a data protection impact analysis (DPIA) and a risk analysis.
Examples of approaches and/or recommendations for users, regulators and solution providers have not yet been set. Self-sovereign identity and privacy coins are two examples that use DLT to provide superior levels of privacy [b‑Dunphy].
[bookmark: _Toc16243511][bookmark: _Toc14188480][bookmark: _Toc23447200][bookmark: _Toc23767540]Property 4: Incentive mechanism and digital assets
Users participating in blockchain governance require incentive mechanisms. Cryptocurrencies provide incentives in a quantitative manner. Leveraging qualitative or non-financial incentives in public blockchains is also possible. However, permissioned DLTs are regarded as adept at aligning non-financial incentives with participants' objectives.
[bookmark: _Toc14188481][bookmark: _Toc16243512][bookmark: _Toc23447201][bookmark: _Toc6131248][bookmark: _Toc23767541]Introduction of the property
Incentivization directly influences governance. There is a direct correlation between creating effective mechanisms for incentive stimulations and the effectiveness of governance and vice versa. Currently, the most effective incentivization for permissionless DLTs is economic stimulation. Only when economic incentives are embedded in a system's foundation can truly complex structures be built.
These incentives are generally in a tokenized format. These tokens are limited in number and can be transferred. Within the DLT context, the concept of tokens involves technical, legal and economic aspects. In order to build a global concept valid in any jurisdiction, several legal perspectives can be adopted as either public-law (financial system) or private-law (private contracting).
Besides the native tokens, tokens can also be created by smart contracts running on a blockchain. On Ethereum, there are standards for tokens like the ERC20 for providing compatibility with wallets [b‑ERC20].
The creation of tokens is called a Token Generation Event, or TGE. The initial sale of tokens is called an Initial Coin Offering, or ICO.
The Swiss regulatory authority, FINMA, classifies tokens into three categories [b‑FINMA]:
· When the tokens do not prescribe any right, but can be traded, they are considered cryptocurrencies;
· When the tokens can be used as vouchers for some service on the chain or external to the chain, the tokens are considered utility tokens;
· When the tokens refer to an asset, they are considered asset tokens.
It is to be noted, for an optimal global token regulation, that the term "tokenization" usually refers to the change of system utilized for the representation of such economic valuable rights. This paper does not discuss the complex regulatory needs derived from token taxonomy or "tokenomics".
Tokenized value units of account (coin-based tokens) should be regulated by central banks in terms of national or regional monetary policy to properly control macro-magnitudes.
Additionally, a token can fall into multiple categories at the same time. Asset tokens are always treated as securities whereas utility tokens are only classified as securities in case of only having an investment purpose at the point of issue.
Compared to Switzerland, in the US, the scope of securities is broader. For example, the Securities Exchange Commission (SEC) applies the Howey test to classify tokens as securities [b‑SEC]. Regulatory oversight differs from one jurisdiction to the next and is subject to change.
Representation of rights incorporated into tokens (securities, utilities or hybrid) is the substantial issue to be addressed by legislators as it concerns the system of creation of credits (ICOs, exchange offerings, security token offerings (STOs), off-chain IPOs or service non-financial contract in the case of utilities), their cession and their extinction.
When tokens are connected to some assets, a new law is required to ensure that buyers that acquire a token in good faith are protected even when some prior transfer of the token was not carried out by the authorized token holder. New laws in Gibraltar, Liechtenstein, Malta and Switzerland have been enacted and are proposed to regulate the acquisition of tokenized assets including the actors involved [b‑GFSC, b‑Liecht., b‑Malta-a, b‑Malta-b, b‑Malta-c, b‑Swiss].
These legal regimes are a consequence of the "virtual incorporation" of rights occurred in an ICO or any other form of "tokenization" (i.e., constitution of rights by tokens, since they become hashed, unique and permanently sequenced units of value).
The regimes for the cession or transmission of the rights incorporated to the tokens may vary in accordance with two main factors: self-regulatory approach in an ICO or other form of issuing and legal boundaries set by deontic or imperative rules in each concerned jurisdiction, mainly investor protection applicable rules, which ICOs or token issuers must respect for reasons of public order.
However, the scope of incentive mechanisms also can include non-financial value exchanges. This supports rewards for social impact and motivation for improving or enhancing the efficiency of the DLT; the participation of the governance itself. The incentive mechanism can be also used to promote a responsible attitude in a community such as in a smart city.
[bookmark: _Toc14188482][bookmark: _Toc16243513][bookmark: _Toc23447202][bookmark: _Toc23767542]Regulatory challenges
For the financing of blockchain projects, in addition to the conventional equity financing methods, currently, there are ICOs for utility tokens and STOs for asset and security tokens. Different countries have different policies for token-based financing methods:
· A complete ban;
· Regulation as done with securities (viewing digital objects as digital assets);
· Specialized simplified regulation;
· No regulation for pure utility tokens.
The regulators should efficiently combine different self-organizing, public-administrative and private national and international law approaches to regulate:
a) The basic blockchain, including consensus processing;
b) The smart contract validity, effects and definitions for legal purposes within the context of contract laws in different jurisdictions;
c) The optimal regimes to regulate the action of intermediaries such as the exchanges used for the fulfilment of transactions;
d) The private-law asset or security market and related public-law regimes connected to the tokens including ICOs and similar regimes.
[bookmark: _Toc11405583][bookmark: _Toc11405587][bookmark: _Toc535938810][bookmark: _Toc535939318][bookmark: _Toc14188483][bookmark: _Toc16243514][bookmark: _Toc23447203][bookmark: _Toc23767543]Approaches and/or recommendations – Interoperability
Interoperability is defined as the "ability of two or more systems or applications to exchange information and to mutually use the information that has been exchanged" [b‑ISO/IEC 17788].
Interoperability can happen at different levels. For instance, the European Interoperability Framework (EIF) [b‑EIF], a commonly agreed approach to the delivery of European public services in an interoperable manner, defines a model with four layers of interoperability: legal, organizational, semantic and technical; a cross-cutting component of the four layers, "integrated public service governance" and a background layer, "interoperability governance".
[image: ]
[bookmark: _Toc23767553]Figure 1 – EIF model
Regarding technical interoperability, it may also be achieved at different levels, i.e., access, network, transport, session or application. Within the internet framework, the TCP/IP protocol has long been a basis for interoperability at network layer.
Implementations of DLT now comprise a new representation of value known as tokens or digital currency. There is a uniform approach to cross-chain interoperability described in clause 7.2 of Recommendation ITU-T X.1255 [b‑ITU-T X.1255]. This "Digital Entity Interface Protocol" establishes a basis for understanding and specifying how computational operations should perform the transit, processing and storage of information across jurisdictional boundaries.
DLT can be a tool for establishing a decentralized governance that supports the attainment of the Sustainable Development Goals (SDGs). Participants who play by the rules can receive incentives whereas participants who break the rules can be punished.
[bookmark: _Toc11405591][bookmark: _Toc11405592][bookmark: _Toc11405593][bookmark: _Toc11405594][bookmark: _Toc11405595][bookmark: _Toc11405596][bookmark: _Toc14188484]Taking into account the framework, context, application and/or use case, appropriate consideration should be given to develop interoperability specifications at the right level(s) where appropriate.
[bookmark: _Toc16243515][bookmark: _Toc23447204][bookmark: _Toc23767544]Property 5: Openness, transparency and anonymity
[bookmark: _Toc16243516][bookmark: _Toc23447205][bookmark: _Toc23767545]Introduction of the property
Several key properties featured in DLT platforms have been long considered key for many different cases even before the creation of these technologies. The possibility of increasing transparency and, at the same time, trust, privacy and free access to processes has been a continuous quest for governments and companies alike.
The debate regarding the level of openness and transparency from DLTs should start at the discussion on permissioned and permissionless ledgers where permission refers to how the system works with respect to validating transactions. In permissioned DLTs, all the decision-making processes are derived from a trusted third party (TTP) that has exclusive roles among the network players, especially granting them access to its content and assigning the aforementioned permissions to each new player. This implies that the TTP has some knowledge about the peers.
On the other hand, on permissionless DLTs, all the peers can act freely; entering or leaving the network at any given time without identifying or authenticating themselves in a formal sense. The leaving or joining of peers does not cause any disruption unless the number of participants falls below a certain threshold. Most systems do not offer any confidentiality. Privacy, if desired, needs to be established by privacy-enhancing technology on top of the basic data layer. Some privacy coins, however, have already integrated a privacy layer for token transactions. Public DLTs do not require a permission to read blocks. Depending on the consensus algorithm used, a certain amount of computing power or a certain stake might be needed to participate in block production. Most DLT systems require some permission to write transactions, e.g. by paying with native tokens. Some countries require exchanges and wallet services to identify their customers. This information, together with the transaction on the ledger and the tracking of the IP-address where a transaction originally came from, often makes it possible to identify people using e.g. Bitcoin or Ethereum.
Permissionless DLTs are public platforms, thus they are open and transparent in essence. The sum of their features allows them to be trustless networks in which anyone could participate and independently verify the information written on the ledger, even if the parties do not know each other. Permissioned DLTs, in turn, will vary a great deal in relation to the level of openness and transparency, since they will be directly determined by the governance of the platform, which is established by a central party to a certain degree.
[bookmark: _Toc16243517][bookmark: _Toc23447206][bookmark: _Toc23767546]The concepts
Broadly speaking, transparency is generally associated with openness and visibility, or the opposite of secrecy. Notwithstanding, this "narrow" view of transparency fails to address some nuanced relations, as for normative dimensions. Transparency cannot simply imply revealing information anymore. It should somehow address some, if not all, of these reflexive questions in order to deal with usage, legitimacy, respect to privacy, accountability, as well as data integrity.
In that sense, in pursuit of theses normative dimensions, a modern concept of transparency could be found in ISO 16759:2013, which states transparency as "open, comprehensive, accessible, clear and understandable presentation of information".
Regarding anonymity, currently, the ISO/IEC 20008 standard is working to describe two mechanism categories for anonymous digital signatures. One category of mechanisms for verifying signatures using a single group public key and another for verifying signatures using a set of public keys. The first mechanism category is referred to as group signatures, and the second as ring signatures. When used with blockchain technology, group signatures are more suitable for use in private or permissioned environments. Ring signatures are more suitable for use in public or permissionless environments.
Another approach to this technical challenge is the use of zero-knowledge proofs (ZKPs). Their use allows two different actors, the "proof provider" and the "verifier" to exchange the ownership of a piece of data without actually revealing the data. ZKP technologies are useful to allow the verifier to prove the ownership of a credential to the proof provider without revealing the identifier of whichever entity to whom (or to what) has been initially issued. This preservation of confidentiality allays fears that an entity with whom (or with what) one transacts is illegitimate.
Challenges to the broad application of ZKPs (discussed in 5.3, above) are:
· They can be slow and expensive for proof providers to process. Although this issue is being mitigated by the "sapling" upgrade.
· Some identity solutions use ZKPs based on graph isomorphisms and these are faster in comparison with other ZKP variants.
· Questions remain regarding the interoperability of ZKP-based credential exchanges. While there are many ZKP variants with a wide range of performance characteristics, they are still to be considered as being in the early stages of development.
Presently, standards for a universal applicability of zero-knowledge proofs across implementations are starting to be developed [b‑ZKP].
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Even though openness and transparency are often regarded as major positive features from DLTs, enabling them to be more trustworthy and secure, both qualities pose some challenges in certain circumstances. Distributed ledger platforms generally work on an alleged "paradox", in which, while the information on the ledger is transparent for everyone to see or read, it is also private, thus ensuring the anonymity of the players involved in a given transaction.
The balance between transparency and privacy is paramount for DLTs to comply with norms and regulations. For instance, the recent European directive in data privacy, the General Data Protection Regulation (GDPR), has the objective of conferring to the individual control of their own personal data, therefore not allowing it to be fully transparent and open to everyone. On the other hand, high levels of privacy and reduced levels of transparency are a sensitive issue for auditing and security entities that are generally concerned with the possibility of having DLT applications used for illicit activities such as tax evasion, money laundering and funding of criminal activities.
In relation to DLT, using privacy-enhancing technology, like cryptography, to design privacy almost necessarily creates a specific challenge. In other systems, an intermediary that controls access to the information has no technical restraints in providing access to the information and in deciding when to delete it. Using privacy-enhancing technology generates frictions whenever compliance requirements change or require a differentiation of disclosure of the information.
[bookmark: _Toc6131251]Complete transparency also poses challenges to some sectors due to their business model. The financial services sector is an example in which full transparency would not be feasible. In a transparent DLT platform, all information would be disclosed to the public such as the players involved, the pricing and the timing of the transactions along with other relevant information that would reveal much of the investment strategies of the institutions or people involved in the process. Such a level of disclosure would probably greatly affect the competitive advantage that some institutions have over their competitors.
[bookmark: _Toc16243519][bookmark: _Toc23447208][bookmark: _Toc23767548]Approaches and/or recommendations
Despite the general agreement on the positive impact that openness and transparency often offer, as seen before, they might also pose some challenges for certain sectors. In this sense, it is recommended that each DLT protocol and governance adjust its level of openness and transparency in accordance with two major factors:
· Regulation: Currently, many countries are reorganizing or developing their legislations to create codes to govern issues such as privacy, data management and other areas related to the internet but also new applications like cryptocurrencies. DLT platforms take into account such regulations to be able to comply with their directives;
· Sector: Each sector has its particularities. The financial sector has different demands and requirements as compared to the education or the health sectors. An efficient solution requires an appropriate DLT platform and a well-designed application.
This is further complicated by transparency and privacy requirements that change with time or relate only to certain groups. One approach often used is to store the information itself off-chain on a private storage that is access-controlled and can be deleted. On-chain solutions would only contain some hash or ZKP that enables the validation of that information. Once the original information, off-chain, is deleted, the remaining validation information should be useless. It is not possible to identify persons with this remaining validation information hence, it should not be regarded as personal data although some legal uncertainty remains [b‑EU Blockchain, b‑Erbguth‑b].
Encrypting information on-chain is not usually recommended. Since the information is immutable, this encryption equals access control with a password that cannot be changed.
While DLTs show less flexibility in managing transparency and privacy, they also protect privacy as well as transparency against attacks from insiders and when firewalls are breached. Privacy-enhancing technology allows the uniform validation of information that is stored in different places under different access regimes. This strengthens privacy and transparency. At the same time, DLTs, as any emerging technology, are often subjected to a certain degree of distrust and doubt and their benefits and risks are not properly addressed. Adequate regulations can create incentives for innovation, which could foster superior privacy and transparency.
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[bookmark: _Toc23767549]Conclusion
Both DLT-related opportunities and challenges, including legislative and regulatory issues, stem from the same source and result from the same characteristic of DLT properties. DLT is just a tool which is intrinsically neutral, but it can be used both for good and illicit activities and the key issue is to find proper ecological niches for this technology.
The process of adapting legislation and regulations to the specific features of DLT solutions is already ongoing in many countries and it seems that nothing disruptive is required for this. First and foremost, the legislators establish the validity of transactions underpinned by DLT, such as smart contracts, cannot be denied solely because DLT was involved (the legal acceptance of digital signatures started this way as well). When traditional regulatory approaches do not work (for example, due to the absence of an official owner or controller of a solution), the legislators and regulators shift the responsibility to the persons they can apprehend thereby placing it, for example, on the end users. At the same time, the developers of DLT solutions will have to take into account the requirements of modern legislation in order to avoid being banned. As a result, it will be a mutual movement towards each other; by legislators and regulators on the one hand and system developers on the other.
The future of DLT is in seamless integration with already existing socio-political and legal systems rather than in confrontation with governments and their control. This future can be ensured by finding and filling the niches where distributed solutions and models are natural and superior to traditional solutions such as in the Internet of Things (IoT). This future includes hybrid solutions including DLT blocks being used as components of wider centralized solutions and systems.
It is not always clear how to resolve the contradiction between the immutability of the distributed ledgers and the requirements of legislation (not only privacy protection legislation which became a common bogeyman but also "ordinary" commercial law). For example, data retention and legal discovery process may require changes.
[bookmark: _Toc14188486]Potentially, the scope of the application of DLT solutions can include areas where cooperation between a number of "unfriendly" countries or organizations is, however, mutually beneficial for them. These parties may be hostile to each other or unwilling to publicly sacrifice even a tiniest part of their sovereignty so they cannot engage with each other through traditional channels. They can, however, accept a solution that does not have an obvious owner and allows each side to "save its face".
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